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« CPU: 120{ T 2F 20712| Of|0|ME MX| 7}5(DB M 2510 2t HE 7ts)
« H22]: 200MB

« C|A3: 100MB(0|O|ME 27t 50MB + 21 I MM 27t 50MB)

@ ofl0|HE FH0f| 2 A A MX| Abe

Olo|ME MX]| 7l CPU H=a| ClA3a
1074 13204 2GB 1GB
207K 13204 4GB 2GB

4074 230 8GB 4GB
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AN H - —_
Aol ZRAIA AFRYS BLIEYSID 42 Z2 HOEHI01A Aol HES| o0IMES Mol HlolEIS +TE 4
UBLICH,

+ OOIHERL M= HiO[LH2| 7|8t S ZREZS AFEELIL. £t HI0[E & MEBHLZ Ho3lot0] H|0o[E{2| 2ot

E
EHSIHME oto| BEE HFASLICE

@O« ZLEY hA Go[E{H|0] A MEHete| HIEST SAI0| THs 3 MEo 2t of| 0| HE S MxX|sHof EHL|Ct,

+ 21 DBX Of|0| M E MH0f|= Java 8 H{H 0|2t JIDKE & X|H0f ghL|Ct.

MH|A XS E|

o

ot BLE Y2 SaaS £= 2T 0| A(EXY) YA 2 0|8 + AFLICE 0= 22 MEfe= Z2 Of0|HEZ 2

rio

11

o
riok
o




al
o
riok
o

BUEY 7|58 ArEELICh

Deployment Support Description
SaaS v otRHO| 2FSts T MH{Of| HE. 2|HE A= Yot ot=x BX
2L 0[A(EXH) 4 =8 MHE 2 = 23 (WY 23 X)) =2 Hels I HExtet 2o

M3

o=

@

QL OI0|ME= =7 M TCP 6600 ZEZ M2

o2t

QUE{Hof| HZSIX| o= TAHY &

HEelioll I 715 Ao

EHE MEfol e 2LIET 7|s2 Z5LICh 2HY A

2o 0[20M LR 7SS AES

ELUX: 2 oflo]HE
gzt SHX|
ot ME ST MH
O =3 2T MH
AWS oI AVIEE &3 MH

oFl Xt7t2E} 8 AH

o Eli= =/ MY

FoME 2x0jAZ =Y £ JAELCL

2{H E Aofo| EegtLCt,

ot 0| 2| 2 service.whatap.io SaaSOI A Bt At8t 3 QU&LICE,

g 2= AOOF PLICH ZUEY Dt 772 8 MH FAE 318514 K.

SHX| 1P

13.124.11.223/13.209.172.35

52.68.36.166 / 52.193.60.176

18.138.0.93/18.139.67.236

108.136.91.69/108.137.158.44

43.209.109.219 / 43.209.48.86
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2L SN =2NX IP TE
Qe SHHO| £=F At 13.127.125.69/13.235.15.118 TCP 6600
Qe 2| L0 =7 A 52.8.223.130/ 52.8.239.99 TCP 6600
Qe HX|L|O} =T AMH 107.23.220.101 / 54.236.221.105 TCP 6600
QIR THITZE 2T AMH 3.125.142.162 / 3.127.76.140 TCP 6600
FH M2 8 AH 52.231.66.38/20.194.5.115 TCP 6600
Azure
OFH £ 3 £E AH 52.246.169.54 / 20.210.27.232 TCP 6600
Kakao e M2 £+ MH 61.109.237.237/61.109.238.166 TCP 6600
OIO|MENM & MHE =Y HEE +~ gICHH | S5t= Proxy ZE2 0|86 ZRSHMIR.
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ot B MH[AE YHEIR X2t ZHIY HOf|M 0| 8E = ASLICE

BN AF R X HH
Google Chrome 0 111 0/ 4
Mozilla FireFox X E| A HH

Edge X A A
Safari X M HA

@ x| ohh
« HEIRX 2etdit 452 O|R=E Chrome Z| 4 HT AL S HEELIC

« AM2X} QIE{H|0| A(User Interface, U)E HTML5 EZ 7|&2 713 E|0] Internet Explorer= X[ SHX|
et&LICh

Mk Ak

ofio| gl QIE{|o[A = 2HIY EEtRME XIASHA| giELICh 2HtE 7(7[0f| A 2ol F£5t2{H Android EE=
iOSE ot HS LXISHHIQ. ot 2ot H2 2HtY 2HFol| 2| MSt=|0f AELICE WhaTap 2HHY Hoi ek XhAllsH
LHE2 LtE EME EIstHIR.

HHFE A

QtE DHIY M2 QLEZ0|E2LOS BHES II%_JE.*L—IEf Y= 0|S8Lt QR ZEE A7l ofH HS X 4= ASLICL
DHHY Mol st XtMiet HH2 CH2 M E E5HM .
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DB portZ 41 9!
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(Query Base)

®= DBX Agent
o (Java)

J
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cat /etc/passwd | grep {group_name}

3. 20i|M =elst gid 2 0S AFE MdstMla.

useradd -g {gid} {DB_User}

Het 20{517]
DB &X| AH o= DBO| H&5H0{ CHS3t 20| #eHE F0{stM(R.
v11.1 or later

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_CONNECTION TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_DATABASE TO USER {DB_User};

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_TRANSACTION_LOG TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_BUFFERPOOL TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_ACTIVITY TO USER {DB_User};

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_MEMORY_SET TO USER {DB_User};
GRANT SELECT ON TABLE SYSIBMADM.MON_LOCKWAITS TO USER {DB_User};

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_APPL_LOCKWAIT TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_LOCKS TO USER {DB_User};

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_TABLESPACE TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_CONTAINER TO USER {DB_User};
GRANT SELECT ON EXPLAIN_STREAM TO {DB_User};

GRANT SELECT ON EXPLAIN_OPERATOR TO {DB_User};

GRANT SELECT ON EXPLAIN_STATEMENT TO {DB_User};

17
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GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_WORKLOAD TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_PKG_CACHE_STMT TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.WLM_GET_SERVICE_CLASS_AGENTS TO USER {DB_User};

GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_DATABASE_DETAILS TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_FORMAT_XML_WAIT_TIMES_BY_ROW TO USER {DB_User};
GRANT EXECUTE ON FUNCTION SYSPROC.MON_GET_UNIT_OF_WORK TO USER {DB_User};

@ - Hetg 7HE AFo| ACtH of THAIE MaFstn CHS THAIZ Ho{7tMI R,
+ O\l Z2E0iA DB_User = DB AHEX} #|E O| SRILICE. AHE A7} O|8otE AMEXL AIF 0|FR22
HESM K.

« O|A| ZE2| DB_Password 0Oll= AFEX} H|YHS E LHSHMN K.

DBX GIIO|ME CIREL
DBX 00| E TS CHR22CSHMIR. T & 7h WS olgstie.
+ wget BIYOIS 0o CR2RES 4 AgLICt,
BASH

wget -O whatap.agent.database.tar.gz "https://service.whatap.io/download/dbx_agent?type=db2&format=tar.gz

@ =ot *a’éOE °|0H tar OMIOI oS CH22ES 4= Gl=E MEXIE 2ol ZIP HAlQ| mU: SA| Ml SRLICE.
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DBX Of|0|ME &7

tLHOf| k2t ofl O] M E HE S TIASHMIQ. stHof| 2 =0ttt 2est YEE UsiH 48 HE &

AES AT ECZ 0| S8l whatap.conf TFYS SQISEH K. whatap.conf IHU0| TZ2HE HM|A 7| HEH 5l Qe
MH EH, db H& 2 E &5HM 2.

whatap.conf

license={AccessKey}
whatap.serverhost=13.124.11.223/13.209.172.35 # WhaTap server information

dbms=db2

db={DB}
db_ip={DB_Server_IP}
db_port={DB_Server_Port}

JDBC CIREL

DB AMH{Q| / db2_instance_path /sqllib/java B2MA db2jccd.jar TFLE SAISHA] / agent_installation_path
/jdbc EG0]| ‘oA L.

/AES BiHE ZC/jdbe

(D 1BM DB29| JDBC E2}0|t{ A0l CHEH XEM|3H LIRS LIS 213 E X ZSHMIR.
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Oll0|ME MX|

DB ¥& MR 2A5sHUID M4 o 4)

CIO[E{H[O] A 2 LIE

E A0 M “4-dot DB ZLIEE AIH HEE of|o|HE0| 2tH5HAH| SZE3H0F LTt
o2 DB H& HEE

HElZE XMESHH, 00| E= 0] UIDE 0|83t0d DBOI| M &etLCt.

oﬂJIO
40
=
LI N}

o
fot
LO_I-
rn
U F”

t

usernamed} passwordE Y=ot 7| Lt AR EE HAsHA R,

DB ZLIEE AIge| H|RHS Tt HFE FR, YIEA| 2 B CHA| Asjjof BhL|Ct.

4O DB M4 2R = Qo ZLIE| Clo|E] =& o] ZTHEL|CE

Linux Windows

BASH

./uid.sh {DB_USER} {DB_PASSWORD}

@O . %% 13| UIDE MA4stH, 0|20l = 2= 3}El UIDE S8l DB MHZRE M5 HI0|E{S $ASHLICH

MMBL7| QM= TRHE HMA J|7} whatap.conf IFLOf| M E|0f Qojof EhL|c}.

+ Azure Database 122 Z2 DB_USER = DB_USER@DB_name dAloZ l2isljof EiL|LC}.

« DB_USER E= DB_PASSWORD 0| E+2Xt7t ZgHE 22, E+EXt 20l Escape 2XH\)E
UM,

Example

JJuid.sh whatap whatap\!pwd
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./uid.sh whatap whatap\\@pwd

CMD

uid.bat "DB_USER" "DB_PASSWORD"

O + %X 13| UIDE MA8HH, 0|S0i= 25 31El UIDE E3i DB MHZEE] M H|0[EE $FgLCY,
« UID I+ S MAMst7| 2eiMe Z2HE BHA F|7t whatap.conf T 0| MH |0 QLojof EtL|ct.
AHAA 7| =l

* Azure Database £t22| 22 DB_USER = DB_USER@DB_name ¥Alo= &dljof giL|Ct.

* WindowsO| M= IHA Q=9 E4= 2X0]| Escape 2XH( \ )7t 2R ELICE CHEt, HA 0] 2 IS H(
")E AEE moll= RefLIC

Olo|MEE dX|et A=0|M & ATYE(EE HiX| TtY)E HASHHIR

Linux Windows

/start.sh

Hi2X3 Aot

I:J
r|5
oY
40
=2
rr
inl
0o
08
o
<2
HJIHJ
o°=_*
O
=
28]
mn
=5
o
>
[
'U

o
nx
>t
ro
rlot
oY
=2
x
=]
Ofn
)l
o
I
o

/startd.sh

start.bat

| &

St CHA|2 = StH(QIAR A S8)0)| XEJ Fa BAIE =X &QlstA K.

St HO| EAIE AY 270] o217t gleX] 2l
£ S=0t1, f% =AM 0f w2t A= MH[A0 SFotM K.

O| &0 GiCtH Ctrl+CE =81 2
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MH|AE SE5HH Windows?| MH|A 22| =10{| A of2Het 20| &tolet o~ JUSLICH ST MH|AE X0t OIRA QER
HEQSE Z2I5t1, A|Z(Start) M2 MEHSH MH|AE AZISHAI Q.
4 Services

File Action View Help

& | @ E Q| Bem »enmwp
Services (Local) MName Descri;:tion Status Startup Type Log On As

£k AzureAttestService Running  Automatic Local System
& Google Chrome Elevation S... Manual Local System

Running Automatic Local System
£k WhatapDBXAgent2 Running  Automatic Local System
£ WhaTapDBXAgent41435 Running  Automatic Local System
£l WhaTapX0SAgent Running  Automatic Local System

O HojZ > windows ET > MH|A(services.msc)0l Al WhatapDBXAgent AMH|AE A|ZISHHLE ZX|E 4
UELICE AHBSH= Windows HH0| 2t MH|A A2 = CHE £ USLICH

CIO[EH[O]| A ZLIH S ISt Of0[HE X2 AZYSELILE Chs MM 2K = HH AtetS 2IshA K.
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O =5t ojojHE(XOS) M| U J|EF M M8

HIO|E{H|O| A ME{O| RIS F=7t2 RLIE{Z 5t H CO|E{H| 0] A AME{0f| B2 XOS OI0|HEE A&l CIo|HE

2T £ YL,

@ - x860L7|EIH 7|Hto| M SElst= OS 2HATH M8 4 UALICH

« R7LOO|HE 2K 2bF2 ETt obl MEH AFFILCY,

LIEj i

(
1o

®= XosAgent
o= (optional)

UDP S \—'

ilili
4>
2]
x
-3

=
=
=

3002 ZE o[ M
- —]
=
el polE Ha ol 0| K T

®=’ DBX Agent (XOR Mask AES 128/256) o “
o (Java)
J ol 4 M
WhaTap DBX Agent?} AX|l At TCP S416600 R

whatap.conf It dHs}7|

DBX O] ME 7} K| El B29| whatap.conf IO Lt SME MR,
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whatap.conf

x0s=1

x0s_port=3002

xos ZL( /Y= oA 2C/xos/ )& HIO|E{H|0|A MH 2 0| S3HAI K.

xos.conf It MH5}7|
C|O|E{H|0] A MH{Z 0|53t xos BE2| xos.conf IO CI2 SME MESIM K.
xos.conf

dbx_ip={DB_Agent_IP}
dbx_port=3002 # default 3002

cpu_limit=0
mem_limit=10240

©
=2
o
r.>.!
|1|>

E 41| o0l A DB Agent IP, DB Agent Port £'=0| DB HEE 21513 of|0|H

WA & UBLICH

(m

Mg s

XOS O|o|HE d¥5ty|

¢ Linux Windows

XOS Of|0|HEE HA5HM .

/start.sh

O + DBXOO|HMER DLt HI0|EIE M&317| QI8 dbx_port 2 X Bt I E(default 3002)7} L&
QL0{0f BLICE (UDP Outbound)

24



Oll0|ME MX|

® . xos OO|MEE 81222 AMEHSIE{H /startd.sh IFUS ASHSIN|R.

xos 29| HHX| LA Z Of|0]HES HASIHAIR.

start.bat

StHO| EAIE= A 270 of2{7t =X 2elstn Hd

oMt

2o 2, LhZ &M 2t MH| A0 SESHMIR.

o

O msvcp120.dil, msver120.dl 52 A] 812 b

xos Ofl0|ME A& &I msvcp120.dI12F msver120.dIl THYO| F2hE[0f MEer 4~ ICHH, Microsoft Visual
C++ 2013 Redistributable 20130| AX|E|X| QUQUAHLE & |
2013 Redistributable I|7|X|E & X|5t0] EXHIE sHZEE

CHS 30N XpAe A AR A SH= THF|X|E CHREESHH A X[SHAL.
Microsoft Visual C++ 2013 Redistributable (x64)

+ vcredist x64.exe: 64H|E T2 I3 AMlHR

install_WindowsService.bat It 2 CtSot 20| AEUSH MH[A N SESHM|IR. Ttk create
2 YHSIX| O™ WhatapXOSAgent 0|ECZ AMH| A0 7|2 SEE/L|CL

install_WindowsService.bat create WhatapXOSAgent

« MH|A AR

install_WindowsService.bat delete WhatapXOSAgent

(D DBX 00| MEE DL|E{23t H0|E{S MA3517| QI8 dbx_port 2 A3t T E(default 3002)7F L2f AU0{0F
gtLICt. (UDP Outbound)
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https://www.microsoft.com/ko-kr/download/details.aspx?id=40784

x| ZHs7|

mEEE 4y

A O|O[ME #X|, 7|2 oflo|HE

SUNK 25 HE

UCHH ChS ZM0IM HE A E =

OIStN|2.

OIO|ME HX|

x| 2 HZE

SLICH ZiMeE L8 2 T2

HIO|E{H|O| & M Xt S
HZ5HMR.

%72 DL|Estw &7

t oo E(XOS)ll =71 &

XtMlet LiE2 C

S S4TSR, RtAet LI

2 Lt

HLIEE AMZESH|

DE 4% S 2tz Oh3 HIO|E{H|0| A M2 X &
BB Clo[E 7t +EE[=X] lstM| K. AL

E
=
A

Olo|HET HEE 2HsH7| AISELICE PIX] QIAH
SE0j| ot RIS LA S CH2 2 S AESHHIR

26
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3 MY M

o

X "Hd A2

o

CIO[EH[O| A 2LIHE HXIE BF AZHSLICE EX| = OS2 M-S St o X=X 2AQUSHA K.

Olo]HE &X| A

H|O|E{H|O| A O|O|MEE MX|st AR M start.sh & ﬁﬂE}E o}l EE= start.bat HiX| IHY S ’é'?'iﬁkﬂﬂ. Oﬂolmﬁé
AAlSHH HIo|EHlo| AL ZL|IHE HEE &S| Al =3
A=l MEfRIL|CE,

=]
|IOI-
__:7_
.‘l:).
[>
|1
woT
u
]
>
ot
ot

start.sh

$ ./start.sh

[ |11 171 1. _/

| [/ |/7_N_1 1T\
A /AN |
/_/
Just Tap, Always Monitoring
WhaTap DBX version X.Y.Z YYYYMMDD

O CI2ZHY AL8stD 42 HAR0lE startd.sh BHO0IS MWSIHQ. T nohupS MX|st 2HA0| M SEFSHL|CH

+ whatap.log
O0|MEQ| 7|5 Y #Zlat 2&st IE 2= $WHATAP_HOME /logs/whatap.log ZFA0| A &tolst & QI&L|C,
of OA(UTC)7t £l 7|& whatap.log TFY2 whatap_ yymmdd .log HE|E XSO E 0|§0| HZAL[ EMEZ

MNEEH, M2 whatap.log TH0| MM &0 238 7|SELCE

EWMER MY 23 o2 70| X|LHH RS2 2 AMN|ELIC



3 MY M

o

+ xos.log

X0S9| 7|51t st 2O $XOSHA[AZ /xos yymmdd .log ItOf| 7| 2E|H, EMEZ X5 MAEL|CE

[yl i

CHE HHOIE Sdlf S2F T 24 DBX O[0|HE 2 MAS 2ol 4= JUELIC

™ ot DL[E{R MH|A X7| 9tHO 2
£ MESHA Q. 00| HE S50 A
Hote{H Ch2 M E X5 K.

Mol YaXoz =20t 22k2 of 4 S5 FE 2elst

O|S3IR. Srolstals mRHES Metst

C H > =)
HIO|E{H|O| A ME{2| O|FS =telet 4 ASLICE CIO|E{H| 0] A AfH 2| Of =

|+
A

o
24

a®Pre o

ololHE 28
4 O|E (oI &) opelc| ME M B aEy GlOJHE HHE Agent IP DB IP DB RE DB B CPU 20| &
DBX-2-60-6379 2122651642 2024-03-13 18:36:35 2024-03-13 18:36:35 1.6.32 20240306 1721701 192.168.2 60 6379 701 1
DBX-2-60-6380 -2134789231 20240313 18:36:10 2024-03-13 18:36:10 17217.01 192.168.2.60 6380 7.01 0
DBX-2-60-6381 -137985273 20240313 18:36:15 2024-03-1318:36:15 17217.01 192.168.260 6381 701 0
DBX-2-60-6382 1859113661 2024-03-13 18:36:20 2024-03-13 18:36:20 1632 20240306 1721701 192 1682 60 6382 701 0
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https://service.whatap.io/

2X| 2| o E

HIO|E{HO| A O|O|HE HX] Al ZdT £~ A= ZRE =elsl EMR.

telnet YO E &l Ci3 ot 22 4 2H FE7F HEA=0{0F HHYJLICE ( telnet [MH IP] [MH EZE] )

$ telnet 52.193.60.176 6600
Trying 52.193.60.176...
Connected to 52.193.60.176.

Escape character is 'A]".

x| 2d siZ

O ot £7 Mt HE = 22| > fjo|HE MX| 070l oIt 4 Q&L|CH

E4 2|ME oY TR2HER MEf 7}

+ ol TUIE|Z AB|A APOIEOIM ZRHE M4 A| X|S(Region)2 2 MEl2t 4 glon, 40| X|%(Region)S E83t

Z9 wo| Z2HMES M0 BHLC

oT =2

- 22IRE &F 1} 20| E42| X|H(Region)dl| AHI} =XHst= FL WIES 3 latency S M HE T A X At

s|m|str| 2Ieh X[ (Region) B2 =& AMHE PIX|A|HOF BLIL.

rir


https://services.whatap.io/

x| 2d siZ

« 2 UM 7 At £3517] 2{3l X% (Region)E 2 & MHE FHELICEH

Olo]ME 0| Z(ONAME) 55 A€ &7}

o DBX 2LIEY2 oo HES| AHS 9Ief ofo|HES| 1P FA EE(Port) HEE 0/8
HlolEfHlo| A A7t S 1P, S

SHLICE. A
P, S ZE(Port)S AMSEITIE! o1 AHOIA ST At ABIAS Rie

AfH

gl

>
r_fE

ATt SHOZ P = #F0| OfL2HH Ch2 A E T X3l C|O[E{H|0| A AlH
LIt

40 =
% ro
i
30

TLIE{&lE O|0|E{H|0| AQ| internal address EE= HEQ 3 7142 QI8 2 &I IPE O

E 9| H|0|E{H|0| A 0|5 HHE SESHMIR.

—_= =2 O

0l
gt
oy
40
m)
ojo
O
>
i
bas

P

o

30



28517]

ot oflo|HE
BUEHIE =& ASLICH

Oflo|HE 34

ChE2 of" oflo|MES| Y =LICt

of F-oi| CHal A 202 CHFel FME Sdlf R7t 7158 2T5ta, ZLET el DB MH 2| Xt S

H2E57|

R = Y
S DB MH

«

g

XO0S Agent
(optional)

UDP 5413002 ZE

’ Y= E0|H HE

@: DBX Agent (XOR Mask AES 128/256)

ma (Java)
Mt

of +H
J TCP £4 6600 ZE

WhaTap DBX Agent/} EX|El M

-

HlolH ME

M ool ME

- A7 MY
oo HE 7} 78 Hlo[Ef#I0]A A5 HlOES 47 o XE, EA
RIZEILIC} 2% ME{E X|%(Region) HE MFO| 7HsELIC

MEX7t HESH XIS (Region)of| Wt =8 M FA=THE +
o

*+ DBX OIO]HE(7|= Of0]HE)

Query 7|2 ¢ H|O|E{E +T5t0] MHZ HETIL|C, 2LIE{R T2l G| O|EfH[O] A AfEo]| 0f|0

240t EEOf Of 0| HE MHE Sl ZLIE 0| JhsEiLICt

* XOS Of|O|HE(R 7L 00| HE)

FES S
(Region)EZ %! MH <
DZNEE MMo

t11 O| £ ALEXI0| 22Xl WHO
FALOEA
i X|=(Region)= &H|

gt

Y 2R5HK|



2Ho17|

FItO0]HE = HIO|E{H|0| A ME{O| T2 MA ArEE HLIEZE = U= £7+ M of o] EYLICE HIO|E{H| 02
Mol T2 HA AHEE S RLIE Fota A CHH |O[E{H[0] A ME 0| B=2| 0f0 IEEE Z¢ HIOlHE 8T + ASLICH

(@ X0s oflo|HE = x86 OFF = x| 7ol M S&fst= OS gHEollet Mgt 4 LI

- HES3
o 7|2 Of|o|ME: ot BLIER 0|ME= +HT ZLIHE HEE otf =8 M| E&5t| 2/ 2|F S4(TCP) 6600
ZEZS M-S

ok

CllO|E{H|0| A AME] AtO[of| 2/ S4I(UDP) 3002 ZEE AHERILICE LIE

of
S Sl ZES HEY = ASUICH

F

o HILOJO|ME: Ofo|MEE MX|TH MH
HXEJI EE0| Ltz 22 dbx_port &

00| ME &7

Oflo|HE HFof chet XtMjet W2 Ch2 2ME EESHA K.

[ DBX Olo]ME MH

whatap.conf Itof| A&gh 2~ Q= SM0j| Ciol QtLiefL|Ct.

0 XOS Ojjo|HE M

ClO|E{HO| A ME{ | RS F7I2 ZBLIEYSEY| 2ot M WHS S LI

32



DBX OII0|HE

DBX Oj|O|ME M H

DBX Of0|HE0]| 2Rt @™ 2 whatap.conf ThUO|| ZHERfL|Ct AHY + A= SH2 LSS HZSHM K.

712 S

[ B

license String

OO|MEE X2 I MHZRE RoR2 T2HE MN|A 7|5 SYYYLICL Z2HE KM F|= ofjo[HET} ot
D=HEQL Hot SIS flet &2 7|8 Zetdstn ASLIT

whatap.server.host String
7|23t 127.0.0.1,127.0.0.1

OlOIHETE 273t LIOIEIS R&E of 27 Bl IP 5

2 £ 2HEstMR. =& Mt 0|5tz 27K 0|49 IPE 7t 8%
HE()E TEXE ALESHMR. BTt IP F20 pro

oxy HIZ20| 2|Ad SEfZ AH[AEHOF BHL|CE,
whatap.server.port String

7|22 6600

2T MH ZE(port)E SEYLICL ZE= SHLITH 4BYE > OB 2 whatap_server_host 0ff 883t a8 MHE2 5
ZEZ Ao gLt

dbms String

db2

CHE S S YEe 2 2L EZ S Ie HlolH +To| Y 2Sotx| &

S

o

= AL

db String

H48 0| o|Ef#0] A oS RLiCh

db_ip String

DUEZE CIo[EH|0[A ME O IP FAE EFYLICH

db_port String

23



DBX O[O HE H©F

HIO|E{H|0| A7t SA0f| ArE3tE ZES AH LT

HIolE =&

+ db_param_enabled Boolean

71823 true

DB Izi0E £F {25 dFSLICE
* connect_timeout Int

7|22k 15 (X)

27 XIFE AlZtg Xat6HH, s 2|0 ciet Ho|H & & SXIgLICt

+ db2_opt Int

7|22 0

AE|S MM 2T £ HHBLICH

o 0: activity_state 7} EXECUTING AfEHQ! M[MBF £=FBtL|Ct,

o 1: activity_state 7} EXECUTING, RECEIVING, SUSPENDED AE{Q! MM E 25 ST BtL|Ct.
* long_run_session_sec Second

7122t 10 (29: %)

Mo AZHECH 2| £ D A= MME long run MM 2 X2 gLt
* xview_min_sec Int

7122t 0

xview £=& Al, 2|9 =& A|Zto| HFE AlZtEC @2 ZE wigt £TPLICE 7|2 @HO 2= +8 AlZH0] 0% 0|42l

DE 2|2 2FFLICH
AL2X} X1 E £ (SQLMON)

SQLMONS=Z AtEX} Ho| SQL ZHE F7|Ho = e HEZAZ MEBLICE Zat7t £Xt0| 1 M H5t7t S2 2 2[of
HelgLlct

34



DBX O[O HE H©F

* sqlmon Int

|E7I-

o 1 dbx2 sglmon SA| &

o 2 sqlmon@t AlaH

X3 H™: dbx 2.3.5 0|4

1. dbx OIO|HME 512{0f| sqimon CIHEEZ|E 2tED, 8t = HEIE <filename>.sql MU=E MASL|CH

dbx/

L—— sglmon/

—— active_sessions.sq|

L——lock_count.sq|

2. AT H2E <filename>.sql DY MEHEL|CE

sql Dhol A sy 2telof| Al SME, F Huf 2R E| SQL 28 ZHdELICt.
24 %4

o= EL

oflA|

7| Al FI|(2 THel), ZREY 1 1 — 120t} A

HI

SEAZE HHMM-HHMM g4 &l H(,)2 o3 112t X|& 7ts. 00|H AA| A&l 0900-1100 — 09:00~11:0004| 2t A&

Ei2H HIERIAO MEe EfT 0| F. M2 Al IUHO| EBji2HO = AMEE whatap

OlAl: 12 7], 09:00~11:00 S, E§2H whatap

1,0900-1100;whatap
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DBX O[O HE H©F

SELECT count(*) FROM active_sessions

OIAL: 12 37|, Al S&, B2 THUE AL

1;0

SELECT count(*) FROM active_sessions

O -« SE A2 LWE BN YFE S YSLICL (O 2300-0100 — 23:00~2AY 01:00)
? S Al Fofl MO[ZE(; )= S0IX &L T

+ SQL = 20| MO[ZE( ; )= S0IX| ESLIC.

3. whatap.conf 0ff SQLMONS &A3}gtL|Ct.

4. OO|HEE M7|SELIC.

5. [[{ MOIEY > HEZA X3|0|M sqlmon FtE| 12| E &elgtL|Ct.

AES 256 2=} HE

ok DBX Ol 0| HE = +TE GIO[EIS L Bfoto] MM 2 HSBILICE HIOlElS| SRELH MFO| uf2 0|2 WA £ ABLIC
J|2HOR XOR HAIT} AES LT2IES S8 ASHE AT BES 128H|E T2 Lie0| g, B53tE 28BILICE

AFEXt Ao Wat 256H| ENX| &Y =~ ASL
2tel DBX 00| HE S HXIet 20| M whatap.conf It LS 20| 58S FIH5HMIR.

whatap.conf

cypher_level=256

HHEE Fotet T3 of|0[HES CHA| A|EISHM K.
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DBX GIl0|ME H#H

OlO|ME X (whatap.conf)OflA 0|5

S HFOIX| i, Of0|HE O|E2 IP At XE ML AHE|0] XtF XIFELIC
olE S0, IP ££7}10.11.12.130| 1 &

bS]
O
=7t 30000|2H, Of|0|ME 0| E2 DBX-12-13-30002 = A ElL|C.

A
=
E

Oo|HE 0|§2 ZFol= 2 Ha= LSS XS K.

a4 49
{type} DBX %2 AtEgfLCt.
{ip0} IPv4 T4 F X HIY TR E AL RILICE (0IAl, 10.11.12.13 & 10)
{ip1} IPv4 T4 F F HIY THQIE A RILICE (KA, 10.11.12.13 F 11)
{ip2} IPv4 4 F M| I tHe[E AR EILICE (0Al, 10.11.12.13 § 12)
{ip3} IPv4 T4 F U] HIY TS A RILICE (0IA], 10.11.12.13 & 13)
{port} Ci[O|E{H|O|A A EE

(D RDSQF Z0| IP FAT} 2X}7} OFL|2HH DBX- {ip0} - {hash} - {port} HAIQZ 0|20] MFEIL|C Of7|M
{hash} 2 IP FAE 4X}2|9] 16ZI2 tHEtoH 2Lt

Ol0|ME 0|22 =™ MHstn ACtH, whatap.conf IFYMA whatap.name EEE object_name SMof| st= 0|22
UHSIM Q. ALEXE7L 22Tt 0| 0| 00| ME o|EC= MEELILCE

whatap.conf
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DBX O[O HE H©F

whatap.name=agent-1234

object_name=agent-1234

38



473

XOS H|o| M E

HIO|E{H|O| & ME{ O Xt S F7t2
AGLIL

LB 5t H[O|E{H|0] A MEHof 2| XOS of|o|H

@O+ x86 OFF|EIX 7|gtol| o SEf}

*+ XOS O|0|HE ZX|of Chigt XtMIet LHER2 Chs EAM S EE5HM K.

r|r
o)
(V2]
fot
o
=2
o
2
0l
ok
1>
)
>
T
ful

whatap.conf I} 84N

XOS O] HEE MeHsty| Hof| whatap.conf IO CHS SMS MHSIM Q.
* xos Int
71232 0
XOS O[0|HE A8 {2 E MESHMR. /0] 0 ¢l A2 HI0|HE TSR &LIC 22
AEQ 'E—13H1IR IP =AE AHSHH s XOS Of|o| HEZ R E{ Tt H|0|HE $EghL|C.

* xo0s_port String

7122t 3002

XOS O[0|HES EAIY XEE HFSIANR. XOS 00| MECt= UDPE SAIRfL|Ct sie ZEO|
SUE 2ol YeHH S sl 2

* Xo0s_cpu_iowait Int
7122 1

XOS 0| MEZEE X8t CPU AF2E0] iowait2] 2t
OF MHSIH jowaitE EESHK| ALSLICH

+ xos_mem_buffcache Int

7182 0

uffcache?| Zt

XOS O[0|HEZRH +Zot HZ2| AEE
£ LK gdELCh

ol b
Zosta, 0 = MASHH buffcachesS X

XOS Ofo|HE &7

EE Y3l HIo[H E =2 &

1 EE=XOSO|o|MEQ| IP

Yot S AYUCHH UDP

MXSHH jowaitE ZEHSI, 0

MHESIH buffcacheS



XOS Ol0|HE #F

xos.conf O M
xos C|HE 2| E H|O|E{H|0| A MHZE BALSE LIS, xos.conf TFUO]| Of|O|ME MH HEE Qadst =7 SN MESHAM .

« dbx_ip String

DBX 00| HEE &X|ot MH Q| IP FAE YZGHM K.

+ dbx_port String
7122t 3002
DBX 00| EQ} S48 RES MHstH|R. DBX 00| Es UDPE SAIBILICH sEf ZE0| Yshetg M™YCie UDP
SHUE ?lol SEHE SHiFEISHMIR.
* cpu_limit Int
7122t 0

limit SMZECH 2 22 7t TEMA FEE SERLICEH 1/100% THIE 1.23%¢Q 22 123 o2 AHSHM( K.
« mem_limit Int

7|22k 10240

limit dYZECHE 242 712 Z2EMA HE SHELICE K bytes TH2[Z 102402 10M bytesL|Ct.
+ disk_usage_interval Second

7|22t 60

QIAHAH CIAT AL ED AL 7t 37|, TA| 37| WEE EAILICL 240 0 O|H C|AT MEES $TSHK| S4&LICH
+ port_check String

XOS O] MEO|M SMZUCE XXt ZEZ XF MAEZ ATSH 2

Fte| 2| = HERLIC.

Iof Al i IE E|AEE db_port_check

>

xos.conf

port_check=192.168.122.113:3333,192.168.122.113:3334

Xget ZEZ HL0| otEl 2 B > HIERA X3 Hw0lM db_port_check ZHE|12[S MEst = 2tolsh 4= Q&L|CE

40



XOS Ol0|HE #F

Tags Fields
- Time Oid
oname error_count lsd port_list
1 2025-01-17 18:39:41 1064156037 DBX-5-112-1521 2 192.168.122.113:3333,192.168.122.113:3334
2 2025-01-17 18:39:41 1064156037 DBX-5-112-1521 2 192.168.122.113:3333,192.168.122.113:3334
3 2025-01-17 18:39:51 1064156037 DBX-5-112-1521 2 192.168.122.113:3333,192.168.122.113:3334
4 2025-01-17 18:39:51 1064156037 DBX-5-112-1521 2 192.168.122.113:3333,192.168.122.113:3334

+ process_check String

T2 MA0 Ml HEHE DLEHAY + ASLICH SUUCE T2 M A 0|ES YSINR. & H()E #+EXIE 0|88l 02

he S8 4 YL,

xos.conf

process_check=pmon,smon,tnsisnrmelong,haha

S EXE S XEot TEMAT ELEZEX| 242 mf, db_process_check 7IE|12|2 HIOEE MEELICL OIS S04,
melong, haha 27 Z2NATL QIS 2R BM > HEZ|A X3| 0| 70|A db_process_check ZIE|12|E MEHD =

srolst 4 QIBLICY,

Tags Fields
- Time 0Oid
oname error_count lad process_name
1 2025-01-17 18:35:06 1064156037 DBX-5-112-1521 2 melong,haha
2 2025-01-17 18:35:06 1064156037 DBX-5-112-1521 2 melong,haha
3 2025-01-17 18:35:112 1064156037 DBX-5-112-1521 2 melong,haha
4 2025-01-17 18:35:112 1064156037 DBX-5-112-1521 2 melong,haha

(O process_check 242 0|23l CI|0|E{H|0| A0] A Al FOl TN AV ZRE AR
UAELICH XtAISt LH82 CHg EME BZSHMR.

kd
no
oM
fjo
HT
n:
1

+ process_check_interval Second

|E7|‘
process_check S8E S8 T2 MAS| M HENE £Tot= AlZt 2t S AFeL|Ct

+ iplist_interval Second
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https://docs.whatap.io/best-practice-guides/set-db-metric-warning-notice

XOS Ol0|HE #F

7|22t 0 (Off)

HIOIE{HO| A MOl IP S 83 +Hdt= Al ZHAS BT ELICH X BHl(2[2 3%)2 AlZE 2 (interval)2 2T E =

AL

® whatap.conf IFY0|| xos_dbip=true SM2 MAIH db_ip_list 7IE|D2|2 M&ELICH 2 > HEZA

Z3| ti70M db_ip_list 7tE|12[E MESH = =tolst 4~ UEL|CE

|
©

+ file String

EO0wEOIEEY, 2 EHIE, 23 HM, 273 8%)E 0|8stHH file M0 ZLIEZStE = 23 DL H| HH
ZEZ UM K.

CHS GIAIE BZ5HM K.

xos.conf

file=/home/dbuser/sqllib/db2dump/db2diag.log

(O 1BM DB20{A 21 m o] | X|ofl CHSH XMt LHE

rlo
nl
bl
om
|U
i
ik
B
Ot
=
0]

© ZLESIHHE 20 MU X711 H file , filel, file2 2t 22 WAIOZ SME XTI5HH 2.

xos.conf

file={log_file_path1}
file1={log_file_path2}

file2={log_file_path3}
file3={log_file_path4}

@ + file M2 DBX Of|0|HE 1.6.7 H{H 0| Atof| A | IBtL|CE.

« 23 0|70 et XEMISH LHE 2 Thg EME XS,

42
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000 01:00  02:00 0300 0400 0500 0600 0700 0800 0%:00 1000 1100 1200 1300 1400 1500 1600 1700 1800 1900 20:00 21:00 2200 2300 00
1-Min Lock Trends [ 1min | MAX |

Time 25/02/1870:50-11:2 "
20250218
3

® Lock Wait Sessions Counts : 1

i}
10:50 10:51 10:52 10:53 10:54 10:55 10:56 10:57 10:58 10:59 11:00 11:01 11:02 11:03 1104 11:05 11:06 11:07 11:08 11:09 11110 11211 112 11:13 11774 11218 11216 1117 11218 11219 11020

Lock Tree '10:55:45

46 47 8 49 50 51 52 53 54 55 56 57 58 59 “« <> »

A4 instance sid serial# spid username status program module holder type lock mode
h 4 dmx-rac19-1a 325 0 63378 Sniped oracle@racl (PPAT) T 0
dmx-rac19-1a 265 65238 12803 KWLEE Active @racl (TNSV. SOL*Plus

+ 3A|1ZHOlY =3 A] (52 Tl CIOIE] ALE)
Z3| AIHEE 52 FZHollM Ho| M&0| TISHA| EAIELIC

07:15:00 A|HE 228t Z2, 07:15:00~07:20:00 7t H XLE AM0| ZISHA| FA|EL|C

Lock Wait Sessions | Smin | MAX |

4
2

|
kA AVAVAVAVAV ARV AVAY i e sieehede VAVAVAY A VATAVAVAVAYAS A e S A AVAVAVAVAL

0 20250218 0715
000 0100 0200 0300 0400 0500 0600 0700 CCCUUTTEUMISID 97900 12000 1300 1400 1500 16:00 1700 1800 1900  20:00 2100 2200 2300 00
® lock_wait_sessions : 2

1-Min Lock Trends [ 1min [ MAX |

Time 25/02/18 07.00 - 07:30 Total Locks 30
3

(1]
0700 0701 07:02 07:03 07:04 07:05 07.06 07:07 07:08 07:09 0710 0711 0712 0713 0714 0715 0716 0717 0718 0719 07:20, 07:21 07:22 07:23 0724 0725 07:26 07:27 07:28 07:29 07:30

Lock Tree 07:15:00

n1 2 3 45 6 7 8 9101112131415 16 17 18 19 20 271 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 47 48 49 50 51 52 53 54 55 56 57 58 59 « 4« » w

- instance sid serial# spid username status program module holder type lock mode

- dmx-rac19-1a 67

=)

7165 OWI Sniped ™ 0

Arnvraaifiia

I
B
B

A0 vl EE tiae 1 (ThIC AL Ol #Dlve

« 3A|IZHO|2F =3| A| (5% CHQ| HIO|E] AFR)
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Lock Wait Sessions | Ssec | MAX

09:30 10:00 10:30 ® lock_wail_sessions - 2 11:30 1200

1-Min Lock Trends [ 1min | MAX |
Time 25/02/19 10:29 - 10:59 Total Lacks 29

3

1]
10:29 10:30 10:31 10:32 10033 10:34 10:35 10:36 10:37 10:38 10:39 10:40 10041 10:42 1043 1044 1045 10:46  10:47 10148 10:49 10:50 10:51 10:52 1053 10:54 10:55 10:56 10:57 10:58 10:59

Lock Tree 10:44:04

01 2 3“5 6 7 8 9 10111213 14 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 « 4 » »

- instance sid serial# spid username status program module holder type lock mode
Ad dmx-raci9-1a 75 23385 736 Inactive T o
dmx-rac19-1a 302 11648 736 KWLEE Active sqlplus@racl (TNSV..  SQL*Plus

22 " okl

s o9
instance DB2 QIAEA(OO|ME) 0| SR LILCE.
application_handle Ed ofiZ2|7H0|8E MESH= 1R MS ULICH
dbname CllO[E{H|0| A O] EILICE.
username IR M[H9| ALZ XL O| ERILICE
runtime IR M[40| MRHEN A|ZHALICE,
state M9 SIxH AEHRIL|C.
activity_type MMoiM Al Sl =) RYULICEH
query NMof|l M Al Il sQL #z2|e| LiEiL|Ct.
lock_name 2fo| N AEXtALICE
lock_object_type 20| M8 A RAEULICE
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L]

8= 29
table_name 2ro| M2zl H|o|22| o] SYLILCE
holder_application_name 22 2] 32 o E2|#H0| M2 o] SLICt.
holder_member 22 HR 52 WOl IDRILICE
waiter_application_name 2 Ci7| Sl o Z2[A|0| M| O|F Lt
waiter_member 27| 32! Mol IDYLICE
wait_time 2t Ci7] Azt

Al2 EM5}7]

S}HO| M WhaTap Al HES 22I51H WhaTap Al X2 20| E2|1, =30t ofH HIO|HE Qofsl Mt 2ot tistz
HA|ELICH 20HE 12 LS 22 teto|l M 24 RES 0[0|M & = AL

« 40| AFE5t= C|0|E = x=2| Hel TA|Q 2=0], 302 72 FA|, M& A|Fe| &F E2| 2-4E M ZFX|LCE.

« 24 Y2 otHof| Z3|E M| LT, =23 RS HHE ChS CHA| 245t HHE HO|E & 7| Z2 2 EAgfLICH

119



0| 0| E{H| O] A mt=fO|E]

M E

—

Ofot

ot >IT2HE > &4 > H|o|E{H|o] A m}2t0|E|

Clo[E{H[O] A 2L

HiO|E{H|0| 20| m2tn|E ZtE

M3k, 2t

x3| 7|58
HMEE Hlug

aayer

Cllo[E{H[O] A0 m2tO|EH Zto=

AFLIL

2l EXI7t

2Ate| GAlS] HIO|E{H|0]A BHLUE
= AFLICL 7|2HO = A AlZtel o

&2 HO|E{H|0|A m2t0lE| H|W 7|5S

m
i

AELICH H|

Sofl th=A| QIS mets

Cl|o|EfH|O] A mt2to|E]

7|52 0|8dH

A
e

dlolEft o] A m2toef «Piao
JIE i tli gt YARHA
2025/0117 2025/01/16 dbZ 11.5 n "
2025/01/17 00:00:00 2025/01/16 00:00:00
Key Value Value
etrl_fila_recov_path
large_aggregation NO NO
hadr_ssl_host_val NO NO
act_sortmem_limit 100 100
db_update_lvl_state o o
repl_site_id 0 0
authn_cache_users o o
authn_cache_duration 3 3
log_disk_cap 0 a
auto_cg_stats OFF OFF
dec_arithmetic
ddl_constraint_def YES YES
1. 71F 4Nt Hlm UWME HA™sHH 2.
2. QUAEIA SIRO|M otE QAABAS MEHSIN R
3. EIHES =2stM2.
SR AlZhah MEdS 2t Sueto] HAE AtetS hEof 2Heldti ACHH HFAE BI| HES HESHA Q.



Cl|o|EfH|O] A mt2to|E]

GloJE{ 0]~ THato|E e oFf@O

2NE bl SIAEL

02310/04 0 20231010 [ lusmo-cn v jal EENEEE |

2023/10/04 2023/10/10

Key Value Value
wsrep_ready(stat) an ) OFF
warep_cluster_status(stat) Primary non-Primary
wsrep_evs_repl_latency(stat) 0.000372136/0.000778795/0.0157565/0.00107258/1859 0/0/0/0/0
wsrep_incoming_addresses(stat) 10.21.1.236:0,10.21.1.86:0,10.21.1.136:0 10.21.1.86:0
wsrep_local_state_comment(stat) Synced Initialized
auto_increment_offset 2 1
aute_increment_increment 3 1
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4o @LIE{2 CHAFO 2 E] O|EI S 2T AFRXI0I HIBBILICE 00| MEZHE 275 Hlo|E{S HEZAZLD

L|E{=l =
EHHO E-1|U|E-1 z I I c+|o|E1 HE = HlojE 24 U AlZ}2}
- — 1

* Oid: HIERIAS £HTH 00| HES 17 HD

et HOIHE =35t Z otH|M Z2HMEZ MEISH THZ ALO|E M > HIERA X3|E HESHAR.

o|E 01 db_postgresql_counter 2}= 0|E2| FtE|12|E MEHSI D 2 X|HE X 2|51H CHZat 20| 71| 12|0] s edt=
El1(Tags)2t EE(Fields) &=2 2ele = JEL|CH

HE2IA BlojE 3] U AIZt3t

OtRH2 AFEXITL X[Fet =40 a2 +Fo ¥ 2 H|0|E SF1t W43 sl CLhstA| Alzfstet AIEE tHaat 20|



HE
2SHL|CH HE2IAQ| 2 = x3|5F A Ol S 1S = =2 = x3|3F A Ol
ey o) EZ2|A =1 = X3S L pgE2IA X pd S EE EZIA 2 X3|S (e =
HSLCt HE2IAS 212 HIO|EHE X3 = U= HERA X3, A[Z2st XAIEEE &3 E=|A MIOJEHE Z2lg = U=
. - o o o Sk A | = — = & =
E 2l A E StAS |:|-I|EE|O| HE _ll- |_l HO:”AI‘ HE— O-IL- IAI‘— E} |O O_I]IIEE-A Al E |:|-| = 3o
HEZA XIE, AI7} St&50t HER| Q| THE 2t H| s AR S B0 O| 42 BRI + U= HIERA 0|4 EHX| 0|75 Hels
HEala zo 20000
A2t et PR T
Moo E2|A O|AFEH
‘ < 2023/04/07 14:44 ~ 2023/04/07 15:44 [EEY > ‘ 100 [ appsctive.stat HE2{2 ol Bl L Lod o)
EERTT o) . Nz ey
O O e e T O T Y | e [ o 1547 - oou 1647 D | s son | +
PERCT o) [a "
— pplicationActiveStat ~ | Httpcall X DbConnection X
oacmene - @G ‘
51 6
Q
Tags Fi
- Time oid 425 s
alss  container  containerkey  hostip | okindName oname onodeName pid type dbclud | httpcld  metl
HipCall “ .
2023
10407 857948929 agentsenvice 1395943798 | 1021126  9EM demo ode-t 250 jwa 0 2 22 Method
oknd1 8105
1444 255 3
Socket
oior wEalA Kte S0E0 0
2 0407 nzesoasz D EZ|A XHE :
1444 Gl
2005 Nz elEjE Mzt gy ofEa|o| 4 1
3 ?:ﬂ 877561626 ‘ < 2023/04/07 00:00 ~ 2023/04/08 00:00 EEJ > | 712 v 712 v | demo8100
0
000 0000 0000 0040 9000 0000 @000 3000 0000 G000 0000 @000 000 0000 0000 000
PE- 3 s ETTETT -
1444 TS < g Y @ QAEIA SE NZH <« 8 call % sql x
Q| A%:2029/04107,000000 ~ 04/05,000000 DIEfRESE A ER:ER  AIZ:2023/04/07,000000 ~ 04/08, 000000 IEf:SE ARl R B2
2023 2:2205 AIZ09:45:00 2Hl:demo-8100 21585 AIR:0240:00 2H8: demo-8100 i
50407 633280970, eapmyy
1444 0 21
s °
2023
6 0407 TIISTS e ag gz 2 22,05 1755|1585
1444 Lt 4
2 14
Think Time
3
12 A2 1 1058
™2 10 7s 2
TX Error 244 5 350 !
Sl sqL Az . .
Y ; 0
SUHMY HTTP 2 A1 0100 0500 0900 1300 1700 2100 01:00 0500 0900 1300 1700 2100 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 0000 00:00 0000 00:00 00:00 00:00 00:00 0000
ST DB HE A Think Time <« > g8 Y ¢ AHlA AZb «» 8 Y

A121:2023/04/07,00:00:00 ~ 04/08,0000:00 QEHE: 5% AIZ et B2

A1Z1:2023/04/07,00:00:00 ~ 04/08,00:00:00 SIE{: 5% AIZt ek B2

£l Eabas
> oEls Edy 2:9287s AIZH01:50:00 2td: demo-8100 2U:57.82s AlZH02:40.00 2h:demo-8100
> els AdfolElA 1208 sos

saL
> 1005 | 92.875 756
> WrPEg 57.82s
5 HER 80s 60s

sex
S cpu 60s 458
> ez 405 30s

u
> e 20s 15s
> 6c

0 0

S oas3 0100 0500 0900 1300 1700 2100 0100 0500 0900 1300 1700 2100
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IBM DB2 H|EZ|

£ stel > TRFE Mol > B4 > HEYA X3

- —

HE2A £3| ol H ZAg 4 s HlE2IQILITh HE2IS ofelot 22 P S EarEiL|Ch YR HE2I0S Ej1 M}

Fields
Field Type Unit Description
inActTime - 22| X(ms) OO ME7t H|ZHdatEl MEHE FX[E A2
isActive Boolean - Xl ol 0| HES| M MEf o2
isRestart Boolean - 00| M ET} 2 Z20]| THA| &= RA=K] O E (true / false)
lastActTime - 2| & (ms) OFX[2fC = Of|O| M ET}F 2t MotEl MEHS| A2} (0: HIZHSHE A2)
oid - - DTE=MEO ZgE 2t ofjo|HES] NR AEX}
startTime = 22| X(ms) OlO]MET} A|ZHEl A| M Q| EfQUAEHT



IBM DB2 HE2]

db_db2_ counter

+ IBM DB2 H|O|E{H|0|A M HEEIS 27!

2% 2H7: 5%
E
o

A lO|E{: 5&, 1A|Zt

Tags
Tag Description
dbType olo|E{Hf|o] & ZFLICE
dbVersion 0|8 &¢I Ho|E{Hf|o| A 2] BT QILCE.
oname OIOIME 0|8 (2R3
Fields

Field

active_sessions

col_hit_ratio

col_logical_reads

col_physical_reads

col_reads_total

connect_error

cpu_cores

Description

4

LR S

22 A SIE HIS

0| ChSH =2| 27| &

r
r

ZEoj| chet =2

I
4o
=
Mot
N

ZE

A2 Z0I CPU 20| £=QILLC},
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Field

cpu_usage_total

data_hit_ratio

data_logical_reads

data_physical_reads

data_reads_total

direct_read

direct_readtime

direct_write

direct_writetime

fatal

count

gbp_column_hit_ratio

gbp_data_hit_ratio

gbp_index_hit_ratio

gbp_index_logical_reads

gbp_index_physical_reads

gbp_logical_reads

gbp_physical_reads

Description

Z CPU AF22K%)

HIOIEf JHA| S| E H|E

Hl0|E{ofl chat &=2] = of7] g1

clo|Efof chgt 225 97| 14

COIEfoll TSt & 247| &l

GBP ZE Al S|IE HIE

GBP ClI0[E| 7HA| S|E H|E

GBP QIEA FHA| 5| E H|Z

GBP QIHA =2|H

no
N
ot
i

GBP 2lH|A =2|X

no
N
ot
i

GBP G[O|E =2|X

no
A
Mot
P

GBP E0|Ef 22/

1o
)
Mot
i
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Field

gbp_total_hit_ratio

gbp_xda_hit_ratio

gbp_xda_logical_reads

gbp_xda_physical_reads

index_hit_ratio

index_logical_reads

index_physical_reads

index_reads_total

lock_wait_sessions

log_reads

log_writes

max_appls

max_connections

mem

memory_free

memory_swap_free

memory_swap_total

memory_total

Description

GBP M| 7HA| S| E H|E

GBP XDA 7iA| B|E H|Z

GBP XDA =2|H 2l7| 3l

GBP XDA E22|H 217| 3l

QA A S| E HIE

re
i
[>
T
o
ikl
mo
N
ot
4>

re
=
>
Mo
Ll
1
no
A
ot
I

re
12
>
OBt
no
N
Yot
i

HS 7 M8 =+

2387

ot
P

E2IOMI| 34

Z|CH o Z 2|0l £

Ao 22 4

H 22| ArEE

A2 JtsPtHIR2E| 27| (GB)

A2 JHstt A H|22| 27( (GB)

= A2t H|ZE| 37| (GB)

& M22| 37| (GB)

127

IBM DB2 H|EZ|



Field

reads_total

rows_deleted

rows_inserted

rows_modified

rows_read

rows_returned

rows_updated

total_commit_count

total_hit_ratio

total_log_available

total_log_used

total_log_used_percent

total_rollback_count

total_rollback_time

total_runstats_time

total_sessions

warning

xda_hit_ratio

Description
=X P
AR|E 0| 4

o
1]
rn
0%
lo
4>

4>
0z
rn
0%
lo
4>

no
rlo
ot
10
1

&l

[

re
riot
0%

A
ol &

YGHO|EE Aol 5
HH FHE ==

HH| FHAI SIE HIZ

A& Jtset TH 23 8% (GB)

A 2 314

A E A2 AlZH(ms)

HA A SA AZE(ms)

HA M

gy

st

A
e

XDA 7HA| 3| E H|g
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IBM DB2 H|EZ|

Field Description
xda_logical_reads XDA =2|X 17| 3l
xda_physical_reads XDA 22X 2{7| 5l
xda_reads_total XDA & &{7| R

.
X0s 2H HESZ]
XOS OOIHE 2 5E| 2Tl HIE2A0l chet B

Field Unit Description

CPU AtEE

Cpu(xos) pct . —
cpu_user + cpu_sys + cpu_iowait 2| ¥

cpu_idle(xos) pct CPUZI % AE{QI AJZE
cpu_iowait(xos) pct CPUZL1/0O L2 7|t A|ZE
Cpu_sys(xos) pct CPUZI 7E TE Mol AFEEl A2t
Cpu_user(xos) pct CPUZt AtEXt ZE AHAHO|| AL =l A[ZH
disk_read_bytes(xos) byte ClA30f|A 22 Oo|H &
disk_reads(xos) block CIASOM Y2 EE &
disk_write_bytes(xos) byte Cla30f 7|SE olo|E &
disk_writes(xos) block CIAZO 7I1BE EE &

mem(xos) pct HZ22[ AFBE
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Field

mem_available(xos)

mem_buffcache(xos)

mem_free(xos)

mem_swapfree(xos)

mem_swaptotal(xos)

mem_total(xos)

mem_used(xos)

net_recv_bytes(xos)

net_recv_packets(xos)

net_send_bytes(xos)

net_send_packets(xos)

Unit

MB

MB

MB

MB

MB

MB

MB

byte

count

byte

count

Description
JtEet H=2| 27|
buff/cache 8= Z A2 Q1 Hj22| 37|
A2 F0|X| gt2 H|22| 37|

AEEIX| &

b A2t
S —_
o
ALtS |A

2 A2 dH 37|
3 32

oM

HA| A8 (Swap) 27|
S| HZE B A ALE

HA H2e2| 37|

A Sl H=22] 37

HIEZ0f|A =215t CljofEf &

HEIT0lA 4413 THZ! 4

HESIZ & 0|5 &

HEHIZ MEct izl

O -
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HEA KHE now Ol 248 BUEY a240| 3y
AlZktetof MIBBILICE OIS o) AFBAHE AlAH 452 21t
LR QIAIOIES P & YasLitt

HEZA KIE

et HOIHE AAHIE KtEZ
Stof = A sl 2o

>
nE

XE 2Hl0

sojotz | 2zt v | g EA @D staoyesaa () surscemus @D ueazumuz )

PP @0

Max B deme-master-trueoid) 24.05 25/01/14 08:00  Value Type HF BN M 072 Max v

db-oid ¥ E@m db-oid k<R
< 2025/01/14, 00:01:00 ~ 01/15, 00:00.00 > 5 ¢ 2025/01/14,00.00.00 ~ 01/15,00:00:00 > 52 v
Max = master-rue-dvdrental(oid) 4 25/01/14 10:50  Value Type =7 | M| 017 Max ~ Max = magter-true-dudrentalioid) 3 25/01/14 2350 Value Type ¥z HH ME 0/17 Max -
& m master-false-dvdr. & u master-false-dvdr.
master-true-dvdre_.. master-true-dvdre...
5 m master-false 5 m master-false
. 4 m master-true . W master-true
W demo-master-fals. 5 Wdemomasterfals..
3 m demo-master-fals 2 u demo-master-false
W demo-master-false W demao-master-irue.
4 o 2
~ = demo-master-true... m demo-master-true
b’ \"'V‘/ md tert ter-false-post,
m T master-false
q ‘/‘_I M‘r’\“\'. emo-master-true. 1 W master-ralse-post
| | | W demo-master-true W master-true-pastg...
oL 4 | N LA I - ol o . fal
01:00 03:00 0500 0700 0900 1100 1300 1500 1700 1900 21:00 2300 o 01:00 0300 0500 0700 0%00 1100 1300 1500 1700 1900 21:00 23:00
db-oid YV E @ db-oid ¥ E @
< 2025/01/14, 00 ~ 01/15, 00:00:00 » 5§ v ¢ 2025/01/14,00:01:00 ~ 01/15, 00:00:00 > 5§ v

20 m demo-master-false & m demao-master-lalse
B demo-mastertrue B demao-master-true
25 5
20 4 3.65
v
b
15 3 W /'M\/)’W" Y
—
10 2
5 1
T T T T T 0 y T T T T
0100 0300 0500 0700 0900 1100 1300 1500 17:00 1900 2100 2300 0100 0300 0500 0700 0900 1100 1300 1500 1700 1900 2100 23.00
db-oid TH@ diraid =
« 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 > 58 ¢ 2025/01/14, 00:01:00 ~ 01/15,00:00:00 » 58
Max 8 demo-master-truefoid) 0.06 25/01/140310  Value Type &7 Y MY 02 Max Max B demao-master-true{oid) 80 25/01/14719.00  Value Type H2 T Y 02 Max -
3 m demo-master-false 120 w demo-master-false
W demo-master-true B demo-master-true
25 100
80
2 a0 H
\
\
15 50 '.I
‘II
1 40 \
il 7 \
f— A
05 20 My — \
0.06 v
ol . ol : - : , . ' .
01:00 0200 0500 0700 0900 11:00 100 1500 17:00 1900 21:00 2300 01:00 0300 0500 0700 09:00 11:00 1300 1500 17:00 1%:00 21:00 2300

Max B demao-master-truefoid) 3.65 25/01/1408:00 Value Type 87 FH M 0/2 Max ~
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https://docs.whatap.io/release-notes/service/service-2_8_x
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A olo|IHE  ERYE MHE
Q
HA| M= 0/9 v  yl 7] QO
~ Project
+» demo-okind-0
demo-8104
demo-8102
demo-8100
v demo-okind-1
demo-8103
demo-8105
demo-8101
« OIOJME: JH& Of|0| M EE MENSIHLE D& MEHSE &~ QUELICE
« ZERY: 00|HME MHM whatap.okind 2 2FE 15 2|2 Of0|MEE ZL|EZIEL|CE
« MHE: 00| ME MHO|A whatap.onode 2 23 & IF P2 00| HEE 2L BIL|CE
O« MdEAIZED utof w2t MErS 4 Q= ChARO| HAE 4 AFLICH
« OO|ME ZSE0i|M Ot A S5 S MEHSIALE S  USLICE Shift 7| 0|86 2] 71|
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2023-07-03 14:08:20 2023-07-03 @txid] -8358583854697586111 [pcode| 5490 [oname| demo-8101 [onodeName] node-1 [oid| 877561626 [category] AppLog
14:08:00.072 select pp.firstname, pp.lastname, e.naticnalidnumber

2023-07-03 14:08:30 — E——— — S—
2023-07-03 @uid -8358583854697586111 [pcode| 5490 [oname| demo-8101 [onodeName| node-1 [oid|-877561626 [category| AppLog

2023-07-03 14:08:40 14:08:00.077  [okindName| demo-okind-1 [okind] -628198688 [onode] 334634079
select

2023-07-03 14:08:50 mother_age,
count (mother_age) total
from
samples.natality
where
state not in (select
state
fr

> demo-8101 2023-07-03 @txid] -387579000343914919 5490 demo-8101 node-1 [oid] -877561626 [category AppLog
14:08:00.087 http://127.0.0.1:8101/remote/account/pickup/dept /daejun status=200

+ HERLEO|M (@ #l5h= Azt B HHE 22I8tLE Zaia6ke] sl AlZh ' Helel 28 =held 4= ASLICH

« R XFE Of2H 271 Ej0]2 AlEt 21| (b AlZH MEf SMS 0|28l T ZHo| MEst AjZIHOIM O M2kl 218 Zaye

4+ gL,

o 1min: interval (X}E Q| BfCH ALO| ZtA)

o AlZHAE S 4: MEE A|ZHHSIS 6740] O Ltk AlZHH

LS FIPILL 2ME BFE 4 ABLICL @ Y Q2TOIN [0 T 4% HES S2spL.
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folsh o~ glgLCt.

mjo

Ef2E MEHSIO] E|O|S0f| Z-EE I &= ASLICH log ZE MEIS SiHT 22 20 BA| &M 23

HtEA| ot N o ¢o EH S MESHM K.

« HIS&l= 23 23, =8 M2 content(23 HIA[X])

ZES FIrotH BA 50i e 20| F7HELICH Hot=s 2 S =250 ZEe| =M E HESNIR.

20 HA #M 43

3 O QEXO|M 3 B HA| AM| MH HES MEHSIM|R. 7| 2O 2 content, Ef1 25 K37} =Y F 71X| &=
2% BAELICE content®t E}O & StLt= BHEA] MEHSIM|R.

X327t M E =2 HO|S0H| EAIE|X| ¥ELICE ChS2t 20| EfOE shME 22 EO|S0M 239 Ej = EA|E K|

== g

(@txid| 2882146389875262493 |pcode| 5450 |oname| demo-8101 onodeName| node-1 |oid| -877561626 |okindMame | demo-okind-1
select distinct pp.lastname, pp.firstname

select distinct pp.lastname, pp.firstname
B 22| S =0 2 F715HH FItet = MUlZ 29| B30} LIRELICE Ef 19| &M= E2iast0] HEE 4 AELIC

|
FItet EiOE HlgdststH Higdstet BiTE 29| B0 = EEX| 5L

- YU EFEN 2O BA HM 2 20| HY, 2O AM, 21 EHIC|M ALEE = U

i}
r
o

- SYLZZHE L 2l0|H HY, 23 HM, 21 EME= HY EF 0 23 BA| YM| €¥S SFYLLCL
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2074 > Pr@o

Al

< 2023/07/03 13:16 ~ 2023/07/03 14:16 [EE

= HH 4,532,682 X8| & 2 =4 @) a |4 m @ L
» oname ElgAyD 21
» dev3679006-8091 2023-07-03 [@txid] -2717737560424755676 [pcode] 8 [oname| dev3679006-8091 [onodeName| node-1 [oid] 777628269 [category| AppLog

13:16:00.000 insert into emp values

» dev3679007-8092 2023-07-03 [@txid] -4707233158811724771 [pcode] 8 [oname| dev3679007-8092 [onodeName] node-0 [oid] 2081171570 [category| AppLog

1316:00.001  select ename, deptno, sal + comm from emp
~ AppLog (4,490,257) - 4
*  dev3679006-8091 2023-07-03 |@xid|-7559227993102384977 [pcode| 8 oname| dev3679006-8091 node-1 [oid| 777628269 [category| AppLog
AppLog) [@0d)] joname] [anodeName 1316:00.002  [okindName| dev-okind-1 [okind] 867318026 [onode| 334634079
| [oki :; and a select distinct pp.lastname, pp.firstname
ﬂ = IMM from person.person pp join humanresources.employee e
on e

StdErr (353
v AppStdErr (353) v dev3679007-8092 2023-07-03 @taid] 5627186231377631605 [p

8 [oname] dev3679007-8092 [onodeName] node-0 [oid] 2081171570 [category] AppLog

1316:00.002  https//127.0.0.1:8092/remote/order/kill/employee/pusan status=200

tdErr| \oname| |onodeMame | |old

F

[ [pinaare) —|$ » dev3679011-8095 2023-07-03 (@txid]-6614897519727834472 [pcode] 8 [oname] dev3679011-8095 [onodeName| node-1 [oid] -1840884360 [category] AppLog
13:16:00.002 select distinct pp.lastname, pp.firstname

+ AppStdout (19,439) > dev3679007-8092 2023-07-03 (@tid] -959317925843459419 [pcode] 8 dev3679007-8092 [onodeName] node-0 [old] 2081171570 [category| Applog
13:16:00.004 select ename, 1000 from emp

AppS +  dev3679007-8092 20230703  [@xid) 5627186231377631605 [pcode) 8 [oname) dev3679007-8092 [onodeName] node-0 [oid] 2081171570 [category) AppLog

okind| [okindName| [anade 1316:00.005  [okindName| dev-okind-0 [okind| 1152715164 [onode| 1693789385

update table set x=1 where key=1 elapsed=Zms

~ VirtualLog (20,767) »  dev3679007-8092 2023-07-03 (@txid| -4707233158811724771 [pcode] 8 [oname| dev3679007-8092 [onodeName| node-0 [oid] 2081171570 [category| AppLog
13:16:00.008 select ename, deptno, sal, job from emp

KRNI @ @ @ » dev3679007-8092 2023-07-03 [@txid] 5627186231377631605 [pcode| 8 [oname| dev3679007-8092 [onodeName| node-0 [oid| 2081171570 [category] Applog

price.g E «okind | [onode| |age.g 13:16:00.007 delete from posts

|status »  dev3679006-8091 2023-07-03 @txid] -7559227993102384977 [pcode] 8 [oname| dev3679006-80971 [enodeName] node-1 [oid] 777628269 [category] Applog

1316:00.008  select

»  dev3679011-8095 2023-07-03 @txid]-6614897519727834472 [pcode| 8 [oname| dev3679011-8095 [onodeName] node-1 [oid] -1840884360 [category] Applog
13:16:00.008 select e.ename, d.dname

»  dev3s79006-8091 2023-07-03 (@tid| -7559227993102384977 [pcode] 8 [oname| dev3679006-8091 [enodeName| node-1 [oid] 777628269 [category| Applog
131600013  select

»  dev3679011-8095 2023.07-03 [@txid ) -6614897519727834472 [pcode| 8 [oname| dev3679011-8095 [onodeName| node-1 [oid]-1840884360 [category| AppLog
13:16:00.013 select productmodelid, name

v dev3679007-8092 2023-07-03 @txid| 8725913945553755591 [peode| 8 [oname| dev3679007-8092 [onodeName| node-0 [oid] 2081171570 [category] AppLog
13:16:00.016 http:/f127.0.0.1:8092/remote/aedu/save /dept /daejun status=200

» dev3679007-8092  2023-07-03 ;@xld 5479838888404626132 B oname| dev3679007-8092 |onodeName| node-0 |oid| 2081171570 catﬁoi Applog
13:16:00.017 select distinct pp.lastname, pp.firstname

v dev3679007-8092 2023-07-03 (@Uxid| -6044091401645216416 [pcode] 8 [oname| dev3679007-8092 node-0 [oid| 2081171570 [category| AppLog
13:16:00.018 http://127.0.0.1:8092/remote/account/create/unit/jeju status=200

» dev3679006-8091 2023-07-03 [@txid| -7559227993102384977 [pcode| 8 [oname| dev3679006-8091 [onodeName| node-1 [oid] 777628269 [category| AppLog
13:16:00.019 select * from emp

»  dev3679011-8095 20230703  [@txid]-6614897519727834472 [pcode] 8 [oname| dev3679011-8095 [onodeName| node-1 [oid] -1840884360 [category) Applog
13:16:00.019  select productmodelid, name

O|0|E| Z=2]|5}7]

AT E0| HiEOf| FoH LHZ HIO|HE Z3|glL|Ct. o tHofl 10,000702] 23 Z3|gL|Tt
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20231218
INFO Llog in our greeting method.

2023-12-18 14:31:02.563 |level
io.home.test. logback@2starter.base.errors.exception.ApiException:
20231218 14:31:02.586 [level| error [pcode| 2277 [agenttime] 1702877462043 [old] 778873916 [category| AppServer

serviet.service() for serviet [[EENEIISIEERAE] in context with path

14:31:02.586 [level| error [pcode] 2277 [agenttime] 1702877462057 [oid] 776673916 [category| AppServer

14:31:02.563 [level| INFO [pocode] 2277 [agenttime] 1702877462042 [oid] 778873916 [category] AppLog [loggerMame| io.home.test.logbackO2starter base.web.LogbackControllerGreeting

pcode] 2277 [agenttime] 1702677462043 [oid] 778873916 [category] ApplLog [loggeriame] io.home test logbackO2starter base web LogbackControllerError [threadName http-nio-19090-exec-2
[2204] Process failure,

Please try again.

_event_status_| error [_event_status_literal_name_| level

[1 threw exception [Request processing failed: io.home.test.logback®2starter.base.err

event_status_| error [_event_status_literal_name_] level

Servliet.service{) for serviet [FFEFEIIEITEIRAGY| in context with path
14:31:02.586 [level] error [pcode] 2277 [agenttime] 1702877462081 [oid] 778873916 [category| AppServer
servlet.service() for serviet [[IETEIEISeIRAl] in context with path
14:31:02.586 [level] error [pcode] 2277 [agentlime] 1702877462087 [vid] 778873916 [category] AppServer

2023-12-18

20231218

[1 threw exception [Request processing failed: io.home.test.logback@2starter.base.err

_event_status_| error [_event_status_literal_name_] level

[1 threw exception [Request processing failed: io.home.test.logback@2starter.base.err

evenl_status_| error [_event_status_literal_name_| level

I 20231218

serviet.service() for serviet [EEETEIISISedQalail in context with path

[1 threw exception [Request processing failed: io.home.test.logback@2starter.base.err

weaving=log4j-2.17

weaving=logback-1.2.8

o Java Of|0|ME 2.2.22 HH 0| HE
THA|ZrO| ZFL|Ct.

E0 A2 IHAEI F|I}E F level ,

FATAL, CRITICAL, ERROR, ,

type 7|EC=E

M
H

=
=

O 2ol Za Jpaxtz|S Saas 2 ]

21 Content &Q15}7|

Content= 23 HAIX|QLICH 23 HEO| A Huy

1l MH| log4j-2.17 £ logback-1.2.8 AH Al AL

E2 279| ItM(parsing)E 7[2t 20|10 F

St A

o]
=T

UELICL O[O|HE

, type Q2 ItAEl 7|71 X6t oH gfo|
F2 21 2W MyS BAIBLICE

I £2 ContentL|C}.

. @ 2IEol2e YEI)0KCH » HEI| HEO| YALICH » CIEI| HES MeSHH @XE o 210 HH| ContentS
solet 4 QIBLICH
+ 20| Ej0ES MOl ZAL 24, HlQ| 74, o1 2O HM B 4 Yl SELHR 7} LIEHLIC,
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ELE
Y |area ==river X city == kwangju X level == Warning X HE{Z(2) Y F AUEE =3 FII6IMR ﬁr a
area == river &% city == kwangju && level == Warning EHEI| b
27 U FAHE7 2 F7t
EfolAEm 21 | 2ome sHmIN z
select ename, sal+10@® from emp
=|cH 107H7ER] A& B L ch X HH| AbH|

10-31 15:40:17.429  (@txid -7827890892800464193 pcode 5490 onodeName node-0 oid 138780(

ZE HE o9 &

A EA(.n 22 L= #M 7| )E YHSHE 0N ZHM 2 2 X L 5= ASLICH

2000 M THYEIT] 82 5 QIHAT} MAEIR B2 79SS Heet 218 Tale 4 YL 0| Z XIH Yl U
|- x

— =
21Z Full ScangtL|Ct, J%7

BE Q@
Y oid !=-1009464250 X okind ==-398596773 X |, content == *select* X A, HEIS(E) Y2 = dEIE 52| FIIEtH L.

oid '=-1009464250 && okind ==-398596773 && content == *select*

1. FHH|DI2|E MEHSIM|Q. FHE| 22| X|1Ho| T4HuL|Ct,
2. EE YHEO content 7|F E|0{MT| = AME Yst= F|YEE LSHAMIR.
Ol Al, content *select*
3. Q ZAMHEZ Seld 20E Z3|StHQ. BN 23 & L8 HA Z3[ELICH 122 AM Aots Ao 12 A4

4. A3IES 2] SIEH| FIt X257 HE M= Al FIt =3 = AELICE
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2284

ey
2024/01/15 14:45 - 2024/01/15 1545

= Applag (40,326}

@md @wid sppender
contraller  debug point  email

Ep— I
javaclass ey
loggehame method namespace

level log source

i okind ckincMame  oname
referer region  responseTimen
send_pack_countn service  status
stetusAren ststus succesen
stalusna: taegetPooce lask
taskPociActveCount
tasik_delayedTimen  thieadhiame

Bpe wi >

~ AppSIdErr (2,223) .

oid akind okindNama |

« AppStdout (57,614)

@uid ol okind

chindname aname

20 4032621 § 10,0002 EHHOD| FAE FE 9995+ AYLLE

|HH 40,32621 F 10,0007 Z2|MOH HME Faks 9090+7iYLICE

"o

-

-

ote-front

ote-front

otefront

ote-front

ote-front

ote-front

category == Applog X

20240115
20240115
20240115
20240115
20240115
20240115
208 of ZEABELIT

CRENESOESTE S DUEEUEEE T

ApeLo S

oid

397157

145830 459

145838 499

145838 459

14:56:36 499

14:56.39.260

14:58:30.260

wPhieo

== 3STISTATE %

= Spelect % ¥ AR ] £280 2

2 88 content 1= "selects
EETAECE

—{"hast":"18.21,1.133", "nethod” : "POST", "status™: "280”, "url": "ht1p: //dev. whatap. io/yard/
ceferer hiy i peode 13 oid 39T1STRTZ (okind 398586773
=={"hast":"10, 21,1, 133", "nothod" s "POST", "status": "200","url" s "http: / /dev. whatap. do/yard/
Feferer hitps idew whatap iofv/project/apmi! T75/dashboard peade 13 oid 387157672 okind 398596773
--{"host";"10,21,1,133", "method"; "POST", “status™: "200", "url": "http: / /dev. whatap, io/yard/
Ffurar hitpidavate whatap i/ projact/database/478/db_dashboard_new (@xd -874524170901 0860326
—-{"host";"18.21,1,133", "nethod" : "POST", “status": "208", "url": "http: //devote . whatap. 10/ya
referar hitps:s classes @txid
—{"hast":"18.21,1,133", "nethod" : "POST", "status™; "208", "url": "ht1p: //dev. whatap. io/not i/
Feferer. hitpidevote whatap iov2/ project/database/378/db_dashbosrd_new peode 13 okl 307157872
—{"hast":"18.21,1.133", "nethod" : "POST" "
Feferer hitpsidevore whatap.

4277331532325683333
http://devate.whatap. io/ya
dashboard poode 13 oid 337157872 okind 398596773

! statust: "288%, "url": "http: / /dev.whatap. io/yard/
dashboard @tk ~4561941189261294917 method GET
ystatus 208", “url":"http: /fdev.whatap. io/yard/a

(23 oM ggsi2| | F21 =2i3171 ]

dashboard peade 13 oid 397157872 okind 308596773
' Mstatus™: 280", url": "http://dev. whatap. o/yard/
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233
EE O
Y X X fileAppender X . EEIS(E) Y3 F AEHE 52 F70IH R
fAEX 18 M o2 AESlE 2EOE AMELCh
= = searchValue* kvl hValue*
. fileAppender ey!=searchValue
A o2 ELts 2IE HAFLICH
h *searchValue
keyl=*searchValue
Iy
‘ 244 gto| ZEE 22 HAMgtL|ct
*searchValue* !
n key!=*searchValue*
444 gho| ZEEl 238 HMSLICH |
n *search*Value*
key!=*search*Value*
]
I A EHA o EE= 235 HMELCH
re:searchValue
key!=re:searchValue 1
| 44 7|0 s Yets 25 28 AMELCE
*k
keyl=** '
Ll
key == value x| key != value X|2| key == value FHIX| Y=ED ZtolE 27 1
(L1018 U780 T=117 10353100 108 TETETE NN /OeVOTe WNAaTtTdaD 10/ v 7 aCCOUNT/ DMOIECT/TIST Ty =/ 4 /O/309 /13899018 TNETnon FUS T noones 1.3
© 42 B MAE Felzie) £R £ ABLIC
+ 2421 % otz 10| UL Sof 54 3t Mets 2B 4 ABLIC
UM 7|(Search Key)
AM 7= 210 H|0|E LHol|M JSt= EF 2ol "M2oh7| Iet AEXE o|0|gtL|Ct. A 7o) s P st= AX| ClO|E{ 7t ZM
LUYULICE 1F 2 ol A= EiO= FHEH D 2|HE TH(parsing) Bl AM 7|QILICEH EfOE MEisto] HEE e
UELICE EiO= ZHE|102], Tt Ef = A 7| 4L T
OE &0 2 EY9 ot 2 7te|12|, 3 of2lf oidet 22 Bl 3= THi(parsing) E AA 7|LICE AM 7=
EI>2 4¥o 2O MM 4 HollM Ity 222 SEN d™Y = ASLICH
Il ol [=F- )
oiE] el 24
Ei0= M 7|t AM gto= EE0{JUELICE CH32| GIA[0|A HA F|= exception , M 22
UnknownHostException {ILICH i OflAl= +Tst 23 00| & 1P FA8F EHQl ATt OHAE[X| giot MHE

AHASt A Ol od
dgd sols g8y

SAEN A M3H= of|2l( UnknownHostException )7 Z&HEl 271 H|0|EE
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Y  exception == UnknownHostException X
24N 5| 55
ZAM 7
R a2l ojn| 2 719 24 2t ol 24 oA
s
- 7|: fileName
fileName:/data/whatap/logs/
=X 7|9 E keyword o o] 5 - 3% /data/whatap/logs/

A I|IHME

oo 7|/ =
(AFH F2

7I191E)

Okl

E
[=]

i3

Ho

gl
IE
OB

=
T

==searchValue

I=searchValue

*searchValue

searchValue*

*searchValue*

*search*Value*

re:{regex}

yard.log
yard.log

- 7|: response_time.n

keyword.n = SEAIZH response_time.n>=2945

- %4 2945
EHMM - 7|: @txid
@keyword -
ID - 24: 85459614215434144
a9 GilA|

exception==RuntimeExceptionexception

216

exception!=RuntimeException

word==*hello

word==hello*

word==*hello*

word==*he*|lo*

caller==re:Ai\.w\.a\.w\.s\.V\.r\.

[
o
=



=H IR 29 OflA|
o A 70 siEste BE 25 HAeL|Ch

M 717t =Xt 7|9 E(keyword.n)Q! H2 2

CHSo| 22 ZM 7|7t keyword.n YAl 2202 X|ABLCE

« .n 7|YE2 Zoll= prefixE E0|X| ¥ELICL .n O] Ot 7| E= 25 prefixE 20{OFLICY

o, +>searchValue = §&6IX| &&LICH

EH
=

OF

7 a9 OflA|

Ho

>searchValue M 0 2 20| ZetEl 235 Z3lgLct response_time.n>3000
>=searchValue M ZYE0E 3L 22 go] ZetEl 238 E3|BfLCH response_time.n>=3000
==searchValue ZAM ZHECH 22 gfo] IEEl 28 T3|gtLCt, response_time.n==3000
I=searchValue ZAM ZHHECHCHE gfo] ZetEl 28 =3|gfLCt. response_time.n!=3000
<searchValue ZM ZYHCH ®h2 Zho| IEtEl 22 X3\ $hL|C}, response_time.n<3000
<=searchValue M ZYECE 2L 22 gho] ZetEl 238 E3|BLCL response_time.n<=3000

2O HEE x3] 20| AS FL, HAFE BEA @D E= HE SIS Sl HIMEs H2[et JHAYEE BAY &

@O « BOHA™E Z3| A0 CHSH KEM|EH LIRS CI2 2ME R TSHHIR.
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O « 23 HM7HJSONQ! HL 1X}JSON It 7 AFS O 2 MHAISHLICE, 0] ZZ M| A= GROK 1k LA AF2 A| IAE
20 otof| ZetEl JSON 22E FII2 Iy f K ELICE

0x
or

HoE 2[5 JSON 2E 37[7} 10KBE £2t5tH IHal 2 AL EL|CE

—

22 oAl

1X} GROK IHAl Z 3}

payload = {"user":"alice","action":"purchase","product":"laptop","amount":45000}

[
nx
0

U™ HE payload , FEE 7| user, action , A& BFA pay_ AH Al CH22t 20| F=ELICL
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pay_user = alice

pay_action = purchase

IPFAE 37t U EA| EZ HBSIL|CE IP2Location HIO|E{H|0|A S &&d M2 22| X[FHE 40| 7hsELICH
2" U a4 12
1= IP FAIFEZI HEY client_ip
NE HFAL A3 HE 0|9 HFA geo

ANE {HFA_country, {HFAR city F7He HEIH MAEL|C

2 oAl ¢ ZE client_ip 2t0] 223.130.195.200 0|1 X& MFAt7t geo 2 B!

geo_country = KR
geo_city = Seongnam

@ SAHI} ofato|E FAo| Matefof SLic RRE A A TRAIM7F SEFSHR| %2 4 YSLICH

=
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2x} mkM H[ol'd

S FHE|02[0f o2 2kt MM E S

Ju

ol HOIdE = ASLILE 24 ZZMME S5 =AMtz ZdHEL|C

o
re

23

2026-04-23T10:30:00.123+0900 | INFO | api-01| 192.168.1.10 | /api/v1/

orders?detail=true|200| 1234 |{"user":"alice","action":"purchase"} | Request processed

=M IHA e - &9
1Xt GROK timestamp, level, host, client_ip, url, status, elapsed, payload, content
2K}-1 JSON EE F& payload — user, action
2%t-2 SHAUEF elapsed — response_class (slow)
2K1-3 HEf ZEOE EF status — status_nxx ( status_2xx )
2Xt-4 URL It2t0|E H|AH url = url_without_params (/api/v1/orders)
2X}-5 GeolP Hgt client_ip — geo_country (KR, geo_city ( Seoul )

(@ 24t mtAfol FHE|DRIE 1% TEM 2t SUBHA| MAefoF BtL|Ct CHE FHE| 12| 2 MAsHH siet 2 30f| 2%t Tt 7t

Hge|x| oLt

23 4% tiw HTolM HE A B S MESHHR. tie 208 £HY 2 20 HM 50| HXSHH Mote £
UELICE Xt A 8otz HM 2 S QElA(index) 2 MHSIH 210 AM 452 WM HE 0| JHsELch 8 =2
ChEat Z2&LCh
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A MY, Uy 4% {82 JSON U= LHELH D, CHE TEHE|M 7ttt M8 4 UELICH
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B0 ] 3131 Q22 9[0f JSON [/ HHES MEHBH K.

.l

o
x

o

4

A

=
JSON LHELH7| Z0| LIEHLIH 51 Q2% 2|of LHELHY| HES HMESHAIR.

JSON &8 m0| ALEXE PCOY| M EHELICt.

StLtel Z2HEof oA MA, b
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3.
4.
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ojn
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EI1HI| B A 2%
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B2 M O Ao 23 7| 22 7| S MEiSIM| Q. 27 O|0|E{ = 20| 01 HA Z7|ZH 2267 |7 o{FE &Lt
m2tM 23 EA Hole 8H 7|52 AFEst " =718 0tEst= 23 O|0|E{7} 520t R} AN £HE|R =X st HEE
XEE 2 JASLICHL H7[ZHA| ¥ 23 O|o|E = MFEH e ST =S MEsH=E 2371 ot 2T E| R =X 0|2 golgt
2 U&ELICE.

23 H7| 22 B F7}
X 2% B EH %5}
YL \ |
GIOIEd WRISI(CIAS A8 ) 158 (33 MB) v |
Fre| 2]+ ‘ ApplLog |
21 HE =9+ v,
onamea '
H4 US(F) YHHFMR
Mel | ciagx 7E )
okind W
[NTx] 2 42(8) 474
Aol | ARK 7R @
+ =718}
=7}
27| B2 EA ol M + X7I617| HES Mefst 21 x| Bt B 71 £0| LIEFLL|CE + ZI}517| HES S8l
A FI6HALE MM FAZ - Of0| 22 Eol| AHE £ USLICE
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42 ™E 23 F status?t 200, 300

b

ST
gt
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HIOIHE &
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oyst

Cmp pp-hg %
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e ne)

159 (2 3 MB)
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ApplLog W
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https://docs.whatap.io/project/project-auth#CNT08829

3. FIIHES S50 ™S FII5HM K.
=

4. JHQIEE H[AES} S0 M H|AHo} o= 2ol £ QER HEH T HES S8 oidll 283 MESHMIR.
HelHe HlaEs o] ‘+:Jm:\ wE
s steiaz| w49 =y
a virtualLog agen
@  vitwalog status
[ @] ApplLog agenttime
. HlAlES H2lE 24 710l S 20 BUA L) 244 7| pil HAloR ZELC)
o JHQIFE HIAEHS S5 L g4st ZH0|M HIAIESH =2 @DEdsre + ASLICH
o JHIEHE H|AEs =5 U HE ZHAM 2 £F ST "AY 5 ASLICH
© B kIR M HollM ZM 7| 0|22 ZM 7|.p 2 XIHSHH H|AEet (A O 2 XS SSELICE X5 SSE
=2 MAIEE vl Al Eet B0l M FHe| 2] M= = XIFE AM F|0f| A 2HISHALE SHA[E 4 ASLICE.

OEMOM p FOIAZ X|F5H= YAIECHHQIEE HIA'ES} oM =Y MEsh= 28 AT

THIEE HA|

H|AIHS}E C|O|E = 2fo| 2 HIY, 20 EYE, 21 M 0|70l M 0tAZ MEiZ EAIELCHL 23 JHIFE X3 Hoto| A=

AMEXH= 20 59| JHUEE BA| @D HES 228l /= CI0[HE el £ ASLICH

java-demo?2 2024-12-16 16:06:49.988 area river lprivacy true istatus.pii *** 1 pcode 8 city seoul onodeName node-0 myname.p ***
oid -1737750367 okind 1152715164 price.n 12000 oname java-demo2 age.n 33
agenttime 1734332809555 category VirtualLlog okindName dev-okind-0 onode 1693789385
You need not love me, if you choose not to.

java-demo1 2024-12-16 16:06:49.993 area mountain !privacy true 'status.pii * pcode 8 city junju onodeName node-1 myname.p ****
hlaitina danc na + bhovin +a _aim far o mantina
java-demo2 2024-12-16 16:06:49.988 area river !privacy true :status.pii 500 pcode 8 city seoul onodeName node-0 myname.p lee

oid -1737750367 okind 1152715164 price.n 12000 oname java-demo2 age.n 33
agenttime 1734332809555 category VirtualLog okindName dev-okind-0 onode 1693789385
You need not love me, if you choose not to.

java-demo1 2024-12-16 16:06:49.993 area mountain !privacy true 'status.pii 200 pcode 8 city junju onodeName node-1 myname.p hong
Waiting does not have to aim for a meeting.

java-demo6 2024-12-16 16:06:50.064 area sea Iprivacy true 'status.pii 200 pcode 8 city daegu onodeName node-1 myname.p song
Waiting does not have to aim for a meeting.

(D HoI HlAIEat oA KRB 24 7]

OlAl, status.pii **

rir

2O Hw W 23 XM ZHM 7] pii FAS= LIEFELIC
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EIHAEE HIA B HH 7|5E Sl 7|E HIoHE A

EIHQIEE H|AEe HH=7|E 2O H|0|E L JHRAIZEES Al

CHa 71 X8 x|et

Che 71 XIEstH slie 7|of A& 22t X|2tstn LA 23 LY
(o) 7 o]

2t S0 HEELC Y 7|2 X HK| erow

gret F<2 sl CllolE=

— =

E5I0] AFXI7E K|St x| 2k 2o = CiA|RtLICt.

=]

H=0| 27HSELICE

1t tag
sff X[2tefL|Ct.

nx
0

23 4o Hl s MY &
Az E k|
¢ 2025/03/21 12:26 ~ 2025/03/21 1326 B> | #aazaz
stz 4 B N2
PR g
VirtualLog ol 5 et
Helzs B8 M
FRIEZHS | e Ea
Hal e AF Az
QI mE
(2<tw) N 2HO[1-9111 [0-20)([0-20[0-9)13[0-1)-[1-4 BN ?1ow) BHAAER MY
qig w0l HE HE g
- EEEGEE]
a»
HEAO
Ak ok kR °
OE LN  © =z 5x

Virtuallog
2025/03/21 12:26
2025/03/2113:26
FOEEHS
(F<Mwnd(2)0[1-9li [0-2])([0-2]0-91I3[0-1])-[1-A]he B} \w)
A

0 | v #@2 3
2025/03/21 13:28
2025/03/21 13:28
No

SUCCESS

i~}
¥
=
B
i
re
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SUCCESS (Md d3), FAILED (B4 4lml), STOP (M4 &X|), TIMED_OUT (AlZt X022 MA E=)
M ol el
20 ofolE s ulAlEe HAS AN S 10| $HE WY WS TolsteY AT Q220N M o[ Hol HES
SeletMR. KIgUel, B2 AR, HRE HIEE 82 52 £HE 4 JALICH £3H M o[ Bl & At o2 moM &
CSV HIE 22| A| C5V I Ao = sief 22 FRE (e 4 YL,
2 0] el X
< 2025/03/25 08:17 ~ 2025/03/25 09:17 o> Holmp e v Q | ¥ csv
bak OHE of e Hat HE =A AF AT AU S MU A HE o HE =2 An
ok 0 2025/03/2508:16 2025/03/2509:16 No SUCCESS
FHQI™ H miE
71E 20 COIE0IA HIHEE Aest of ALBE|S HREHA IHE oAl CHant ZaLct
oIz Tl THOIZ OflA B e xlgt 2t
*hkk_
FUSEHS 123456-1234567 (?<!w)d{2}0[1-91| 1[0-2])([0-2][0-9] | 3[0-11)-[1-41d{6}(?!w) —
HHS M1234567 ([IMSRODTC][0-9{7}\b) RRAFFIS
*h_*k_
SXHSIHS 3. - ; ; i,
2MHS|HS 01-23-456789-00 (?<!w)d{2}-d{2}-d{6}-d{2}(?'w) Em—
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JHQI™E ofEd JNQIHE oAl HiA o x|zt 2k
*khkk_
QIASEHST  987654-1234567 (?<!w)d{6}-?[5-8]d{6}(?!w) o
*hk_kkhk_
AN2IIEHS 1234-5678-9012-3456 (?<!w)d{4}-d{4}-d{4}-d{4}(?'w) .
*k_kk*k_
TS 010-1234-5678 (2<!w)(+82-21[016789]-7d{3,4}-2d{4}| 01[016789]-2d{3,4}-2d{4p(?w)
o|HY =& example@domain.com  ([a-zA-Z0-9][a-zA-Z0-9._%+-]*@[a-zA-Z0-9.-1+.[a-ZA-Z]{2,}) *h@*Fk k&
*kkk_k*_
HEHS 123456-01-654321 (?<w)d{6}-d{2}-d{6}(?!w) e
*k_kk_
ANARISEHS 111-11-01111 (?<w)d{3}-d{2}-d{5}(?!w) .
*kkk_
HOISEHS 111111-1111111 (?<lw)d{6}-2d{7}(?!w) I
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21 opAst7|

£ O}Als}o|

2O MME MESIH S2le QEio] 28 2(7t 7tseh 7ot WEi2 HAY - ASLICHL &l 23 ZLEHI2 T3t
Z0| & 7HX| R¥o| M E HMS et

* GROK IHA|: 2|9 dEljZ FEl= 25 Hd ¥ A0 GROK 2HE &3l THELICt.

* JSON IHAl: JSON HE[ 2 &&= 28 gL ct

O 38 Folrrg

« 22 7}E12|0f of2] JHO| ThAZE SBE|O] U R K HHE OfAE|S ThASt HEELC,
+ oI otEy AH|AO| SO HES E 4 Ui THMS HIZHSIE 4 9l B2 JHELIL

GROK I}A|

g 2= AELICH GROK 22 named regular

GROK AJZ}5t7|
GROKE & 7}x| #Efo| 2 HB2LIct,

1. %{SYNTAX:SEMANTIC} : GROK 2t0|E2{2|0i| M H|Zst= EHRULICE named regular expressionsE 286

EfOE =&Y & ASLICL HE OA= THS2 FESHHR.

¢ SYNTAX: GROKO| H|B3+H= named regular expressionsE X|&giL|Ct,

o SEMANTIC: 0jE £| = Ztof| 2o{e 0| E2 X|™BfLLCt,

(D named regular expressions



21 OHASH |

te SEYULICE S E Boi4l0 0|ES

5 ofsl ALEE = A== GROKOIA
L|Ct.

4

O GrokoliA Fz
ol

HEotes 7Is

name regular expression
WORD \b\w-+\b
SPACE \s*
NOTSPACE \S+
UuID [A-Fa-f0-91{8}-(?:[A-Fa-f0-91{4}-){3}[A-Fa-f0-91{12}
QLEHO| A XS 3t= 2 E named regular expressions &01S §BICIH LS 23 E XM Q.

(?<SEMANTIC>REGX) : 1 E$ A9 named capturing group 2HIL|Ct, Mo EHAS S A A2XtQ
O|ofl XA EfOE FEY 5 JSLICHL & 0lAl= LSS HESHM K.
¢ SEMANTIC: 0f&E|= Ziofl 20{E 0| E2 XI™FLICE

o REGX: OjEOf| ArE T M EHAIS =HTILICE,

(D named capturing group
it EHA0M HS5h= EHYLIC
* capturing group: 0{2{ 72| E2E SILIZ FO0 5tLte| DA the|2 AH83%t= 7|5 S 2lnlgLCt.
* named capturing group: capturing group®l 0|
o ZXAE 0HE oA E HT{E P ELICE dev@whatap.io
o OAl 1 (\WwH@(\w+\.\w+)

o OfAl 2 0|0 MA| OHAE 2 usernamet domain 227t OHE! Al

(?<username>\w+)@(?<domain>\w+\.\w+)

253


https://github.com/whatap/java-grok/blob/master/src/main/resources/patterns/patterns
mailto:dev@whatap.io

21 OHAISH |

%{SYNTAX:SEMANTIC} & 0fA|
CHS2 %{SYNTAX:SEMANTIC} 2%HZ &Est= oALICt.

Sample log

[2023-08-08 02:02:30,101 GMTI[INFO ][i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8 VirtualLog 20230808

02:01:00.000 {area=4, city=5} 56ms

HE 208 H0 2 HoIt o|0fst= LHEE |RFE & ASLICH 2 FE2S semantictt THO{= X8 A| LSt 20| BHY
AF LT

semantic replace

[date][logLevel][caller] projectCode logCategory dexBuildStartTime {area=areaEnum, city=cityEnum} dexBuildElapsed

semantic®t £to] 2= Hg BHAOZ Y 4= JUELICH GROK IHM E AFESHH AP 2| El named regular
expressionsS 8% £ USLICL O{7|A AL2El TIMESTAMP_ISO8601 , LOGLEVEL , DATA £ GROKO|M X|&5t=
o

named regular expressionsL|Ct. O 2S5 22t CH2 2| i HoIA Q= CHA| =0 DHAELIC}

* name: TIMESTAMP_ISO8601

o regular expression: %{YEAR}-%{MONTHNUM}-%{MONTHDAY}[T
1%{HOUR}:?%{MINUTE}?::?%{SECOND})?%{ISO8601_TIMEZONE}?

* name: LOGLEVEL

o regular expression: LOGLEVEL
([Aa]lert | ALERT | [Ttlrace | TRACE | [Dd]lebug| DEBUG | [Nn]otice | NOTICE | [Iilnfo | INFO | [Ww]arn?(?:ing)? | WARN?(?:ING)’

* name: DATA

o regular expression: .*?

GROK parsing pattern

\[%{TIMESTAMP_ISO8601:date\sGMT\I\[%{LOGLEVEL:level\s\\[%{DATA:caller}\]

et Z2 FHOZ MAZ otH LISt Z0| EfIE FET £ UYSLICE O|H A GROKQ %{SYNTAX:SEMANTIC} =H2
Sx6t0 71 B EHAS 210 7ZHASHAH HE8Y 4= YT E TotFE IE S Lt
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21 OHAISH |

Tag extraction

- date : 2023-08-08 02:02:30,101

- caller : i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)
- level : LEVEL

(?<SEMANTIC>REGX) £ 0f|A]

named regular expressionsZ & =|X| ¢

| HES (?7<SEMANTIC>REGX) INEIZ At2oHA DtAE 4= QUSLICE 9 ME
230M %{SYNTAX;SEMANTIC} 2%Hato

L
2 OYEX| g Y2 S 25Ut

- O 1=

Unparsed area

8 VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms

O|ZHA Sl "ElQ| ZAIE2 L2t 22 (?<SEMANTIC>REGX) 2HS A2l IhAe 4= JUELICE

oA 7|9 E (?<SEMANTIC>REGX)
8 (?<projectCode>\d)
VirtualLog (?<logCategory>\w*)
20230808 02:01:00.000 (?<dexBuildStartTime>\d{8}\s\d{2}:\d{2}:\d{2}\.\d{3})
area=4 area=(?<areaEnum>\d)
city=5 city=(?<cityEnum>\d)
56ms (?<dexBuildElapsed>\d{2})ms
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Mo

a{5}

\w

\s

[abc]

[Aabc]

[a-Z]

[1-3[7-9]]

[1-6&&[3-9]]

[0-9&&["2468]]

a{2,}

a{1,3}

a+?

{2,3}?

Oor1

1 or more

0 or more

exactly 5

word character

white space

any character except newline

any of

not a,b, or c

character between a and z

union (combining two or more character classes)

intersection (1 &gh

subtraction (&g

2 or more

between 1 and 3

match as few as possible

match as few as possible
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21 OHAISH |

24 oln| kY
(abc) capturing group (0421 7H2| EXtE S single unit2 £ X2(g) =
\d digit [0-9]
\D non-digit [~0-9]
\W non-word character -
\S non-white space -

O|A A El F|RAEE =M T|(\s )2t E4= EXt escape( \{, \,, \} )E HESIH C}21 Z0| IHHE MEY & ASLICL

GROK parsing pattern

(?<projectCode>\d)\s(?<logCategory>\w*)\s(?<dexBuildStartTime>\d{8}\s\
d{2}:\d{2}:\d{2}\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

Tag extraction

- projectCode : 8
- logCategory : VirtualLog
- dexBuildStartTime : 20230808 02:01:00.000

-areaEnum: 4

- cityEnum : 5
- dexBuildElapsed : 56

BEIMEHE>EO 1K O 43

1. GROKIHH MME Xt 21 48 tw2 231Xt IHA 23 YO = 0|SSHAIR.

2. +FI517|E M = OHA =20 M GROK IHME MEHSHA Q.
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21 OHASH |

IE S5 HE M A QEZ0| IiEH S5 3 AIS20] Z0| LIEFELITY.
i

it 23 A = A|EY0|M HES 2250 XM Esta{= IHOZ M0 d3ot=X| 2lotM K.
OHEd O Al
[%{TIMESTAMP_ISO8601:date}\sGMT\][%{LOGLEVEL:level}\s\][%{DATA:caller\]\s(?<projectCode>\d)\s(?<logCate

d{2}:\d{2}:\d{21\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

2 0A:
[2023-08-08 02:02:30,101 GMTI[INFO ][i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8
VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms
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Network & Security
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Build Tools
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mongodb, mysql, oracle, postgresq|l, redis

aws

docker, kubernetes, linux-syslog

elasticsearch, kafka

bind, bro, firewalls, junos, zeek

exim, postfix
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31-Jul-2020 16:40:38 INFO [main] org.apache.catalina.startup.VersionLoggerListener.log Server version name: Apache

Tomcat/8.5.57

GROK parsing pattern

%{CATALINA8_LOG}

Tag extraction

- log_timestamp : 31-Jul-2020 16:40:38
- log.level : INFO

- java.log.origin.thread.name : main

- java.log.origin.class.name : org.apache.catalina.startup.VersionLoggerListener

- log.origin.function : log

- log_message : Server version name: Apache Tomcat/8.5.57
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2023-08-08 02:43:28,615 -- {"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/
api/flush"} --
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Sample log

{"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/api/flush"}
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Tag extraction

- host:10.21.3.24

- method : POST

- status : 200

- url : http://dev.whatap.io/yard/api/flush

JSON Z% AR 314 A| 2 ¢A|
Some JSON format sample log

2023-08-08 02:43:28,615 -- {"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/api/flush"} --

TkoF of A2 20| 22| YRt ]SON ESHO 2 L E|HULCHH Prefix2t PostfixE X Hd FH(2. 2 20 DLHHS
Prefix2} Postfix A0S HHE JSON ZHOZ QIAl = mpAlBtL|CY,

Tag extraction
- host:10.21.3.24

- method : POST
- status : 200

- url : http://dev.whatap.io/yard/api/flush
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"BASIC": [
{
"ecriticalEnabled™: "false",
"warningEnabled": true,
"silentPeriod": 300000,

(@ "criticalEnabled"M|= "string” § 80| O} "boolean” 48 40| EREL|CE

| =aies ]

JSON HIO|E{ =

{
"productType": "{productType}",
"platform": "{platform}",
"events": {
"HITMAP": {

b

"LOG_REALTIME": [
£}

1

"METRICS": [
£}

1

"COMPOSITE_LOG": [
£}

1

"BASIC": [
£}

1
"COMPOSITE_METRICS": [
£}

1

"ANOMALY": [
£}

1
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OJHIE =7 /AK|
1. Z10 YE > o|HE MHo| HEZA o= 0|SsHM|R
2. OHIE SE0|M £F L= AH|St2{= O|HIES] 2 00|22 SEI5HMIR
3. OMIE R& ¥ HolM SHS £HtL, [MY 1 HES SR
a. MEHTH O|HIE S AH|SI2{H O|HIE & £ Ao QEZR (9| [ AH| | HES 22/5tMR
OHIE 37
HEZA OHIE HHS JSON IHUZ XF|| CHE ALEXtet BE S SROIAHLE CHE AR - E 7S = USLICH
* JSON I}YH: event-rules- YYYYMMDD .json
LHELYZ|
1. 2tH EZX 2|0 [JSON [7 |HES E=l5tMIa.
2. JSON HE HO| LIEtLIH [ [1 LHELHZ| | HES SE={SHMIS.
o OMEES AM = LIELHY| 7|53 O|E5IH HMot ==0FSON IHU 2 CHRES 4= ASLICH
3. JSON ItYUO| CIR2EEEM S /e CHE AMSXH|A| HESHH K.
77|
1. ofH QEZE Qof [ [ ] HES HEGIM K.
2. WELHI| 7|5 Solf CtREE3H ISON It S MEHSHM| 2.
3. JSON HME ZO| LIEILIH [ 0| F71517| ] = [ HOMT| | HES MEHSHA R,
22 E72 HZF 2ol 0|8 AS HEYYLICEL CHE MZ2 ZZHEZRE| OME AHS IS = UK 2 "t
ESOHX| gSELCE.
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1. =IH EZX 20| [JSON [F 1HE

mjo

SEStMR.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

w
1
0

= 2A=oHH ofH of2f [ T | HES MM K.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f

HIAIXl= HAl0l k2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)

JSON H|O|Ef =

"version": 2,
"eventld": "zcef7s7f27rum1",

"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [
”Oid”

I

"repeatCount": 1,

"repeatDuration™: 0,
"silent": 300000,

"receiver": [],

"timeTag": [1,

"selectString": "",

"conditions": [

{

"level": 20,
"enabled":

"rule": "active_tx_count > 100"
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1

"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,
"lastModifiedUser": "support@whatap.io",

"basic": ’
"metald": "java004",

"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

H | JSON Hlo|E] =

JSON ZE Efe Mg H|
version Integer O[HIE 1&lo| T HE et
eventld String O|HIE [&|o| 1} AR}
enabled boolean O|HIE 23t o &
stateful boolean AEf 7[E O[HIE o2
title String AHEX7F HE%t O|HIE 2] 0|8
message String AEXI7H AT O[HIE & HA|X|
category String CllolE| 7t 2|
alertLabel List<String> A SRR éH JHelaEintey HE et

XEE= 7|2 A" primary key) &t
repeatCount Integer BH= Sl
repeatDuration Long k= 7|2t
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JSON HE

silent

receiver

timeTag

selectString

conditions

L |level

L enabled

L rule

createTime

lastModifiedTime

lastModifiedUser

basic

metald

selectCondition

Etel

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

boolean

String

Object

HA FBFORE EA|E ZEL O

[
od

LA SX[ Al
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2) CPU 95% — Warning (X8 &), Critical (ZId &)

- Warning: CPU > 70%
- Critical: CPU > 90%

AlLIE|2:

1) CPU 97% — Critical 2

2) CPU 85% — Critical 82, Warning &I
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

HE2I 2 60% — 75% — 92% — 85% — 60%

AFER: A Warning  Critical ~ Warning &4
(M) (E5) (FAD) (CIES)
Warning
(8%

X BHO| =XAtZ A|ESHAHLE SE+EXL ZEHE F2 ${AIEE) WEli= ZHgsf{of Lt

]

= (), I
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c TEA G, @, #,,, ()
c JEfESER L, AL &, |, -, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

SO 10| At Jhs: FEXG, ACIATOY( ), H(. )2 BEE FL

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

act: cpu > 80
3L 2Tk cpu>=80

memory < 1000

0

memory <= 1000
status == 200
error!=0

PG
2y
7Lt 2Tt
2+
[=3

0

myl

status == 'OK'

region == "us-east-1"
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cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
LIHX|: value % 10 ==0

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

AND &2t (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

ORGA ()

cpu>90 || memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)
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o LIKE A&kt

oname like 'prod-*'

url like "*error*'
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

isNull(value) # nullQIX] 2kl
isNotNull(value) # nullO| Ot X
nvl(value, 0)

iSEmpty(str)

isNotEmpty(str)

sum(cpu, memory, disk)
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

1
It
o
&

length(str) # 22Xt 20|
startsWith(str, 'prefix') #
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endsWith(str, 'suffix') # ™O|AF 2ol
indexOfistr, 'search’) # 2XtE 2|X|
substring(str, 0, 10) # 22 2Xt&
trim(str) # St XA

replace(str, 'old', 'new') # Xt x|t

hasStr(str, 'search)  # 2XI¥ gt o2

equalsignoreCase(str, 'match_text') # iA2XIE 261X
notEqualsIgnoreCase(str, 'match_text') # LHAEXIE FLE8HX| g

== 9 = EARXE FESIZZ WebServer 2 webserver £ Ct2 ZfQ =2 TCStL|CH B 7|7t
UMK Y2 EfOLL UES H|wE ff 9| F &t+E AL2SHH CHAEX} X}0|E 2AIStD 2t U= £ JSLICH

Of| Al

equalsIgnoreCase(okindName, 'WebServer’)

notEqualsignoreCase(container, 'PROD.billing')

if(ZA, truedt, falsedt

Ofl Al

if(value >= 90, 'High', '"Medium') == 'High'
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tLteF X[SHH true , OFLIH false

10

Ofl Al

()
@
©
«“—

in(status, 200, 201, 204)

A A FOIARY

2 ${0 20| AHZ (0ll: cpu, memory)

KEES A HEEA ${} AL

SOk & At

cpu >, memory && )

(cpu > 80 && cpu >70) )
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« 2f|I'®: Ot E 2f|*®¥(Critical, Warning, Info)

220l

[StH OHIE 7} sl A &0 HAHRECOVERED) AEHQ|

iof

SEUCh

HAIXIS| LHE S USIMIR. HIAIX|Of| HKE AFESHO O]

[e]
oty
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iy

* HIAIX]: O|HIE

o 4 AL,

[=13
=

An event has occured [ ${pcode} ] [ S{oname} ] [ S{okindName} ] [ ${host_ip} ] [ ${type} ]

Event Message

An event has occured [ 8] [ java-demo9 ] [ dev-okind-1][10.21.1.26 ] [ java]
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« O|HIES AM = LELYY| 7|53 0| E5tH HAet =0t SON U2 Li28hs & ASLICH

3. JSON LIUO| 22 EE[H S/ Y THE AFS XA WHSHAIR.
7IH 27|

1. ofH QEX 20| [[4 ] HES MHSIMIR.
2. UWEU7| 7|52 Sl L2220 SON IHY S MEiSHA .

3. JSON HZE HO| LIELLIH [ 01| :7t5t7| ] = [ FOMT| | HES HEGHAR.

rr
0
Ral
2
0
0z

HE zZtol o|8E AS HEYLICL CHE MFS| Z2MEZRE O|HE 4FS IS &
t

1. oH QEZX 2{0f [JSON [/ | HES S=ItM|R.

2. T FO| LIEILIH JSON HAlofl 3 LHES +T5HM .

w
1
0

= 2A=oHH ofH of2f [ T | HES MM R.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f
HIAIXl= HAl0l 2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)
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- Warning: CPU > 70%
- Critical: CPU > 90%

ALt 2:
1) CPU 80% — Warning
2) CPU 95% — Warning (£l

THE HEHE H= O[HIEOIM E2 2 HM {2 iz MSEH 22 222 A0 W2 20| FX|ELIC

- Warning: CPU > 70%
- Critical: CPU > 90%

ALt2|2:

1) CPU 97% — Critical 2t

2) CPU 85% — Critical i, Warning R4
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

- 92% — 85% — 60%

XA Warning Critical  Warning At
(2d) (E4) (£X1) (CIES)
Warning
(8%
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c JEtESLER L, AL &, |, -, T, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error}>10

${} 20| AR Tts: HERt,
cpu >80

cpu_usage > 50
CPUUtilization.Average > 0.8

memory < 1000

memory <= 1000
status == 200
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ZX| QCE error!=0

status == 'OK'

region == "us-east-1"

cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
L}HX|: value % 10 ==

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

o
N
I
re

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

o ORYG™M(ID
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cpu >90 | | memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)

oname like 'prod-*'
url like "*error*
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

# null2IX| &kl

# nullo] OHAX

isNull(value)
isNotNull(value)
nvl(value, 0)
iSEmpty(str)
isNotEmpty(str)

sum(cpu, memory, disk)

avg(cpu, memory)

max(cpu, memory, disk)
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min(cpu, memory, disk)

count(value1, value2, value3)

it
o
+

round(cpu, 2)

210

length(str) # 2XtH
startsWith(str, 'prefix') # &FAt
endsWith(str, 'suffix') # F0O[A}
indexOf(str, 'search') # ZXt&
substring(str, 0, 10)  # 2& 2X}
# 34 XA

replace(str, 'old’, 'new') # 2Xt& X|
# XL T o2
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©
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trim(str)
st

=

hasStr(str, 'search')

equalsIgnoreCase(str, 'match_text')

notEqualsIgnoreCase(str, 'match_text') # CHARXIE FE5IX

equalsignoreCase(okindName, 'WebServer')
notEqualsignoreCase(container, 'PROD.billing’)
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*O|HIE Tl =

¢ 2026/04/21 1411 ~ 2026/04/21 15:11 B >

SIS A|ZHC

> W 10

Jss e
QIEE © 58
250 12
OJHIE S5 AZH + =7

OJHE S5 AJZHEHLE 4 e B0 2FH §

Ol#1E SR AJZF EHT A0l ket RS M2 JH0|E 2AS B0t FHE. [7
O[HIE £MEfT O T D A Al B %7}

W

A A ‘ He | owE yEPlsasw 2 2 © O
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0| BM >
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A 4

HE(Z2|H), HAIX], 72

’

320

ma|MS Mestel TE, H2| EFY, O[MIE W X0 XSO MMELICH TajA Meyst 3 2
L]

mal 2l ety Jle 7
AHE ot 3t none rows > 10
2xx MENDE A count count > 10
3xx MEfDE A count count>10
dxx AEfRE AL count count > 10
5xx HEHRE S count count>10
A AME E E(2xx, 3xx) A% count_v2 include_minus_exclude_count > 10
ofl2{ AEf R E(4xx, 5xx) % count_v2 include_minus_exclude_count > 10
o] =41 4 count count > 10
o2l =41 = count count > 10
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HIAX]

otagl

=] L=3
O[HHIE 2l = 28

ma| Al 2| Er
ZE 2D HMHS rps

T &7 (Aggregation) aggr

H|Z (Rate) rate

1RE 4 (Cardinality) cardinality
HiE2| (Percentile) percentile

HIAIXIE YEHH L. HIAIX| 0| HeE ALESIH SH HAIXIE #4

o« OllAl: IAIX] ${host} OlM Ofl2] ${count} 1 LM —
B | HIAIX] H
Ha dd
${count} ZTHAN =2 HS
${groupField} JEStHEO|E
${groupValue} ISt LE o
$HEEEH) JESHEE 2t (HEERR AF X))
@ ${count} 4= IE3o{=ot Aglo| RE LRI AR
${LCEY) HaE OFS LWEE MES 202t X|=HE L Ct
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7| 02|
2O FAEHAEID ECYH)S S20A MEUSIHLE 21T UASINIQ. FHH|02|E MESoF M 7[Qf AM ZtS e £
AELICE
ZE

Lucene F2| 2HOZE 21 AM TS AHTIL|C = 7IX| ¥ REE X[AgfL|Ct

- "OE BE v: HEQ g2 MEISIY 2| E FHELICH

« I DL ¢ Lucene #2|E 2N =stL|Ct,

E | Lucene F2| 0flA|
Hz| M

level:ERROR

status_nxx:status_4xx OR status_nxx:status_5xx

appender:accessLog

response_time.n:*

host:web-01 AND level:ERROR

level ZE=7} ERRORS! 21

4xx EE= 5xx AEfRE

accessLog appender? 21

response_time.n BEJ} Exfst= 23

web-01 SAEQ| o8| 21

O[HIE 4 =A
FHE| EfUEE HEELICEH MEfot IESI(Z2|Al) EE= 2| EfJol| w2t =7t 4 &50| EA|E/L|CE
H | OJHIE Wl =71 7| 90|
7| o|noj
rows / count Y 2o =20 AHp
rps XY 20 WM (7 QEE X)
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sum

min

max

& 242 %100 (%)

rate
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p99 / p95 / p90 / p75 / p50

o EE A - He 2E A

include_minus_exclude_count

« 214 (count / none):
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i
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i

23 AM XA (Lucene #HE|)

B
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=
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HIZ (%) {F&ZG {AIZL (Oll: rate > 10)
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2 DRzt {HAXE {AZS (Ol: cardinality > 100)

« ME2 (percentile): X|Fet At ZE2| d —E—-?—l(Percentlle) 2 AMEILICEH S8 AlZH9| tail latencyS P LIE{RIE ol
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o =

i
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& ZE HHEIO|E A AMEt 2Xt BIE (0f]: response_time.n)
Percentile P99, P95, P90, P75, P50 & MEY
O|HIE Ll =2 P99/P95/... {ALX (A2} (ll: p99 >3000)
| wEe] oo
HHE S o|0|
P50 Sk T HI0[E{2] 50%7t O] Zt o5t
P75 A cllolE{e] 75%7t of 2k ofst
P90 A cllolE{2] 90%7t of 2k ofst
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P99 HH| o|o|E{2| 99%7t O 3t o5t
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e (g Zeret 23 FA (0]: status_nxx:status_4xx OR status_nxx:status_5xx )
ZE A 2| HMelg 21 A (0f: status_nxx:status_4xx)
2o e HIE AME 22 (MENALE)
O[HIE &l =A EohAQ AL {HAX {(LAIZE (o: include_minus_exclude_count > 10)

o Of|Al: ZE| status_nxx:status_4xx OR status_nxx:status_5xx , ZE| M| status_nxx:status_4xx —

Axx+5xx0| A 4xxE H| 2|t &4 5xx 471 102 X1FSHH 2l HiA

OFet ZEE dFotH oig HEQ gEE SEMo=E o2 xS WEELCL EE020M 25ste 2EE MEigLC
EEL2S 2261 ol 7HH| 2|0 M A 7hset 2E S50| AtS b ELIT
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g5 e US s ME
Ty e HH 225 Stz EA| JgAE == EA
o2l A 124 ZUSEIE FUE
ECR O[HIE ®= [25 A O|HE H=
Stateful HA| 7|&E el HOo| 58 S8 e Hol
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1. AR >0HE 89| RF 21 YO = 0|FsHMR
2. 2O 0MMIE SR0M +F = MGt = O|HIES] 2 Of0|2 S SEISHMIR
3. OHIiE 4 olHM SHE +FoIL, [ MY 1 HES 2=stMR

HESIA O[HIE HFYES JSON LA Z XM CHE ALEAIet BHE SROtALE LHE AHERIS| 2F 2 7HME & AUSLIL

=2o=2

+ JSON ItYH: event-rules- YYYYMMDD .json

LHE LY 7]
1. 3HH QEZ 2/0l [JSON [/ ] HES S2I5tMI 8.
2. JSON HT HO| LIELLHH [ [ LHELHY| | HES S=I5HH 2.
« OMIEE AM = LHELHT| 7|52 OI80tH HMPt S22 SON T2 LS = ASLICH
3. JSON LIUO| 22 EE[H S/ Y THE AL XA MEHSHAIR.
1M 27|
1. oHQEZ 20 [ [« 1HES M=ot 8.

2. LHELHY| 7|5E Sl CH2= =% JSON DHU S MEISHA K.

3. JSON BT HO| LIELLIH [ S0 :7t5t7| ] = [ FOMT| | HES HEGHAR.

FOIHF 2tof 0|8 NS AYLILE CHE MF2 Z2HMEZRE O[HIE 4HS JINE =

329

rir
A
Ral
2



I
%
Hu

1. HH 2EZX 2[0] [JSON [/ ] HES S=I5HMIK.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

S 2t=oH ot of2 [ M | HES ME5HM .

XHSH A O
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1. LINE S Mx|E|ct.

2. Of2ff QR ZEE A7t WhaTapLabs 34 M{2S %= FItetL(Ct.

/help # AFE 7t
/list # HSE

/license [M|AF|] # A

/remove [EEMEAE

A
T
« 2t LHolM /language BEOE AtEot= A2 =t L AHEZol| 2 HEE LI CHE 3rd
S2{aQlo|L Z2HEO| AY 4 A7t HBE[= A2 OHELICE

AE GlA|

/license XXXXXXXXXX # =

/language ko # $=0{E 210
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ilert

ilert Z&0{ X Alert sources 2tH2| REZ 2|9| [+ Create alert source 1£ 2264 Q.

1.

Integration type ©HA|2| StTHof| QU= Filter integrations ZA A0l WhaTap 2
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El
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oflAZz|0|

[ Continue setup ] HES S=IgL|Ct.
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Do not group alerts

&LICt M [ Finish setup ]| HES

MAO| 2 E|H 22 31HO|| A API 7| EE= Webhook URLO| MM ElL|C},

7.

of

22zt

SAfat ofr2He] Webhook URL
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8. Webhook JSON &0 A 444 El Webhook URL
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* Product Type: OHZ2|#|0| M, G|O|E{H|O| A, FH|E[A
* Event Type: OZ2[A|0| M &2, H|O|E{H|0]A 22, HERA 2

+ Event Channel: sms, mobile, 3rd party plugin, plugin

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Infol[JAVA][OHZ2[A|0| M T2 M E][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

5
it
oy

O ApplicationName2 A&} X ? O|HIE N|=0f|l A ‘H=FetL|Ct.

¢ Platform Ctg & ot 7tX| 2 EA|RL|CE,
> JAVA

° NODEJS
° PYTHON

o PHP

° DOTNET

© GO

o POSTGRESQL
° ORACLE




o MYSQL
o MSSQL

> BSM_JAVA

o CLOUDWATCH

o TIBERO

o KUBERNETES

o KUBE_NS

o URLCHECK

o URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

o VR

° RUM

OJIE H|AIX]

OJHIE IAIR|O] Z3HE 4 2l H
B2 oY LIOIEIS SIS & OB FABLIC,

==

Event message example

Project Name : O Z2|#H[0|M TEHE
Project Code : 3
Agent Name : TC-0-1-8081

Message : RECOVERED: Memory is too high. less than 10%
Event Time : 2022-04-12 18:53:24 +0900

Event OFF Time : 2022-04-12 18:53:24 +0900

Alert Type : APPLICATION_MEMORY
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Metric Name : memory

Metric Value : 20
Metric Threshold : 10
Stateful :

H | OHIE HAX] 7Y 22

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Stateful

Event Rule

Ko

ZZHE 0]

ol

ITZHME Code

Olo|HE 0|F

O|#HIE HA|X|

=
O|HIE EF

FH

HH|(optional)

A

A

A

MH|(optional)

Al (optional)

HH|(optional)

Al (optional)

M H|(optional)

HERA §E
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Target Filter

7t

oK

Repeat Count

|
L{Ct.

7t

Repeat Duration

Receiver

MXQL # 2|

Query

Rule

3| 7|2t

Query Period

2| 24

Query Interval

-

~d

olo
a-

Silent Time

Exception2 ZHHAIZI 28] URL

Exception

URL

Query

Exception

TXID

Exception

=
(=]

o2 S2HA 0

Class
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En Ko

Log Message 2T HAX|
Log File EIMAZEZ
IP 1P

CPU CPU
CPU_load1 CPU_load1

CPU_loadPerCore CPU_loadPerCore

Memory Memory

Swap Swap

Disk Name | Used Percent |
Free Size | IO Percent
Name | Bps | Pps Ezfjm MEHA

Message | Time | Name X2 HAIX]

@ sl O[HIEN|M XISE 4 Ut H|cHot B2 HEE Ho{FLICE

* AlertType2 L2 & ot 7tX| 2 EA|RL|CE

APPLICATION_CPU

APPLICATION_MEMORY

X3=E= ¢

Eted

AMH - o

ERE

K - T

CREL

AfH

AfH

A g

e
ou
ra

e
ou
ra

=
°
=
[m
nT
0z
on

nx
od

=
.

=
o
r£
[m
1!
0:

2 2FAl2] Snapshot

X O|#IE &M A9 Snapshot

H  O[HIE 2 EA[Q] Snapshot

fAl9] Snapshot

MeH 23 FA|  O[HIE 2 FA|2| Snapshot
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X O[HIE &t EAlQl Snapshot

H  O[HIE 2 EA[Q] Snapshot
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AlertType

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE
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MH - HIE9{3 BPS &
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AlertType

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT
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CLOUD_WATCH

EXCEPTION

AlertType
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O[HIE 7|5 8! 2L|EE

ZEo Ztofl ol tHA2XHE FE6HK] S LT,

]

EFE O 2ET X 2lE|= O|HIE EtY

- HE EY: ZEO| H|0|E{ Q] EtY

o]

# : Number
T : String

o @:Boolean

o [1:Date
O[HIE HH T

ey Ete) 49
Title String O|HIE X5
OffTitle String O|HIE 32 =
Message String O|HIE HA|X]
OffMessage String O[HIE S HIA|X|
Level String Gixl OHIE 2f|'d

OllA] 2k

"Database Connection Error"

"RECOVERED: Database Connection Error"

"Connection timeout occurred"

"RECOVERED: Connection timeout occurred"

Critical, Warning, Info
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gcd Et a9
OriginLevel String HE O[HIE 2f|H
Status String O|HIE AlEH
ActCount Number — XM2|LH I
MetricName String XE ol
MetricValue String XEZ
OffValue String s gt
MetricThreshold  String AAIK|
alertType String OMIE &7
_ OHIE &9
alertld String aoAsRt
O|HIE EIRJE x| TE
O EH o|HIE Efoi| M3t X
OHIE
gcH Ete) e a9
ST
O|HIE
H 7|% HEFAH
eventRule String HE2iA =3
3
AAIZE 23
field String
23 aM 7|

OflA| 2k

Critical, Warning, Info

O[HIE 7|5 8! 2L|EE

ON, OFF, CANCEL, ACKNOWLEDGE, MAINTENANCE,

DISABLED

"memory"

"85.5"

ll72‘8II

II80II

"BASIC", "METRICS", "TRANSACTION" &

"zf3uojer0fv4v7"

HE[= ZEQLICE i O[HIE EtRIO0| Ol F2 20| 82 + ASLICE

OllAl 2

"memory = 80"

"content"
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keyword String

logCategory  String

logContent String

Oid

Oname

Okind

OkindName

Onode

OnodeName

Id Number

Ju

=
=
S

> Hu
> [
A

tu
[

=
=
S

tu
[

Eted

Number

String

Number

String

Number

String

23
gzl

"Error"

2| AppLog

O[HIE 7|5 8! 2L|EE

OflA| 2k

"00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
server There are not enough 'user connections' available to start a

new process."

uw
ofolHE DAt

olo|HE ol &

Olo|HE ZF nRAEX

0

OIo|ME Z7E

OlO|ME MEH RAIEX}

Oflo|HE MHH
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-98765432

"web-server-01"

867318026

"web-server"

334634079

"production-node-1"

OflAf 2k
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UuiID String

0x
=
~~
M
=
W
e
In

Stateful
Disabled
Escalation

SystemEvent

Hu gu

i1

Mo

©
oM
=
N
rte

1. 7|9l M

Etel

Boolean

Boolean

Boolean

Boolean

Database Connection 2Xt&0| Z &tz O|HIE

title: "Database Connection"

title: Database Connection

SiXl O|#HIE 2[RO| InfoO| 7L} Warning®! O[HIE

O[HIE 7|5 8! 2L|EE

OflAf 2k

"550e8400-e29b-41d4-a716"

nx
od

ofl2Zzf|o[d o2

A2 oJHIE ofs

22 WhaTap log search query 2% 2AE &105HA|7] HHEFL|CE,
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https://docs.whatap.io/log/log-search-query

O[HIE 7|5 8! 2L|EE

level: info warning

3. OHE HM

SIYEFIEE AFE5H0 HES HMEY 4= ASLITH

0| MECZ EH 0f0|HE| M LM E OHIE %7

oname: web-*-

H|=0| Connection@ £ ZLt= O[HIE %]

title: *Connection

level: critical and title: Database

E7H of|lo| MEQ| Warning £ Critical O[HIE

oname: web-server-01 and level: Warning Critical

5.0R = AM
of2 2 & otLIEtE BHEoHs O[HIES T3 FLICL

M= = HAIX0 £ 7| =T ZetE O[HIE

title: Connection or message: Connection

6. Mol =A

=3 x712 Held AT 4 Attt
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O[HIE 7|5 8! 2L|EE

Info 2| E Xt ZE O|HIE

not level: info
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09/19 01:45 ~ 09/19 02:00

Critical

test event

test event

09/19 01:56:55 (13 Hours ago)

test event

test event

demo-slave

09/19 01:55:50 (13 Hours ago)
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AAE OHIE

AJAE o]#IE

of BLHE2 SUE UM XS 2 BX| 8 YYk|= S8 O|HIEE MIELIL 0| ZME Al2-f ofdh &=
al g

EVENT_BLOCKED_BY_SYSTEM

Ol M 2 AlZtof| 2tk Ot

DZHE O|HIE7} LHSIH, otF A|AO| 0| EXISI0] O|HIEE RS CHE HIAIXIE AHEXIOfA
HEELIC O|HIET} AHEHE[QUCHHE ALEXIS| O|HIE

23S dgstha.

ook

O o Jlr' WhaTap
O|#LE ofjyjx|
Excessive events detected, event blocked for

stability. name: server agent

ZDEUS 8

Z2HEOIE new server

CHAH server agent

OHIE O|F EVENT_BLOCKED_BY_SYSTEM
Bl ARzt (GMT+0900) 2024-11-1518:24:15

ool 221517

new server Z2H|E0| server agent0fiA 250 [HIET | BIX| /0] O[HIEZ | RITHEILICE server agentOf| &
H 7|7t O[HIET | LAi5HX| fo™ Xfso 2 RITHSfiFIELICE
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OpenMetrics EfAH7]

OpenMetrics EfAi7|

OpenMetrics B 7|= Prometheus 7|2 HAE HEZIS PromQLE Sl Z21F BHMSID, CHFSH HEHE A|2f5}510

HE2|o| AEhES BHOISHLE QIAOIES P2 4 Yl JSALICE
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£ 5ol Hot= HERIS XARE2 Z2I5t1, R2|0|¢t HIO[E E FES71L HAIEER ASSIH XEH= HLEE &
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https://docs.whatap.io/kubernetes/install-whatap-operator

OpenMetrics EfAi 7|

QENEE| S| s AoaoFad® o

< 2025/06/21 17:00 ~ 2025/06/21 17:30 [EIE4 [ » |avg by (node,device,modelName,UUID) (DCGM_FI_DEV_POWER_USAGE) B + thasEo] 7t
Graph Line | Bar | Stack Bar
450

wo| o~

150

Q
17:00:00 17:02:00 17:04:00 17:06:00 17:08:00 17:10:00 17:12:00 17:14:00 17:16:00 17:18:00 17:20:00 17:22:00 17:24:00 17:26:00 172800 17:300:00
@ {"UUID""GPU-3d511249-e6c5-1141-090e-cbbBcSbSebed” device” vidial’ 'modelName’."NVIDIA A100-SXM4-40GE" node""ip-10-21-130-152.ecZ.internal’} last: 290.50866666666667
® {UUID""GPU-3564237-aff0-75c1-3887-9d09481948e1" 'device™ nvidia7" 'modelName”"NVIDIA A100-SXM4-40GB" node™"ip-10-21-130-152.ec2.internal’} |ast: 329.1322

® {"UUID""GPU-Tbedb3c%-400a-Bch8-af3c-565e0d01 038" device™ 'nvidiad"modelName""NVIDIA A100-SXM4-40GB" node™"ip-10-21-130-152.ecZ.internal’} last: 285.74766666666665

Table (Table | Raw
Time node device modelName uuID Value
2025-06-2117:58:48 -10-21-130-152.ec2.intern nvidial NVIDIA AT00-5XM4-40GB249-e6c5-1141-090e-ch6E 290.50866666666667
2025-06-2117:59:47 -10-21-130-152.ecZ.intern nvidial NVIDIA A100-SXM4-40GB5c25-56d9-08cB-46d6-d0a 1477076
2025-06-21 17:59:47  -10-21-130-152.ecZ.intern nvidia2 NVIDIA AT00-SXMA4-40GB20%e-f2bb-234e-c60c-ce57 149.4749
2025-06-21 17:59:47  -10-21-130-152.ec2.intern nvidia3 NVIDIA A100-SXM4-40GB13c9-400a-8c68-af3c-565¢ 285.74766666666665
2025-06-21 17:59:47 -10-21-130-152.ec2.intern nvidiad NVIDIA A100-SXM4-40GB:60e-33B6-35df-2943-894¢ 156.6521818181818
2025-06-21 17:59:47 -10-21-130-152.ec2.intern nvidiaS NVIDIA A100-SXM4-40GB3731-1e4¢-3681-0f5¢-13f9 145.62345454545454
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Graph

« Line: 7|2 A|AH€ 2ol Jsjz
« Bar: UCidz2iZ gAaloz

A
+ StackBar: £ M= g2 B0 F= AEHYH HF X E

Table / Raw

* Table: Z} A|AH|B2| LSS Mt =Mtz HEH EZ HA

« Raw: Prometheus API2| SE(JSON HEH)S JCHZ &9l JHs8t 2 2ol 7ts%t

PromQL 2% X|&l % x}Setd

node_cpu_seconds_total , container_memory_usage_bytes 52| HE2IZ Q35 X524t 7|s0Z HEZ| gl

381



OpenMetrics EfAH7]

HUZL S22 HAILICE

{pod="example"} HEjo| 2tH TE{Z T X|ATIL|C}.

CHAIE 0| =715}

I.

of

o
U

1
30

Z3|gt PromQL HE|E HAIZE A2 MY, Hot= HEESS XEHe = HLEHE St

4

7t 44

1. OpenMetrics E47| StH QEX 9[9] + LHAIEEO] =7} HES S=2I61H, AR L0 7t 2E 20| &L
2. CHAIEEO| 37 HolM 7|E A2 E MEHSIALE A CHA|2ES B8 gLt

3. HEHES 2= oY 2IMo| XIFE tAIZE0 FIHELIL.

o FItEICHAIEEOIM 213 0|8 3 2 E 23 &~ ASLICH

—

o FIHE M2 Flex:2E2| Grid 2|0[0FROIM Xt EA /1K ZF 7+53HH, PromQL +EE 4= ASLICH.

.|

382



