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Python Monitoring

WhaTap Python Application Monitoring provides the monitoring service for Python-based web application
servers. It is the only product in Korea that monitors the Web frameworks, servers, and batches at once.

WhaTap Python Monitoring can be applied to major web frameworks, and it can also track DB queries and
outbound calls to find which calls are being delayed. To trace data for a specific transaction other than HTTP or
HTTPS, use the corresponding method.

WhaTap's Application Monitoring can monitor application in real time without reproducing failures.

Key features

+ Real-time transaction monitoring

WhaTap displays the status of active transactions in real time. Any application issue manifests itself as an
increase of active transactions. If you can immediately check SQLs, outbound calls, and method stacks being

executed the very moment when transactions increase, you can recognize or analyze the problem very fast.

+ Transaction performance Deep Dive

WhaTap can collect and analyze the performance history of all transactions. Transaction performance can be

traced down to the method level as well as SQLs and HTTP calls.

In particular, the active stack function enables you to analyze the method level without a cumbersome task
of complicated method profile setting. With WhaTap's proprietary technology, called Active Stack, it provides
improvement points to locate the source of problems from hidden areas that were not found in other

products.

(D Active Stack is only supported in Java, Python and .NET.

+ MSA call pattern analysis
WhaTap visualizes the ratio of calls based on the transaction URL for the relationships between complex
applications that have the MSA structure. This enables you to view the call relations and change of call ratios.
* Analysis of Al-based response distribution patterns

WhaTap automatically recognizes specific patterns through machine learning and sends alert notifications to
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operators. This can inform you of the issues that the operator did not recognize. It is also available in on-
premises environments, and the scope of application is defined under a separate agreement.
Application number: 10-2020-0037381

Analysis of the multi-project transaction linkage

WhaTap provides the transaction-based tracing in the MSA environment. All transactions can be traced to

determine which applications were delayed.

Stack statistics analysis

Statistical analysis can find tuning points that are difficult to find in real-time monitoring or profile data. You
can also select improvement targets through graphs and tables, or check response delays in specific time

periods.

Post analysis (Cube)

You can check various metrics at a time based on the time axis. Because it is possible to specify the time zone
where the response time, error count, or throughput is high, you can identify problematic factors in the same

time zone or accurately view the service status.
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Getting Started

WhaTap monitoring starts with the following steps:

Step 1. Sign up

Step 2. Select a product
Step 3. Create a project

Step 4. Check the access key

After confirming the supported environment, proceed to the agent installation step.

Sign up

To use the WhaTap monitoring service, you must first sign up. For more information about signing up, see the

Account Management > Sign Up documentation.

Select a product

1. Login to the WhaTap Monitoring Service.
2. Select £ All Projects > + Project.

3. Onthe Select product screen, select the Go product to monitor and then click the Create button.

Create a project

After selecting the product to monitor, create a project before installing the agent.

1. On the Create project screen, enter or select the following items to create a project:

* Project name (required): Enter the project name.

* Data server region (required): Select the region where the data server is located. A region is a
collection of data centers that provide cloud services. Your data is stored in the selected region.


https://service.whatap.io/account/create?lang=en
https://docs.whatap.io/en/account/account-manage
https://service.whatap.io/

Getting started

* Time zone (required): Set the time zone that serves as the reference for generating alerts and
reports.

* Notification language setting (required): Set the language for alert notification messages
generated in the project (supports Korean and English).

* Project groups: You can group and manage multiple projects. Select a group if there is one to join.

* Project description: Enter an additional description for the project.

2. After completing all settings, click the Creating a project button.

(D When adding a project with an organization selected, you must set the Groups of organization as
required. For more information about groups, see the following documentation.

Check the access key

The access key is a unique ID for activating the WhaTap service.

In the installation guide section, select the Getting the access key button. After automatically issuing the
access key, proceed to the next step.

(D After creating a project, you are automatically redirected to the Agent installation page. If you are not
redirected to the Agent installation page, select Management > Agent installation from the left

menu.
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Support Environment

Python agent-supported environment

Before installing the WhaTap Python monitoring agent, check the support environment.

Last Updated: 2026-09-07

Supported Versions

Application Type Python Version
WSGI Application 3.7~3.13

ASGI Application 3.7~3.13

Operating System

oS Minimum Version Architecture
Debian / Ubuntu 12.04 64bit
Red Hat / CentOS 6.X 64bit
macOS 10.15 Catalina
Windows Windows Server 2008 R2, Windows 7 64bit

(D AI Agent Observability does not currently support Windows.
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Framework
Bottle
Celery
CherryPy
Django
FastAPI
Flask
Frappe
Nameko
Odoo

Tornado

Libraries

Category
External Calls
Data Processing
Logging

Messaging

Kombu, Pika

Supported Version

0.84.0~0.139.2

v14 ~v19

Libraries

HttpLib, HttpLib2, Requests, Urllib, HTTPX

SQL Alchemy, GraphQL

smtplib, logging, loguru

10
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Category Libraries
LLM SDK OpenAl, Anthropic
Agent Orchestration Hermes, LangGraph
Database
Database Driver
MongoDB pymongo
MySQL MySQLdb, pymysq|
Neo4j neo4;j
Oracle cxOracle
PostgreSQL psycopg2, psycopg, psycopg_pool
Redis redis
SQLite sqlite3

Common supported environment

Service deployment models

You can use WhaTap Monitoring as a Saa$S or on-premises (self-hosted) service. Whichever you choose, you use
the same agents and the same monitoring features.

11
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Deployment Support Description

5235 v Connects to collection servers operated by WhaTap. See the firewall section for
aa
regional addresses

On-premises Collection servers you build and operate yourself (air-gapped environments

V|

(self-hosted) supported). Contact your sales representative for the scope

You can also deploy WhaTap on-premises in air-gapped environments without internet connectivity.

Feature differences by deployment model

Whichever you choose, the monitoring features are the same. The mobile app is the only exception and is
available on the service.whatap.io SaaS service only.

(D To use certain features on-premises, a separate agreement is required.

Supporting the browser

WhaTap Monitoring is available in web browsers and mobile Apps.

Browser Recommended Supported version
Google Chrome 0] 111 or later
Mozilla FireFox X Latest version
Edge X Latest version
Safari X Latest version

(® support guidance

12
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not supported.

Limitations

Support Environment

© + For browser compatibility and performance reasons, the latest version of Chrome is recommended.

* The user interface (UI) is implemented using HTML5 standard technologies, so Internet Explorer is

WhaTap's web interface does not support mobile browsers. To access WhaTap on a mobile device,

install the WhaTap app for Android or iOS. The WhaTap mobile app is optimized for mobile

environments. For more information about the WhaTap mobile app, see this document.

Firewall

The WhaTap agent must be able to access the collection server through TCP port 6600. Allow access to the

collection server address that is closest to the monitored target.

Source: WhaTap agent

Cloud Destination

WhaTap collection server (Seoul)
WhaTap collection server (Tokyo)
WhaTap collection server (Singapore)
WhaTap collection server (Jakarta)

AWS
WhaTap collection server (Thailand)
WhaTap collection server (Mumbai)

WhaTap collection server (California)

WhaTap collection server (Virginia)

13

Destination IP

13.124.11.223 /13.209.172.35

52.68.36.166 / 52.193.60.176

18.138.0.93/18.139.67.236

108.136.91.69/ 108.137.158.44

43.209.109.219 /7 43.209.48.86

13.127.125.69/13.235.15.118

52.8.223.130/52.8.239.99

107.23.220.101 / 54.236.221.105

Port

TCP 6600

TCP 6600

TCP 6600

TCP 6600

TCP 6600

TCP 6600

TCP 6600

TCP 6600
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Cloud Destination Destination IP Port
WhaTap collection server (Frankfurt) 3.125.142.162/ 3.127.76.140 TCP 6600
WhaTap collection server (Seoul) 52.231.66.38/20.194.5.115 TCP 6600
Azure
WhaTap collection server (Tokyo) 52.246.169.54 / 20.210.27.232 TCP 6600
Kakao WhaTap collection server (Seoul) 61.109.237.237 / 61.109.238.166 TCP 6600

If the agent cannot directly access the collection server, use the provided proxy module to access it.

Private Subnet Public Subnet
fTTTTTTTTTTT TS N i~ - \
|
— i
1 D
) :I:jl Ir
Application |
l |
|; | (0|
i I Cm C—
il > ]
Infrastructure H .
WhaTap Collection
' Server
—1
] K [
o O Y]
Database ! !
i
N ! \ _ _
Mobile app

The WhaTap mobile app supports both Android and iOS environments. You can install the WhaTap app by
following the link or scanning the QR code. For detailed information about the mobile app, see the following.

14
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Support Environmen

iOS 12 or later Android 5.0 or later

15
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Agent Installation

“ Enabling the virtual environment

While the applications are using virtualenv, enable the virtual environment. Run the bin/activate file.

@ Download agent

Get the access key and then go to the Download agent section. Copy the following command to install
the agent.

pip install whatap-python

© If installation is impossible with the pip command, download the installation file in pypi WhaTap
page. Unzip the downloaded file and then proceed with installation.

tar xzvf whatap_python-1.x.x.tar.gz \
cd whatap_python-1.X.Y.Z \

python setup.py install

Agent structure file

The Python agent file consists of a tracer that extracts data for application monitoring and passes to the
WhaTap collection server, and the elements that help the tracer send the data. For the agent file
configuration, see the following.

O whatap
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Agent CONFIG.

WHATAP_HOME default path configuration

Specify the $WHATAP_HOME path for log and configuration files. It is recommended to create a new

whatap directory.

$ export WHATAP_HOME=[PATH]

Configuring the access key and collection server IP

Execute the whatap-setting-config command to set the access key and collection server IP.

$ whatap-setting-config \

--host [ COLLECTION_SERVER_IP ]\

--license [ ACCESS_KEY ]\

--app_name [ USER_DEFINED_AGENT_NAME ]\

--app_process_name [ APPLICATION_PROCESS_NAME(uwsgi, gunicorn etc..) ]

Show Configuration

The whatap.conf file is created and set in the path specified in $WHATAP_HOME . Execute the following
command to check whether the whatap.conf file has been created.

$ cat $WHATAP_HOME/whatap.conf

whatap.conf

license=[ACCESS_KEY]
whatap.server.host=[COLLECTION_SERVER_IP]

17
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app_name=[ USER_DEFINED_AGENT_NAME ]

app_process_name=[ APPLICATION_PROCESS_NAME(uwsgi, gunicorn etc..) ]

D In case the role issue occurs
* Read and write permissions of $WHATAP_HOME/whatap.conf for configuration
* Read and write permissions of $WHATAP_HOME/logs and the subordinate files for logging

If you have role issues for the $WHATAP_HOME path, execute the following command to assign

roles.

echo “sudo chmod -R 777 $WHATAP_HOME®

Applying by the application server environment

The application method may differ depending on the application server environment. Use the application

method that suits your environment.

Command uWSGI Gunicorn Supervisor WSGI Docker Code

In the Command environment, add the whatap-start-agent command before the application startup

command as follows:

BASH

$ whatap-start-agent python manage.py runserver

In the uWSGI environment, add the whatap-start-agent command before the uwsgi command as

follows:

BASH

$ whatap-start-agent uwsgi --ini myapp.ini

18
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When running applications by registering uWSGI with the service, see the following example code.

/etc/init.d/uwsgi

description "uWSGI application server handling myapp"

start on runlevel [2345]
stop on runlevel [12345]
exec whatap-start-agent [YOUR_APPLICATION_START_COMMAND]

exec env WHATAP_HOME=[PATH] [ABSOLUTE_PATH]/whatap-start-agent [YOUR_APPLICATION_START_COMMAND]

/etc/init/uwsgi.conf

NAME="uwsgi"
PATH=/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
DAEMON-=/usr/local/bin/uwsgi
PID=$RUN/$NAME.pid
INI_PATH=/etc/$NAME/$NAME.ini

WHATAP_HOME=[PATH]
WHATAP_AGENT=[ABSOLUTE_PATH]/whatap-start-agent

do_start(){
env WHATAP_HOME=$WHATAP_HOME $WHATAP_AGENT [YOUR_APPLICATION_START_COMMAND]

}

(D - Ifthe user has been changed, you have to add the WHATAP_HOME environment variable.

« If the virtual environment has been used, add the agent startup command in the absolute

path.

+ Modify the service execution file (/etc/init/uwsgi.conf) and then start the application with the

agent startup command.

+ Depending on the user environment, the path of the service executable file may differ.

In the Gunicorn environment, add the whatap-start-agent command before the Gunicorn command as

19
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follows:

$ whatap-start-agent gunicorn myapp.wsgi

When running applications by registering Gunicorn with the service, see the following example code.
/etc/init.d/gunicorn
description "gunicorn application server handling myapp"
start on runlevel [2345]
stop on runlevel [12345]

exec whatap-start-agent [YOUR_APPLICATION_START_COMMAND]

exec env WHATAP_HOME=[PATH] [ABSOLUTE_PATH]/whatap-start-agent [YOUR_APPLICATION_START_COMMAND]

/etc/init/gunicorn.conf

NAME="gunicorn"
PATH=/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
DAEMON-=/usr/local/bin/gunicorn
PID=$RUN/$NAME.pid
INI_PATH=/etc/$NAME/$NAME.ini

WHATAP_HOME=[PATH]
WHATAP_AGENT=[ABSOLUTE_PATH]/whatap-start-agent

do_start(){
env WHATAP_HOME=$WHATAP_HOME $WHATAP_AGENT [YOUR_APPLICATION_START_COMMAND]

}

(D - Ifthe user has been changed, you have to add the WHATAP_HOME environment variable.

« If the virtual environment has been used, add the agent startup command in the absolute

path.

20
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o . Modify the service execution file (/etc/init/gunicorn.conf) and then start the application with

the agent startup command.

+ Depending on the user environment, the path of the service executable file may differ.

In the Supervisor environment, add the following settings in the supervisor.conf file to apply:

supervisor.conf

[program:app-uwsgi]
environment = WHATAP_HOME=[PATH]
command = [ABSOLUTE_PATH]/whatap-start-agent /usr/local/bin/uwsgi --ini /home/blog/backend/config/uwsgi.ini

[program:nginx-app]

command = /usr/sbin/nginx

(D « Ifthe user has been changed, you have to add the WHATAP_HOME environment variable.

+ If the virtual environment has been used, add the agent startup command in the absolute
path.

+ Modify the service execution file (/etc/supervisor/conf.d/supervisor.conf) and then start the
application with the agent startup command.

+ Depending on the user environment, the path of the service executable file may differ.

Implementing your own WSGI application is provided. See the following:

PYTHON
import whatap

@whatap.register_app
def simple_app(environ, start_response):

"""Simplest possible application object"""
status = '200 OK'
response_headers = [('Content-type', 'text/plain')]

start_response(status, response_headers)

return ['Hello world\n']
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In case of the application that is serviced to the docker container, add the following content to DockerFile.

1. Installing the Python agent.

Dockerfile

ENV WHATAP_HOME /whatap
RUN mkdir -p /whatap

RUN pip install whatap-python

(D If you use requirements.txt, add whatap-python to that file.

2. Register the settings for access key and collection server IP.

Dockerfile

RUN touch /whatap/whatap.conf

RUN echo "license=[ ACCESS_KEY ]" > /whatap/whatap.conf

RUN echo "whatap.server.host=[ COLLECTION_SERVER_IP ]" >> /whatap/whatap.conf

RUN echo "app_name=[ AGENT_NAME ]" >> /whatap/whatap.conf

RUN echo "app_process_name=[ APPLICATION_PROCESS_NAME(uwsgi, gunicorn etc..) ]" >> /whatap/
whatap.conf

3. Before the previous command, python manage.py runserver , add whatap-start-agent .

Dockerfile

CMD ["whatap-start-agent”, "python", "manage.py", "runserver", "0.0.0.0:8000"]

You can apply the agent by adding the code that calls the API at the top line of the code as follows:

PYTHON

import whatap

whatap.agent()

When you run the application server, the agent starts collecting the monitoring data.
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G Checking the service running

Execute the following command to check whether the WhaTap Python service is running properly.

ps -ef | grep whatap_python

Next steps

Checking the installation

If you have applied all for project creation and agent installation, check the checklist in [the following] (install-
check).

Installation troubleshooting

It provides various problems that may occur when installing the agent and specific instructions for resolving

them. For more information, see the following.

Agent setting

It provides various features for monitoring by applying some options to the agent configuration file
(whatap.conf). It includes basic configuration, configuration for server connection and data transfer, how to
manage the configuration files for multiple application servers, and transaction tracing, and more. For more

information, see the following.

Starting the monitoring

After all settings are made, restart the application server. The agent starts collecting data. First, check
whether the monitoring data has been collected in Application Dashboard. For more information about
Application Dashboard, see the following.
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Installation Checking Items

The items must be checked after installing the agent. If any problem occurs during installation, see the
following.

Agent Log

When the application server runs, it starts collecting the monitoring data.

The locations of logs are created as the following file in the logs directory under $WHATAP_HOME . There are
two types of log files.

+ whatap-boot- yyyymmdd .log: Data collection log

+ whatap-hook.log: Log for data collection

An example of a normal log is as follows:

_  ___ ___ Python-AGENT
[ /707 1 /1
| |7 /7 N _1H 7T\
|_/|_/.
/1
Just Tap, Always Monitoring
WhaTap Python Agent version 0.1.33, 20171017

WHATAP_HOME: /Users/kimjihye/workspace/whatap/python-sample/whatap

Config: /Users/kimjihye/workspace/whatap/python-sample/whatap/whatap.conf

Logs: /Users/kimjihye/workspace/whatap/python-sample/whatap/logs

Collecting the GraphQL performance data

If the GraphQL library is included in web transactions, the document and latency are collected.

For document-specific performance analysis, set the GraphQL API end point to a transactional exception. After
configuration, it automatically uses the graphqgl.execute function as the transaction start point. The
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transactions are collected that have the name of the object at the top of the document as the service name.
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Troubleshooting

Firewall configuration checking

If the TCP outbound policy for the WhaTap data collection server has not been set, monitoring data cannot be
transferred. Deselect the firewall blocking.

Use the telnet command to check "Connected to IP ."

$ telnet 52.193.60.176 6600
Trying 52.193.60.176...
Connected to 52.193.60.176.

Escape character is 'A]'".

(D For the connection server details, select a desired project in WhaTap Monitoring Service, and then
check in Management > Agent Installation.

Permission denied error

To use WhaTap Python Monitoring, the read and write role is required.

* Read and write role of the_ $WHATAP_HOME/whatap.conf_file

* Read and write permission for the $WHATAP_HOME/logs log directory and subordinate files

If the permission denied error occurs, give the role for $WHATAP_HOME .

$ echo 'sudo chmod -R 777 $WHATAP_HOME®


https://service.whatap.io/

Troubleshooting

Errors of project agent unregistration and no monitoring

data collection

Check the log file ($WHATAP_HOME/logs/) and then resolve each problem as follows:

+ whatap-hook.log

o]

CONF FILE ERROR: There is no permission to create the configuration file. Create the file.

o]

CONF READ ERROR: The configuration file exists but does not have the read role. Give the role to the file.

o]

LOG FILE ERROR: There is no create permission for the log directory. Create the directory.

o]

LOGGING ERROR: The log directory exists but does not have the write role.
+ whatap-boot- yyyymmdd .log

o license or whatap.server.host error: Wrong access key or collection server address

Port conflict

Agents communicating internally use the UDP 6600 port by default. In case of internal port conflict, change the
port with the net_udp_port=xxx option.

Unable to set the SWHATAP_HOME environment variable

+ Apache HTTPD To run the web server with Apache, set the environment variable as follows:

<VirtualHost *:80>

SetEnv WHATAP_HOME "application path"

</VirtualHost>

+ Manual configuration of an environment variable If necessary, set an environment variable as follows:
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import 0s

os.environ.setdefault("WHATAP_HOME", [application path]")

import whatap

28



Agent CONFIG.

Agent CONFIG.

The Whatap agent writes the necessary settings for each agent in whatap.conf. The agent locates and loads the
configuration file through the environment variables. For user convenience, the WhaTap Monitoring Service also
provides the agent configuration function.

Configuring the agent on the service screen

Home > Select Project > Management > Agent CONF.

You can add, modify, or delete agent configuration options in the Whatap Monitoring Service without directly
modifying the whatap.conf file that is in the monitoring target server. You can also click Download
configuration file to download the whatap.conf file.

+ This function is only available to the members with Edit role. The members without Edit role can only view the
settings.

* You can set the options in the following format.

o Select true or false for a boolean value.
o For numeric values, you can enter only number.
o When entering or modifying a text (string) value, check the option description in detail.
* You cannot select any option that is not editable. (e.g. license )
* You may restart each agent depending on the option that has been added, modified, or deleted.

* The option keys that can be applied may differ depending on the application type and agent version.


https://service.whatap.io/
https://service.whatap.io/
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Adding options

Agent CONF. s @0

Agent CONFIG Object kind default Project default

Agent list O

sample-1-43-uwsgi ) JSON [& f 4 pownload Config File Applying multiple Agent m Pre
a 2
3pp-name Write options

Active Agent list app_process_name

Show columng hook_method_patterns Select option W
license
» Name *
1 mirace_rate
w demo-okind mirace_spec
net_udp_port Agent Management

sample-1-43-uwsgi &
profile_nttp_header_enabled

profila_http_parameter_enabled Control Agent

profile_sql_param_enabled license [0
auery._string_enabled Set the project license.
query_string_urls

stat_domain_enabled

stat_enabled stat_enabled 1]

able coll tatistics. (Default value: true
stat login_enabled Enable collecting statistics. (Default value

stat_mirace_enabled true
stat_referer_enabled

whatap server host

ConnectionPool/SQL

Tracing Option

profile_sql_param_enabled [

encrypt SOL parameters
Decryption key is seved in {agant install path}/paramkay. it
Randorm character is issued if not set. Please set your own key because random key is different for the agents. (Default value: fal

true W

Multi Server Transaction Tracing

Statistics

stat_domain_enabled [t T

Enable collecting domain statistics of transaction

* Need ta set the option at all target projects

* demain statistics menu: Statistics > Transaction Stats. > Transaction Domain (Default value: false)

true W

stal_mtrace_enabled [NEITEI e el [0

Enable collecting statistics of HTTP transaction call between applications
* Need to set the option at both project of caller and callee
* HTTP transaction call statistics menu- Statistics > Transaction Stats. » Transaction Caller (Default value: false)

1. In Agent List, select the (1’ agent to add options to.

2. In (2 Write options, select options to add.

* You can find options to add in Search. Enter text to filter matching options.

» Ifyou select Direct Input, you can enter the option keys and values.
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Agent CONFIG.

Check the description and default value of the selected option key, and then enter the setting.

Write options

0|

(Default value: 100)

100 number

» To cancel the selected option, select Ti.

* To add new options, select Add and then repeat Step 2.

After adding the desired options, select Apply on the upper right of the screen.

Apply the selected options and settings to agents.

@

To initialize the content in modification, select ) on the upper right of the screen.
If you select Apply without entering options, the options are deleted.
The added options cannot be selected in the option list.

The option keys that can be applied may differ depending on the application type and agent

version.

The example images may differ depending on the application type and agent version.
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Modifying or deleting options

sample-1-43-uwsgi SON download Config File Applying multiple Agent Previous versior

fiaviiy wpuuvn
app_name

profile_sql_param_enabled i}
app_process_name

encrypt SQL parameters
hook_method_patterns Decryption key is saved in {agent install path}/paramkey.tx1.
license Random character is issued if not set. Please set your own key because random key is different for the agents. (Default value: false)
mtrace_rate true
mitrace_spec

net_udp_port

profile_http_header_eriabled
profile_http_paraméter_enabled Multi Server Transaction Tracing

0 profile_sgl_param_enabled L
Statistics

stat_domain_enabled [l el e [

Enable collecting domain statistics of transaction
stat_domain_enabled * Need to set the option at all target projects.
* domain statistics menu: Statistics > Transaction Stats. > Transaction Domain (Default value: false)

query_string_enabled

query_string_urls

stat_enabled

stat_login_enabled true v
stat_mtrace_enabled

stat_mtrace_enabled o
stat_referer_enabled

Enable collecting statistics of HTTP transaction call between applications.
whatap.server.host * Need to set the option at both project of caller and callee.

3 *HTTP ransaction call statistics menu: Statistics > Transaction Stats. > Transaction Caller (Default value: false)
Go to add options
true e

1. Scroll up or down the screen, or select a desired option to edit or delete from the option list on the left.
2. Select or edit the desired value for the option to change. To delete an option, select Ti.

3. Select Apply to apply your changes.

@ -« Ifyou want to move to the top of the screen, select 3 Go to add options.

+ If you select Apply without entering options, the options are deleted.

Applying to multiple agents simultaneously
Changed options can be applied simultaneously to multiple agents that belong to a project.

1. If you check Applying multiple Agent on the upper right of the screen, checkboxes are created for
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each option.
2. Select the checkboxes of the options you want to apply simultaneously. You can select multiple items.
3. Onthe upper right of the screen, select Apply.

4. If the Applying Agent window appears, select an agent to apply the changed options to. To select all,
select Select all.

Applying Agent X

Please select an agent to apply the option to.

- . Select all

5. Select Apply.

Setting the default values of the agent

To avoid the hassle of repeatedly applying the settings when adding a new agent to a project, you can create and
apply default settings for each project and task.

Agent CONF.

Agent CONFIG Object kind default Project default

+ Object kind default: In the whatap.conf file, the options can be commonly applied to the agents classified as
whatap.okind , and the applied options can be checked.
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* Project default: The options can be commonly applied to all agents belonging to the project, and the applied
options can be checked.

(D -« Ifyou select Object kind default or Project default tab and then apply the options, it is useful to
commonly manage agents.

* The application order of options is as follows: Object kind default, Project default, and Agent
CONFIG..

o If the value of option b is 1000 in Project default and it is 2000 in Object kind default, the
option value set in Object kind default, 2000 takes precedence.

o If the value of option b is null in Project default and it is 2000 in Object kind default, the option
value set in Object kind default takes precedence.

Sharing the agent settings
Agent settings can be saved as a json file, and the file can be loaded and applied to other agents.

1. Inthe Agent list, select an agent to export the settings to a json file.
On the upper right of the screen, select [4.

Download the json file.

> w DN

In Agent list, select other agents.

5. On the upper right of the screen, select [4.

Check the agent settings fetched from the json file.

Guide to the agent configuration options

The following links provide descriptions of the options that can be set.
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0 Agent name identification

The following explains how to set the agent name in order to identify the monitoring target.

0 Control of agent functions

The following provides the method how to control the functions of the application server.

0 Agent communication settings

The following provides the method how to set the communication for the application server.

0 Agent Log

The location and options of the Python agent log can be set.

0 Transactions

The following provides the settings for the Python transactions.

0 DB, SQL

Python agent's DB and SQL settings are provided.
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0 Standalone Monitoring Setup

Provides instructions for setting up standalone monitoring.

0 HTTPC, API Call

It provides the settings for HTTPC and API calls of the Python agent.

0 User count

The following describes the number of Python agent users.

0 Statistics

The following describes the Python agent statistics.

36

Agent CONFIG.



Agent name identification

Agent Name Identification

WhaTap basically uses the data collected from application servers to identify each server while collecting
monitoring data. Basic information uses the application server as a unique identifier by a combination of
application server's type, IP address, and such. If necessary, use the name set by the user or change the pattern
to a unique value. The agent name must be unique.

The reason why the data extracted from the application server is used, is like the following. When a
communication loss caused by the stop of the application server, network disconnection, or agent problem
between the collection server and the agent, is restored, the continuity of the data from the reconnected agent
is maintained.

* The agent names must be unique on a project basis.

+ If the agent ID and name have been changed, previous data is not connected.

(D -« In WhaTap Monitoring, the object and agent can be used interchangeably as the monitoring target.

+ object_name String
Default {type}-{ip2}-{ip3}-{process}

It is an agent naming (ONAME) scheme to identify applications. An OID is created based on the ONAME.

Name Description
{type} Use the value set in whatap.app_name.
{ip#} When IPs are divided, the #th digit is used.
{process} Use the value set in whatap.app_process_name.
{hostname} The server host name is used.

* app_name String

It is a component used in the agent naming (ONAME) scheme to identify applications. It corresponds to the
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{type} among the object_name options.

+ app_process_name String
It is a component used in the agent naming scheme to identify applications. It sets the target process to
collect data of the application server such as CPU and heap memory. The value corresponds to the {process}
of the object_name .

+ whatap.okind String

You can configure monitoring units by grouping multiple agents into "type-based" groups. This option allows
you to monitor and manage multiple agents in groups, analyze performance metrics, and set the alerts.

(@ You can check it as a group option classified as By kind in the Dashboard and Analysis, Statistics

menus.

+ whatap.onode String

You can configure monitoring units by grouping multiple agents into "node-based" groups. This option allows
you to monitor and manage multiple agents in groups, analyze performance metrics, and set the alerts.

(D You can check it as a group option classified for nodes in the Dashboard and Analysis, Statistics

menus.
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Control Of Agent Functions

The functions of the Python application server are controlled.

* enabled Boolean
Default true
All functions are enabled. Even when the value is false , the minimum data to maintain communication with
the server is sent.
+ counter_enabled Boolean
Default true

The performance counter tracing is enabled. The performance counter includes data such as active
transaction, user, CPU, memory, SQL, and outbound HTTP call. It is ignored when the enabled valueis false

+ stat_enabled Boolean
Default true

The statistics tracing is enabled. Statistical data such as transactions, SQL queries, outbound HTTP calls, user
agents, and client IPs is collected every 5 minutes, but now the collection is stopped. It is ignored when the
enabled valueis false .

+ active_stack_enabled Boolean

Default true

Enable the active stack tracing.

@ Ifthe counter_enabled value is disabled, the active stacks are not collected because no active
transaction data is collected.

+ eactive_stack_second Seconds
Default 10

Set the interval for tracing the active stacks.
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It is not recommended changing the value.

+ realtime_user_thinktime_max MiliSeconds
Default 300000

Set the maximum call interval credited by the same user when measuring the number of real-time users.

+ time_sync_interval_ms MiliSeconds
Default 300000

Set the synchronization interval between the agents and the server. For no synchronization, setitto 0.

+ realtime_user_thinktime_max Int
Default 0

The WhaTap agent does not transmit the text data once sent until the next day again because it is hashed. If a

value is set different from the previous setting, the data is sent again.

(D Transaction URLs and SQL strings correspond to text data.

* ignore_instrumentation_set List
Default [] (empty list)

Specifies libraries or categories to exclude from automatic instrumentation, separated by commas ( , ). At
agent startup, matching entries are skipped during the import hook registration phase, so instrumentation is
not installed for those libraries. Use this when a specific library causes side effects or when you want to

exclude it from instrumentation targets.

There are three matching rules. If any one matches, the library is excluded from instrumentation:

Specification method Example Effect
Full category.library key database.redis Excludes only that one key
Category only database Excludes all database.*
Library name only redis Excludes keys matching that name
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whatap.conf

ignore_instrumentation_set=httpx,redis,application.django

Case and surrounding whitespace are normalized before comparison. Even if the trace_logging_enabled

option is enabled, if logging is included in the list, logging instrumentation will not be applied.

(D WhaTap Python agent version 0.2.0.3rc1 or later is required.
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Agent Communication Settings

It is the network configuration option to communicate with the server for transferring the data collected by the
agent.

+ license String
Default true
To install the agent, set the access key granted from the server. The access key includes the agent's project
and the encryption key for secured communication.

+ whatap.serverhost String
Default 127.0.0.1,127.0.0.1
Set the server to transfer the data collected by the agent. If there are multiple IPs due to the collection server
redundancy, they can be specified by separating with comma (,). The collection server's proxy daemon must
be serviced in the listening state for the specified IP.

+ whatap.server.port String
Default 6600
Set the collection server's port. Only one port can be specified. The collection servers specified in
whatap_server_host must use the same port.

* net_udp_port String
Default 6600
The WhaTap agent transfers the collected data to the server through UDP and TCP. You can specify the port of
the first UDP server. If the provided port 6600 is in use, you can use this option.

+ tcp_so_timeout MiliSecond
Default 60000

Set the socket timeout of the TCP session that communicates with the collection server.

* net_send_max_bytes Byte
Default 5242880

Maximum data size in bytes the agent can collect and transfer over the network at a time.
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* net_send_buffer_size Byte
Default 1024

Maximum data in bytes to transfer data.
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Agent Log

When the application server runs, it starts collecting the monitoring data. The collected data is stored in the log
file.

Log setting

* log_rotation_enabled Boolean
Default true

Change the agent log files every day. The default path of the log file is $WHATAP_HOME/logs/whatap-xxx.log.

* log_keep_days Day
Default 7

Set the retention period of log files.
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Transactions

(D For more information about transaction, see the following. For example, see the following on the

transaction analysis guide in case of using the hitmap.

Transaction Tracing

While the transaction performance means the summary metrics or attributes between the start and end of
transaction, the transaction profile traces the steps during transactions. If any transaction is slow or erroneous,
the execution records must be traced step by step to find the cause. This is called transaction tracing.

The types of steps that WhaTap collects include SQL steps, HTTP call steps, message steps, socket open steps, DB
connection steps, and method steps.

(D WhaTap's step is used with the same meaning as Span.

+ DB connection step START-END

It includes the performance for connection to RDB. Step information includes the name, response time, and

error.

* SQL Step START-END

It includes the performance for JDBC SQL. Step information includes connection data, SQL statements, and

errors.

+ HTTP Call step START-END

It includes the performance for the outbound HTTP service calls. Step information includes URL, host, port,

response time, and errors.

* Message step ADD

While collecting traces, the message steps are used to collect the records of all irregular sections.

* SOCKET Step ADD
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Step to represent the socket open.

METHOD Step START-END

The method response time is traced.

ACTIVE STACK Step START-END

It includes the active stack information. It is created and collected by a separate thread and it is added to the
transaction trace.

profile_step_normal_count Int
Default 1000

Set the default step count for tracing transactions.

profile_step_heavy_count Int
Default 1020

If the trace's default step count is exceeded, it limits the maximum heavy step count. In
profile_step_normal_count , it counts the steps that are over profile_step_heavy_time . The steps with no
response time are not collected.

profile_step_max_count Int

Default 1024

Set the maximum number of trace steps. If the number of collected trace steps exceeds this value, all steps
collected later are ignored. If profile_step_heavy_count is set up to 1000, active stacks are collected as many

as profile_step_max_count .

profile_step_heavy time MiliSecond

Default 100

Set the criterion of heavy steps. If the execution time is greater than the set value and
profile_step_normal_count is exceeded, recording is made within profile_step_heavy_count .
profile_basetime MiliSecond

Default 500

Transaction trace data is not collected if a transaction is terminated within the set value. The first URL called

in every 5 minutes and the erroneous profile data are collected.
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query_string_enabled Boolean
Default false

It enables the function to collect query strings for transaction URLs.

query_string_urls String

It registers the URLs to collect query strings for transactions. To register multiple items, comma (,) is used as
the delimiter.

hook_method_patterns String

Use this when measuring the response time of a specific method. Use the values in the

[MODULE_NAME]:[CLASS_NAME].[FUNCTION_NAME] or [MODULE_NAME]:[FUNCTION_NAME] format.
Multiple method patterns can be set using comma (,) as the delimiter. All classes for a module or all modules
for a class can be traced using asterisk (*).

(D © The methods registered through this option can be checked through the Method step in Hitmap,
Trace analysis, or Transaction information window.

o Because tracing all modules may incur overhead, it is recommended to use accurate module and
method names if possible.

trace_error_callstack_depth Int
Default 50

Set the maximum number of call stack lines when collecting error call stacks for transactions. This data can
be viewed from the error statistical data.

trace_active_callstack_depth Int
Default 50

Set the maximum number of call stack lines when collecting active stacks for transactions.

trace_active_transaction_slow_time MiliSecond
Default 3000

Set the response criteria in the slow section of the active transaction's arc equalizer.

trace_active_transaction_very_slow_time MiliSecond

Default 8000
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Set the response criteria in the very slow section of the active transaction's arc equalizer.

* trace_active_transaction_lost_time MiliSecond

Default 300000

Timeout waiting for a transaction to end. If a transaction does not end within 5 minutes, no further

transaction data is collected.

HTTP transaction tracing

The following agent options trace and record various data related to HTTP requests and responses. This allows
you to closely monitor and analyze the HTTP transactions for applications. You can add parameter values to the
transaction names or exclude specific URLs or HTTP methods. You can also record transactions in detail,

including HTTP headers and parameters.

+ profile_http_header_enabled Boolean
Default false
The HTTP header's content is output in the transaction trace. This setting is used to expose headers to the
transaction trace regardless of whether headers are collected or not.

+ profile_http_parameter_enabled Boolean

Default false
Setitto true torecord HTTP parameters in the trace history. However, the parameters can be retrieved only
by entering a separate security key. Set the security key to 6 digits in paramkey.txt of the agent installation
path. If paramkey.txt does not exist, it is automatically generated and a random key is set.

« trace_normalize_enabled Boolean
Default true

It enables the function to parse and normalize transaction URLs.

(D If the value is changed to false , it disables the path parameter parsing. In this case, it is
recommended to temporarily use the setting only for debugging purposes because the statistical

data is less meaningful.
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trace_auto_normalize_enabled(*) Boolean
Default true

It enables automatic parsing of pattern values by extracting them from annotations when normalizing
transaction URLs.

trace_normalize_urls String

The transaction URLs are parsed and normalized. It deletes the path parameters by parsing the call URL
patterns.

® For example, if declared as /a/{v}/b, a/123/b is replaced by a/{v}/b . For multiple values, use
comma (,) as the delimiter. Using /a/*/b , you can collect after deleting the path parameter with a
specific format.

web_static_content_extensions(*) String
Default js, htm, html, gif, png, jpg, css, swf, ico

Specify the extension to determine the static content. Transactions with extensions set here are excluded
from transaction tracing and counting.

trace_ignore_url_set String

It sets URLs to exclude from transaction tracing. For multiple values, use comma (,) as the delimiter.

(D The URLs registered through this option are excluded from the Hitmap, Trace analysis, or
Transaction information window for collection.

trace_ignore_url_prefix String
Set the URL prefix for excluding transactions during collection. Any URLs whose prefix matches the set value

do not collect the transaction performance.

(D The URLs registered through this option are excluded from the Hitmap, Trace analysis, or
Transaction information window for collection.

trace_useragent_enabled Boolean
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Default false

If the value is true , the user agent data for transactions is collected.

Non-HTTP transaction tracing

+ Transaction end point
The end point is the start method of the transaction. In case of the HTTP transaction, HttpServlet.service() or
Filter.doFilter() is the start point of transaction, and this point is called "transaction end point."
* Non-HTTP tracing

The performance from the start to the end of the method specified as the transaction end point, is called
"transaction performance." To trace non HTTP transactions, be sure to specify the end point.

@ Finding the end point
1. Set the transaction trace for all methods where transactions are supposed to be called.
2. After restarting, trigger a transaction for monitoring.

3. Turnonthe back stack option to pinpoint the entry method.

Selecting the target

1. Method Trace Setting

Set the method trace. Be sure to specify a class that is called in transactions. The JDBC driver is useful
for the programs that use the database.

whatap.conf

hook_method_patterns=jdbc.*.*

hook_method_access_public_enabled=true

hook_method_access_protected_enabled=true

hook_method_access_none_enabled=true
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2. Transaction start option setting

Start a transaction when the method is called. Turn on the transaction start option and the option to
dump the stack at the start of a transaction.

whatap.conf

trace_auto_transaction_enabled=true

trace_auto_transaction_backstack_enabled=true

3. Trace analysis after restart

Restart it. After calling the service, you can see the transaction being traced.

If you view the transaction, you can see that the methods of all classes starting with jdbc.* appear in
this transaction. If you view the transaction trace, you can see the message step called TRANSACTION
BACKSTACK.

TRANSACTION BACKSTACK

jdbc.FakePreparedStatement.executeQuery(FakePreparedStatement.java),
com.virtual.dao.SelectDAQO.execute2(SelectDAO.java:29),
com.virtual.web.SimulaNonHttp.execute(SimulaNonHttp.java:147),
com.virtual.web.SimulaNonHttp.process(SimulaNonHttp.java:76),

com.virtual.web.SimulaNonHttp.run(SimulaNonHttp.java:100)

4. Check Stack Content

By checking the stack content, you can infer which method the transaction is departing from.

Example

com.virtual.web.SimulaNonHttp.execute(SimulaNonHttp.java:147),

com.virtual.web.SimulaNonHttp.process(SimulaNonHttp.java:76),

com.virtual.web.SimulaNonHttp.run(SimulaNonHttp.java:100)

One of the above three methods can be determined as the start point of a transaction. In this situation,
perform reverse compilation to determine the appropriate transaction end point.

Looking at the logic, while() runs within SimulaNonHttp.run , SimulaNonHttp.process() is called, and
then SimulaNonHttp.execute() is run. We can guess that process() is appropriate. This part must be
determined by looking at the source.
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© The most important criterion for end point is that it must be ended. Under normal
circumstances, it must terminate immediately without any delay so that the performance
evaluation can be made.

Setting the end point of transaction

1. Set the transaction start point as follows:

whatap.conf

hook_service_patterns=com.virtual.web.SimulaNonHttp.process

2. Restart the application.

The process() method becomes the end point of a new transaction.

@O For the hook_service_patterns option, wildcard characters cannot be used. To set multiple values, use
comma (,) as the delimiter.

Defining the transaction name

Generally, transactions are identified by the method name.

whatap.conf

service_name_mode=[full,class,method,string,arg]

service_name_index=0

* service_name_mode

You can specify any of 5 options: full , class, method , string,and arg.

o full : The full class name is used as the service name.

o class : The class name is used as the service name.
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o method : The method name is used as the service name.
o string : The first parameter in the text string is used as the service name.

o arg : Among parameters, the parameter of the index specified in the service_name_index option is used

as the service name.

Multiple transaction trace

The following options are used to trace and monitor cross-application calls. The options can help you understand
the interactions between multiple applications. Various options provided allow you to fine-tune the behaviors for

tracing multiple transactions.

* mtrace_rate Percentage
Default 10
This option sets the rate of the MTID (Multi Transaction ID) issued when the first transaction occurs. By
tracing MTIDs, the calls between all registered applications can be checked. Through the Caller & Callee
function, the transaction trace can be viewed for the applications that belong to the same project.

* mtrace_spec String
Default: v1
Set the application version of the current instance. You can arbitrarily set a string. This data is used for call
statistics.

* mtrace_send_url_length Integer
Default 80

The HTTP caller passes its URL to callees. At this time, the URL length is restricted. This sets the length value.
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DB, SQL

It provides the options related to the Python agent's DB and SQL.

+ profile_dbc_close(*) Boolean
Default false

The closed DB connection data is output to the transaction trace.

+ profile_sql_param_enabled Boolean
Default false

It enables the collection of SQL parameters. However, the parameters can be retrieved only by entering a
separate security key. Set the security key to 6 digits in paramkey.txt of the agent installation path. If
paramkey.txt does not exist, it is automatically generated and a random key is set.
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Standalone Monitoring Setup

Standalone Python refers to an independent executable process where a pure .py script runs directly through

the Python interpreter without a web framework or runtime environment.

In this non-HTTP environment, monitoring must be configured via options in the whatap.conf file.

+ standalone_enabled Boolean
Default: false

Standalone monitoring is only available when this option is setto true in whatap.conf .

Standalone Type Setting

+ standalone_type String
Default: single-transaction

Choose one of: single-transaction , multiple-transaction

o single-transaction

m Monitors the execution of the Python script as a single transaction.

m The service name is registered using the name of the executed script file.

whatap-start-agent test.py

o multiple-transaction

m Tracks transactions by setting points at the user-specified module, class, or method level.
Tracking by class

standalone_transaction_patterns = "package:Class.method"




Standalone Monitoring Setup

Tracking by function

standalone_transaction_patterns = "package:function"

& When tracking functions or classes in the main script file, use __main__ instead of the package
name.

o Python interpreter always recognizes the main script as the __main__ module.

Example

whatap-start-agent test.py

o In this case, the script test.py will be recognized as the __main__ module.

standalone_transaction_patterns ="__main__:my_function"

standalone_transaction_patterns = "test:my_function"
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HTTPC, API Call

It provides the options for HTTPC and API calls of the Python agent.

+ profile_httpc_resource_enabled Boolean
Default false

When collecting HTTP call steps from the transaction trace, the CPU and memory usages in the step is traced.

+ trace_httpc_normalize_enabled Boolean
Default true

It enables the function to parse and normalize outbound HTTPC call URLs.

+ trace_httpc_normalize_urls String

It normalizes the outbound HTTP call URLs after parsing them. The path parameters are deleted by parsing
the call URL patterns.

For example, if declared as /a/{v}/b, a/123/b isreplaced by a/{v}/b . To register multiple items, comma (,)
is used as the delimiter. Using /a/*/b , you can collect after deleting the path parameter with a specific

format.
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User Count

It aggregates the numbers of users who connect to the Python web application server.

+ trace_http_client_ip_header_key String

This function sets the client IP (remote IP) with a specific HTTP header value. In the proxy environment, the
X-Forwarded-For header can be set with the client IP.

If the load balancer like L4 is located before WEB/WAS, in some cases, the IP address of L4 becomes the
remote address instead of the IP address of the client. In this situation, if the actual client IP is recorded as a
specific key value in the HTTP header, it can be replaced with the corresponding key value.

* trace_user_enabled Boolean

Default true

It determines whether or not to trace real-time users. If this value is enabled, the default value is the IP.

+ trace_user_using_ip Boolean
Default true

Enable to identify real-time users based on the IP address. The data can be checked in Real Time User. The
user_header_ticket option and exclusive settings cannot be applied at the same time.

+ user_header_ticket String

To aggregate the numbers of users with a specific value in the HTTP header, set the key value. If headers are
used to distinguish users in case of mobile clients, the following options are available.

whatap.conf

user_header_ticket=login
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Statistics

The following options are related to the statistics collection for the data collected by the agent.

+ stat_domain_enabled Boolean
Default false

It collects transaction statistics for each domain.

+ stat_domain_max_count Int
Default 7000
Maximum number of records of transaction statistics for each domain that collects from applications for 5
minutes.
+ stat_mtrace_enabled Boolean
Default false

It collects the version-dependent statistics between callers and callees among multiple server transactions.

« stat_mtrace_max_count Int
Default 7000

It collects the version-dependent statistics between callers and callees among multiple server transactions.

+ stat_login_enabled Boolean
Default false

It collects transaction statistics for each log in.

+ stat_login_max_count Int
Default 7000
Maximum number of records of transaction statistics for each login that collects from applications for 5
minutes.
+ stat_referer_enabled Boolean
Default false

It collects transaction statistics by referer.
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stat_referer_max_count Int

Default 7000

Maximum number of records of transaction statistics for each referer that collects by the application for 5
minutes.

stat_tx_max_count Int

Default 5000

The number of transaction statistics are limited. It limits the maximum number of records for statistics
collected for 5 minutes that are delivered to the server.

stat_httpc_max_count Int

Default 5000

It limits the number of HTTP call statistics. It limits the maximum number of records for statistics collected for
5 minutes that are delivered to the server.

stat_error_max_count Int

Default 1000

The number of error statistics are limited. It limits the maximum number of records for statistics collected for
5 minutes that are delivered to the server.

stat_useragent_max_count Int

Default 500

The number of user agent statistics are limited. It limits the maximum number of records for statistics
collected for 5 minutes that are delivered to the server.
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Advanced Functions

Arbitrary assignment and management of server names

The agent automatically assigns server names by using the type, IP, and service port of the application server.

Application naming option

The default pattern can be modified in whatap.conf.

object_name default: {type}-{ip2}-{ip3}-{process}

Application naming pattern

The same name must not be used for registered application servers in the project. Do not use fixed server
names. If the server IPs are duplicated due to the internal IP addresses, the application server names can be
patterned and applied for each group.

Pattern Options

Configuration Description
type app_name
ip# When IPs are divided by period (.), the #th digit (from 0) is used.
process app_process_name

hostname Host name
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Open File Descriptor usage collection

Monitoring the Open File Descriptor usage by the Python web application is essential for managing system
resources. File descriptors are critical resources that limit the number of files that can be opened simultaneously
on the system. If the usage reaches the limit, the application cannot open new files, which can cause errors. This

problem frequently happens in multi-threaded and multi-process environments.

Additionally, the file descriptor leakage may degrade system performance and compromise stability due to
resource exhaustion. This feature monitors and identify the file descriptor usage status when its usage is high

and helps you increase the file descriptor limitation or resolve the leakage issues if necessary.

® Requirements

WhaTap Python agent 1.7.2 or later is required.

Activation options

Modify the whatap.conf file referencing the following example.

open_file_descriptor_enabled=true

open_file_descriptor_interval=60

counter_thread_enabled=true

(D The counter_thread_enabled option is supported starting from version 1.8.12. In versions earlier than

1.8.12, the metrics transfer thread is enabled automatically.
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Collection metrics

Name Description
current_nofile_pct Usage rate of the current Open File Descriptor (%)
currnet_nofile Number of current open file descriptors
max_nofile Number of allowed maximum open file descriptors of the process
pid Process ID

Applying the AES 256 encryption

The WhaTap application monitoring agent transfers the collected data after encryption. You can change this
depending on the importance of the data or setting.

By default, it uses XOR operation and the encryption using AES algorithm. Encryption and decryption are
performed by dividing the plain texts into 128-bit units. It can be expanded up to 256 bits depending on the
setting.

1. Setup

In the directory where the agent has been installed, add the following settings to whatap.conf.

whatap.conf

license={access key}

whatap.server.host={collection server IP}

cypher_level=256

2. Restart

After adding the settings, restart the WAS.
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Constraints

Multiple regions impossible to be selected as a single project

In WhaTap Monitoring Service, when creating a project, you cannot select multiple regions. When using multiple

regions, create separate projects.

If servers exist in multiple regions as in the cloud environment, the collection servers must be located in each
region to avoid constraints on the performance data collection such as network latency. WhaTap builds collection

servers for each region to meet customer requirements.

Duplicate agent names (ONAME) impossible to be used

WhaTap application monitoring uses the IP address and port to identify agents. If the application server to be
monitored in the user environment uses the same IP and port, the WhaTap server cannot identify the server

instances.

If the server instance is not dynamically expanded, it can be bypassed by directly assigning a name for
identifying applications by seeing the following.

If the applications to be monitored use internal addresses or duplicate IPs due to network virtualization, use
separate application naming patterns by seeing the following.
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Agent Deletion

Proceed with the following procedure to delete the Python monitoring agent.

1. Delete the WHATAP_AGENT startup command added when restarting the application server.

2. With the whatap-stop-agent command, end the WhaTap Python agent process.

$ whatap-stop-agent

3. Ifthe process is not ended, use the following command to end the process.

$ killall whatap-python

4. Execute the following command to check whether the process is ended.

$ ps -ef | grep whatap_python
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Package Management

Checking the package installation

You can check the installation status of the WhaTap Python agent package with the following command:

$ pip list | grep whatap-python

Package update

You can update the WhaTap Python agent package with the following command:

$ pip install -U whatap-python

If a specific version has been specified, see the following:

$ pip install -U whatap-python==[Specific Version]

Deleting the package
You can delete the WhaTap Python agent package with the following command:

$ pip uninstall whatap-python
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Dashboard

After installing the WhaTap agent, log in WhaTap Monitoring Service. The initial screen is Project list. In Project
list, you can see the application server in which the agent has been installed. An application server in which the
agent has been installed is a project that is a monitoring unit. If a project is selected from the project list, you can
enter Application dashboard.

What is the dashboard?

Through the dashboard, you can see the overall status of the project at a glance. You can check the total
resource size for monitoring and filter the resources to be monitored on the real-time dashboard. It updates the
active and terminated transactions in real time and provides visual charts. The administrator can intuitively see
the exact status of services and systems. In addition, you can immediately recognize failures and potential
problem factors.

From the dashboard, you can see the following information:

* You can adjust the response time range or filter error data through the response time distribution chart.
+ The dashboard analyzes the active transactions and updates the terminated transactions in real time.
* You can see the resource status such as TPS, response time, CPU, memory, and real-time usage.

+ It provides the real-time monitoring service by automatically updating the latest data.

Learn more about Application Dashboard in the following video clip:
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Application Dashboard
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Application dashboard allows you to collect key metrics of applications through agents, configure charts to
monitor the metrics in real time, and view the past data. You can quickly identify and analyze application
problems by using the widgets on the dashboard.

In case of general charts excluding CPU and memory, the stable data appears in blue and the elements identified
as problems appear in red, making it easy to recognize the current status.

Query Time Setting

The dashboard basically provides the real-time monitoring feature but the past data can be viewed using the

time selector at the top of the screen. In the time selector, select 11 and then set the following time. It updates
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the data in widgets placed on the dashboard based on the set time.

Agent Check

Checking the agent connection status

LIVE 09:41:39 Agent Total 6 Active 6 Inactive 0 (%)

demo-8104 demo-8101 demo-8100 demo-8105 demo-8103 demo-8102

On the upper left of the screen, the right area of the time selector provides information that allows you to check
the status of agents connected to the project. This allows you to immediately check whether the target
application server is running.

+ Total: Number of all agents connected to the project
+ Active: Number of active agents
+ Inactive: Number of inactive agents

+ (%} Can display or hide inactive agents.

Agent-based monitoring

LIVE 09:41:39 Agent Total 6 Active 6 Inactive 0 (%)

demo-8104 demo-8101 demo-8100 demo-8105 demo-8103 demo-8102

By default, the dashboard displays the metrics collected from all agents in charts and you can also view the data
by agent. Select one or more agents under the time selector. The data of the widgets on the dashboard is
updated with the metrics of the selected agent(s).

© To select all agents again while one or more agents is selected, deselect them or click Total.
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(D If there are numerous agents connected to the project, it is efficient to set the agent names to be short.
For more information about the agent name setting, see the following.

Monitoring each classified agents
You can easily monitor multiple agents by categorizing them in Agent Settings.

+ Agent: Individual Agent

+ By kind: Group classified by the agent type (e.g. web server, database). Set it to whatap.okind .
+ By server: Group categorized by the server (node). Set it to whatap.onode .

+ Agent by kind: List of agents classified as whatap.okind .

+ Agent by server: List of agents classified as whatap.onode .

® For more information about the agent configuration, see the following.

Searching the agent

If the agents connected to the project are numerous and difficult to find, use the agent search function. If you
click Q Search on the upper right of the screen, a box appears where you can enter a string.

LIVE 13:39:15 Agent Total 6 Active & Inactive 0 [%} Default

demg-8101  demo-8102 demo-8103 demo-E104 demo-B105  star_star

LIVE 13:40:01 Agent Total 6 Active 6 Inactive 0 [%) Q &2 0 | |5 1 Clos Default

demo-8102

The agents that match the entered string appear in the list. To filter the data in the dashboard based on the
searched agents, click Select on the right of the text entry box.

To reset the selected agent entries, click Close on the right of the input field.
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Widget Edit

The widgets on the dashboard can be adjusted to the desired size and placed in the desired positions. You can
also delete unnecessary widgets or add them again.

Resizing a widget

Click and hold the mouse on the | element at the lower right of the widget, and then drag it to the desired size.
Grids with a uniform horizontal-to-vertical ratio appear and the size of the widget can be adjusted in each grid.
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Application Dashboard
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When you move the mouse cursor to the top of the widget, the cursor shape changes to <. At this time, you can

move the widget by dragging with your left mouse button and move to the desired position.

Deleting a widget
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Right-click on a widget to delete. If you select Delete, the widget is deleted from the dashboard.

Adding a widget
Hitmap (7) 48,524 57 Eror A v D Active Transaction Speed Chart
40 1 1 w1 1 o om 1w Active Transaction

Agent Active Transaction
32 Active Transaction Equalizer
Application summary

Active status

24
Hitrmap
Apdex
16 P
TPS

Average Res, time

System CPU

Concurrent user
0 Today's TPS
744 0745 0746 0747 0748 0749 07:50 0751 07:52 0753 0?:54]
Today's visits
Container CPU

Heap Memory

Move the mouse cursor to an empty space on the dashboard and then right-click on it. Select a widget to add
from the pop-up menu. Place the widget to the desired position and then resize it.

@ « For more information about the widgets that can be placed on the dashboard, see the following.
+ The widgets that can be added are fixed, but we plan to increase supports through future updates.

+ In addition to the metrics provided by default on the dashboard, you can add the desired metrics.
For more information about custom widgets, see the following.
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Preset Setting

Default

Default Default

Default_test X

A R >

You can save and load the settings and layouts for widgets on the dashboard. You can create a new preset by
adjusting its size and placing it on the desired position.

(D - Using Default, the specified preset cannot be changed.

* You can save or modify the presets with the Edit project role. For more information about the
member roles, see the following.

Creating a new preset

1. Place the widgets in the desired format on the dashboard. You can also resize and place only the
widgets to be frequently checked.

2. Onthe upper right of the screen, select [A).

3. Enter a new preset name.
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Search Default

Save preset
Save the currently set indicators and layouts
Default

Include agent selection history

:“:.II -

To save the selected agent data, select Include agent selection history.

4, Select Save.

You can see the newly saved preset from the preset list.

O . 1f any changes are made to the newly created preset, save the preset again. Select [5] and then save

the preset with the same name. Any changes are overwritten in the existing preset.
+ If you go to another menu without saving changes on the dashboard, the changes are not saved.

*+ Presets are saved on a project basis and can be shared with other users.

Deleting presets

If you have unused presets, you can delete them from the preset list. Select X on the right of the item to delete

from the preset list.

(D The Default preset cannot be deleted.

Changing the default preset
You can change the preset displayed when you first enter the Application Dashboard menu.

1. Check the preset selection box on the upper right of the dashboard.

2. Hover your mouse over a desired preset to set it as default.
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Default_test

Primary Default

Default_test X

S E— S >

3. Ifthe Set as primary button appears, select it.

The selected preset is changed to the default preset, and the Primary tag appears in the preset list.

Default_test

Primary Default_test X
Default
e . >
Widget Options

The icons displayed on the widget function as follows:

« (: You can see the features and information for major widgets.
+ ~ Merge/view each: The agent data for the widget is displayed individually or merged in a graph.

+ [~ Detail: A modal window appears where you can search the data of the widgets separately by agent.

(D The provided options may differ depending on the widget.
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Learning about the widgets

This document mainly describes the widgets placed on the Application dashboard. For more
information about how to analyze transactions and users, services, and resources through Application
dashboard, see the following documents:

+ Exploring the Application Dashboard
» HITMAP transaction

* DB connection delay and connection pool

Agent-related widgets

You can see the application information through the agent installed on the application.

Application summary

application summary

Application server

6

Inactive application

CPU core

2

Hosts

It displays the execution status and number of applications registered in the project, CPU core count, and host
count.
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Transaction-related widget

The failure status that can be checked through the transaction, can be recognized through the priority response
time. If a transaction in progress does not end, this should be considered a failure. WhaTap divides sections for
display by the time of the progress status. Blue (Normal) means transactions within the specified response time,
means slow transactions with the response time of around 8 seconds, and Red (Very slow) means
transactions with the response time that is twice as slow as normal. This allows you to intuitively recognize

failures as fast as possible.

Active Transaction Speed Chart

Active Transaction Speed Chart
75 68 39
dddddddddddddd dddddddddddddddddd

% et f(ffffzme s

You can see the status of active transactions (middle area) and completed transactions (right area). The water
drop icon passing from left to right means a transaction. If you click a chart area, a pop-up window appears
where you can see a list of active transactions. If you select one of the transaction lists, you can view the

transaction details, SQL query, and call stack information.

+ Area on the left
This indicates the number of requested transactions and displays data in proportion to the number of
transactions.
* Area in the middle
The status of active transactions is color displayed by the speed along with the count at the upper right. The
number in the chart is the total number of active transactions. The colors in the chart indicate as follows:
o Blue (Normal): 0 to 3 seconds
o Orange ( ): 3 to 8 seconds
o Red (Very Slow): 8 seconds or more
+ Area on the right

This indicates the Application Performance Index (Apdex). This metric is measured for customer satisfaction
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of a web application and has a value between 0 and 1. The droplet flying speed is proportional to the total
number of Apdex transactions, and the droplet colors mean as follows:

o Blue: Apdex satisfied count
o Qrange: Apdex tolerating count

o Red: Apdex frustrated count = Total number of APDEX transactions - ( Apdex satisfied count +
Apdex tolerating count )

(D For more information about the Application Performance Index (Apdex), see the following link.

Active Transaction

Active Transaction (O
demo-8102 ) Active

52

W Very Slow
M Slow
B Normal

In the Active Transaction widget, the transactions in progress are displayed in the arc equalizer chart. You can
see the status of delays by agent. The arc is divided by the number of agents. By representing the number of
requests being processed by the server every 5 seconds, you can tell how long the request has been processed.

Requests detected at an interval of 5 seconds are classified by color as follows to determine whether they are
dangerous or not.

* Red (Very Slow): 8 seconds or more

+ Orange (Slow): 3 to 8 seconds
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* Blue (Normal): 0 to 3 seconds

The situation where lots of blue colors are represented is not a problem. You must watch the trend to see
whether some of them turn to orange or red. In case of a failure, the number of active transactions increases
and the percentage of red color increases. On the other hand, a very responsive system with a high number of
process transactions (TPS) might have a low number of active transactions.

* On the upper left, the agent name with the most active transactions appears.
* The middle number is a sum of active transactions of all agents.

» Two bars around active transactions rotate around the chart at a three-step rate based on the throughput
(TPS).

* When you select a divided arc area, a pop-up window appears listing the transactions in progress on the
agent. To check the transaction details, select an item in the transaction list.
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Active Transaction &
demo-8102

52

W Very Slow
Slow
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gaction (demo-8102)

(D o Ifthe item selected in the transaction list is a transaction that has already ended, select Show

trace. The Transaction information window appears. For more information about the

Transaction information window, see the following.

o For more information about transactions, see the following.
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Agent Active Transaction

LIVE 16:48:10 || By kind J Total 2 Selected 1

demo-okind-0 | demo-okind-1

Active Transaction (i) > Agent Active Transaction (i) >
demo-okind-1 Active, demo-8105 Active
129 p—— 1 51 — 3

B Very Slow B Very Slow
u Slow m Slow
B Mormal B Normal

The Active Transaction widget displays on a chart the data merged based on the criteria selected in the agent

selection options. On the other hand, the Agent Active Transaction widget allows you to individually check the
agents included in the selected agent classification criteria.

Right-click the dashboard and then select the Agent Active Transaction widget from the widget list.
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Active status

Active status (0

160 = METHOD
9 | SQL

99 | HTTPC
12 | DBC
0 | SOCKET

All agents in the project collect the active transaction count every 5 seconds, along with the progress status. The
progress status is classified into METHOD, SQL, HTTPC, DBC, and SOCKET.

+ METHOD: Status in which the method is executing. Normal situations are displayed in blue.
+ SQL: SQL is running. If the SQL number increases, check for problems connecting to the database server.

« HTTPC: It is calling any external APL. If the HTTPC number increases, it means that the server connected to

outside is not responding normally.

+ DBC: The transaction is attempting to get a new connection from the connection pool. If DB connection pools
are insufficient, a delay occurs whenever a new connection request occurs, causing the performance failure.

In this case, the DBC number increases.

@ For more information about the DB connection delay, see the following.

+ SOCKET: Indicates the TCP connection attempt to an external system. If the SOCKET number continues to

increase, there is a high possibility of failures due to disconnection of the external system.
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Hitmap
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The Hitmap chart represents the distribution of response times of completed transactions. The horizontal axis is
the transaction end time. The vertical axis is the execution time. Transactions with longer execution times are at
the top of the distribution. If you drag the chart area in Hitmap, the Trace analysis window appears that you
can see the transaction information details. For more information about Trace analysis, see the following.

* Normal transactions are displayed in light blue = blue - Indigo in order.

+ Erroneous transactions are displayed in yellow - orange — red in order.

* The number on the upper right indicates the transaction count/error count in the chart.
+ If Y Auto is selected, the Y-axis (execution time) is automatically adjusted.

+ If Error is selected, only the error transactions appear.

+ Select ~ or v to zoom in/out the chart from 5 seconds to 80 seconds.

(D « The detailed information for the transactions with no error whose execution time is less than 500

ms is collected once every 5 minutes for each URL.
+ It does not affect the statistics such as TPS and average response time.
* You can set a policy through the agent configuration. For more information, see the following.

+ See the following document for the procedure to analyze transactions through the hitmap widget.
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Active Transaction Equalizer

Active Transaction D)

a0

75

0 demo-8100 demo-8101 demo-8102 demo-8103 demo-8104 demo-B105
.

It displays a list of all agents and the total number of active transactions. Hover your mouse over each graph on
the chart to display the transaction speed. The transaction speeds are classified into Normal, Slow, and Very
Slow.

+ To display or hide inactive agents, select (%,

« Ifyouselect >, the Active Transaction menu appears.
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Active HTTPC/SQL
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The Active HTTPC/SQL widget monitors the performance of external calls (HTTP calls and database queries)
occurring in the application in real time.

Unlike the Active Transaction widget, which shows all transactions, this widget is specialized for outbound calls,
allowing you to quickly identify external system bottlenecks. Placing the two widgets together helps distinguish

whether transaction increases are caused by external system delays or internal logic issues, enabling more
effective multilayered analysis.

Ongoing HTTPC/SQL operations are visualized as an Arc Equalizer chart, showing latency status by host or
database URL. The arc is divided by the number of hosts or database URLs, and every 5 seconds it displays the
number of requests being processed on the current server and their response times. Requests detected in
5-second intervals are classified into intuitive colors according to their severity.

* Red (Very Slow): 8 seconds or more
+ Orange ( ): 3 to 8 seconds
* Normal: 0 to 3 seconds
o Purple (HTTPC Normal)
o Mint ( )
Alarge number of Normal values is not a concern. You need to monitor if some values turn orange or red. In

failure scenarios, the number of ongoing transactions increases and the proportion of red rises. Conversely, in
very fast systems, TPS may be high but the number of ongoing transactions may remain low.
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This widget is especially useful in microservice environments to track HTTP communication delays between
services or monitor DB performance individually in systems using multiple databases. For services with many
external API calls, it allows monitoring of response times by API provider, making dependency management
effective.

Arc Equalizer Chart

This is the core visualization element of the widget, dividing ongoing HTTPC/SQL operations by host or database
URL. If issues are detected in the overall transactions, this chart helps pinpoint specific external bottlenecks.

+ Top Left Indicator: Displays the host/database URL with the most active transactions for easy identification of
key targets.
+ Center Number: Shows the total sum of active HTTPC/SQL.

+ TPS-Based Animation: Bars around the equalizer rotate at three speeds depending on throughput (TPS),
visually expressing system load.

+ 5-Second Refresh: Provides near real-time monitoring for immediate response.

+ Arc Segmentation: Divides arcs by host/database URL for quick identification of where delays are occurring.

Host/Database URL Details

Selecting a segmented arc area opens a popup showing the Top 100 ongoing transactions for that host or
database URL.

+ Transaction List: Displays the Top 100 ongoing transactions for the selected host or database URL.
+ Trend Chart: Shows TPS, response time, error count, and error rate trends over the last 10 minutes.

+ Transaction Details: Selecting a transaction from the list opens detailed information.

o For already finished transactions, select the View Transaction button to open the Transaction Info
window.

1. Inthe Active HTTPC Top 100 popup, check the transaction list and trends.
2. Select a transaction that requires detailed analysis.

a. In the Arc Equalizer, click the arc for the host or database URL you want to analyze.

3. Inthe Transaction Info window, review the details.
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Service-related widget

The service-related widget can be used as the metric for application performance tuning.

Apdex

Apdex ()
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Application Performance Index (Apdex) is the indicator of the application performance. You can measure the
customer satisfaction about your web applications. It can be used as an indicator of user satisfaction and the
value is between 0 and 1.

(Number of satisfied cases + (Number of tolerating cases * 0.5))/Total number of requests

+ S(Satisfied): No problem in business =< 1.2 seconds (Default value)
+ T (Tolerating): Business is possible with any delay < 4.8 seconds (S * 4)

* F(Frustrated): Business impossible > 4.8 seconds (exceeds T and error)

(® The default value (S) can be modified in Management > Agent CONFIG.. The value of the setting key is
apdex_time . It is available only in the agent 2.0 or later.
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Application Dashboard

Transaction Per Second (TPS) indicates the number of transactions processed per second and is the reference

for service performance metric. The number of transactions processed every 5 seconds is converted to the

number of transactions per second and is expressed with a chart. It displays TPS for the last 10 minutes.

(D For more information about analyses for TPS, response time, and CPU utilization, see the following.

89


https://docs.whatap.io/en/best-practice-guides/about-apm-dashboard#analysis-user-service-resource

Application Dashboard

Average Res. time
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It monitors the times needed for the application server to return the request result. Average Res. time is
meaningful as a tuning metric. The WhaTap's monitoring service calculates the average response time for
transactions every 5 seconds.

(@ For more information about analyses for TPS, response time, and CPU utilization, see the following.
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Resource-related widget
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It is the CPU usage of the application server. You can see the change trend in CPU usage in real time.

O For more information about analyses for TPS, response time, and CPU utilization, see the following.
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Process Memory
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It displays the sum of the maximum system memory available for each server and the memory used by a
specified process.

The memory line chart usually ripples continuously. It increases when using memory to process the requests
from the application server. It decreases when memory is cleaned up through GC (Garbage Collection). Process
Memory metric is displayed with average values.

QA
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Concurrent user
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It displays the number of real-time browser users. Every 10 seconds, users who made transactions within the last

5 minutes are counted and displayed without duplicates. Users are counted based on their browser's IP.

very little memory.

the following.
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® +1In general, the connected user means a connected user who has access to the current network.
However, web systems are different because they use connectionless networks. It does not mean
that you are connected, but rather the user who sent the recent request can be measured.

+ Real-time (concurrent access) users indicate the users who are using the system in the same time
zone. There are various ways to count or measure real-time (concurrent access) users.

+ The number of users is calculated by ** HyperLogLog** rather than simply adding up. **

HyperLogLog** is a probabilistic data structure that estimates the number of elements in a set with

+ For more information about the configuration of agent options for aggregating the user count, see
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Comparison widget on a daily basis

(D The widgets marked with the All APPS. tag display the data for all agents.

Today's TPS
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It displays the TPS for today by hour. You can check it by comparing with the TPS (gray) in the same time zone of
yesterday. If you click >, Stat/Report > Daily APP. Status appears.

94



Application Dashboard

Today's visits
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This metric shows the number of Concurrent user for the day by time zone. You can check it by comparing with
the user count (gray) in the same time zone of yesterday. If you click >, Stat/Report > Daily APP. Status
appears.

Real-time Alert

If you select ) Alert Status on the upper right of the screen, the recent events appear. You can turn on or off
the browser notifications by clicking the toggle menu.

@ For more information about basic elements in the fixed menu area at the top of the screen, see the
following.

95


https://docs.whatap.io/en/main-ui-intro-v2
https://docs.whatap.io/en/main-ui-intro-v2

Transaction Map

Home > Select Project > Dashboard > Transaction map

Transaction Map

The Transaction map chart displays the response times for each completed transaction in the distribution chart

form. Same as the hitmap, you can find and analyze problems based on the distribution patterns. Hitmap

displays the grouped transactions every 5 seconds, but Transaction map displays transactions individually.

Transaction Map

1l LIVE 14:06:17 XD | | Agent

TOP 30 Custom

Domain 13

Ne Transaction Count
1 faccount/save/employee/seoul 208
2 faccount/save/employee/daegu 189
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5 faccount/save/dept/pusan 175
L] faccount/save/dept/daegu 173
7 faccount/save/employee/jeju 171
8 /account/save/employee/daejun 152
q faccount/save/division/daejun 144
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12 faccount/save/dept/secul 140
13 faccount/save/unit/jeju 138
14 faccount/save/division/seoul 136
15 faccount/save/division/daegu 135
16 faccount/delete/dept/kwangju 133
17 faccount/save/unit/daejun 132
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Search

© How is it different from the hitmap analysis?

to select only the desired transactions and observe their trends.

(Analysis > Hitmap).

The hitmap uses the aggregated data to display the overall trend over a long-term period. On the other
hand, the transaction map uses individual transactions to check the transaction distribution within a
short-term period with no time constraints. It also differs in that it allows users to apply various filters

+ To analyze the distribution of the long-term, high-volume transactions, use the hitmap analysis
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+ To do performance test, or analyze the transaction distribution within 1 to 5 minutes upon a failure,
or check the transaction distribution without limiting the execution time, check the Transaction
map.

@ - For more information about Hitmap, see the following.

* For more information about the analysis method of the HITMAP transaction chart, see the
following.

« If the user's PC time is set to earlier than the server time, or the difference between two times is 5
minutes or more, the data may not be displayed in the chart.

Analyzing a trace

If you drag the chart area of Transaction map, the Trace analysis window appears where you can check the
transaction details. You can see the transaction list and the steps under each transaction at once.

After dragging the chart area, you can see up to 1,000 items in the Trace analysis window.

(D For more information about Trace analysis, see the following.

Changing the lookup criteria

Select the chart area of Transaction map and then the button at the upper left to change the data lookup criteria.

+ Elapsed time: The data is displayed based on the transaction execution time.
« HTTP call time: The data is displayed based on the response time against the HTTP call.
+ SQL time: The data is displayed based on the SQL execution time.

+ CPU usage time: The data is displayed based on the CPU used time.

97


https://docs.whatap.io/en/best-practice-guides/about-apm-hitmap-class
https://docs.whatap.io/en/best-practice-guides/about-apm-hitmap-class

Transaction Map

Filtering the searched results

In the chart area of Transaction map, you can distinguish the results by selecting Total, Error, and Read phrases
in the upper right corner.

Total: Displays total transactions
Error: Only the transactions in which errors occurred, are displayed.
Read: The number of transactions read from the server is displayed.

For example, if you select an error and then drag a transaction on the chart, the Trace analysis window appears
to display a list of erroneous transactions. To view all transactions, click Total.

© Adjusting the Y-axis

*+ You can easily change the maximum value of the Y-axis by selecting ~ or v on the upper left of the
chart. You can also access the same function by pressing the up or down button on the keyboard.

For more information on how to use the A or v button or keyboard buttons depending on the Y-
axis section, see the following:

o The segment from 10 to 50 seconds is changed to the 10-second interval.

o The segment from 50 to 300 seconds is changed to the 50-second interval.

o For the segment of 300 or more seconds, it is changed to the 100-second interval.

* You can change the maximum value of the Y-axis by directly entering it. Select £, enter a desired
value, and then select Apply.

(D The maximum number of transactions (Limit) displayed on the chart in Transaction map is 2,000,000.

When you apply filters for a search, the Read value may be greater than the Total (humber displayed on
the screen).
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Viewing the past data

Transaction map provides the real-time monitoring by default. By default, the data can be viewed in real time
for 5 minutes. Click the green button in the time selector to select a desired lookup time.

To view the historical data, click Il in the time selector. It changes to period viewing mode and you can view the
transaction data for up to Thour. The chart data of Transaction map based on the date and time set by the user
is refreshed.

You can stop the query at any time while searching the past data. _ To change the filters, first stop the query, and
then change the filters. _If you press the Search button again without changing the filters, it continues searching
from where it was stopped.

To switch to the Realtime mode after a historical inquiry, click ®.

(D -« The range of the historical inquiries may differ depending on the transaction volume.

Applying filters
In case of viewing the past data, you can filter out the data by applying filters.

1. When you click the Pause ( I1') button, the filter input box appears.

2. Ifyou click the filter input box, the list of filters that can be selected appears as follows.

* General filters
Item Description
Login ID Viewing with the login ID of the user

i Searched by the unique identifier per client (Note: Searching is performed by
WClientID
exact match.)
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Item

Transaction ID

Referer

Multi Transaction ID

Custom TID

Error(Class, Step,
Message)

City

Country/Region

HTTP Method

UserAgent

STEP Filter

Transaction Map

Description

Unique ID per transaction (Note: Searching is performed by exact match.)

Searching is performed using the Referer (referring page address) delivered
by a transaction request.

Unique ID that groups multiple transactions (Note: Searching is performed by
exact match.)

Searching by the custom transaction ID

Searching by error type, step, and message in transactions (partial match
included)

Searching by the user's town for transactions

Searching by the user's country for transactions

HTTP request method (GET, POST, etc) (Note: Searching is performed by exact
match.)

Searching by browser or client information (user agent) for transaction
requests

Step indicates the profile data collected while performing transactions. When dragging the hitmap,

the sequential data displayed in Table View or Tree View by clicking a transaction in the transaction

list is called Step.

| DBC | Step that contains the method running while performing transactions

|
| HTTPC | Step that contains the HTTP call
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| MESSAGE | Step that contains various texts while performing transactions

| METHOD | Step that contains the method running while performing transactions

| SQL | Step that contains executed queries

|
| SQL_BIND | Data that does not exist actually but is included in the SQL step. Step with which bind variables

and substitution variables can be viewed during the SQL call (Note: Searching is possible with the authority
and decryption key to view sensitive information.) |
| ALL | Step with which all the above steps can be searched (Note: Searching is possible with the

authority and decryption key to view sensitive information.) [

*  Number input filter

Item Description
Elapsed time Total time taken for the transaction to be performed
HTTP Call Time Response time for HTTP Requests
HTTP Call Count Number of HTTP requests while performing transactions
SQL time Total SQL execution time for transactions
SQL Count Number of SQL queries executed for transactions
Status Transaction status(e.g. Normal, Error, etc.)

3. Enter the desired values for filtering. For filtering, enter all values for the filter key, operators, and

values. If there are any filters that have not been entered yet, searching is not possible.

4. Aftering entering all filters, click [E§.

It updates the filtered data in the Top 30 list and the Transaction map chart.

@ + You can perform filtering by setting multiple conditions. Added conditions are applied based on
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® && . For example, if the transaction is /account/save/employee/seoul and the elapsed time is
more than 3 seconds, you can apply as follows:

Transaction = /account/save/employee/seoul Elapsed time (ms) >= 3

Agent Check

Checking the agent connection status

LIVE 15:56:27 Agent Total 6 Active 6 Inactive 0 (%)

demo-8100 demo-8101 demo-8102 demo-8103 demo-8104 demo-8105

On the upper left of the screen, the right area of the time selector provides information that allows you to check
the status of agents connected to the project. This allows you to immediately check whether the target
application server is running.

+ Total: Number of all agents connected to the project
+ Active: Number of active agents
+ Inactive: Number of inactive agents

+ (%} Can display or hide inactive agents.

Agent-based monitoring

By default, the chart displays the metrics collected from all agents in charts and you can also view the data by
agent. Select one or more agents under the time selector. The chart is updated with the transactions of the
selected agent.

O To select all agents again while one or more agents is selected, deselect them or click Total.

(D 1f there are numerous agents connected to the project, it is efficient to set the agent names to be short.
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(D For more information about the agent name setting, see the following.

Monitoring each classified agents
You can easily monitor multiple agents by categorizing them in Agent Settings.

+ Agent: Individual Agent

+ By kind: Group classified by the agent type (e.g. web server, database). Set it to whatap.okind .
+ By server: Group categorized by the server (node). Set it to whatap.onode .

+ Agent by kind: List of agents classified as whatap.okind .

+ Agent by server: List of agents classified as whatap.onode .

® For more information about the agent configuration, see the following.

Searching the agent

If the agents connected to the project are numerous and difficult to find, use the agent search function. If you
click Q Search on the upper right of the screen, a box appears where you can enter a string.

The agents that match the entered string appear in the list. To filter the data in the dashboard based on the
searched agents, click Select on the right of the text entry box.

To reset the selected agent entries, click Close on the right of the input field.

Checking the upper list

In the Top 30 section, the list of top 30 items with the highest transactions performed based on Transaction,
Domain, IP, and Agent.

+ Transaction: Top 30 items, aggregated by the transaction URL

+ Domain: Top 30 items aggregated based on the Internet address specified in the address of the IP connected
by the client
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+ IP: Top 30 items, aggregated by the client IP address

+ Agent: Top 30 items aggregated by the agent included in the project

If you select each item from the list, the data is applied based on the item selected in the Transaction map chart.
To select multiple items, hold down the Ctrl (Windows/Linux) or CMD (Mac) key and then click desired items.

© You can move an item in the list of the Top 30 section by pressing the up or down arrow button on the

keyboard.

Add custom IP address

When viewing the number of transactions executed based on IP in the TOP 30 section, the function is provided
to check constantly by adding a specific IP address.

1. Inthe TOP 30 section, select IP.

2. Enter a specific IP address in the field at the top of the list.

3. Click +.

TOP 30 Custom

Transaction Domain “ Agent

No IP Count
1 255.255.255.255 0
2 127.115.101.81 185

The specified IP address appears at the fixed top of the list.

(D To delete any added IP address, click Ti.
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Custom monitoring

It provides the feature to check only the selected items in the response time distribution chart by adding specific
transactions, domains, and IPs to the Custom tab. This allows users to efficiently monitor and analyze specific

problematic items.

1. Click the Custom tab.
2. Transaction or Domain, IP can be entered directly, selected from the Top 30 list, or searched.

3. Click the added item.

TOP 30 Custom

Transaction
w 1 /account/save/employee/seoul 195

2 /account/save/employee/daegu 171

Domain
v 1 127.0.0.1:8100 6,844
2 127.0.0.1:8101 6,495
P
w 1 10.237.141.102 169
2 112.17.247.89 156

You can see the response time distribution for the selected items filtered in real time on the chart on the right.

(D To delete any added custom items, click Ti.
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Active Transaction

In Home screen > Select Project > Dashboard > Application Dashboard > Active Transaction widget, select > .

You can quickly recognize abnormal transactions by using URLs, SQLs, and HTTP calls of the active transactions,
and can analyze the delayed sections in detail through the transaction trace details.
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Top slowest agents 20
QD domo-okind:d No Start time Transaction Agentname . Elapsed SQUHTTPG(ms) Client 1P WCllentlD  CPU.. SQL.. HTTP.
emo-810¢ 1SQLI SELECT ProductModellD, Name INTQ dbo.Gloves F
demeETi 2 1 2023/10/0609:02:58 /sales/pickup/unit/kwangju demoginz W57 rowm o WHERE By RS Gl s 97 1
demo-8102 a4 N {#, #) (Elapsed time: 87ms)
demo-8104
. 8 2 2023/10/0609:2233  Jaccountiwrite/employee/jeju demo-8103 263,070 112.17.247.89 5;;};;%2:0 172 956 1
(A demo-oking-1
LB i 11 i [80L] SELECT ename, job, sal + # FROM emp (Elapsed 159.183.161.2  BAGO0BS0SE
demo-810 43 3 2023/10/06 092434 Jaccount/kill/dept/pusan demo-8101 241,909 me: 259ms) a 3753574 85 469 1
demo-8103 59
4 2023/10/06 09:2630  /account/killiunitkwangju demo-8103 126,018 53.85,53.45 A0P02S0E3 195 gpp 3
deme-8105 55 26 4 85,53, 9451776

[S0L) SELECT ALL FROM emp SELECT # FROM emp SEL
ECT * FROM emp SELECT empno,enamedeptnosaljobom  102.241.7414  -509885565

5 2023/10/06 092701  fproduct/write/dept/dasjun demo-8102 95,404 grhwedate FROM emp SELECT ename, deptn, sal FROM 9 9155482936 24 120 1
emp (Elapsed time: 205ms)

[SQL] SELECT word FROM samples. shakespeare WHERE

(word CONTAINS ' AND word CONTAINS '#) OR (word 822561884

6 2023/10/0609:27:29 /sales/remove/unit/pusan demo-8100 G730 D worl CONTANG 4} (Bapecn tmars 311960073 JEECRERL w1 70 s
2ms)
[SQL] SELECT mother_age, COUNT(mother_age} total FR
OM samples natality WHERE state IN (SELECT state FRO TR
7 203/10/0609:27:41  forder/read/unit/pusan demo-8105 55085 M (SELECT state, COUNT(state) total FROM samples.nal 129222363 poote 28 50 352 1
ality GROUP BY state ORDER EY total DESC LIMIT #)) (Ela
psed time: 36ms)
B 2023/10/0809:27:59  forder/pickup/employes/pusan  demo-8104 37431 [:1.;[:2:' é’;ﬂn":}“’”m’f Sy S INE T e ;:gg;&g’: o 7 nm
9 2023/10/0609:2619  faccount/killidivision/jeju demo-8103 16780 HTTRCL ::;"“"’"“"""“'“W"'”‘s“’”"“””‘“ Eepsed  po5onisear  23M63815 7 5 12
10 2023/10/060928:20  /product/delete/unit/jsju demo-8105 16,347 E:::%2‘::;"E"’P'"’d“c"‘""“g’""'“'“’m”' (Elapzedt 405152162 ?57%:}5;05‘1;26& 7 3 13
11 2023/10/0609:28:20  Jorder/load/employee/jeju demo-8101 16,139 E:':_rsg]h"’:;”"‘z"”"’e” readfemployee/pusan (Elapsedt 450z 0632 IeTored0 0 a3 12
12 2023/10/0609:2821  fedu/save/division/secul demo-8108 1arrr TP jg’:‘w""”"d“”“"’d“‘i“°"’ STl ki) 2B 5 3 1
13 2023/10/0609:2822  /preductload/employee/daeiun  demo-8100 14,707 LHEJ":?%’;:E;"‘:{"“WWC'”'” divisionfsecul (Elapse 145 596,181 'f;g‘;‘;.}f 0 6 10
14 2023/10/06 09:2823  /product/delete/dept/kwangju demo-8103 12872 t‘;;ﬂ”;’m“t"ﬂ""“""‘”“f’mp"”"""j” i SHANE - ] 5 3 9
15 2023/10/0609:2823  forder/killfdivision/daejun demo-8101 12,852 E"E_T:;J.;’.ﬁmmmm”c” pickup/unit/pusan (Elapsed t s = ‘5;3333‘1’23" 4 3 7
16 2023/10/05032824  Jproductread/division/seoul demo-8101 e iR R R (R AR CEE 3 7 e
17 2023/10/06 092824  fedu/delete/employes/seoul demo-8102 12,590 [LTDEE];]’E’”“E"’*““"'°“”‘""”‘“"9J“ ERES L S 2 ‘95?5"55‘&52595356 3 3 10
1B 2023/10/0609:28:24 /account/create/division/pusan  demo-8100 12,466 E;';;zﬂ::’m"‘““”""‘"“’“"’"e""’g“”' LA ERIBLAL Haedl il 5 4 9
19 2023/10/0609:28:25  /order/save/employes/daejun demo-8101 11,551 [‘mﬂr Bl (Blap g‘” i g?gg‘:;fg“ 4 1 B
20 2023/10/0609:28:25  /product/load/division/dasgu demo-8103 11,259 E::”;g ""j;“te"’°°°"”"”*’“°""’““"’““ﬂ“ (Elapsedt 50575 9475 IRy 5 7 B
21 2023/10/06 092826 /account/save/dept/dasjun deme-8103 10,479 EI"LT"L?JCJ fremotefedu/kill/unit/owangu (Elapsed time: @ 57 559 39 54 gﬁ‘;fsﬁ“ﬂﬂ% 0 0 B
22 2023/10/05 092826  /account/load/employeejeju demo 8103 10ze  [ITC remete EEEEn WP oycsm0e  LeoeeltrS 5 4 7
[HTT;"'C'I'Ir'mols.fproducusa".runiujuju (Elapsed time: 1.181.217.180 ;;lj;z:ﬁ:&oss o 2 &

— 23 2023/10/0609:28:26  /account/save/dept/pusan demo-8101 10134 o )

1 Active transactions for each agent

It displays a list of all application servers and the total number of active transactions. Hover your mouse over
each graph on the chart to display the transaction speed. The speed of the transaction state is classified into
Normal, Slow, and Very Slow.
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2 Agent List

It displays the application server list and the total number of active transactions. If you select the application
server, In the (3’ transaction list, the detailed information appears.

3 Transaction List

It displays the detailed information of active transactions including URLs, SQLs, and HTTP calls. If you select the
Top 10 Items tab, you can see a table of items sorted by the elapsed time in the ascending order. Likewise, the
speeds of the transaction state are classified into Normal, , and Very Slow.

Agent list filtering

In (2) Agent List, you can select or search the filtering targets and see them individually in the transaction list.

+ To see the active agents, select the Active only checkbox.
+ Click the All agents list box. You can view the agents by category.

+ To see active transactions by agent, select an agent and then click Apply. To cancel the selection, select ().

Automatic refresh

The active transactions can be automatically updated at the set intervals. Select Auto refresh(sec) to activate the
option, and then enter the refresh interval in the field on the right.

To deactivate the auto refresh setting, select Auto refresh(sec) again.

@ - Thetimeis updated in seconds.

+ To update the transaction list when the auto refresh is deactivated, select [&.

Transaction list filtering

In (3 Transaction List, you can search for URL or IP for filtering. Enter a filtering target in the URL/IP field on the
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upper right and then press Enter or select Q.. It filters with the transaction list that includes the input text.

To initialize the filtered list, delete text in the URL/IP field on the upper right, and then press Enter or select Q..

(D For more information about active transaction settings, see the following.
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HITMAP - Trace Analysis

Through the Hitmap widget in Application Dashboard, you can open the Trace analysis window to check the
transaction list and step information of each transaction at once. Drag the desired area on the hitmap widget.
The Trace analysis window appears that contains the transaction list and sub-steps of the selected area.

O To classify and see only the transactions with errors, select Error on the upper right of the Hitmap
widget in Application Dashboard and then drag the chart area.
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Basic screen guide

Trace analysis|15 cases have been inquired.

Al | @ nctive stack | (@) Multivransaction | Error 2 Topology Column Settings TXT csv Q
4 No Agent nam... Transaction Elapsed time Start time End time HTTP call ... HTTP call time {... SQL count SQOL time SQL fetch co... SQL patch tim... DB CONN. tin
1 demo-8100  faccount/load/ o 61,290  26/04/06 14:16:32.419  26/04/06 14:17:33.709 22 34,254 12 7 1,541 16 &
2 demo-8100  /sales/write/div o 60,619  26/04/06 1416:23.781  26/04/06 14:17:24.400 22 31,405 12 30 2,456 39
3 demo-8100  /account/save/... o 59,912 26/04/06 14:16:28.263  26/04/06 14:17:28.175 24 31,313 12 753 1877 24 £
4 demo-8100  Jaccount/kill/d... m o 58,395 26/04/06 14:16:45.099  26/04/06 14:17:43.494 21 30,937 12 570 2,093 16 2
5 demo-8100  Jorder/create/d., o 57,584  26/04/06 1416:33.567  26/04/06 14:17:31.145 20 28,965 18 30 1,808 29 1
6 demo-8100  /product/create; [ ] 57473 26/04/06 1416:45.165  26/04/06 14.17:42.638 23 30,910 15 17 2429 25 %
7 demo-8103  /sales/save/uni... o 57184 26/04/06 1417:15.132  26/04/06 14:18:12.316 13 15398 515 387 248494 3.219 567
8 demo-8100  fedu/load/unit/ o 56,959  26/04/06 14:16:27.801  26/04/06 14:17:24. 760 22 27,989 16 161 1,283 17 2%
9 demo-8100  Jedu/create/uni o 56,045 26/04/06 14:16:27.219  26/04/06 14:17:23 264 17 27,168 12 141 2,187 29 3¢
10 demo-8100  /account/creat. o 54,499  26/04/06 14:16:48.751  26/04/06 14:17:43.250 19 26,299 12 o 2,356 23 :

+ (1 Transaction lookup count: You can see the number of transaction lists in the dragged area on the hitmap

widget. You can query up to 1000 cases.

+ (2 Transaction classification: By separating @ Active Stack, ) Multi-transaction, and Error, you can view
the list.

+ (3 Transaction search: You can search the transaction list by transaction name, agent name, and error

message.

*+ (4 Sorting the list: You can sort the lists of transactions by the selected item by clicking a header column in
the table.

* The transactions with errors appear in red in the list.

© -+ You can place, add, or hide desired columns to the front of the list. For more information, see the

following.

+ If you drag another area in the Hitmap widget, a new trace analysis window appears. You can check
it by comparing with the previous trace analysis window.

* The transactions that are viewed can be shared with other users. With the transaction item selected
(‘@), click ‘b ![copy icon](/img/ ico-copy.svg) Copy URL on the trace analysis window. Pass the copied
URL address to another user. Any user who has received the URL address can quickly see the same

items by entering the URL address in the browser address bar.
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Trace analysis 1000 cases have been inquired. ()

5 demo-8102

5 star_star

7 demo-8105

Agent nam...

Transaction

/product/write/...
Jfaccount/kill/e

faccount/delet...

Elapsed time

umn Settings

Start time
2416 24/08/02 08:25:41.128
2,392  24/08/02 08:25:44.017

2,371 24/08/02 08:25:40.383

Record summary Table v

End time
24/08/02 08:2: Agent name (oname) : star_star
24/08/02 08:2!

24/08/02 08:2!

faccount/kill/employee/daegu
Start: 08/02 08:25:44.017 End: 08/02 08:25:46.409

HITMAP - Trace analysis

Tree view Methods SQLs HTTP calls Transaction log

Elapsed
ClientIP: 2.184.24.254

© 2392ms

Analyzing a trace

Select an item to view details from the transaction list. On the right of the screen, the detailed analysis of the

selected transaction appears. In this state, if another transaction item is selected, the detailed analysis of the

selected transaction item is changed.

To analyze the transaction performance, WhaTap collects and displays the properties such as name and client

data, transaction performance, and detailed execution records for each section.

Mo Agentnam..
15 demal
16 demo?
7 demon
8 demot
19 demaS
mn demod
el demod
22 demoZ
3 demo3
2 demats
45 demoz
26 demo
7 demo3
P demaot
29 demob
o demoZ
n demol
32 demoz
3 demo3
4 demo3
s demo2

Transaction

o0
saccountifaa)/{. N
Q0

raccountifagh{.

Faccounti{aali

facsountiiaalf
farcount/{aa)i{
aceount/{aa) /(.

I

fe.

Iproduct/daleta

[productiwrites.

rarder/will/divie.

Iproduetikilliun

fedu/read/divis...

Feales/pickup/

siraadiem.
Iproduct/loads
Farderskill/unit...

Jaceount/{aal{ o

Elapsed time

30,853

Start time

24/03/02 083326029

402 0932 31 582

24/08/02 09-32.20.276

24/08/02 09:12.08.278

24,

102 09-32.36 202

2 0832

308

24/08/02 09:31:53.398

24/08/02 09.32.36.313

24/08/02 09:32:59.481

24/08/02 09:33.32.787

24008002 09:32.50.389

24/08/02 09:31:4

24/08/02 0932 49.944

24/08/02 093303011

24/08/02 09:32:51.435

24/08/02 09:32.10.276

02 09:33:25.545

24/08/02 06-32 48 950

24/08/02 09:32.08.434
24/09/02 09:12.02.357

24/08/02 09:33.35 839

) - Q Recond summary Tab Tweview  Mullifronsaction  Activestack  Methods  SOLs  HTTPcalls  Transaction jog
. / t/{aa}/(bb}A
End time HTTP call .. HTTP call tima accaunt/{aa)/(bb}/fect
Start: 0B/02 093220276 End: DB/0209-32:51 540 Elapsed: 31.264ms  Agentname (oname) : 7
02 09:33.57.435 » * 6 Client IP: 193.200.234.170
258 14 18
24/08/02 093251 540 5 3 & i it s - s
24/08/02 0332:30.454 a “ Methad © DB Connection  ® SOL M HTTPCall = Socket @ Active Stack
12 09:33:07 334 [ ¥ N
37.363 22 H
Ho Time Gap  Elapsed Contents
12 09:32:24.439 7 %
1 0e3220276 Start 20240802 093220 276
24/08/02 09:33:09.166 15 2
HTTP-HEADERS
12 09:33:30.224 5 host= 5221
T 0NINITE qUid=qud_236abTch 6ada
24/08/02 09:34:02.180 ] 2 referer=nttpc/fwww. lest. com/account/pickup/de
24/08/02 09:33:20.759 5 2 ptidaeun
3 (32202 0 31264
24/08/02 09321E616 z 26 ! e v
09:32:20.271 z
24/08/02 09:33:20.229 72 2 ! Az 0o e
108102 099333 273 . . 5 093220276 0 23w
6 093220276 o 2267
24/08/02 09:33:21 629 24 2 ) ! 7
09:30:20.2 PR
24/08/02 09-32:40 441 n 2¢ e ! 226
B 09:32:20. 27
24/08/02 03:33:55 638 2 8 N sz
3 D932ZE4 267
24/08/02 09-33:19.040 ] 1] 4p Az s 22 o
) . . ) 10 093272543 0 5
2, 9:12:36.426 7 1
1 09:32:22 543 0 1 S
24/08/02 033232 277 12 H ! S g ATESE
z  093RE2S4
24/08/02 09:34.05.71 2 28 ! a2 ! o

+ Inthe (5 area, the step data can be seen in various formats. Select a desired type of tab.

+ Inthe (6 area, you can see the basic information for transactions. The information matches the columns in
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the list on the left.

(T luli: The statistical data window for the corresponding URL or each execution section appears. Click a
desired time on the graph chart in the statistical data window to go to Statistics or Transaction Search. You

can view the statistical data based on the selected time.

+ By dragging (8 ¢* to the left or right, you can adjust the screen size. This is useful when you want to see

more information.

(D + For more information about Statistics, see the following.
+ For more information about Transaction Search, see the following.

« If you click €« or %, you can change the transaction list or analysis details to full screen.

The collected types of Step are as follows. The diagrams and texts are color coded.

+ DB Connection step START-END

It includes the performance for connection to RDB. Step information includes the name, response time, and

error.

* SQLstep START-END

It includes the performance for JDBC SQL. Step information includes connection data, SQL statements, and

errors.

* HTTP Call step START-END

It includes the performance for the outbound HTTP service call. Step information includes URL, host, port,

response time, and errors.

* Message step ADD

While collecting traces, the message steps are used to collect the records of all irregular sections.

+ Socket step ADD

Step to represent the socket open.

* Method step START-END

The method response time is traced.

+ Active Stack step START-END
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It includes the active stack information. It is created and collected by a separate thread and it is added to the
transaction trace.

(D -« Inthe WhaTap monitoring service, Step is used as the same meaning as Span.

+ To see the updates in the Trace analysis function released on July 25, 2023, see the following.

Table view
In the Table view tab, you can see the transaction execution steps in chronological order.

*+ You can classify transactions by each execution section and see them in a diagram. Out of all elapsed times,
you can quickly find the times spent for each section and the section that took the longest.

+ If you select each section in the diagram, the corresponding table list appears where the step is located.
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Record summary Table view Tree view Active stack Methods S0Ls HTTFP calls Transaction log
/account/write/em Method : com.virtual.dao.RemoteDAO#execute
Start: 08/10 08:43: elapsed : 1,230ms : 5876ms  Agent name (oname) : demo-8100
®
15 25 3s ds 58
' Method HTTP Call @ Active Stack
M Select column + TXT 4 501 -
No Time Gap Elapsed Contents
4 08:43:04.579 0 E876 T com.virtual.web. Simulas
-] 08:43:04.579 0 1159 L
& 08:43:04.579 0 1159 [ ApacheClient] 127.0.0.1:8100 /remote/
7 08:43:04.579 | Socket ]
8 08:43:05.738 1,159 0 L com.virtua
9 08:43:05.738 0 1230 L
N 10 08:43:05.738 0 1230 L com.virtua
1 08:43:05.738 4} 1.230 L
12 08:43:06.567 829
13 08:43:05.738 -829 1730 [ ApacheClient] 127.0.0.1:8100 /remote/
14 08:43:05.738 0 1.230 L com.virtual.dao. RemoteDAD
15 08:43:06,983 1,245 1,247 [ ApacheClient] 127.0.0.1:8100 /remote/ Lall

+ The area where the blue circle (@) is located, is the moment when the active stack has been collected. If you

select the blue circle, the table list appears where the Active Stack button is located. If you click Active Stack,

you can check the step performed during the section.

(D o Inthe transaction list, you can see them from the items marked with the @ icon.

o For more information about active stacks, see the following.

+ [ Select column: You can add or hide the memory accumulation and CPU accumulation data as columns in

the table list. The columns are as follows:

o No: Step occurrence sequence
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o Time: Start time of each step

o Gap: The waited time between the start time of the previous step and the current step may have a
difference, while there may be a gap from the elapsed time if a delay happens due to external factors.

o Elapsed: Total elapsed time from the start to the end of each method

o Contents: Execution details of the step

« ¥ TXT: You can download basic transaction data and execution data for each section in a text file.
« ¥ SQL: The basic transaction information and SQL execution data can be downloaded as a text file.
o Download with substitute value: It downloads the SQL statistics data after replacing the bind variable
value with its original one. If a security key ( paramkey ) is set, the security key input window appears. You

must enter the security key for downloading. For more information about the agent configuration related

to the security key, see the following.

o Download without substitute value: It downloads SQL statistics data without replacing the bind variable

value.

+ 2{:You can see only the table list, with hiding the transaction summary and diagrams. If you select 3%, the

hidden information reappears. This feature is useful when you have a long list of tables.

+ If you select the SQL step, the SQL window appears to display parameters. For more information, see the

following.

Record summary

To see the basic information for transactions, select the Record summary tab. You can see the basic information
of the transaction, agent on which the transaction was performed, memory allocation usage, and client

information.

116



HITMAP - Trace analysis

Record summary Table view Tree view Methods 50Ls HTTP calls Transaction log

Transaction faccount/save/division/daejun

Original URL

Project code 5490 Status 200 |

Error level Warning Error class

Error message Intermal RuntimeException

Elapsed time 6,638ms

Start time 24/09/24 15:49:52.317 End time 24/09/24 15:49:58.955
User agent Muozilla/5.0 (X11; U; Linux i686; en-US; rv:1.3) Gecko/20030320

Transaction ID

-8541160086278366865

Agent name (oname) demo-8101 Agent ID (oid) -877561626
Agent group name dema-okind-1 Agent group ID -628198688
Agent server name node-1 Agent server ID 334634079
HTTP methed GET SQL time 918ms
HTTP call time 4,305ms SQL count 8

HTTP call count 4 SQOL patch time 16ms

DB CONN. time 249ms SQL fetch count 1,065

CPU usage time Oms Memaory allocation 623,136byte
Client IP 152.4.69.63 Operating system Linux
Domain 255.255.255.196 Country/Region us

City Chapel Hill Client type Other
Client name Other WClientlD -1744550593
methodCount 0 methodTime 0
Classification Properties Description

Transaction

Transaction o
Original URL

Project code

API or URL call executed by the application, and the path of the transaction. It
converts to a specific format using regular expressions.

It is the URL path that was actually called. A concrete request path that does not
include variables. If there is an original URL, the original URL appears. If there is

no original URL, it is not displayed.

Identification code of the project registered in the WhaTap monitoring service.
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Agent

Properties

Status

Error level

Error class

Error

message

Elapsed time

Start time

End time

User agent

Referer

Transaction
ID

Multi
transaction

ID

Agent name
(oname)

Agent ID (oid)

Agent group

name

Agent group

HITMAP - Trace analysis

Description

HTTP response status code for the transaction.

Level of the error that occurred in the transaction. It is displayed as Warning or

Critical.

Class of the error that occurred in the transaction.

Message of the error that occurred in the transaction.

Transaction execution time.

Transaction start time.

Transaction end time.

Browser used to extract client-related data.

Page address or incoming path used by the browser of the client.

It is a unique ID of the transaction.

It is a unique ID of the multi-transaction. It appears when executed in parallel

with transactions of other applications.

Agent name

It is a unique ID of the agent.

Agent group name set with the okind option.

It is a unique ID of the agent group.
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Step

Resource

Containers

Properties

ID

Agent server

name

Agent server
ID

HTTP method

HTTP call

time

HTTP call

count

DB CONN.

time

SQL time

SQL count

SQL patch

time

SQL fetch

count

CPU usage

time

Memory
allocation

Pod name
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Description

Agent server name set with the ondoe option.

It is a unique ID of the agent server.

HTTP method. (GET, POST, PUT, HEAD, etc.)

Outbound HTTP call time.

Number of outbound HTTP calls.

Time taken to connect to the database.

SQL execution time.

SQL execution count.

Time taken to search for the record. Nesting may occur or other logic may be
included.

Number of the records retrieved from SQL.

CPU time used for processing transactions.

Amount of memory used by the transaction.

It is the name of the Kubernetes Pod that processed the transaction.
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Classification Properties Description
Container Id It is a unique identifier for a specific container running within a Pod.
ClientIP Client IP address.
0osS OS environment in which the browser runs.
Domain Internet address assigned to the IP address that the client connected to.
Country/ .

. Client's country.
. Region

Client
City City in the client's country.
Client type Browser type used by the client.
Client name Device name used by the client.
WClientID This is a unique ID of the client.
methodCount = Number of methods called by transactions.

Method

methodTime Time taken for method execution.

@ + The collected data may differ depending on the application type, settings, and step type. Container
entries appear only when the application is running in the container environment.

* Error related items are displayed when an error occurs from the transaction.

« Some transaction properties provide statistical features. If you select thelull button, a window
appears where you can see the status of transactions occurred during the query time through a
time series chart. If you select a bar graph in the chart, you can go to the Analysis > Transaction
Search menu to view details.

+ WhaTap basically stores the client-related information. For more information about the agent
settings for user data collection, see the following.
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Tree view

To see the transaction execution steps in a tree format, select the Tree view tab. You can see the details of each
transaction and its trace details, trace start time, step time, and call relationship. If you select each section of the

diagram, the tree view of the step appears.

Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log

faccount/write/employee/seoul ali
Start: 08/1008:43:04.579 End: 08/1008:43:10.455 Elapsed: 5876ms Agentname (oname): demo-8100

T Method = HTTP Call @ Active Stack

OGENRGTEN Multi-line View B8 Longest Route ‘ H )

L

Tree view Elapsed time (ms)

" A
‘2)| oy

O [Project] Java APM Demo(5498) [Application] demo-810@ [Transaction namel.. [ s 676

* HTTP-HEADERS host=255.255,255.248 referer=# x-wtap-mst=z7ogu3uam3mrng.. a
[ com,virtual,web, VExec#doFilter - 5,876
[FJcom.virtual.web.Simulasl#process O sETe|
[[]com.virtual.dao.RemoteDAO#execute [ ] 1,159
[ApacheClient] 127.0.0.1:8100 /remote/account/delete/divis.. i [N 1,159

+ com.virtual.TestLogger#println a
[Fleom.virtual.web.Simulaexecute ] 1,230
Clcom.virtual.web.Simula#fexecute? ] 1,230

[ com.virtual.web.Simula#execute3 ] 1,230

- Active k (] a

» « [ApacheClient] 127.0.8.1:8100 /remote/product/rem.. |[ul ] 1,230
= com.virtual.dao.RemoteDAO#execute I 1,230

+ [ApacheClient] 127.0.0.1:8100 /remote/account/create/unit/.. |luh | | 1,247

* com.virtual.dao.RemoteDAO#execute | ] 1,247

+ [ApacheClient] 127.0.0.1:8100 /remote/product/load/unit/da.. alt |

+ com.virtual.dao.RemoteDAO#execute B 065

« com.virtual.web.Simula#execute3 |

« com.virtual.web.Simula#execute2 B 065

+ com.virtual.web.Simula#execute . 065

[ApacheClient] 127.0.0.1:8180 /remote/sales/load/division/.. f
com.virtual.dao.RemoteDAO#execute

1,160
1,160
com.virtual.web.Simula#execute3 1,168
1,160
1,160

com.virtual.web.Simula#execute2
com.virtual.web.Simula#execute
« HTTP parameter = ]

+ Single-line View: You can arrange the tree format at intervals by displaying the texts displayed in the

execution data for each section in a single line.
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Multi-line View: All the texts displayed in the execution data for each section, appear by wrapping words.
Longest Path: The longest route can appear.
= Show Time Bar: The elapsed times are displayed in a bar chart.

(© Show Time: The timestamps, gaps, and elapsed times for each segment are displayed in text.

o 8 seconds or more: Excessive delay state is distinguished in red.
o Between 3 and 8 seconds: state is distinguished in

o Less than 3 seconds: Normal state is distinguished in blue.

@ Hide Time: The time is hidden.

24: You can see only the tree view that hides transaction summary and diagrams. If you select 3£, the hidden

information reappears. This feature is useful when the tree view list is long.

[E: A window appears where you can view SQL variables and HTTP queries. For more information, see the

following.

(D In case of start and step times, the time differences caused by the transaction call environment are
corrected on the screen through traces and mappings in the parent transactions. Accordingly, there

may be differences from the actual time data.
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Active Stack

Record surmmary Table view Tree view Active stack Methods S0Ls HTTP calls Transaction log

faccount/load/division/daegu [al + Stack w Active Stack analysis Beta

Start: 04/0614:16:32.419 End: 04/0614:17:33.709 Elapsed: 61,290ms  Agentname (oname) : demo-8100
Client IP : 167.109.194.221

Active Stack (6)
No Time java.base@l7.0.12/sun.nio.ch.SocketDispatcher. read®(Native Method)
30 14:16:37.807 java.base@l7.08.12/sun.nio.ch.SocketDispatcher. read(SocketDispatcher.java:47)
T java.base@l?.0.12/sun.nio.ch.NioSocketImpl, tryRead(NioSocketImpl. java:266)
70 14:16:48.223 java.base@l7.0.12/sun.nio.ch.NioSocketImpl. implRead(NioSocketImpl. java:317)
java.base@l?.0.12/sun.nio.ch.NioSocketImpl, read (NicSocketImpl, java:355)
&0 14:16:58.504 java.base@l7.0.12/sun.nio.ch.NioSocketImplsl. read (NioSocketImpl. java:308)
g1 14:17:08.542 java.base@l7.0.12/java.net,Socket$SocketInputStream, read (Socket, java: 966)
app//org.apache.http.impl.io.SessionInputBufferImpl.streamRead(SessionInputBu
82 14:17:18.547 fferimpl.java:139)
apache.http.impl.ic.SessionInputBufferInpl. fillBuffer(SessionInputBu
108 14:17:28.575

. Java:lss)
app//org.apache.http.impl.io.SessionInputBufferInpl. readline{SessionInputBuff
erimpl.java:284)

Select the Active stack tab to view the list of active stacks collected from the transaction.

+ Select a collection point (No, Time) from the Active Stack list on the left to display the stack information for

that point on the right.

+ ¥ Stack: You can download the active stack details as a TXT file.

@ + You can check the active stack from items marked with the @ icon in the transaction list.

* For more information about active stacks, see the following.

Al Active Stack Analysis

Beta

Click the Active Stack Analysis button to automatically analyze collected active stacks with AL It identifies
performance issues based on the stack dumps of in-progress transactions and suggests improvements.

The analysis results consist of the following 4 sections:
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+ Summary: Summarizes the number of analyzed stacks and the overall execution flow.

+ Common Patterns: Displays repeatedly observed execution patterns, including pattern name, occurrence

count, and description.

+ Issues Found: Displays identified performance issues with severity levels (High, Medium, Low) along with the

stack information used for the assessment.

Severity Criteria
High Deadlock, complete blocking, same blocking repeated 4+ times
Medium I/0 wait, 2-3 lock contentions, slow external calls
Low Single-occurrence wait, minor optimization opportunities

+ Recommendations: Suggests specific improvement actions by priority.

Each analysis item displays the collected stack number ( No.N ). Click the stack number to view the original stack.

(D « The analysis results are generated by Al and may differ from actual conditions. Use them as

reference material.

+ Member role or above is required.

Multi-transaction

Multi-transaction indicates the transaction involving other agents or projects. In the Multi transaction tab, you

can see the call relationships between applications registered in the WhaTap monitoring service.

© To trace multi-transactions, set the mtrace_enabled optionto true in Management > Agent CONF..

For more information about the agent configuration, see the following.
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Record summary Table view Tree view Multi transaction Active stack Methods S0Ls HTTP calls Transaction log

Table | Tree Y|

Y

B Normal W Slow B Very Slow 1.141ms
forder/delete/dept/daejun % locathost:3306 |
1,071ms
faccount/{aal/{bb)/{cc}
® |ocalhost:3306
S
1,154ms
fproduct/delete/unit/jeju
' jocalhost:3306
—
7,499ms
/sales/remove/division/daegu 1.320ms
faccount/{aa}/{bb}/{cc}
® |ocalhost:3306
A
1,078ms
faccount/{aa)/{bb}/{cc)
- :
£ localhost:3306 S localhost:3306

+ Chart: Provides the call relationships for each transaction in a flowchart. Select a transaction node to see the
trace analysis for the transaction node. In Chart mode, you can use the mouse to go to a desired position or

zoom in or out by scrolling.
o £} Chart view settings: You can display or hide the elements on the chart.

+ Table: In the form of table, you can check the data for each transaction included in the multi-transaction. You
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can select the [ column selection icon to edit the table header columns. You can see the trace analysis data
by selecting each transaction item.

+ Tree: You can see the call relationships between transactions in a tree format. The related additional
functions are the same as those of the Tree view tab.

+ Y Project selection: You can select or deselect projects to be displayed on the chart.

@ + You can see them in the transaction list marked with the @ icon.

+ For more information about the multi-transaction, see the following.

Methods
Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log
faccount/read/unit/jeju |l 4+ Method

No Class Method Parameter/Return Count Sum (ms) Max (ms)
1 com.virtual.dao.Remot...  execute v 27 39,063 2776
2 com virtual dao PliTest oxec (Ljava/sql/PreparedSta... 3 ] i]
3 com.virtual.dao.nsenD...  executle (Ljava/lang/String;)V 2 4 3
4 com.virtual.dao.Update...  execute2 (Ljava/lang/String;)V 2 18 14
5 com.virtual.dao.Delete...  execute v 2 3 2
6 com.virtual.dao.Select...  execute2 (Ljava/lang/String;)V 1 5 5
7 com.virtual. dao Update execute v 1 4 4
8 com.virtual dao.Select...  execute2 ov 1 7 7
9 com.virtual.dao.Select..  execute ov 1 9 9
10 com.virtual dao InsertD._.  execute2 v 1 3 3

To see only the method data, select the Methods tab. It displays the method name and step time for which
tracing has been set on the agent. When unnecessary logics are repeatedly executed, it can be used as analysis
data to improve the method logic by finding the case where the execution takes longer than the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.
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(D For more information about the agent configuration options on methods, see the following. Method

tracing support may differ depending on the product in use.

SQLs

No

1

Record summary

Table view

Jaccount/read/unit/jeju

Database

jdbc:mysgl:/flocalhost....
jdbc:mysqgl://localhost:...
jdbe:mysql./flocalhost:...
jdbe:mysql./localhost:..
jdbc:mysql:/flocalhost:...
jdbe:mysal:#flocalhost:...
jdbc:mysqgl/flocalhost:...

jdbe:mysqldflocalhost:,.

Tree view

sqL

DELETE FROM Custom...
SELECT distance, lat, lo...
SELECT distance, lat, lo...
UPDATE emp set e.ena...
update table set x=#w...
SELECT p.Name AS Pr.__

SELECT customer_info...

INSERT INTO EMP VAL

Active stack

Methods

Count

S0Ls HTTF calls

Sum (ms)

Max (ms)

Transaction log

* s0L

To check the SQL statement information, select the SQLs tab. In case of unnecessarily repetitive execution, it can

be used as analytical data to improve query performance by finding the case where the execution time takes

longer compared to the low count.

+ luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >

Transaction Search menu appears. You can see the list of transactions for the selected time zone.

« ¥ SQL: You can download the SQL-related details as a TXT file.
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HTTP calls
Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log
faccount/read/unit/jeju A 4+ HTTP
No Remote server URL Count Sum (ms) Max (ms)
1 127.0.0.1:8105 fremotefaccount/save... 2 4116 2776
2 127.0.0.1:8105 fremote/order/save/di... 1 238 238
3 127.0.01:8705 fremote/sales/pickup/... 1 922 922
4 127.0.0.1:8105 fremote/sales/remoave. . 1 1,980 1,980
5 127.0.0.1:8105 fremote/order/save/de... 1 2639 2,639
B 127.0.01:8105 Sremote/edu/kil/unit/p... 1 1,516 1,519
7 127.0.0.1:8105 [remoteforder/read/de... 1 1.467 1467
B 127.0.0.1:8105 [remote/order/delete/... 1 485 485
9 127.0.0.1:8105 J/remote/sales/killfemp... 1 2,210 2210

To see the count, time sum, average time, and such for HTTP calls, select the HTTP calls tab. If unnecessary
external calls are repeatedly executed, it can be used as analytical information to determine whether the
transaction delays are external or internal by finding the cases where the execution time takes longer compared
to the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.

+ ¥ HTTP: You can download the HTTP call-related details as a TXT file.

Transaction log

To see the logs of the transaction, select the Transaction log tab.
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Transaction information

Record summary Table view Tree view Multi transaction Methods S0Ls HTTP calls Transaction log

/sales/save/division/daejun all

oname Timestamp Log
java-demo? 20250416 09:17:12.571  @ndd 2737043795003671073 peode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632114
select distinct pp.lastname, pp.firstname
java-demoZ2 2025-04-16 091712773 @txid 2737043795003671073 pcode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demoZ2 agenttime 1744762632155
select
java-demo2 20250416 09:17:12.773  @udd 2737043795003671073 pcode 8 onodeMame node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632193

select productid, avg(orderqty) as averagequantity, sum(linetotal) as total

* luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.

*+ Log Search: You can go to Log Search to easily find the desired log data.

+ Keyword search: Enter the desired text to search in the keyword search field, and then press Enter or select
the Q button. It highlights the keywords that match the entered text.

« & Keyword highlight: If you set the keyword and color, the texts that match the keyword are automatically
highlighted in the log list. For more information, see the following.

+ [ Column settings: You can add columns or change the order of columns displayed in the log list table. For

more information, see the following.

« {¥ Log view detail setting: You can configure the items to be displayed in the log list. For more information,

see the following.

(@ + To enable the Transaction log tab, apply the agent setting options related to the logs. For more

information about the log settings, see the following.

+ The Transaction log tab can be accessed by only the members with the View log role. For more

information about the member roles, see the following.

Setting the keyword highlight

1. To add keywords to highlight, select .
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T=T = IT~1T = I~a1

(

Highlight

. FATAL
. ERROR

WARN

hnte farraiint fevaatrs fanid feannl

efarne=7N

2. Enter a desired keyword.
3. Select the color icon and then select a desired color.

4. Press Enter. The added keywords are added in the list.

Deleting the keyword highlight

To delete the items unused from the highlight list, select —.

Displaying or hiding the table columns

1. Select [IIl on the upper right of the table.

HITMAP - Trace analysis

2. Ifthe Column settings window appears, select or unselect the desired item in the list on the left.

You can also hide columns by selecting the X button in the list on the right.

3. After all settings are finished, select Confirm. The set content is applied to the table.

Reordering the table columns

1. Select [IIl on the upper right of the table.

2. When the Column settings window appears, change the order by dragging the desired items from the

list on the right.
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3. After all settings are finished, select Confirm. The set content is applied to the table.

Setting to display the table content

1. Select £+ on the upper right of the table.

2. When the Log view detail setting window appears, set the desired options.

* Select content or Tag to determine whether or not to display the log content.

* Tag management: Tags are displayed in the log in the order of addition. The order of tags can be
changed by dragging. Disabled tags do not appear in the logs.

3. After all settings are finished, click X. The set content is applied to the table.

(D For more information about Log view detail setting, see the following.

Additional options

Viewing HTTP parameters
You can view the HTTP parameters of the transaction in the Table view tab.

1. Scroll down the page to the final step of the transaction.
Select the & HTTP parameters item.

If the HTTP-PARAMETERS window appears, select Password.

> w N

Enter the specified Param Key. You can see the hidden parameters.

(D + For the agent settings for HTTP parameters, see the following.

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the
WHATAP_HOME /paramkey.txt file. You can change it to another string. The key in paramkey.txt is
required to view the SQL variables and HTTP queries, and stop the threads.
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Viewing SQL parameters

Select the SQL step in the Table view tab or select [5 in the Tree view tab. The SQL window appears to display
parameters.

saL

Connection URL jdbc:mysql://localhost:3306,localhost:3310/fake@BasicDataSource
CPU accumulation 3ms
Memory accumulation 329,752byte

Query (Hash: -2057375474) £ Password | [ saL format | [ I

SID 107

insert into
dept
values(

Substitution variables

The parameter does not exist or decryption has failed

Please check your password at [paramkey.txt] in the agent installation path to decrypt parameters

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the
WHATAP_HOME /paramkey.txt file. You can change it to another string.

® The key in paramkey.txt is required to view the SQL variables and HTTP queries, and stop the
threads.

+ SQL format: You can indent and format your SQL statements for better readability.
« [0J: A SQL statement can be copied to the clipboard.

+ Statistics: Go to Statistics > SQL.

© To search SQL variables and HTTP queries, add the following options to the agent settings.
+ For agent settings related to recording SQL parameters, see the following.
+ For agent settings related to recording the HTTP parameters, see the following.

whatap.conf
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profile_sql_param_enabled=true

// HTTP parameter lookup option: If the option is applied, HTTP query parameters are collected after being

encrypted.
profile_http_parameter_enabled=true

Configuring the table columns

In the transaction list, you can hide the table header columns or add any of them. You can also change the
column order. Select [IIl Column Settings.
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Column Settings

Please select a column to display 3 Q,
Salact All () Initialized =1 Disphy columr. 2,)
Agent group 1D No
Agent group name
I Agent name (oname) *
Agent 1D (oid)

Agent name (oname) I Transactian x
Agent server ID | Elapsed time X
Agent server name ) _

|l Start time YY/MM/DD 00:00:00 X
City
_ I End time ¥Y/MM/DD 00:00:00 X

Client IP
Country/Region | HTTP call count X
CPU usage time || HTTP call time ®
Custom TID

I QL time Y

DE CONN. time
Damain I sQL count ®

Elapsed time | DB COMM. time X

End time

|| SQL patches count *
Error level
I Error message b4
Error message
HTTP call count I Client 1P X

O . After configuration, select Confirm to apply the settings in the table.

+ Inthe (3 search bar, enter text to search the desired columns. Only the columns that meet the
entered text are displayed.

Adding columns

From the (1 list, select the items to add as table header columns. To select all items, select Select All.
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Deleting columns

From the (1 list, unselect the columns to delete. Alternatively, select X on the right of the item to delete from
the (2 list.

Changing the column order

Drag an item to reposition from the (2’ list, and then move it to the desired position.

Initializing the configuration

To cancel all changes and reset them, select () Initialized.

Downloading the viewed data

To download the data output in the table in .txt file format, select ¥ TXT.
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Business Dashboard

Home > Select Project > Dashboard > Business Dashboard

The Business Dashboard allows you to monitor application performance by business unit (App Context).

You can analyze both real-time and historical performance data for each business context, defined by URL
patterns or paths.

By viewing key metrics like TPS, response time, and error rate per business context, you can quickly identify
performance issues in specific operations or services.

Layout Overview

Il uve 14:00013 (D - Total & Active & Inactive 0 =
dey3975208-8090 dev3P5209-8091 dev3O7S211-8002 dev397S213-8093 dev3IT5214-8004 dev3975216-B005
— |og
= |88
Detail Business Name TPS  Transaction Co... Transactions... Response time Error Count Error Rate Error/min
1,955ms 6%
@ faccount 95 54,851 5485 33.337 3.333
avg 1.802ma ] 60.27%
Aax 1.956ms Max 66%
2,067ms .
[E  edu 27 15,501 1,550 459 945
1.804ms ) 60.51%
2.067ms « 68
4,002ms
50%
@ /myix 1 692 69 74 aat
7 10.44%
% 5%
[n]= o '
oo Card View
Jaccount > fedu Imytx
S Transaction Count Transactions/min TS Transaction Count Transactions/min s Transaction Count Transactions/min
94.54 56,251 5,625 26.7 15,885 1,588 119 710 7
Error Rate Efror Count Errar/min Error Rate Error Count Error/min Error Rate Error Count. Error/man
60.78% 34,192 3,419 61.24% 9,728 972 10.7% 76 7
66% 8% 0%
1,955ms 2,067ms 4,002ms
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Time Range

Use the time selector at the top left to set the desired time range for data retrieval.
To the right of the time selector, you can view the status of agents connected to the project to immediately check

whether the monitored servers are running.

+ Live Mode: Auto-refreshes every 5 seconds, displaying data from the last 10 minutes.
+ Historical Mode: Allows you to query data up to the past month.

+ Data aggregation unit:

o Under 3 hours: Raw data
o 3 hours to 3 days: 5-minute statistics

o Over 3 days: 1-hour statistics

Agent Selection

Below the time selector, you can see the list of agents under the selected project.
Click an agent to highlight it with a blue tag and filter the dashboard to show only its data.

(D For more information on agent selection, see the following.

View Mode

You can toggle between two view modes based on your preference by clicking the icons on the top left:

+ = Table View
Displays all business items in a table format, making it easy to compare and sort data.
Suitable for quickly understanding the overall situation at a glance.
+ £E Card View
Presents each business item as a card.
You can choose from 1 to 4 columns, making it flexible depending on your monitor size or working
environment.
Ideal for dashboard-style viewing or focusing on specific business performance.
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Sort Options

You can select a metric to sort data by task in both the table view and the card view.

Search by Business Name

Use the search field to quickly locate a specific business by name.

Task Alias Settings
Click the button to open a drawer where you can assign aliases to task names displayed as URL prefixes.

+ Enter the task name (URL prefix) to apply the alias to in the left column
+ Enter the alias to apply to the task name in the right column
+ Use the Add Item button to add an entry, and the Delete button to remove an entry

+ Click the Apply button at the bottom to apply the changes

CSV Download

Click the icon next to the search bar (top-right) to download performance data for all business items on the

screen as a CSV file.

Business Performance Metrics

For each business unit, the following key performance indicators are available.
These metrics include both real-time data and aggregated stats over the selected time range.
Charts are available for active transactions, response time, and error rate.

+ Active Transactions: Shows the number of currently processing transactions via a speedometer for intuitive

real-time load insight.
+ TPS (Transactions Per Second): Measures system throughput.
+ Transaction Count: Total transactions collected during the selected period.

+ Transactions/min: Average number of transactions per minute, helpful for identifying traffic patterns.
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* Response Time: Includes average and max response times; trends are shown in charts.
+ Error Count: Total errors during the selected period.
* Error Rate (%): Percentage of failed transactions.

+ Errors/min: Average number of errors per minute.

Business Detail Analysis

Top Transaction Stats

Click the detail icon in either the table or card view to open a drawer on the right showing the top 30
transactions for the selected business context.

© How to open detail view:
« Table View: Click (2 in the left-most column.

+ Card View: Click the arrow (>) at the top right of the card.

Steps:

1. Click the detail icon in table or card view.
A drawer will open on the right displaying top 30 transactions for that business.

Use the sort dropdown (default: by count).

> w DN

Available transaction data includes:

* Transaction name

* Detailed analysis ([)
* Count

* Errors

* Avg time (ms)

* Max time (ms)

* Avg CPU time
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* Avg memory allocation
e SQL count

* Avg SQL time (ms)

e SQL fetch count

* Avg SQL fetch count

e HTTP call count

* Avg HTTP call time (ms)

5. Use the search bar at the top of the drawer to filter specific transactions.
6. Click the detailed analysis icon [@ for each transaction to view more information.

7. If atransaction event based on the URL occurs within the selected time range, the configured level is
displayed.
If the level is A (Warning) or A (Critical), you can click the icon in the Health column to view the event

history.

Event History

If a transaction event based on context is triggered within the selected time range, the defined level is displayed.
Click the icon to view the event history.

* You can check the event name, occurrence time, and message.

+ Use the search function to find specific events.

Agent Configuration

To use the Business Dashboard, agent configuration is required.

Supported Agent Versions

+ Python: 1.8.5 or higher
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Required Setting

# Enable business context monitoring

app_context_enabled=true

Optional Settings

# Parser type (default/prefix/match)
app_context_parser=default

# Reset parser's internal cache/settings

whatap.app_context_parser_reset=0

# Depth of path segment to extract
whatap.app_context_path_depth=1

# Mapping of names to monitored paths (comma-separated)

whatap.app_context_path_set=name1@url1,name2@url2,url3,name4@url4

@ -« If no data appears in the dashboard, verify the agent settings.
+ If the agent version is too old, upgrade to the latest supported version.

* Business context can be defined automatically or manually based on URL patterns.
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Flex Board

Flex Board is a custom integrated dashboard. You can create a real-time dashboard with the project data such

as applications, servers, databases, and containers.

You can quickly complete the initial setup with preconfigured templates and build dashboards in your preferred
format. By adding data widgets or modifying properties, you can display information in the form you need, and
with filtering functions, you can narrow down monitoring targets. When you set a time range, you can check
data from a specific point in time, and by using auxiliary charts, you can analyze data in various ways.
Dashboards can be added to favorites for easy access, and personalized dashboards can be copied to other

accounts for reuse.



Flex Board

Application service LLEQ@O
Widget templates == all metrics Edit Mode Admin View mode 7 Filter | Il | LIVE 16:06:00 g @ &

A application status & : Speed chart &

@
Java APM Demo 142 58 72
Active status mﬁm’m’nﬁ‘m T
Active transaction

B Active transaction TopN
L Agent count Ac.. £ i Active transaction & c]
1 Alert list 136 | METHOD demo-8100 Active
: 5
" Apdex * 100 4| soL
[~ Application GC
ke 116 | HTTPC
| Application Heap
1
|~ Application Host Resource C & | jpec
" B very
£ Applieation status mo 0 | soCKET B Slow
o B Normal
|~ Application Thread
I Goncurrent users Apdex* 100 ~ @ ¢ TS 2 @ ¢ TodaysTPS 2 @ i | A
180
L Event Timeline 180
. 136.52
[H Group widget 48] 135
B HITMAP 71 8 . a0 Y
[ Log 4xx, 5xX count " \
as 45
| Log count
|+ Log lang-term archive statistics 0 0 e
1536 1540 1544 1548 1552 1556 16:00 16:04 01:00 0500 0900 1300 1700 21:00
|~ Log Request success rate
&, Maintenance plan Concurrent users < @ H Response time & @ Today's concurrent users &
1,200
[@] Project Dverview 1200 s
884
| Response time Q00 v 453 ana
» 3.38s
[~ Response time by Log b
&00 38 600
[E] Rich text
1 300
{ speed chart 0 =
|~ Taday Transaction error count Q n o
1536 1540 1544 1548 1552 1556 1600 1604 1536 1540 1544 1548 1552 1556 1600 16:04 01:00 0500 0900 1300 1700 2100
| Todays concurrent users
|+ Today's response time
|~ TodaysTPS
= TPS
|~ Transaction emor count

The usage scope of the Flex board differs depending on the following entry:
Home > Integrated Flex Board
* When creating a widget, all projects that can be viewed are provided as options.

* The dashboard is saved in your account and can be shared with other users with the "To copy" feature.

+ Individual account dashboards are not affected by the role, but the shared dashboards are read-only and
cannot be edited.
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Home > Select Project > Dashboard > Flex Board

* When creating a widget, the related project data is automatically entered.
* The created Flex board is automatically shared with other project members.

+ The users with the project Edit role or Project flexboard update role, and site admin role can modify the
board.

© Users with edit permissions for the Flex Board can use the following features:
+ Export and import dashboards as JSON files
+ Check data requests and responses within the dashboard

+ View and edit widget configuration options in JSON format

(D 1In the Flex Board menu within the project, only the users with the dashboard editing role can access
Edit Mode, Admin Mode, and Filter.

* Accessible member permissions
o Project Edit role
o Project flexboard update role
o Site Admin role
* For more information about the View mode and Filter, see the following.

* For more information about the member roles, see the following.
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© You can build dashboards using various widget templates, including metrics widgets.
For details on the features and usage of each template, see the Widget template document.

Apply a preset template

Use a preset template to speed up the initial setup, then modify it as needed.

1. Select the Flex Board menu.
2. From the Template list on the left, select the template you want.

3. When the Flex board management window appears, enter a name in Rename.
* InLayout, select a widget and drag it to the position you want.
4. Click the Save button. A Flex board is created based on the selected template.

* You can check the created board in the board list of Flex Board.

Create a Flex board

You can create a Flex board and place widgets to build your own dashboard.

1. InFlex Board, click the Create Dashboard button at the top right.

Using Flex board

2. When the Create Dashboard window appears, enter the dashboard Name in the input box.

3. Select a widget placement method, then click the Create Dashboard button.

* Fixed layout flexboard: free widget placement with pixel basis

* Responsive flexboard: responsive grid layout based on browser size
(configure the grid, then click the Create Dashboard button)

4. Inthe Widget templates selection screen, choose the widgets to place on the dashboard.
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* To add metrics widgets, click the All Metrics button on the right of Widget templates.

@O « widget templates: choose from a predefined widget list that summarizes key indicators
commonly used in monitoring.

* All metrics: create widgets based on all metrics data collected in your project. For details
about metrics widgets, see the following document.

5. Move the placed widgets or adjust their size.

* When a crosshair cursor appears at the top of a widget, click and drag the widget to move it.

* When an arrow cursor appears at the bottom right of a widget, click and drag to resize it.

6. After you finish placing widgets, select View mode to review the layout. To edit the layout again, select
Edit Mode and adjust widget placement.

7. When all steps are complete, click the =] (Go to list) icon at the top right.

*  You can check the created board in Flex Board under Dashboard list. Select the created board to
view the new Flex board.

(D We plan to add dashboard templates or widgets based on customer feedback. If you need a specific
dashboard template or widget, contact us at support@whatap.io.

Edit a Flex board

D Flex board edit permissions

+ Home > Integrated Flex Board: this is a personal account dashboard, so permissions do not apply;
however, dashboards shared as read only cannot be edited.

+ Home > Select project > Dashboard > Flex Board: users with project edit permission, project Flex
board edit permission, or Site Admin permission can edit.

For details on member permissions, see the following document.
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1. In Flex Board under Dashboard list, click the edit icon 2. The Flex board management window
appears on the right.

2. Inthe Flex board management window, configure Name, Project, Layout, widget.json, and option.json.
* Rename: edit the dashboard name.

* Project: select the project from which widgets will fetch data.

You can configure the Project option only in Home > Integrated Flex Board.
If you entered from Integrated Flex Board, you can select the data source project for
each widget.

1. Click the + button at the top right of a widget, then search and select one or
multiple projects.

2. After selecting projects, click the Apply button.

* Layout

o Drag widgets to move them.
o Click and drag the bottom right of a widget to resize it.

o To delete a widget, click the Ti icon at the top right of the widget.

* Widget.json: import dashboard widget settings in JSON format. Click the I[] icon to copy the JSON.

* Option.json: import dashboard option settings in JSON format. Click the [[] icon to copy the JSON.

Delete a Flex board

1. In Flex Board > Dashboard list, click the Ti] icon for the item to delete.

2. Inthe confirmation message, click the Delete button.

Dashboard deletion behavior differs for owners and shared users.

« If the dashboard owner deletes a dashboard, it is deleted for all user accounts with whom it was
shared.
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+ If a user who received a shared dashboard deletes it, it is deleted only from that user's Dashboard
list. The original dashboard remains.

Share a Flex board

The Flex board sharing feature is available only in Home > Integrated Flex Board.
It is not provided in a project’s Flex board menu.

(D Difference between share and copy

Dashboard Dashboard Dashboard_copied Dashboard_copied_copied

. Shariné] >> . . . Copy >> . Copy >> .
dah A dah 0 0 0

Project A Project A Project A Project A Project A Project A
Project B Project B Project B Project B
Project C Project C

+ Share: all members you share with view the same dashboard.

+ Copy: if you copy a dashboard to another member or to yourself, you view a separate copied
dashboard.

+ Dashboards shared or copied as Read only cannot be edited. They can be edited only if shared as
Edit mode.

+ Members who receive a dashboard as Read only can also re-share as read only or copy that
dashboard.
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* You can share a dashboard only with members who belong to at least one of the projects included
in the dashboard. Check whether the member to share or copy to belongs to the relevant project.

test KBS-JINS-OKD-TEST, K8S-JINS-TEST-MICROKES, DB-M

You can share a Flex board created in Integrated Flex Board with other members. When the owner edits a
shared dashboard, the changes apply to all members it was shared with.

1. InIntegrated Flex Board under Dashboard list, click the 5o icon for the dashboard to share.

2. When the Sharing a dashboard window appears, select one or multiple members to share with, or
enter accounts directly.

» If you select Read only, members cannot edit the shared dashboard.

* Share targets must belong to at least one of the projects included in the dashboard.
3. Click the Share button.

* Shared items display the Shared tag. Hover over the Shared tag to view information about the
members you shared with.

* Items shared as read only display the Read only tag.

When you receive a shared dashboard When you share a dashboard (dashboard c

Dashboard owner

QUL n Dashboard owner
Dashboard sharer D demoowner@whatap.io

Q ga@whatap.io

List of member sharing dashboards
List of member sharing dashboards K kjim@whatap.io

Q ga@whatap.io

1_"_\( Shared

\:\J' Shared  Read only 410:19 M

© Dashboard sharing conditions

* The dashboard sharing feature is available only in Home > Integrated Flex Board.
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* Anyone can share their own dashboard, and you can re-share or copy a dashboard you
received.

* Dashboards received as Read only cannot be edited; dashboards received as Edit mode
can be edited.

¢ If the owner deletes a dashboard, it is deleted for all accounts that received it.

» If arecipient deletes a dashboard, it is removed only from that user’s Dashboard list and
the original remains.

* For projects in a received dashboard where you do not have View permission, you cannot
view data.

Copy a Flex board
Users can copy a Flex board and send it to other members.

1. InIntegrated Flex Board under Dashboard list, click the I[] icon.

2. Choose a copy option.

* Copy to me: copy to your own account.

a. An item with the _copied suffix is added to Dashboard list.

* Copy to others: copy to another member’s account.

a. Click + Account.
b. Select the email of the member to copy to and click the Copy dashboard button.
c. An item with the _copied suffix is added to that member’'s Dashboard list.

Share as a JSON file

You can export Flex board settings to a JSON file to share with other members, or import settings from other
members.
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Export

1. Go to Integrated Flex Board or a project’s Flex board menu.
2. In Dashboard list, click the [/} button.

3. Choose an export option.

* Include Project Information: include dashboard project information in the JSON file when sharing.

* Except Project Information: share without including dashboard project information in the JSON
file.

4. Download the JSON file and send it to the member you want to share with.

Import

1. Go to Integrated Flex Board or a project’s Flex board menu.
2. Click the [¢ Import button at the top right.

3. Select the downloaded JSON file.

(D only members with Edit permission for the project can use this feature.

Flex board screen modes

Features vary by Flex board screen mode.

(D Accessible member permissions

Only users with Edit permission in a project’s Flex Board menu can access Edit Mode, Admin, and

Filter. For details on member permissions, see the following document.
*+ Project Edit permission
+ Project flexboard update permission

+ Site Admin permission
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Modes

Available features differ by Flex Board screen mode.

+ Edit Mode: place widgets from the widget template list on the Flex board layout; edit, delete, or reposition

widgets.

+ Admin: manage widget properties in JSON format. Click the ¥ button at the top right of a widget on the

layout.

+ View mode: after finishing layout, sizing, and detailed options, monitor each widget's data in real time like a
dashboard.

Common features

+ Data filtering

* Real time data time range settings
* Print mode

* Flex board management

+ Data merge options

Data filtering

Use data filtering to narrow monitoring targets and build an efficient Flex board.

1. Atthe top of the screen, click the Y Filter tab.
2. Inthe Filter window on the right, select filter targets. To select all filter targets, choose Select all.
* Agent option: select agent types or an application list, with Search available

* Metrics option: select a project or agent type; add + And conditions, or auto select by string with
Contain or Exclude

3. After selecting filter targets, click the Apply button.
4. Save frequently used conditions with the Save filter button.

a. Enter a filter name and select Save. Saved filters appears at the bottom of the Filter window.
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Filtering conditions

Filtering conditions are divided into agent type and metrics type.

Agents provide only basic monitoring targets as selectable options, while metrics provide selectable tags for all
metrics data collected in the project. The metrics type is useful when you collect data in a non agent form and
want to apply filtering. For details on metrics, see the following document.

Type Agent Metrics

WhaTap project monitoring targets
Selection options (applications, servers, databases, All metrics tags including agents
containers, Kubernetes PODs and NODEs)

Scope All widgets All widgets that use metrics data

Filtering method Checkboxes Equal, Contain, Exclude

Set the lookup time

Use the time selector at the top right of Flex Board to set data lookup time for widgets.

+ || : stop real time mode and set a specific lookup time

+ (®: switch back to real time mode

Print

You can save the Flex board screen as a PDF and print it.

1. On the Flex board screen, click the 1 icon at the top right to switch to print mode.

2. Configure options.

* Viewing filter options: toggle filter options on the screen

* Convert to {mode} orientation / Convert to {mode} orientation: change orientation to horizontal

or vertical

3. After finishing, select PDFDownload.

153



Using Flex board

4. To exit print mode, click the X Exit print mode at the top right.

Flex board management

You can change the Flex board layout; move, resize, or rename widgets; and use other management features.
You can also open Flex board management by clicking the 2 icon in Dashboard > Flex Board under
Dashboard list.

1. On the Flex board screen, click the £} icon at the top right to open the Flex board management

window.

* Rename: change the Flex board name
* Layout: move, resize, and delete widgets

* Don't Allow Other Users to Modify.: restrict modifications

°o Members with edit permission can edit, delete, and modify; if you enable the option, it changes
to Don't Allow Other Users to Modify.: On

* Widget.json: edit and manage widgets on the Flex board in JSON

* Option.json: edit and manage Flex board settings in JSON (project info, Flex board filters, time

selection, and other settings)

The Widget.json and Option.json features are available only to dashboard

administrators.

2. After completing all settings, click the Save button.

Add a dashboard to favorites

You can add a Flex board you created to favorites for quick access. In Dashboard > Flex Board under Dashboard
list, click the ¥ button for the dashboard to add. It changes to ¥.
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Managing The Widgets
You can customize your dashboard by handling the widgets placed on the Flex board.

© You can build dashboards using various widget templates, including metrics widgets.
For details on the features and usage of each template, see the Widget template document.

Adding a widget
You can add any widget to the created Flex board.

1. In Dashboard list of Flex Board, select a dashboard to add the widget.
2. Onthe upper left of the screen, select Edit Mode.

3. Select a desired widget from the Widget templates list on the left. To add a metrics widget, select All

metrics and then click a desired widget.

+ If you have entered Integrated Flex Board on the Home screen and added a widget, click Project selection

and then select target projects to collect.

+ If you have more widgets to add, repeat the same procedure.

4. After all steps are finished, select View mode to check the layout and then select 2] (Go to list).

Changing the widget attributes

In Dashboard list of Flex Board, select a board to change the widget properties. It goes to Edit Mode.

Changing the widget name

1. On the right of the widget name to change, select 2.

2. Setthe widget values for Title, Font size, and Color, and then select Save.
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» Ifthe Apply to the entire widget toggle button is enabled, the font size and color are applied to

other widgets.

* To lock the widget title, select Configuration icon and then click Save.

Time Setting

1. On the upper right of the widget to set the time, select ©.

2. Setthe time in the Select a time window.

* To apply the set time to the dashboard, check Use dashboard settings. The time setting on the
dashboard is located on the upper right.

* To apply a desired time setting, uncheck Use dashboard settings. Use < or > to set the desired

time.

3. After setting the time, select X.

(D Depending on the data type of the widget, the time setting may not be available.

Setting the output data options
By setting the output data options of the chart widget, you can select the desired data.

1. Atthe top right of the widget, click the : icon to configure the output data options.

* You can filter data by selecting types for project, agent, application, etc.
* You can change the type of the graph displayed on the chart by selecting individual or merged data.

* Select : > {¥.You can change the option details through the Chart settings window. The options
that can be set are as follows.

o Chart type: This option allows you to display the current aggregated figures on the chart.

o y axis Chart max value: The chart maximum value on the Y axis can be selected with one of

Auto and Fix.

o Set horizontal line: Select Add to display the threshold or range as a horizontal line. You can
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apply multiple items added. After adding the horizontal line, select Apply to apply it to the
chart.

o Show chart max value: The maximum value of the graph is displayed on the chart.

o Sub-chart: You can add a sub-chart to the main charts of the widget. Select a type of sub-chart
and then select its layout, size, and whether or not to merge data. To apply to other widgets,
select Apply to the entire widget. Sub-charts are useful to view data in various ways.

After setting all options, on the left of the Chart settings window, click X or click the outside of the
Chart settings window.

(D Depending on the widget's data type, available options may differ.

Changing the metrics widget data

You can change the data query conditions of the metrics widget.

> w N

In Flex Board > Dashboard list, select the dashboard where you want to change the widget data.
In Edit Mode, click the : icon at the top right of the widget you want to modify.
Click the <> icon to open the data settings edit window.

Change the settings referencing the following, and then select < Apply to the widget.

* Metrics options that are created by default when creating a widget appear on the tab.
* Metrics options are Category, Field, and Tag.
* The Category currently restricts the editing function.

* In Field and Tag, multiple items can be selected. The chart data is grouped using the selected tag
options.

+ Select [EY to query the original data.

* For more information aboutObject Merge and Time merge, see the Data merge options.
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The metrics widget placed on the All metrics list of the Flex board provides the data merge options. Data merge

provides the following methods: Object Merge and Time merge.

* Object Merge

It is used to group the chart data based on the tag (e.g. agent name) selected on the left. At this time, if the

tags match among the data with different fields (e.g. CPU), the corresponding data is merged.

+ Time merge

It is mainly used if the lookup time is too long. Data with the same fields in the original data are merged at

regular time intervals (5 minutes or 1 hour) depending on the time range. This method is called "Time

Merge."

* AWS ColudWatch Metrics

In case of AWS monitoring metrics, the statistical method is added after the field name in the form of suffix.

Data merging defaults reference this suffix.

CPUUtilization.Average
4

[ — S—

F—

01:00 0300 0500

07.00  09:00

11:00

13:00

15:00

1700 19:00

21:00

23:00

Metrics

_interval_

make_hour
_pk_
Affinity
Agency
Architecture
AvailabilityZone
defaultCores
defaultThreadsPerCore
dimension

GroupMame

Object Merge

Avg

Time merge

Avg W

1. In Edit Mode, select All metrics and then change the Widget templates list to the All metrics list.

> W N

Place the metrics widget on the layout.

On the upper right of the metrics widget, select :

size, the metrics option's location may differ.

158

If a tag (e.g. agent name) option is selected, the data merge options appear. Depending on the widget



Copying a widget

1. Click : onthe upper right of the widget.

2. Click .

3. Ifthe Copy window appears, click + Add widget.

4. Change the widget name in the list.

5. Click Apply.

6. In Edit Mode, you can see the copied widget.
Delete Widget

1. Click : onthe upper right of the widget.

2. Click X.

3.

Managing the widgets

If the confirmation message appears, click Delete. To cancel the deletion, select Cancel.
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Analysis

It provides a menu that allows you to analyze the application environment from various perspectives. You can
identify the zones with high load or poor performance and provide various performance metrics to check the
daily status. You can also trace and analyze transactions for performance measurement.

Through the analysis provided by WhaTap, you can analyze key performances, identify the problems, and
respond to any failures that may occur.

Daily APP. Status

You can check the daily trends of the application's key performance metrics through the hourly chart. For more
information, see the following.

Performance Trend

By charting the trends of key application performance metrics for a specific period, you can quickly identify the
zones with high load or poor performance, and point the time zone when a problem occurred. For more
information, see the following.

Metrics Chart

You can search the metrics through visualized charts. For more information, see the following.

Metrics Search

You can view the performance metrics for categorized applications by using the data organized based on the
tags and fields. For more information, see the following.

Stack

It collects transaction stacks and provides the usage statistics for executing methods and the statistics on
commonly used stacks. Through the stacks for running transactions, you can identify long-running methods or
short-running but frequently running methods. For more information, see the following.
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Cube

Performance statistics created every 5 minutes are called "Cubes." A statistical analysis tool for post analysis can
set a zone with high response time, error count, and throughput. During the same time zone, the problem
factors can be identified or the services can be monitored. The geographic traffic distribution and resource

usage can be identified. For more information, see the following.

Hitmap

It provides a distribution chart expressing the response time to user requests over time. Depending on the type
of distribution chart, it is helpful to identify the type of failure occurred. For more information, see the following.

Multiple Transaction Trace

It traces calls between transactions associated with different agents or projects. The transactions and trace data
are provided so that you can see various call relationships at a glance within or between systems, and identify
where problems occurred for improvement. For more information, see the following.

Transaction Search

You can view the statistics on the performance properties and execution status for each transaction for a specific
period of time. You can view all transactions and quickly check their status (normal or error). Through the
provided information, you can find which transactions are busy and resource-consuming. Various filters can be
enabled depending on the transaction properties, making it useful in finding transactions with specific
conditions. For more information, see the following.
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Daily Application Status

Home > Select Project > Analysis > Daily APP. Status

You can check the daily trends of the application's key performance metrics through the hourly chart.
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You can check the application status for the day. Set the search conditions (Select date, Type, Application) and
then select [EJ). The conditions of the Type option are as follows:

Classification Description

Agent Application agent name included in the project



Daily Application Status

Classification Description
Agent kind Group unit categorized as the whatap.okind option in agent settings
Agent node Group unit categorized as the whatap.onode option in agent settings

The provided charts are as follows: The numbers on the right of the chart display the accumulated value or

average, and maximum value for the day.

+ Transaction per hour

+ Users per hour

(D Today's visits is the sum of users accumulated for the day without duplication. Instead of simply
adding up, it is calculated using HyperLoglLog. HyperLogLog is a probabilistic data structure that

estimates the number of elements in a set with very little memory.

* HTTP call count per hour
* SQL count per hour

+ SQL fetch count per hour
* Response time

+ Transaction per second

+ Active transaction

* Errors in 5mins

* Error rate
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Performance Trend

Home > Select Project > Analysis > Performance Trend

On the initial screen of the WhaTap Monitoring service, select a project and then click Analysis > Performance
Trend. You can see numerous metrics about the performance within the specific time range to view.
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Performance Trend
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100 0 327424 654848 982272 130969671637120196454422019682619302 2946816
200
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i Performance trend search conditions

+ The time selector allows you to select a time range to search. The default search period is 1 day.

o If the selected range is 3 hours or less, a 5-second trend is displayed using raw data.
o If the selected range is within 3 days, a 5-minute trend is displayed using 5-minute statistics.

o If the selected range exceeds 3 days, a 1-hour trend is displayed using 1-hour statistics.

+ The application selector allows you to select all or specific applications to view.

+ Select [csv] CSV download icon, you can download the list data displayed on the screen as a CSV file.

2 Performance Trend Chart

* You can see the specified lookup time range at the top of the chart.

+ Inthe chart area, you can see the Concurrent user, TPS, Response time, CPU, Heap memory, Active
transaction, Transaction, Top 10, HTTP call Top 10, SQL Top 10 and such.

+ By selecting the [c]1 Snapshot icon, you can snapshot charts except for widget options.

Concurrent user

Real-time users are counted based on unique browser IP addresses.

* When using raw data, the number of unique browser IPs that sent requests within 10 seconds is counted.

* When using 5-minute statistics, the number of unique browser IPs that sent requests in the past 5 minutes is
counted.

* When using 1-hour statistics, the number of unique browser IPs that sent requests in the past hour is
counted.

TPS

TPS (Transaction Per Second) means the number of transactions processed per second.

Response time

It indicates the average response time for requests. If the average is very high, there may be many slow
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transactions or failures at any specified time.

CPU

It indicates the CPU usage of the application server. You can see the trend in usage change.

Memory

It indicates the memory usage of the monitored process.

Active transaction

Active transaction indicates a transaction in progress. For more information about active transactions, see the
following.

Transaction Top 10

We use the transaction call statistics to provide you with the top 10 list with the most frequent transaction calls.

HTTP call Top 10

We use the HTTPC statistics to provide the top 10 list with the highest numbers of HTTP call URLs.

SQL Top 10

It provides the top 10 list with the highest numbers of SQL calls using SQL statistics.
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Stack

Home > Select Project > Analysis > Stack

You can check the call stack frequency and detailed information about methods and transactions in a specific
time period. You can view Top stack, Unique stack, and Active stack. Top stack displays the usage of
frequently called methods, while Unique stack analyzes the frequency of the same call stack. Active stack
enables real-time performance analysis by regularly collecting stack information of active transactions.

(D The stack analysis is supported in the Java, Python, and .NET product platforms.

Guide to major features

The following major features are available. Stack viewing allows you to quickly identify and resolve performance
issues in your application. By checking the frequency of a specific method call, call path, response time, and the
like, you can devise measures to improve the performance.

Stack Hof@o
Top stack Unique stack Active stack
Time selector Application
2024/05/21 00:00 ~ 2024/05/22 00:00 All selected n
elect Column (® The comparison can be used within one day with the same filter condition. View as Diagran

+ Selecting a stack type

You can select a desired stack from Top stack, Unique stack, and Active stack for a view.

o Top stack: Information of the stack with the most frequent calls is provided. For more information, see the

following.

o Unique stack: Statistical information about the cases where the set of executed methods is the same, is

provided. For more information, see the following.

o Active stack: The stack information of the running transaction is provided. For more information, see the

following.
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+ Time selector / Start date: Set the time to view. You can view the stacks for a specific time period or set a
desired time period. Depending on the stack type, the lookup period may be restricted.

@ © The maximum period to view Top stack and Unique stack is 3 days.

+ Application: You can select an agent to view. You can select a specific agent. If nothing is selected, all agents
in the project are viewed.

+ [ Select Column: You can display or hide the desired columns.

+ Compare: When searching within 1 day by the same filter conditions, you can compare the selected stacks
over time. This allows you to see the changes in the call stack over time and see the performance trend. For
more information, see the following.

*+ [6]: When you expand a stack or transaction in the table list for each stack type, a snapshot icon appears on
the utmost right. Selection of this icon allows you to save the stack or transaction information as an image
file.

Basic usage guide

1. Select a desired stack type to view on the screen.
In Time selector or Start date, set the desired viewing time.

2
3. In Application, select an agent to view. If nothing is selected, all agents are viewed.
4

Select [E8.

You can see the search results in the list of the stack table.

Top stack

Top stack provides information on the most frequently called methods. Through the call frequency of the
method at the top of the stack, you can quickly find the method that has the most impact on the service. By
checking the frequency of method calls, you can analyze the cause of the load on the CPU or memory. Through
this, the measures to improve the performance can be derived.

WhaTap can use the thread stacks collected every 10 seconds (default value) to analyze the performance delay
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sections in the method level.

project (/fhome/ubuntu/python-sample/test/views/test.py:69)

_get_response (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/base.py:197)

inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
_call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
__call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
__call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
__call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
__call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)
_call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.py:56)

In the example stack, the top line is project .

project (/fhome/ubuntu/python-sample/test/views/test.py:69)

Top line indicates that the thread to be dumped is executing that method. It may be caught momentarily, but it
appears on the stack as a percentage of the sum of the module processing times. By calculating the frequency of
this top line method, you can determine the method-level performance. WhaTap calls the top line frequency
statistics as Top stack.

Stack TOoFQ@O
Top stack Unique stack Active stack
Time selector Application
2024/05/21 00:00 ~ 2024/05/22 00:00 All selected a
Select Column (D The comparison can be used within one day with the same filter condition View as Diagram

2024/05/21 00:00 ~

Stack Percent Count
project (/home/ubuntu/python-sample/test/views/test.py:69) 52.5 1774
project (/home/ubuntu/python-sample/test/views/test.py:68) 47.5 1,605
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Through the Top stack analysis, you can analyze the frequencies of methods that were called. Based on each
step on the stack trace, it provides the call rates between steps as percentage. The backlog frequency of the top
step is calculated as percentage and the results are sorted in descending order.

2024/05/21 00:00 ~

Stack Percent Count
project (/home/ubuntu/python-sample/test/views/test.py:69) 52.4 1,792
[=1(100%) _get_response (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/base.py:197) @
[=](100%) inner (/home/ubuntu/.local/lib/pythen3.10/site-packages/django/core/handlers/exception.py:56)

~-[=](90.00%)_call_ (home/ubuntu/ local/lib/python3.10/site-packages/django/utils/deprecation.py:136)

[=](100%) inner (heme/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception. py:56)

[#1(90.00%)_call_ (fhome/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:136)
\.--[¥](10.00%) get_response (/home/ubuntu/ local/lib/python3.10/site-packages/django/core/handlers/base.py:140)

E| (10.00%) get_response (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/base.py:140)

. -[=](100%) _call_ (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/wsgi.py:131)

L. [#](100%) __call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/contrib/staticfiles/handlers.py:80)

If you select » on the utmost left of each step, the call frequency reference of the upper step that calls the step
is calculated as percentage.

The Top stack statistics are good to make decision with enough data. If the number of collected stacks is a prime
number of less than 10, it is insufficient to have a statistical significance.

Top stack is useful to find tuning points that were difficult to recognize while tuning. The most frequent stacks
can be determined to cause the most response delays in the application server. The rate on the utmost left is
how much it affects the performance of the application server.

project (fhome/ubuntu/python-sample/test/views/test.py:69)
[=](100%) _giet_response (/home/ubuntu/. local/lib/python3.10/site-packages/django/core/handlers/base.py:197)
|=]{100%) ir/ner (/home/ubuntu/.local/lib/python3.10/site-packages/djange/core/handlers/exception.py. 56)

[1-](90.00%). _call__ {/home/ubuntu/ local/lib/python3 10/ site-packages/django/utils/deprecation. py: 136)

Even if it is a stable application server, a stack with a high call frequency is likely to cause performance
degradation, so it is recommended to look at the class carefully.

If you click Top stack, the frequency of calls on the top stack can be checked. Because the call relationship of the
Top stack is one-to-one, the data accuracy may decrease as the depth of the Top stack goes down. Use the
information on the sub-depths for reference purposes and proceed with tuning.
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To improve the application performance, the module with a high backlog rate in the top-level step must be

checked for bottleneck. For modules with high backlog rates, even a small performance improvement can lead

to significant enhancement throughout all applications.

View as Diagram

It provides the diagram chart to help you easily understand the call steps of complex stacks. Select View as
Diagram at the upper right of the stack table. This allows you to see at a glance the call frequencies and

execution paths of each step.

Stack
Top stack Unique stack Active stack
Time selector Application
2023/08/18 00:00 ~ 2023/08/19 00:00 EEET All selected a
Select Column (® The comparison can be used within one day with the same filter condition.
O 00.C _get_response (fhome/ubuntu/ local/lib/python3.10/site-pack
O 1e/ubu I/lib/python3.1 t

S LEQ@O

/iew as Diagram

+ If you select each node, the stacks of lower depths appear.
* You can zoom in/out by scrolling the mouse or move it by dragging.

+ To go back to the list of stack table, select View as table.
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Precautions

When determining the call rate through Top stack, do not multiply the call rates between steps to calculate the

overall call relationship. Because the call rate of the top stack is the result of the call rates between steps of the

data exposed on the stack trace, the total call rate derived with the call rates between steps can lead to a

distorted result.

Unique stack

Unique stack provides statistical information about the cases where the set of methods executed based on the

exact call information throughout all stack traces is the same.

Stack

Stack
Top stack Unique stack Active stack
Time selector Filter Application
2024/05/21 00:00 ~ 2024/05/22 00:00 a
Select Column (@ The comparison can be used within one day with the same filter condition
2024/05/21 00:00 ~
Stack Time
project (/home/ubuntu/python-sample/test/views/test.py:69) 2024/05/21 00:00:00
project {/home/ubuntu/python-sample/test/views/test.py:68) 2024/05/21 00:00:00

o0 @0
Percent Count

521 1814
47.8 1,664

You can find information about the most frequently used stack. Even if the same stack is repeated multiple

times, duplicates can be removed to identify the stack with the highest call frequency. For example, you can

identify the stack traces with high backlog rates. You can also determine whether abnormal modules exist on the

call path by reviewing detailed call steps.
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Stack

project (/home/ubuntu/python-sample/test/views/test.py:69)

inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception

inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception

Time

¥ project (fhome/ubuntu/python-sample/test/views/test.py:69) 2024/05/21 00:00:00

_get_response (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/base.py:197)
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.
_call__ (/home/ubuntu/.local/lib/python3.10/site-packages/django/utils/deprecation.py:
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.
__call__ (/home/ubuntu/.local/lib/python3.18/site-packages/django/utils/deprecation.py:
.py:56)
__call__ (/home/ubuntu/.local/lib/python3.18/site-packages/django/utils/deprecation.py:
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.
__call__ (/home/ubuntu/.local/lib/python3.18/site-packages/django/utils/deprecation.py:
inner (/home/ubuntu/.local/lib/python3.10/site-packages/django/core/handlers/exception.
__call__ (/home/ubuntu/.local/lib/python3.18/site-packages/django/utils/deprecation.py:
.py:56)

py:56)
136)
py:56)
136)

136)
py:56)
136)
py:56)
136)

Percent

52.1%

Count

1,814

Each stack displays the call path (Stack), occupied percentage (Percent), and total call count of the method.

Displays (Count). If you select » on the utmost left of each step, useful information for problem analysis is

provided, such as method name, file name, and line number of the call stack.

. .
Filtering
Stack A @0
Top stack Unique stack Active stack
Time selector Filter Application
2024/05/21 00:00 ~ 2024/05/22 00:00 sleep Al selected n
Select Column (@ The comparison can be used within one day with the same filter condition
2024/05/21 00:00 ~
Stack Time Percent Count
> Thread.sleep(Native Method) 2024/05/21 00:00:00 60.2% 127,010
> .Thread.sleep(Native Method) 2024/05/271 00:00:00 12.1% 25,559
> .Thread.sleep(Native Method) 2024/05/21 00:00:00 7.2% 15171
> .Thread.sleep(Native Method) 2024/05/21 00:00:00 6.65% 14,020
> Thread.sleep(Native Method) 2024/05/21 00:00:00 2.77% 5847

You can filter the search results by entering the method name in Filter. Enter the string and then select [EJ.
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Active stack

Transactions in progress are called "active transactions." The stacks regularly dumped by active transactions
are called Active stack.

In Active stack, you can see the collected Active stack in a time-series chart. The ratios for long-running

methods and short-running but frequently executed methods allow you to understand the status of active

transactions in real time.

Stack LLEQ@O
Top stack Unique stack Active stack
Start date Filter Application
2023/08/18 B All selected a
1.2K 150
0.8K 100
0.4K 50
0 T J T T r T T T T 0
01:00 03:00 05:00 07:00 09:00 11:00 17:00 19:00 21:00 23:.00
Select Column Selected time : 2023/08/18 11:45:00 ~ 2023/08/18 11:50:00
Agent name Elapsed time
> demo-8104 faccount/load/unit/daegu 4973
> demo-8104 fproduct/remove/employee/daejun 10,273
| 3 demo-8104 faccount/remove/unit/daejun 9,950
> demo-8104 /sales/create/unit/daegu 7.997
> demo-8104 fsales/kill/unit/kwangju 2915
4 demo-8104 forder/save/employee/kwangju 13,274

The chart uses the 5-minute unit statistical data to display the number of active transactions on a bar graph

and TPS on a line graph. If you click the bar graph for a specific time zone, you can see a list of active

transactions for the time zone.

If you select » on the utmost left of the transaction list, you can see the Active stack information of the

transaction.

(D « For more information about collection of active transactions, see the following. For other agent

options related to the collection, see the following.
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o . The WhaTap agent transmits active stacks dumped from active transactions to the server every 10
seconds (optional). For the agent option about the collection interval, see the following example.

whatap.conf

active_stack_second=10

Stack doF@O
Top stack Unique stack Active stack
Start date Filter Application
2024/05/21 B account All selectec a
1.2K . . 150
0.8K 100
0.4K 50
0100 0300 0500 07:00 09:00 11:00 1300 15700 1700 19'00 21700 2300
Select Column Selected time : 2024/05/21 11:55:00 ~ 2024/05/21 12:00:00
Agent name Transaction Elapsed time
» star_star Jaccount/delete/division/jeju 126
> star_star /account/remove/dept/kwangju 3,203
» star_star faccount/delete/dept/kwangju 206
> star_star /account/remove/unit/jeju 1,715
> star_star /account/remove/unit/kwangju 6,333

You can filter the search results by entering the transaction name in Filter. Enter the string and then select [EY.

Comparing stacks

Top stack and Unique stack provide the history of rate changes and collection counts over time based on a
specific period of time.

Set the time to view in Time selector, and then select Compare. You can compare stacks over time when viewing
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the within 1 day period under the same filtering condition. This allows you to see the changes in the call stacks
over time and see the performance trend. It can also be used as useful data for checking incident points and

comparison before/after the performance improvement.

Stack JOFQ0
Top stack Unique stack Active stack
Time selector Application
2024/05/20 00:00 ~ 2024/05/21 00:00 All selected m
Select Column Compare O The comparison can be used within one day with the same filter condition View as Diagram
2024/05/21 00:00 ~ 2024/05/20 00:00 ~

Stack Percent Count Percent Count

50.3 180,905 ( & +1.72) 49.27 553,337

44.9 161,417 (w 095) 4594 515,937

4.61 16549 (w -011) 4.72 53,059

0.01 42 0.01 134

0 16 0.00 32

0 6 0.00 37

* Percent: You can see the rate changes of the selected stack during the inquiry period.

+ Count: The number of collected stacks is proportional to the number of active transactions. For example, if
the collection amount increased in a specific section, it can be seen that there was a service delay or a sudden

increase in inflow.

(D 1f compare is not enabled, you may have exceeded the inquiry time range or there is no enough data
for comparison. Set the inquiry time range in Time selector to enable the Compare button.
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CUBE

Home > Select Project > Analysis > Cube

It provides information for connections, hitmap, transactions, TOP transactions, TPS, response times, and

resource usage for each country.

+ See the application performance trends over time. You can quickly identify the changes in application
performance by using statistical data at an interval of 5 minutes.

* You can see the geographic distribution of the traffic. Through the traffic data for applications, you can see
the geographic distribution of traffic data and compare the performances across regions.

* You can see the usage of resources. You can see the usage of resources used by applications and analyze the

causes of poor performance.

What is Cube?

We call the performance statistics generated every 5 minutes as Cube. Cube analysis uses each 5-minute

performance data stored in cubes.



CUBE

Cube 1 2 QQ@QQ

Start date Metrica of Selectall [ demo-8100 || demo 8101 [ demo-8102 | [ demo-8103 | [ demo-8104 ) [ demo-g105 | 6/6
interest
2023/0817 B TPS = Overview  Service  Resy 3 14:45 - 14:50
HITMAP 37,793 214 (¥ Aute mor | A y Country/Region
80 —-— — —-— — —
] - .
s
48
14:45 1446 14:47 14:48 14:49 14
TPS wtFgl Instance response time wrom gl CPU wr ol
54.54% | demo-8102
160 133.21 4s
v 52.26% | demo-8100
W e 3s 2535
iy 51.02% | demo-8105
a0 25 /—VH_WM
50.93% | demo-8104
[ —
o - an 1s 50.91% | demo-B8101
0 0 50.8% | demo-6103
1445 1446 1447 14:48 14:49 14:5 1445 14:46 1447 1448 14:49 145
Concurrent user Top TX Heap use Pl
1200 308 | faccount/save/employee/seoul 43734924.13 | demo-8104
g 266 nt/sav |
;05‘ 5 .iaccou t/save/dept/secu e
900 264 | 2 g
260 | faccount/save/employee/kwangju 43648077.6 | demo-8101
600 248 | faccount/save/employes!jeju 42566309.73 | demo-810%
248 | /account/save/employee/dagjun
300 | !
232 | faccount/save/dept/daejun 7720874 [CRIERI0E
0 . . . . ) 228 | /edu/create/employes/{region) 40662592 | demo-8100
14:45 14:46 14:47 14:48 14:49 145 f

1 Cube selection panel

Select a cube based on the specific time in the cube selection panel in the left {1 area. Because the cubes are
stored every 5 minutes, select a specific time.

* Panel interest metric

o TPS

o Response time

o TX error count

o Active TX count

o Concurrent user
* Cube color

The cubes are displayed in different colors depending on the number of the selected metrics.

o Dark blue: high figure
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o Light blue: low figure

2 Application selection

You can select data for a specific application through the application selection option in the top /2’ area. If you
select v on the right, you can see all the applications that can be selected as follows.

Select all

) Q 16 /16 A
View only selected

[ demo-k8s-master ][ demo-k8s-worker-01 ][ demo-k8s-worker-02 ][ demo-k8s-worker-03 ][clemo—kﬁs—worker-m ][ dotnet-official-demo ] [ go-ofﬂma\-demo]

[ mysgl-official-demo-02 ][ mysql-official-demo-03 ][ node-official-demo ][ python-demo-attack ][ python-demo-target ][ rum-efficial-demo ][ url-official-deme ]

virtual-java-agent

+ Select all: All applications are viewed. By default, Select all and Active application are selected.
+ Active application: Among the applications, the active applications are specified for inquiry.

+ View only selected: Among the applications, only the specified applications are queried.

+ Search: If there are many applications, you can search for them through the input field.

« Number/Number: Displays the number of applications specified/number of all applications.

3 Cube data

In the area of (3, the cube data can be checked through the charts for Hitmap, Country/Region, TPS, Instance
response time, CPU, Concurrent user, Top TX, and Heap use.

+ Hitmap
It displays the distribution of transactions over the cube time. Detailed trace analysis is possible.
+ Country/Region

By mapping countries based on the client IP, it displays from which country the transactions are coming. The
colors on the map display the relative amount of transactions.

(D WhaTap basically stores the client-related information. For more information about the agent
settings for user data collection, see the following.
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TPS

Transaction Per Second (TPS) means the number of transactions processed per second.
Instance response time

Average response time for transactions

CPU

After sorting the project applications (agents) by the IP, it displays CPUs of the busy server with a bar chart.
Concurrent user

It displays the number of real-time browser users.

Top TX

It displays 5 transactions of high invocation. Transaction statistics provide more detailed data.
Heap use

Among the applications (instances), the instances are displayed in order of heap memory usage.

(D -« Ifyou select the ~ icon on the upper right of the chart, merged line charts are provided.
+ If you select the 7 icon on the upper right of the chart, individual line charts are provided.

+ If you select the .;il icon on the upper right of the chart, the bar-type chart appears.

(D WhaTap uses the IP2Location LITE database for IP geolocation.
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HITMAP

HITMAP

What is Transaction Tracing?

While the transaction performance means the summary metrics or attributes between the start and end of
transaction, the transaction profile traces the steps during transactions. If any transaction is slow or erroneous,
the execution records must be traced step by step to find the cause. This is called transaction tracing.

The types of steps collected for transaction performance tracing are as follows.

+ DB connection step START-END

It includes the performance for connection to RDB. Step information includes the name, response time, and

error.

* SQL Step START-END

It includes the performance for JDBC SQL. Step information includes connection data, SQL statements, and

errors.

+ HTTP Call step START-END

It includes the performance for the outbound HTTP service call. Step information includes URL, host, port,

response time, and errors.

* Message step ADD

While collecting traces, the message steps are used to collect the records of all irregular sections.

* SOCKET Step ADD

Step to represent the socket open.

* METHOD Step START-END

The method response time is traced.

* ACTIVE STACK Step START-END

It includes the active stack information. It is created and collected by a separate thread and it is added to the

transaction trace.
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(D In the WhaTap monitoring service, Step is used as the same meaning as Span.

Detailed analysis

Home > Select Project > Analysis > Hitmap

Hitmap « -@- & Q 0

Time selectar Type Apphication
< 2024/09/23 00:00 ~ 2024/09/24 00:00 > | Agent Al | . B m
.HI'I'MAP transaction e~ v < > | & Comelated project | | | Applications All I

B0y o o v 11 LT Agent name Hit Error
Al 1,845,858 1,207

o dema 8103 308472 176
dema-8104 308110 202
star_star 307,981 225

a8 demo-E101 307,571 212
dema-8102 307,387 192
dema-8105 306,337 200

32

Duuu O:I:IJI : 0200 0300 0400 0500 ) : ) 1000 1200 1300 1400 1500 P 000 2100 2200 2300 00
]
. TX trace (All applications) ( (Il Select Column ‘ | 4 csv ] (®) Viewall () Active Stack ) Multi-transaction () [ a ] <] 2 3 4 5 67 [ 15/ page v
Start time Elapsed time Transaction HTTPcallt..  SOL count SOLtime  SOLfetch . DBCONN. .. Error class Error message
2024/09/23 10:54:46.162 18004 faccount/save/employee/kwangju @ 17m7 15 286 230 314
2024/09/23 10:54:45.423 18344 nccounuklllmepukwmmua B 17,631 12 58 218 203
2024/00/23 10:54:45.669 18413 fproduct/create/division/seoul @ 1866 5 356 618 194
2024/09/23 10:54:45.687 19.010 !sulesfreadr‘:lepb‘da!iuno n} 17.304 n B46 1210 13
2024/09/23 10:54:40.306 19101 faccount/savesunitkwangiu ) T 18,749 1 63 1,749 13
2024/00/23 10:54:38.004 18210 forder/read/division/seoul @ 71 18,023 n 33 1744 35
2024/09/23 10:54:44.549 19,689  /sales/delete/dept/dacqu ﬂ [n] 2463 6 502 1775 7
2024/09/23 10:54:42.745 19752 /sales/saverdivision/seoul @ 0 18770 il 383 1527 107
2024/00/23 10:54:45.072 19797 fproduct/remove/unit/kwangju ) 1 2,455 7 977 1,547 269
2024/09/23 10:54:44.072 19872 faccount/delete/dept/kwangju @ 1389 L] 992 1,59 &
2024/09/23 10:54:43.070 20723 fproduct/loadunit/jeju @ T 2652 L] 63 949 L}
2024/09/23 10:54:43 404 20917 forder/read/emplayeerkwangju @) & 19,850 bl 206 1329 20
2024/09/23 10:54:35.734 21,169 faccount/create/dept/dajun @) [ 19,835 16 08 2927 392
2024/00/23 10:54:35.037 21352 fproduct/read/division/daegu @ 1 20,084 13 337 2338 250
2024/09/23 10:54:33.534 21883 faccount/create/employes/jeju @) 20,760 18 529 31 225

1. In (@ Time selector, select a time period to see the hitmap.

2. In1 Type and Application, select the targets to view.
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3. Select B8
4. In(2 HITMAP transaction, drag a desired area as in (3.
5. Ifthe list appearsin (5 TX trace, select a transaction to analyze.
The Transaction information window appears where you can check properties such as client information for

transaction performance analysis, transaction processing performance, and detailed execution history for each
section.

(D « For more information about the Hitmap menu, see the following.

+ For more information about the hitmap widgets on the application dashboard, see the following.
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Guide to transaction information window

HITMAP

Transaction information 1

sQL

Elapsed

7,656
7,656
1,356

1,356

138
138

138

137

138

430

431

Record summary Table view Tree view
/account/create/employee/daejun
1s
' Method SQL W HTTP Call
Select column TX

No Time Gap

1 03:11:02.994

2 03:11:02.994

3 03:11.02.994 o
4 03:11:02.994 ]
5 03:11:02.994 0
6 03:11:02.994 o
7 03:11:02.994

8 03:11:04.350 1,356
9 03:11:04.350 0
10 03:11:04.350 1]
1 03:11:04.350 0
12 03:11:04.351 1
13 03:11:04.350 -1
14 03:11:04 489 139
15 03:11:04.488 -1
16 03:11:04. 488 v]
17 03:11:04.488 0

431

Methods S0Ls HTTPealls  Transaction lpg

Contents
Start 2023-11-06 03:11:02.994

HTTP-HEADERS

host=255.255.255.15%
¥-wtap-mst=x4716m89sq3jmt.1,zmeu5ongdb33
7 x5rs

[ ApacheClient ] 127.0.0.1:8104 /remote/a

DELETE FROM Customers
WHERE CustomerName='$' AND Conta
ctName="5"

insert into emp
values(

Sy '$°, 'S8T, %,
to date('s'.'$')...

Start: 11/0603:11:02.994 End: 11/0603:11:10.650 Elapsed: 7,656ms Agent name (oname): demo-8104 ClientIP: 77.131.96.144

2

>l

+ Inthe (1 area, the step data can be seen in various formats. Select a desired type of tab.
* Inthe (2 area, you can see the basic information for transactions.

* (3 luli: The statistical data window for the corresponding URL or each execution section appears. Click a

desired time on the graph chart in the statistical data window to go to Statistics or Transaction Search. You

can view the statistical data based on the selected time.
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(D © For more information about Statistics, see the following.

o For more information about the Transaction Search menu, see the following.

+ If you select (4 SQL step, the SQL variables and HTTP queries can be viewed. For more information, see the
following.

Table view
In the Table view tab, you can see the transaction execution steps in chronological order.

*+ You can classify transactions by each execution section and see them in a diagram. Out of all elapsed times,
you can quickly find the times spent for each section and the section that took the longest.

+ If you select each section in the diagram, the corresponding table list appears where the step is located.
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Record summary Table view Tree view Active stack Methods S0Ls HTTFP calls Transaction log
/account/write/em Method : com.virtual.dao.RemoteDAO#execute
Start: 08/10 08:43: elapsed : 1,230ms : 5876ms  Agent name (oname) : demo-8100
®
15 25 3s ds
' Method HTTP Call @ Active Stack
M Select column + TXT 4 501 -
No Time Gap Elapsed Contents
4 08:43:04.579 0 E876 T com.virtual.web. Simulas
-] 08:43:04.579 0 1159 L
& 08:43:04.579 0 1159 [ ApacheClient] 127.0.0.1:8100 /remote/
7 08:43:04.579 | Socket ]
8 08:43:05.738 1,159 0 L com.virtua
9 08:43:05.738 0 1230 L
N 10 08:43:05.738 0 1230 L com.virtua
1 08:43:05.738 4} 1.230 L
12 08:43:06.567 829
13 08:43:05.738 -829 1730 [ ApacheClient] 127.0.0.1:8100 /remote/
14 08:43:05.738 0 1.230 L com.virtual.dao. RemoteDAD
15 08:43:06,983 1,245 1,247 [ ApacheClient] 127.0.0.1:8100 /remote/ Lall

+ The area where the blue circle (@) is located, is the moment when the active stack has been collected. If you

select the blue circle, the table list appears where the Active Stack button is located. If you click Active Stack,

you can check the step performed during the section.

(D o Inthe transaction list, you can see them from the items marked with the @ icon.

o For more information about active stacks, see the following.

+ [ Select column: You can add or hide the memory accumulation and CPU accumulation data as columns in

the table list. The columns are as follows:

o No: Step occurrence sequence
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o Time: Start time of each step

o Gap: The waited time between the start time of the previous step and the current step may have a
difference, while there may be a gap from the elapsed time if a delay happens due to external factors.

o Elapsed: Total elapsed time from the start to the end of each method

o Contents: Execution details of the step

« ¥ TXT: You can download basic transaction data and execution data for each section in a text file.
« ¥ SQL: The basic transaction information and SQL execution data can be downloaded as a text file.
o Download with substitute value: It downloads the SQL statistics data after replacing the bind variable
value with its original one. If a security key ( paramkey ) is set, the security key input window appears. You

must enter the security key for downloading. For more information about the agent configuration related

to the security key, see the following.

o Download without substitute value: It downloads SQL statistics data without replacing the bind variable

value.

+ 2{:You can see only the table list, with hiding the transaction summary and diagrams. If you select 3%, the

hidden information reappears. This feature is useful when you have a long list of tables.

+ If you select the SQL step, the SQL window appears to display parameters. For more information, see the

following.

Record summary

To see the basic information for transactions, select the Record summary tab. You can see the basic information
of the transaction, agent on which the transaction was performed, memory allocation usage, and client

information.
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Record summary Table view Tree view Methods 50Ls HTTP calls Transaction log

Transaction faccount/save/division/daejun

Original URL

Project code 5490 Status 200 |

Error level Warning Error class

Error message Intermal RuntimeException

Elapsed time 6,638ms

Start time 24/09/24 15:49:52.317 End time 24/09/24 15:49:58.955
User agent Muozilla/5.0 (X11; U; Linux i686; en-US; rv:1.3) Gecko/20030320

Transaction ID

-8541160086278366865

HITMAP

Agent name (oname) demo-8101 Agent ID (oid) -877561626
Agent group name dema-okind-1 Agent group ID -628198688
Agent server name node-1 Agent server ID 334634079
HTTP methed GET SQL time 918ms
HTTP call time 4,305ms SQL count 8

HTTP call count 4 SQOL patch time 16ms

DB CONN. time 249ms SQL fetch count 1,065

CPU usage time Oms Memaory allocation 623,136byte
Client IP 152.4.69.63 Operating system Linux
Domain 255.255.255.196 Country/Region us

City Chapel Hill Client type Other
Client name Other WClientlD -1744550593
methodCount 0 methodTime 0
Classification Properties Description

Transaction

Transaction o
Original URL

Project code

API or URL call executed by the application, and the path of the transaction. It
converts to a specific format using regular expressions.

It is the URL path that was actually called. A concrete request path that does not
include variables. If there is an original URL, the original URL appears. If there is

no original URL, it is not displayed.

Identification code of the project registered in the WhaTap monitoring service.
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Classification

Agent

Properties

Status

Error level

Error class

Error

message

Elapsed time

Start time

End time

User agent

Referer

Transaction
ID

Multi
transaction

ID

Agent name
(oname)

Agent ID (oid)

Agent group

name

Agent group

HITMAP

Description

HTTP response status code for the transaction.

Level of the error that occurred in the transaction. It is displayed as Warning or

Critical.

Class of the error that occurred in the transaction.

Message of the error that occurred in the transaction.

Transaction execution time.

Transaction start time.

Transaction end time.

Browser used to extract client-related data.

Page address or incoming path used by the browser of the client.

It is a unique ID of the transaction.

It is a unique ID of the multi-transaction. It appears when executed in parallel

with transactions of other applications.

Agent name

It is a unique ID of the agent.

Agent group name set with the okind option.

It is a unique ID of the agent group.
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Step

Resource

Containers

Properties

ID

Agent server

name

Agent server
ID

HTTP method

HTTP call

time

HTTP call

count

DB CONN.

time

SQL time

SQL count

SQL patch

time

SQL fetch

count

CPU usage

time

Memory
allocation

Pod name

Description

Agent server name set with the ondoe option.

It is a unique ID of the agent server.

HTTP method. (GET, POST, PUT, HEAD, etc.)

Outbound HTTP call time.

Number of outbound HTTP calls.

Time taken to connect to the database.

SQL execution time.

SQL execution count.

Time taken to search for the record. Nesting may occur or other logic may be
included.

Number of the records retrieved from SQL.

CPU time used for processing transactions.

Amount of memory used by the transaction.

It is the name of the Kubernetes Pod that processed the transaction.
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Classification Properties Description
Container Id It is a unique identifier for a specific container running within a Pod.
ClientIP Client IP address.
0osS OS environment in which the browser runs.
Domain Internet address assigned to the IP address that the client connected to.
Country/ .

. Client's country.
. Region

Client
City City in the client's country.
Client type Browser type used by the client.
Client name Device name used by the client.
WClientID This is a unique ID of the client.
methodCount = Number of methods called by transactions.

Method

methodTime Time taken for method execution.

@ + The collected data may differ depending on the application type, settings, and step type. Container
entries appear only when the application is running in the container environment.

* Error related items are displayed when an error occurs from the transaction.

« Some transaction properties provide statistical features. If you select thelull button, a window
appears where you can see the status of transactions occurred during the query time through a
time series chart. If you select a bar graph in the chart, you can go to the Analysis > Transaction
Search menu to view details.

+ WhaTap basically stores the client-related information. For more information about the agent
settings for user data collection, see the following.
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Tree view

HITMAP

To see the transaction execution steps in a tree format, select the Tree view tab. You can see the details of each

transaction and its trace details, trace start time, step time, and call relationship. If you select each section of the

diagram, the tree view of the step appears.

Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log

faccount/write/employee/seoul ali
Start: 08/1008:43:04.579 End: 08/1008:43:10.455 Elapsed: 5876ms Agentname (oname): demo-8100

T Method = HTTP Call @ Active Stack

OGENRGTEN Multi-line View B8 Longest Route ‘ H )

L

Tree view Elapsed time (ms)

" A
‘2)| oy

O [Project] Java APM Demo(5498) [Application] demo-810@ [Transaction namel.. [ s 676

* HTTP-HEADERS host=255.255,255.248 referer=# x-wtap-mst=z7ogu3uam3mrng.. a
[ com,virtual,web, VExec#doFilter - 5,876
[FJcom.virtual.web.Simulasl#process O sETe|
[[]com.virtual.dao.RemoteDAO#execute [ ] 1,159
[ApacheClient] 127.0.0.1:8100 /remote/account/delete/divis.. i [N 1,159

+ com.virtual.TestLogger#println a
[Fleom.virtual.web.Simulaexecute ] 1,230
Clcom.virtual.web.Simula#fexecute? ] 1,230

[ com.virtual.web.Simula#execute3 ] 1,230

- Active k (] a

» « [ApacheClient] 127.0.8.1:8100 /remote/product/rem.. |[ul ] 1,230
= com.virtual.dao.RemoteDAO#execute I 1,230

+ [ApacheClient] 127.0.0.1:8100 /remote/account/create/unit/.. |luh | | 1,247

* com.virtual.dao.RemoteDAO#execute | ] 1,247

+ [ApacheClient] 127.0.0.1:8100 /remote/product/load/unit/da.. alt |

+ com.virtual.dao.RemoteDAO#execute B 065

« com.virtual.web.Simula#execute3 |

« com.virtual.web.Simula#execute2 B 065

+ com.virtual.web.Simula#execute . 065

[ApacheClient] 127.0.0.1:8180 /remote/sales/load/division/.. f
com.virtual.dao.RemoteDAO#execute

1,160
1,160
com.virtual.web.Simula#execute3 1,168
1,160
1,160

com.virtual.web.Simula#execute2
com.virtual.web.Simula#execute
« HTTP parameter = ]

+ Single-line View: You can arrange the tree format at intervals by displaying the texts displayed in the

execution data for each section in a single line.
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Multi-line View: All the texts displayed in the execution data for each section, appear by wrapping words.
Longest Path: The longest route can appear.
= Show Time Bar: The elapsed times are displayed in a bar chart.

(© Show Time: The timestamps, gaps, and elapsed times for each segment are displayed in text.

o 8 seconds or more: Excessive delay state is distinguished in red.
o Between 3 and 8 seconds: state is distinguished in

o Less than 3 seconds: Normal state is distinguished in blue.

@ Hide Time: The time is hidden.

24: You can see only the tree view that hides transaction summary and diagrams. If you select 3£, the hidden

information reappears. This feature is useful when the tree view list is long.

[E: A window appears where you can view SQL variables and HTTP queries. For more information, see the

following.

(D In case of start and step times, the time differences caused by the transaction call environment are
corrected on the screen through traces and mappings in the parent transactions. Accordingly, there

may be differences from the actual time data.
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Record surmmary Table view Tree view Active stack Methods S0Ls HTTP calls Transaction log

faccount/load/division/daegu [al + Stack w Active Stack analysis Beta

Start: 04/0614:16:32.419 End: 04/0614:17:33.709 Elapsed: 61,290ms  Agentname (oname) : demo-8100
Client IP : 167.109.194.221

Active Stack (6)
No Time java.base@l7.0.12/sun.nio.ch.SocketDispatcher. read®(Native Method)
30 14:16:37.807 java.base@l7.08.12/sun.nio.ch.SocketDispatcher. read(SocketDispatcher.java:47)
T java.base@l?.0.12/sun.nio.ch.NioSocketImpl, tryRead(NioSocketImpl. java:266)
70 14:16:48.223 java.base@l7.0.12/sun.nio.ch.NioSocketImpl. implRead(NioSocketImpl. java:317)
java.base@l?.0.12/sun.nio.ch.NioSocketImpl, read (NicSocketImpl, java:355)
&0 14:16:58.504 java.base@l7.0.12/sun.nio.ch.NioSocketImplsl. read (NioSocketImpl. java:308)
g1 14:17:08.542 java.base@l7.0.12/java.net,Socket$SocketInputStream, read (Socket, java: 966)
app//org.apache.http.impl.io.SessionInputBufferImpl.streamRead(SessionInputBu
82 14:17:18.547 fferimpl.java:139)
apache.http.impl.ic.SessionInputBufferInpl. fillBuffer(SessionInputBu
108 14:17:28.575

. Java:lss)
app//org.apache.http.impl.io.SessionInputBufferInpl. readline{SessionInputBuff
erimpl.java:284)

Select the Active stack tab to view the list of active stacks collected from the transaction.

HITMAP

+ Select a collection point (No, Time) from the Active Stack list on the left to display the stack information for

that point on the right.

+ ¥ Stack: You can download the active stack details as a TXT file.

@ + You can check the active stack from items marked with the @ icon in the transaction list.

* For more information about active stacks, see the following.

Al Active Stack Analysis

Beta

Click the Active Stack Analysis button to automatically analyze collected active stacks with AL It identifies
performance issues based on the stack dumps of in-progress transactions and suggests improvements.

The analysis results consist of the following 4 sections:
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+ Summary: Summarizes the number of analyzed stacks and the overall execution flow.

+ Common Patterns: Displays repeatedly observed execution patterns, including pattern name, occurrence

count, and description.

+ Issues Found: Displays identified performance issues with severity levels (High, Medium, Low) along with the

stack information used for the assessment.

Severity Criteria
High Deadlock, complete blocking, same blocking repeated 4+ times
Medium I/0 wait, 2-3 lock contentions, slow external calls
Low Single-occurrence wait, minor optimization opportunities

+ Recommendations: Suggests specific improvement actions by priority.

Each analysis item displays the collected stack number ( No.N ). Click the stack number to view the original stack.

(D « The analysis results are generated by Al and may differ from actual conditions. Use them as

reference material.

+ Member role or above is required.

Multi-transaction

Multi-transaction indicates the transaction involving other agents or projects. In the Multi transaction tab, you

can see the call relationships between applications registered in the WhaTap monitoring service.

© To trace multi-transactions, set the mtrace_enabled optionto true in Management > Agent CONF..

For more information about the agent configuration, see the following.
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Record summary Table view Tree view Multi transaction Active stack Methods S0Ls HTTP calls Transaction log

Table | Tree Y|

Y

B Normal W Slow B Very Slow 1.141ms
forder/delete/dept/daejun % locathost:3306 |
1,071ms
faccount/{aal/{bb)/{cc}
® |ocalhost:3306
S
1,154ms
fproduct/delete/unit/jeju
' jocalhost:3306
—
7,499ms
/sales/remove/division/daegu 1.320ms
faccount/{aa}/{bb}/{cc}
® |ocalhost:3306
A
1,078ms
faccount/{aa)/{bb}/{cc)
- :
£ localhost:3306 S localhost:3306

+ Chart: Provides the call relationships for each transaction in a flowchart. Select a transaction node to see the
trace analysis for the transaction node. In Chart mode, you can use the mouse to go to a desired position or

zoom in or out by scrolling.
o £} Chart view settings: You can display or hide the elements on the chart.

+ Table: In the form of table, you can check the data for each transaction included in the multi-transaction. You
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can select the [ column selection icon to edit the table header columns. You can see the trace analysis data
by selecting each transaction item.

+ Tree: You can see the call relationships between transactions in a tree format. The related additional
functions are the same as those of the Tree view tab.

+ Y Project selection: You can select or deselect projects to be displayed on the chart.

@ + You can see them in the transaction list marked with the @ icon.

+ For more information about the multi-transaction, see the following.

Methods
Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log
faccount/read/unit/jeju |l 4+ Method

No Class Method Parameter/Return Count Sum (ms) Max (ms)
1 com.virtual.dao.Remot...  execute v 27 39,063 2776
2 com virtual dao PliTest oxec (Ljava/sql/PreparedSta... 3 ] i]
3 com.virtual.dao.nsenD...  executle (Ljava/lang/String;)V 2 4 3
4 com.virtual.dao.Update...  execute2 (Ljava/lang/String;)V 2 18 14
5 com.virtual.dao.Delete...  execute v 2 3 2
6 com.virtual.dao.Select...  execute2 (Ljava/lang/String;)V 1 5 5
7 com.virtual. dao Update execute v 1 4 4
8 com.virtual dao.Select...  execute2 ov 1 7 7
9 com.virtual.dao.Select..  execute ov 1 9 9
10 com.virtual dao InsertD._.  execute2 v 1 3 3

To see only the method data, select the Methods tab. It displays the method name and step time for which
tracing has been set on the agent. When unnecessary logics are repeatedly executed, it can be used as analysis
data to improve the method logic by finding the case where the execution takes longer than the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.
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+ ¥ Method: You can download the method-related details as a TXT file.

(D For more information about the agent configuration options on methods, see the following. Method
tracing support may differ depending on the product in use.

SQLs

No

1

Record summary

Table view

Jaccount/read/unit/jeju

Database

jdbc:mysgl:/flocalhost....
jdbc:mysqgl://localhost:...
jdbe:mysql./flocalhost:...
jdbe:mysql./localhost:..
jdbc:mysql:/flocalhost:...
jdbe:mysal:#flocalhost:...
jdbc:mysqgl/flocalhost:...

jdbe:mysqldflocalhost:,.

Tree view

sqL

DELETE FROM Custom...
SELECT distance, lat, lo...
SELECT distance, lat, lo...
UPDATE emp set e.ena...
update table set x=#w...
SELECT p.Name AS Pr.__

SELECT customer_info...

INSERT INTO EMP VAL

Active stack

Methods

Count

S0Ls HTTF calls

Sum (ms)

Max (ms)

Transaction log

* s0L

HITMAP

To check the SQL statement information, select the SQLs tab. In case of unnecessarily repetitive execution, it can

be used as analytical data to improve query performance by finding the case where the execution time takes

longer compared to the low count.

+ luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >

Transaction Search menu appears. You can see the list of transactions for the selected time zone.

« ¥ SQL: You can download the SQL-related details as a TXT file.
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HTTP calls

Mo

1

Record summary Table view

faccount/read/unit/jeju

Remote server

127.0.0.1:8705

127.0.0.1:8105

127.0.0.1:8105

127.0.0.1:8705

127.0.0.1:8105

127.0.0.1:8105

127.0.0.1:8105

127.0.0.1:8705

127.0.0.1:8705

Tree view Active stack

URL

/remote/account/save...
fremote/order/save/di...
fremote/sales/pickup/...
fremote/sales/remoave. .
fremote/order/save/de...
Sremote/edu/kil/unit/p...
[remoteforder/read/de...
[remote/order/delete/...

/remote/sales/kill/femp...

Count

2

Methods

S50Ls

Sum (ms)

4116

238

922

1,980

2639

1,519

1.467

485

2,210

HTTF calls

Max (ms)
2778
238
922
1,980
2,639
1,519
1467
485

2,210

Transaction log

# HTTP

To see the count, time sum, average time, and such for HTTP calls, select the HTTP calls tab. If unnecessary
external calls are repeatedly executed, it can be used as analytical information to determine whether the

HITMAP

transaction delays are external or internal by finding the cases where the execution time takes longer compared

to the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >

Transaction Search menu appears. You can see the list of transactions for the selected time zone.

+ ¥ HTTP: You can download the HTTP call-related details as a TXT file.

Transaction log

To see the logs of the transaction, select the Transaction log tab.
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Transaction information

Record summary Table view Tree view Multi transaction Methods S0Ls HTTP calls Transaction log

/sales/save/division/daejun all

oname Timestamp Log
java-demo? 20250416 09:17:12.571  @ndd 2737043795003671073 peode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632114
select distinct pp.lastname, pp.firstname
java-demoZ2 2025-04-16 091712773 @txid 2737043795003671073 pcode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demoZ2 agenttime 1744762632155
select
java-demo2 20250416 09:17:12.773  @udd 2737043795003671073 pcode 8 onodeMame node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632193

select productid, avg(orderqty) as averagequantity, sum(linetotal) as total

* luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.

*+ Log Search: You can go to Log Search to easily find the desired log data.

+ Keyword search: Enter the desired text to search in the keyword search field, and then press Enter or select
the Q button. It highlights the keywords that match the entered text.

« & Keyword highlight: If you set the keyword and color, the texts that match the keyword are automatically
highlighted in the log list. For more information, see the following.

+ [ Column settings: You can add columns or change the order of columns displayed in the log list table. For

more information, see the following.

« {¥ Log view detail setting: You can configure the items to be displayed in the log list. For more information,

see the following.

(@ + To enable the Transaction log tab, apply the agent setting options related to the logs. For more

information about the log settings, see the following.

+ The Transaction log tab can be accessed by only the members with the View log role. For more

information about the member roles, see the following.

Setting the keyword highlight

1. To add keywords to highlight, select .
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Highlight

. FATAL
. ERROR

WARN

hnte farraiint fevaatrs fanid feannl

efarne=7N

2. Enter a desired keyword.
3. Select the color icon and then select a desired color.

4. Press Enter. The added keywords are added in the list.

Deleting the keyword highlight

To delete the items unused from the highlight list, select —.

Displaying or hiding the table columns

1. Select [IIl on the upper right of the table.
2. Ifthe Column settings window appears, select or unselect the desired item in the list on the left.

You can also hide columns by selecting the X button in the list on the right.

3. After all settings are finished, select Confirm. The set content is applied to the table.

Reordering the table columns

1. Select [IIl on the upper right of the table.

HITMAP

2. When the Column settings window appears, change the order by dragging the desired items from the

list on the right.
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3. After all settings are finished, select Confirm. The set content is applied to the table.

Setting to display the table content

1. Select £+ on the upper right of the table.

2. When the Log view detail setting window appears, set the desired options.

* Select content or Tag to determine whether or not to display the log content.

* Tag management: Tags are displayed in the log in the order of addition. The order of tags can be
changed by dragging. Disabled tags do not appear in the logs.

3. After all settings are finished, click X. The set content is applied to the table.

(D For more information about Log view detail setting, see the following.

Additional options

Checking the correlated project metrics

If you have created a database monitoring (DPM) project and an application monitoring (APM) project, you can
relate the two projects for monitoring the data collected from DPM in the APM project. You can see performance
metrics of the correlated projects while querying transactions via the Correlated project feature on the upper
right of the HITMAP transaction section.

The Correlated project feature is useful when analyzing transactions in the APM project. When you found a slow
SQL, it is difficult to determine exactly in which DB the problem occurred in the environment using multiple
similar DBs.
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Hitmap
Time selector Type Application
< 2024/09/23 00:00 ~ 2024/09/24 00:00 > || Agent Al l o
HITMAP transaction 5,392,702 3,428 Eror A v < Correlated project |

64

]
32 n

16

22:00 23.00 00:(

1. Set the time and Application for viewing the transactions, and then select [EJ.
2. Inthe HITMAP transaction section, select Correlated project on the upper right.

3. Anew window appears where you can check the metrics for the correlated project.

Select the correlated project from the left list and then check the metrics in the Instance dashboard section.

Correlated project . Instance Dashboard
b Add | —
DBX-0-1-1433 v | 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance >
P [30099) MS SQL ServerMo.. | Tt m s mmme e s s s s s s s s s s smms s | ) (S———
‘L\ [29762] MySQL Menitoring ... CPU memory total_sessions active_sessions
T [28458] PostgreSQL Monito.. 8 80 8 4
57.73
6 60 v 6 3
4 37 M . "
4 ) 4 ‘ U 1 M l A l i
2 20 2 1
- . 0 . . 0 . - 0 - r
10:08 1012 10:08 1012 10:08 1002 10:08 10:12

To navigate to the dashboard menu for a selected project, select an instance and then click Move instance on
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the upper right. Go to Dashboard > Monitoring a Database Instance.

@

The HITMAP transaction button in the Correlated project section appears only when there is an
associated project. For more information about adding a correlated project, see the following.

You can add a project by selecting Correlated project at the top of the left Add list.

The Move instance button is disabled when All is selected.

HITMAP

Instance Dashboard

Al 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance

Depending on the database product type, you can navigate to the Analysis > Counts Trend menu.

Viewing HTTP parameters

You can view the HTTP parameters of the transaction in the Table view tab.

P w N

Scroll down the page to the final step of the transaction.
Select the & HTTP parameters item.
If the HTTP-PARAMETERS window appears, select Password.

Enter the specified Param Key. You can see the hidden parameters.

(D -« For the agent settings for HTTP parameters, see the following.

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the

WHATAP_HOME /paramkey.txt file. You can change it to another string. The key in paramkey.txt is
required to view the SQL variables and HTTP queries, and stop the threads.

Viewing SQL parameters

Select the SQL step in the Table view tab or select [5 in the Tree view tab. The SQL window appears to display
parameters.
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SQL |

Connection URL jdbc:mysql://localhost:3306,localhost:3310/fake@BasicDataSource
CPU accumulation 3ms
Memory accumulation 329,752byte

Query (Hash:-2057375474) Password SQL format Statistics »

SID 107

insert into
dept
values(

Substitution variables

The parameter does not exist or decryption has failed.

Please check your password at [paramkey.txt] in the agent installation path to decrypt parameters

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the
WHATAP_HOME /paramkey.txt file. You can change it to another string.

(D The key in paramkey.txt is required to view the SQL variables and HTTP queries, and stop the
threads.

+ SQL format: You can indent and format your SQL statements for better readability.
« I0: ASQL statement can be copied to the clipboard.

+ Statistics: Go to Statistics > SQL.

© To search SQL variables and HTTP queries, add the following options to the agent settings.
+ For agent settings related to recording SQL parameters, see the following.
+ For agent settings related to recording the HTTP parameters, see the following.

whatap.conf

profile_sql_param_enabled=true

// HTTP parameter lookup option: If the option is applied, HTTP query parameters are collected after being

encrypted.
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profile_http_parameter_enabled=true

Setting the columns in the trace list

You can additionally see the details about the search result by setting the columns in the TX trace section.

1. Inthe TX Trace area, click the [ Select Column button.

2. Select or deselect the desired column items. The changes are immediately reflected in the table.

¢ Select all: It selects all columns.
¢ Deselect all: All columns are unselected.

e Initialize(default): The column is set as the default value.

3. Oncefinished, click the X icon in the upper-right corner.

Filtering the trace list

You can filter the results retrieved from the TX trace section using the following options:

TX trace (All applications) (@) View all Active Stack ) Multi-transaction ()

* View all: You can see all transactions in the viewed result.
+ Active Stack: Only the transactions that include active stacks can be viewed in the searched result.
+ Multi-transaction: Only the transactions including multi-transactions can be checked in the searched result.

+ Search URL: Only transactions containing items that match the entered string are displayed. Enter a desired
string and then press Enter on the keyboard.

o Transaction
o Client IP

o Domain

o Error class

o Error message
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Downloading the viewed list

You can download the results retrieved from the TX trace section as a CSV file. The formation of the downloaded
CSV file is profile {project_code} YYYYMMDD .csv.

1. After viewing the transactions, select
2. Enter a desired value in the Maximum CSV lines option.

3. Select Download.
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Multiple Transaction Trace

Multiple transaction trace

Multi-transaction means the transaction involving a different agent or project. Multiple Transaction Trace is to

trace calls between the application services registered in the WhaTap project.

(D Enabling the multi-transaction

To trace multi-transactions, set the mtrace_enabled optionto true in Management > Agent
CONFIG.. For more information about the agent configuration, see the following.

Checking the multi-transaction ID

To use the Multiple Transaction Trace menu, MTID (Multi Transaction ID) is required. Through the following

procedure, you can find the MTID value.

1. In Analysis > Hitmap, drag the chart area.

2. The transaction information in the dragged chart area is displayed in the TX trace list below as follows.

TX trace (All applications)

Starttime
2073/10/06 09.5610918

2023/10/06 09,5439 672

2023/10/06 10:06:56 568

/10106 10:0252.457
2023/10/06 10:0252815
2023/10/06 095659804
2023/10/06 10:0700078
20231006 09:56:38 422

2020/10/06 03:56:02316

CSV | @ Viewsl  Astive Stack Q)

175686

18515

14202
12412
20626
15399
15916
15472
18451

15122
1e508
10086,

15812

HTTPCallt.  SQL coun

Mt

ne  SQLpatch. DB CONN.

an

1231

0

160

3. Ifyou select the trace with the @ icon displayed, the Transaction information window appears.

4. Inthe Record summary tab, you can see the Multi transaction ID value.



Multiple transaction trace

Transaction information

Recordsummary | Tableview  Treeview  Multitransaction  Methods SQLs  HTTPcalls  Transaction log

Transaction Jaccount/readunit/daejun

5490 Status [ 200]
0

539ms
24/09/24 02:58:54.321 End time 24/09/24 02:58:54.860
Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:2.0b10) Gecko/20110126 Firefox/4.0510

1042214955815327991 Multi transaction ID 1313271254884040742

demo-8104 Agent ID (oid) 1143239575
demo-okind-0 Agent group ID 1383513482

node-0 Agent server ID 1693789385

(D « The same Multi transaction ID is generated even if the transaction makes an external call. Even if
projects are separated by service, all transactions between applications can be found through the
initially issued Multi transaction ID. For more information about the detailed analysis of
transaction trace through the Transaction information window, see the following.

+ If you select Multi transaction ID in the Transaction information window, the Multi transaction
tab appears. The transactions and trace data are provided so that you can see various call

relationships at a glance within or between systems, and identify where problems occurred for
improvement.

Using the multi-transaction tracing feature

1. Go to Analysis > Multiple Transaction Trace.

2. Enter the MTID value found in the Transaction information window into the Search by MTID / CUSTID
field.

3. Select the date and project you want to query.

4. Click the Apply button at the bottom of the screen.
* The Apply button becomes disabled in the following cases:

°o  When the same filter values (MTID/CUSTID, date, selected project) as the previous search are
set.

°o  When none of the filter values (MTID/CUSTID, date, selected project) are entered.

5. The right Chart tab displays a diagram and a table that allow you to understand the call relationships of
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each transaction.

© The diagram and table areas are divided vertically, and you can adjust their ratio manually.

e Clicking the upward arrow makes the table occupy the entire area. However, if the diagram
area was occupying the entire area, the diagram and table will split into equal halves.

e Clicking the downward arrow makes the chart (diagram) area occupy the entire area.
However, if the table area was occupying the entire area, the diagram and table will split
into equal halves.

Chart

Chart provides a fast and clear view of the call relationships between transactions.

You can check the individual execution times of transaction services that share the same Multi transaction ID.
The elapsed time displayed at the top of each transaction node (1’ Time Bar) allows you to understand the call
flow between transactions.

[M:H— E2|H | Total 19 Error 0 Database 19 2|2 ZHF 0 x1 [ ||+ *¥[0O] &

2,013ms

Jaccount/remove/division/daejun

=
® 2
»>
b
D Z% &4
Z2t AZH (ms) EzfIH el MEF AlZH R M

2,013ms Jaccount/remove/division/daejun 0= 200 2025/11/22 00:01:24 2025/11/22 00:01:26
442ms /account/write/dept/daegu 0= 200 2025/11/22 00:01:26 2025/11/22 00:01:26
253ms /sales/create/employee/seoul 0@ 200 2025/11/22 00:01:26 2025/11/22 00:01:27
1,098ms Jedu/save/dept/dagjun 0@ 200 2025/11/22 00:01:27 2025/11/22 00:01:28
1,291ms /sales/kill/division/dagjun 0@ 200 2025/11/22 00:01:28 2025/11/22 00:01:29
333ms /edu/remove/unit/seoul 0= 200 2025/11/22 00:01:29 2025/11/22 00:01:29
1,977ms Jorder/load/employee/kwangju 0@ 200 2025/11/22 00:01:29 2025/11/22 00:01:31
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© You can freely move, zoom in, or zoom out of the chart with your mouse.
+ Drag within the chart area to move it.

+ Scroll within the chart area to move vertically or horizontally.
o Vertical scroll: move up/down

o Horizontal scroll: move left/right

* Hold Ctrl + scroll up/down to zoom in or out.
o Pinch zoom on a touchpad is also supported.

When you select a transaction, only the connected nodes remain active, while all unrelated nodes are dimmed.
The Detail View button (12)) at the bottom of the selected transaction becomes active.

Clicking it opens the Transaction information window, where you can view detailed transaction information.
For more details on analyzing transaction traces using the Transaction information window, refer to the
following document: Transaction Info.

*+ + ZoomlIn

* —/Zoom Out

34| Fit to Screen: Display all nodes to fit the visible area.
O/ Reset Zoom: Restore the initial chart zoom and position.
@) Chart View Settings: Show or hide chart elements.

o More information: Show/hide application name, project info, IP, status code.

o Database / External: Display other database connections or external HTTP calls as nodes in the chart.

Table

In the Table tab, you can see information for each transaction included in a multi-transaction in the table format.

If you select each transaction, the Transaction information window for the selected transaction appears, similar
to selecting a node on the Chart tab. The transaction trace allows you to see the transaction details. For more

information about the detailed analysis of transaction trace through the Transaction information window, see
the following.

[0 Column Settings: You can edit the columns in the table.
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Tree

In the Tree tab, you can see each transaction and its trace details. The transactions within the overall transaction

time or start times and step times of each trace to provide transaction call relationships in a tree format.

+ T Single-line View: You can arrange the tree format at intervals by displaying the texts displayed in the

execution data for each section in a single line.
+ T= Multi-line View: All the texts displayed in the execution data for each section, appear by wrapping words.
+ Longest Path: The longest route can appear.
« = Show Time Bar: The elapsed times are displayed in a bar chart.
+ (© Show Time: The timestamps, gaps, and elapsed times for each segment are displayed in text.
o 8 seconds or more: Excessive delay state is distinguished in red.
o Between 3 and 8 seconds: state is distinguished in

o Less than 3 seconds: Normal state is distinguished in blue.

(D In case of start and step times, the time differences caused by the transaction call environment are
corrected on the screen through traces and mappings in the parent transactions. Accordingly, there

may be differences from the actual time data.

+  Hide Time: The time is hidden.

O Ifyou select |l button or [El button, you can see the summary window such as HTTP call statistics and

Active stack.

© To search SQL variables and HTTP queries, add the following options to the agent settings.
+ For agent settings related to recording SQL parameters, see the following.
+ For agent settings related to recording the HTTP parameters, see the following.

whatap.conf
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profile_sql_param_enabled=true

/I HTTP parameter lookup option: If the option is applied, HTTP query parameters are collected after being

encrypted.
profile_http_parameter_enabled=true
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Transaction Search

Home > Select Project > Analysis > Transaction Search

Transaction search

You can view the statistics on the performance properties and execution status for each transaction for a specific

period of time. You can view all transactions and quickly check their status (normal or error). Through the

provided information, you can find which transactions are busy and resource-consuming. Various filters can be

enabled depending on the transaction properties, making it useful in finding transactions with specific

conditions.

Transaction Search

Time selector application

2024/03/06 00:00 ~ 2024/03/06 23:59

Errors only

Agent name (oname) Start time End time

Elapsed time Transaction

@

Please use filter for detailed search

CPU usage..

HTTP call .

SOLcount  SOL fetche..

dof@o

Set the query time and then select the target from the Application option. Select [E. Then the searched results

appear in the table. If you select desired items from the result list, the Transaction information window

appears. For more information about the detailed analysis of transaction trace through the Transaction

information window, see the following.



Editing columns

(D + To search for transactions in error, click Errors only and then select [EJ.

depending on the search conditions.

Transaction search

+ Itis recommended to set the search time as short as possible because a response delay may occur

Agent

Container Id
Agent ID
Agent group ID
Agent group
Agent name
Agent node ID
Agent node
pcode
Pod name

Sub type

Select al Deselect all

nitialize(default)

Client

City

Client OS Pro
Country/Region
IP

Login
UserAgent
UserAgent hash
User type

Client ID

Error HTTP call Resource
Error class HTTP call count CPU time
Error level HTTP call time Memory allocation

Error message

saL

DB CONN. time
SQL fetch count
Fetch time

URL hash

SQL count

SqL time

Transaction

Active
Custom TID
Domain
Elapsed time
Endtime
Multi caller
Call depth
HTTP method

Multi-transaction
0

referer

URL

When viewing results, click [II] Select Column and then select the columns to be checked.

Applying filters

Use filters for more details. Data exploration is supported using multiple search conditions. After setting a

filter(s), select [EB.

(D some filters may not be supported depending on the product.
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Transaction search

Transaction Search

Time selector

Agent name (oname)
1 demo-8101
2  dema-8104
3 demo-8100

4  demo-8103

2024/03/06 00:00 ~ 2024/03/06 23:59

Application

All s

Filter
— Elapsed time [JRIN] 5000 Error message H
WClientiD || + Login ID Errors only
o JIEX
Select Column

Start time.
2024/03/06 00:00:00 034
2024/03/06 00:00:00.176
2024/03/06 00:00:00 326
2024/03/06 00:00:00.419

TTP call count S0L count

End time
2024/03/06 00:00-01.101
2024/03/06 00:00-01.333
2024/03/06 00:00:01 466
2024/03/06 00:00:01.485

S0L fetch count

Elapsed time
1.067
1157
1,140

1.066

ransaction Client IP

Transaction
[account/save/dept/daejun
Jproduct/remove/dept/pusan
Jaccount/load/employee/daejun

Jaccount/delete/deptkwangiu ()

Domain

CPU usage..
1
2
1
1

HTTP call ..

Referer Transaction |0
SOLcount  SQL fetchc..

1 6,789

1 711z

1 6,406

n 5.260

wmof@o

Multi transaction |10

Search based on the transaction response time. Search by entering two values above and below the reference.

Error message

Transaction Search

Time seinctor

2024/03/06 00:00 ~ 2024/03/06 23:59

Filter

time

Wl

agin ID

csv

Select Colum

Agent name (oname)

demo-8103

2 demo-8100

3 demo-8100

demo-8105

Application

All selected

Errors only

Start time
2024/03/06 00:12:53.906

3/06 00-16:25.087

20

06 00:38:34.574

2024/03/06 00-40:54 078

SQL count

End time

2024/03/06 00:12:58.573

2024/03/06 00:22:23.228

2024/03/06 00:38:40.742

2024/03/06 00:40:59.192

SQL fetch c

Elapsed time
4,667

358,141

Transactio Client [P
Transaction
Jaccount/remove/unit/secul
Iproduct/read/emplo wangju i)
Jedu/remove/division/seoul

product/savesemployeefieju @

Domain User agent
CPUusage.. HTTPcall .
] 5
r ] 3

Referer
SOLcount  SQL fetch ..
1087
1,002
4 0

1,166

1of@o

Eror message

Sql Exception

Internal RuntimeE:x

Internal RuntimeExcepti
on

Sql Exception

Search based on the transaction error message. In the default state, error-related columns may not be seen.

Select a column.

(® Transactions in error are displayed in red.
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HTTP call count

Transaction Search Hoi@o
Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59 All
Fitter
rmor message 3 sal count Transaction Client IP Homain User agent Transaction I Multi transaction 1D
WClientiD Login ID Errors anly

-

Select Column

Agent name (aname) Start time End time Elapsed time Transaction CPUusage.| HTTPcallcount | SQLcount SOL fetch c..

1 demo-8104 2024/03/06 00:00:00.176 2024/03/06 00:00:07.006 6,830  faccount/read/unit/kwangju @) a 4 3 1139

2 demo-8105 2024/03/06 00:00:01,949 2024/03/06 00:00:07 857 5908 /product/read/dept/pusan @ 0 4 4 760

3 demo-8101 2024/03/06 00:00:01.034 2024/03/06 00:00:09.403 8369  [product/kill/dept/pusan @ a [ 8 3,343

4 demo-8102 2024/03/06 00:00:01.650 2024/03/06 00:00:09 475 7,825 faccount/delete/division/kwangiu @ a 5 3 o

It searches for the transactions that exceed the specified number based on the number of calls for external HTTP

services.

SQL count

Transaction Search Ao @ 0
Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59 Al selected
Fiher
lapsed time Error message HTTP call count 1200 SQL fetch count Transaction Client P pomain User agent Referer Multi transaction ID
WClientin Login ID Errors only
Select Column
Agent name (oname) Start time End time Elapsed time Transaction CPUusage.. HTTP call . SQLcount  S0L feich co..
1 demo-8101 2024/03/06 00-00:00.034 2024/03/06 00:04:50.282 200,248 /salesiread/unit/kwangju @ 0 g 2002 | 992790
2 demo-8101 2024/03/06 00-24:06 096 2024/03/06 00:29:00. 821 294,725 /product/create/division/daejun o 327 2 2002 993322
3 demo-8103 2024/03/06 00:20:19.152 2024/03/06 00:29:31.244 552,002 /accountfwrite/employee/kwangju @) [ 2 2002 | 1,001,229
4 demo-8103 2024/03/06 00-24:30 544 2024/03/06 00:46:15.140 1,304,596 Jedu/read/unit/pusan o 352 1 2000 1,000,654

It searches for the transactions where the number of SQL executions per transaction is greater than or equal to

the specified number. Exceptionally, this is used to search transactions that call SQLs excessively.
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SQL fetch count

Transaction search

Transaction Search

Time selector

2024/03/06 00:00 ~ 2024/03/06 23:59

d time HTTP call count

rror message

WClientiD Login ID Errors only

Select Column

Application

500000

Agent name (onamae)
1 demo-8103
2 demo-8101
3 demo-8102

4 demo-8104

Start tme
2024/03/06 00:00:00.419
2024/03/06 00:00:00.034
2024/03/06 00:03:48 478

2024/03/06 00:03:55.851

End time
2024/03/06 00:02:27 984
2024/03/06 00:04:50.282
2024/03/06 00:05:01.767
2024/03/06 00:05:07.832

Elapsed time
147,565
200,248

72,689

71,981

ransaction Client IP

Transaction
Jarder/pickup/divisien/jeju o
Jeales/read/unit/kwangju €
Jaccount/load/deptkwangju @

Jaccount/writefunitijeiu @)

Domain

CPU usage._
o

(]

165

167

HTTP call ..
5

9

15

15

Referer

SOL count
1,006
2,002
1,006

1,008

Transaction ID

doFfQ@0

Multi transaction 1D

SQL fetch count
505,725
992,790
507,850
502953

After executing an SQL, it searches for the transactions exceeding the specified number based on the number of

DB patches. Use this to search transactions that perform excessive data fetches.

Transaction

Transaction Search

Time selector

2024/03/06 0000 ~ 2024/03/06 23:59

Application

All selected

Filter

lapsed time Error message

WClientiD

a e

Select Column

Login ID

Agent name (onamae)
1 demo-8101
2 demo-8100
3 demo-8103
4 demo-8100

HTTP call ¢

Errors only

Start time
2024/03/06 00:00:00.034
2024/03/06 00:00:00.326
2024/03/06 00:00:00.419
2024/03/06 00:00:01.326

End time

2024/03/06 00:00:01.101
2024/03/06 00:00:07.466
2024/03/06 00:00:01.485
2024/03/06 00:00:02.566

account

Elapsed time
1,067
1.140
1.066
1,240

Client IP

Transaction
Jaccount/save/dept/daejun
Jaccount/load/employee/daejun
Jaccount/delete/dept/kwangju

Jaccount/write/unit/daejun @

CPU usage._
1
1
1
2

arit

HTTP call ..

e o o o

Referer

S0L count

Hof@o

Multi transaction 1D

SOL fetch c..
6,789
6406
5.260
6106

It searches based on the transaction. The entered search string is compared and searched by inclusion (partial

matching).
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Transaction search

Transaction Search

1 demo-8104
2 demo-3105
3 demo-8101

4 demo-8100

Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59
Filter
Error message HTTP call count S0L count
Login ID Errors only
Agent name (oname) Start time

2024/03/06 00,00:05.938
2024/03/06 00:01:00.381
2074/03/06 00.:05:46 335
2024/03/06 00:10:10.715

All selected

End time
2024/03/06 00:00:06.996
2024/03/06 00:01:10.530
2024/03/06 00.05:47 728
2024/03/06 00:10:11.958

Elapsed time
1.058
1,149
1,393
1.243

Transaction
Jaccount/delete/unit/jeju @)
Jaccount/remove/division/daggu
Jedu/kill/dept/kwangju
Jorderread/dept/jeju

Domain Referer Transaction ID Mutlti transaction 1D
Client IP CPUusage.., HTTPcall.. S0Lcount  SOLfetche.
50,182.206.151 1 ] 1 6,898
50,182.206.151 1 ] 1 5,140
50,182 206.151 2 0 1 4,359
50.182.206.151 1 0 n 4997

It searches transactions based on the client IP. However, IP strings are searched by prefix comparison (forward

matching).

Domain

Transaction Search

Time selector

Filter

Login I Errors only

ect Column

Agent name (aname)

demo-8102
demo-8102
demo-8104
demo-8101

P

2024/03/06 00:00 ~ 2024/03/06 23:59 Al

TE call count

Application

Start time
2024/03/06 00:01:37.6%96
2024/03/06 00:03:27.111
2024/03/06 00:14:19.100
2024703/06 00:24:06.096

Transaction

End time Elapsed time
2024/03/06 00:01:47.736 10,040
2024/03/06 00:03:30.526 3815
2024/03/06 00:14:22.568 3468
2024/03/06 00:29:00.821 294,725

Client IP

Transaction

Jfedu/kill/employee/kwangju MO
Jedu/remave/unit/daegu
Isales/kill/'dept/seoul
fproduct/create/division/daejun ﬂ

dofi@o
User agent Referer Transaction ID Multi transaction 10
Domain CPUusage.. HTTPcall..  SQLcount SQL fetchc.
255.255.255.255 4 B 2 509
255.255.255.255 0 2 1 47
255.255.255.255 2 3 0 0
255.255.255.255 3z 2 2002 993322

Retrieve transactions based on the HTTP service domain (host:port). The search conditions must match the

domain completely (full match).
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User agent

Transaction search

Transaction Search

Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59 All selected

Filter

Elar SOL count S0L fetch count Transaction

WClientiD
o JIEX

Select Column
Agent name (oname) Start time End time Elapsed time

1 demo-8103 2024/03/06 00:00-00.419 2024/03/06 00:00:01.485

2 demo-8105 2024/03/06 00:00:01.950 2024/03/06 00:00:03.379

Client IP

1,066

1,429

Transaction

Jaccount/delete/dept/kwangju )

Jaccount/save/dept/daegu

CPU usage..

HTTP call

Referer Transaction ID

SQLcount  SOL fetch _

m 5,260

1 5,293

Noo@O

Multi transaction 10

User agent

Mozilla/5.0 (X11; U; Linu
% xB6_64; enUS) Apple
WebKit/532.2 (KHTML, |
ike Gecko) Chrorme/4.0.
222.5 Safari/532.2

Mozilla/5.0 {Macintosh;
AMD Mac 0S X 10_8.2)
AppleWebKit/535.22 (K
HTML, like Gecka) Chro
me/18.6.872

Search transactions based on the user agent (partial match).

Referer

Search transactions based on the referer string.

® Agents in their default settings do not collect referer data. If the referer settings are required, see the

following to add the related settings.

Transaction ID

Client IP

Transaction Search
Time selector Application
2024/02/28 00:00 ~ 2024/02/28 23:59 All selected
Filter
Ela Error me: Je ATT SQL coun S0L fetch count Transaction
W Lagin I Errors only
o JIEX
Select Column
Agent name (aname) Start time End time Elapsed time
1 demo-8101 2024/02/28 00:00-00.419 2024/02/28 00:00:01.798 1379

Domain

Transaction

Jpeaduct/killfemplayee/dagjun

CPU usage

2

HTTF call

o

6703915381101427655

SOLcount  SAL fetch _

n 5,748

dofi@o

Multi trangaction 10

Transaction ID

6703915381101427655
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Transaction search

Search transactions based on their transaction ID (full match). For transaction IDs, the search indexes are created
for searching at a high speed.

(D - The transaction ID can be found in the Record summary tab of the Transaction information
window. For more information, see the following.

+ If you are not using the latest version of the agent, a full scan may occur rather than using indexes.

Multi transaction ID

Transaction Search « ﬁ ] @ G

Time selector Agplication
2024/03/06 00:00 ~ 2024/03/06 23:59 Al selected

Filles

lapsed tim " message ITTP call count || +$QL count || + SQL fetch count || + Transactior Client 1P || + Domai ser agent || + Refere Transaction 10 | RTINS Gl 246085190067870005
WClientiD ||+ Lagin 1D Exrors only
:
{l olurr
Agent name (oname}) Start time End time Elapsed time Transaction CPUusage.. HTTPcall . SQLcount  SQL fetch _ Multi transaction ID
1 demo-8104 2024/03/06 00:00-00.176 2024/03/06 00-00:01 333 1157 fproduct/remove/dept/pusan o 2 1] m 7112 8460B5190067870005

Search transactions based on the multi-transaction ID (full match).

(@ + The multi-transaction ID can be found in the Record summary tab of the Transaction information
window. For more information, see the following.

« If you are not using the latest version of the agent, a full scan may occur rather than using indexes.

« When searching with the Multi transaction ID filter applied, only the Transaction ID filter can be
additionally applied.
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Transaction search

WClientID

Transaction Search « 1;1 g e 0

Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59 All selected

Filter
Elapsed time || + Error messag {TTP call count || +SQL count || + SOL fetch count Transactior Client IP || + Domain User agent || + Referer Transaetion ID | | + Multi transastien 1D

— WClientiD gin ID Errors only
.-

Select Column

Agent name (aname) Start time End time Elapsed time Transaction CPUusage. HTTPeall.  SOLeount  SOL fetch _ WClientlD
1 demo-8104 2024/03/06 00:00:00.176 2024/03/06 00:00:01.333 1,187 [product/remave/dept/pusan ) 2 1] n imnz
2 demo-8101 2024/03/06 00:06:45.921 2024/03/06 00:06:46.979 1,058  fproduct/pickup/employee/daejun 1 o 11 381
3 demo-8102 2024/03/06 00:07:10.522 2024/03/06 00:07:16.853 6331  /account/save/employee/daejun @) 2 4 2 o
4 demo-8103 2024/03/06 00:07:27.810 2024/03/06 00:07:28 867 1,057 /product/create/employee/kwangju 1 o 1 5251

The client ID ( wClientlId ) is an ID given by the WhaTap agent to identify users. Search transactions based on this
ID (full match). There is no separate index for searching.

® WhaTap basically stores the client-related information.

Applying multiple filters

You can apply multiple filters to see the list of desired transactions. The following case is for the elapsed time
between 5 and 8 seconds, 5 or more HTTP calls, and the transaction path including "account."

Transaction Search b f:L & Q o

Time selector Application
2024/03/06 00:00 ~ 2024/03/06 23:59 All selected
Filter
— Elapsed time el 2000 [SCIREEELE — HTTF call count 50L count 50L fetch count account Client [P omiain
User agent Refere Transaction ID Multi transaction ID WelientlD Login ID Errors only

a-

Select Column
Agent name (oname) Start time End time Elapsed time Transaction CPUusage_ HTTPcall .. SOLcount  SOL fetche.

1 demo-8102 2024/03/06 00:00:01.650 2024/03/06 00:00:09.475 7825  /account/delete/division/kwangju o 5 3 o
2 demo-8100 2024/03/06 00:00:19.877 2024/03/06 00,00:26.727 6,850  /account/pickup/dept/kwangju @ 3 6 1 849
3 demo-8102 2024/03/06 00:01:07.095 2024/03/06 00:01:14.188 7.093  Jaccount/saverdept/kwangju (] 6 3 346
4 demo-8104 2024/03/06 00:071:37.539 2024/03/06 00:01:44.531 6,992 Jaccount/delete/unitrkwanaju @ 3 5 3 340
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Transaction search

(D When searching with the Multi transaction ID filter applied, only the Transaction ID filter can be
additionally applied.

Downloading the searched results

The searched results can be downloaded as a CSV file according to the filter conditions set by the user.

1. Click [EY to view the searched results.
Select

Enter the maximum number of CSV lines. You can save the searched results as many lines as you enter.

> w N

Select Download to download the CSV file.

@ The CSV file name's format is profile_ {pcode} _ YYMMDD .csv.
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MSA Analysis

MSA Analysis

What is the MSA analysis?

The MSA analysis function analyzes the proportion of calls between transactions collected through the WhaTap's
Multiple transaction trace function. Based on this, dependencies between microservices can be checked at the
URL level rather than instance-centric basis.

Microservice Architecture Pattern

For example, there are five microservices: A, B, C, D, and E. If a user calls A, it is assumed that the following three
call patterns occur according to the logic.

1. A-B, Ccalls
2. A-B, Ccalls + then B—D call

3. A-B, Ccalls + then B—D, E calls

If these three patterns have been performed once, MSA analysis can check the association analysis data
depending on the reference URL.

‘Microservice Architecture Caller & Callee

(D For more information about multiple transaction trace, see the following.

MSA Transaction Statistics

Home > Select Project > [[d Sitemap > Analysis > MSA Analysis

The MSA Analysis menu is a tool that can effectively analyze the performance and stability for each service in
the microservice environment. By analyzing the detailed call relationships for transactions, you can optimize the
system performance and proactively identify potential problems based on the analysis.



MSA Analysis

MSA Analysis

Time selector

Detail
T @
: @
1 (@
¢ (=
5 (=)
65 (=
7 (=
;
10
1n ()
12 (=]
13
11 (]
15 (=]

Project

APM Demo
APM Demo
APM Demo
APM Demo
APM Demo
APM Demo
APM Demo
APM Demo
APM Demo
APM Demao
APM Demo
APM Demo
APM Demo
APM Demo

APM Dema

2024/05/31 00:00 ~ 2024/06/01 00:00

Project code

5490
5490
5490
5490
5490
5490
5490
5490
5490
5490
5490
5490
5490
5490
5490

Filter

Agent grou...

Agent group name

demo-okind-1
demo-okind-0
demo-okind-1
demo-okind-1
demao-okind-0
demo-okind-1
demo-okind-1
demo-okind-0
demo-okind-0
demo-okind-1
demo-okind-0
demo-okind-0
demo-okind-1
demo-okind-1

demo-okind-0

Spec
v1.0
v¥1.0
¥1.0
vi.0
v1.0
v1.0
vi1.0
v1.0
v1.0
v1.0
v1.0
v1.0
v1.0
¥1.0

v1.0

Order By

Count

Transaction

faccount/savefemployee/seoul
Jaccount/save/employee/seoul
Jaccount/save/employee/pusan
faccount/savefemployee/daegu
faccount/savefemployee/pusan
Jaccount/save/employee/kwangju
faccount/save/employee/daejun
Jaccount/savefemployee/daegu
Jaccount/save/employee/jeju
Jaccount/save/dept/seoul
Jaccount/save/employee/kwangju
Jaccount/save/employee/daejun
Jaccount/save/employee/jeju
Jaccount/save/dept/pusan

Jaccount/save/dept/seoul

Count

1,200
1,186
1,120
1,105
1,088

994

987

977
950
944
937
916
909
905

oG @0

Error

Average response

2,345
2,279
2,355
2123
2,284
2,470
2,267
2318
2,239
2,335
2323
2,222
2,314
2174

4,158

+ Time selector: Select a desired search period. You can view a list of transactions including callers and callees

on a daily basis.

* Filter: By filtering based on Agent group name, Spec, and Transaction, you can perform the search.

* Order By: Based on Count, Error, and Time avg (average response time), the list can be sorted.

options.

Analyzing in detail

information on how to use the Time selector option.

+ After setting the conditions, select [E to update the transaction list.

(D« The time range that can be searched in Time selector is up to 1 day (24 hours). For more

+ Agent group name is the group name classified as whatap.okind in the agent configuration

When you select [@ for the item to view in the transaction list, the Display Detail window appears. You can view

the caller and callee for the transaction in the Display Detail window.
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MSA Analysis

MSA Analysis O Q@ 0

Time selector Filter Order By
2024/05/31 00:00 ~ 2024/06/01 00:00 Agentgrou... vV Count v a
Detail Project Project code Agent group name Spec Transaction Count Error Average response
1 E] APM Demao 5490 demo-okind-1 v1.0 Jaccount/save/employee/seoul 1,200 3 2,345

EEE) 200 niDut by Sero [EIE] ik to search o remove st data
The vabue of ench nade depicts the prapertan of zall, firqu e
(-]}

T e— facosuntidalalunutipusin
KM D550} | demarcird 110 0,006 » 0,004 A5 Demols4an) |dumoknd 1 1.0

Count: 12 | Enver: 0| 1966 ms

JRERRRTRR———
#PM Dt} demeoked 1110 0,005
Count: 10| Enee- 0| 1192 ms

i emtiivalepliyes dasjun
s D55 | demaoird 110 (0,004
Count:$ | Emer-0 1223 ms

[r—
AP Dem{5 450} 1 e
Couat 8 | Enver: 0] 1330 ms

Sussount/dulets/ doptidasiun
AP Demo(3430) demerokind 1110 0,004
Counc 9 | Emer: 01 1152 ms

o -
AW Damo(550) | demociisa 1110 (0,004
Count:§ | Emer-0 | 162 m

[R——
s Damosaan) | semsrcaea 110 0,004
Count§|Ener-0 1

JETT © 0,
Cont 8 Emer:01 1471 ma

Iaccountirandident!
AP Danm (550} | deme-
Coume 7 | Ense:

P ——
AP Dozt | demoukied 1115 0,003
Cowt 7| Ener-0 | 260 ms

Cownt: & | Emar: 0 1188 ms

[ r—
» 0.004  aFM Demoisaam) | gemacknd 1410
Count | Emor. 0 1152 ma

fattentrusnare ferglopes! dusjun
» 0,004 &M Demolnam | como-kind 1 10
Cont: & Ensr 01215 ma

A ——
» 0,003 2 cemojsamy | cemo-sknet 1.0
Comnt 7| Emar. 0 1117 ma

[acantrnend it dawgu
» 0.003  AFM Demoi5490) | cemocknd| v1.0
Cownt 7| Eor. 0 1143 ma

B ]
»0.003 AP Demolson | emoskind1 v1.0
Cowt: 7 Ener. 0 1204 ma

facesnaillidept/pusan
0,003 4P Demolsm comocknd 1.0
Cownt 7| Enee 01202

Fatesers fooegliyeajoiy
*0.003 wm o) | dema-chind 1 1.0
Count 7 | Eor. 0 1208 ma

fae ——
»0.003 APM Demo| 5490) | demo-cknd-1 41 0
Coent 7 | Esor- 0 1202 ma

P EI——
Cownt 7 Emor. 0 1184 ma

faceoetikillunitknangis
» 0,003  APM Demols4o | como-ckind | 41,0
Cosnt: & Emsr: 0| 1264 m

faccomtonditidasien
» 0.003 APM Demal 5490 | damo-ckandt1 ¥1.0
Comt & Ewoe. 01198 ma

Each tab provides the following analysis features:

+ Caller callee summary: It provides a visualized diagram for the relationship between the caller and callee of
the transaction.

+ Caller callee data: It provides the details of the transaction such as call count, error count, and response

time.

+ Caller callee trend: It provides a time series chart for performance changes in the number and rate of

transaction calls over time.

r

@ + You can view it in full screen when the L2 button is selected on the upper right of the Display Detail

window.
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o . To close the Display Detail window, select Confirm at the lower right or press the ESC key.

Caller callee summary

MSA Analysis

The Caller callee summary tab displays the dependency between the caller and callee of a transaction selected

from the transaction list in a visualized diagram. You can intuitively understand the call relationships between

services. Call paths and dependencies can be visually identified, which is advantageous for analyzing the causes

of problems.

Analyzing call relationships

Caller callee data ¢

EEE zoom Insout by Scroll I Click to search or remove sub data
The value of each node depicts the proportion of calls. Require a

Caller callee trend @

stat_mtrace,

faccount/save/dept/jeju
APM Demo(5490) | demo-okind-1 v1.0
Count: 12 | Error: 0] 1166 ms

faccount/delete/employee/jeju
APM Demo{5490) | demo-okind-1 v1.0
Count: 10 | Error: 0| 1192 ms

/account/save/employee/dagjun
APM Demao{5490) | demo-okind1v1.0
Count; 9 | Error; 011223 ms

faccount/delete/unit/pusan
APM Demo{5490) | demo-okind-1 v1.0
Count: 9 | Error: 0| 1330 ms

faccount/delete/dept/daejun
APM Dema[5490) | demo-oking1 v1.0
Count: 9 | Error: 011152 ms

/account/save/dept/daegu
APM Demo{5490) | demo-okind1 v1.0
Count: 9 | Error: 0 1162 ms

faccount/killiunit/jeju
APM Demo(5490) | demo-oking-1v1.0
Count: 9| Error: 0] 1160 ms

Jaccount/save/division/daejun
APM Demo{5490) | demo-oking-1 v1.0
Count: 9 | Error: 0| 1168 ms

faccount/delete/division/jeju
APM Dema(5490) | demo-oking-1 v1.0
Count: 8 | Error: 0] 1189 ms

/account/save/dept/pusan
APM Demo(5490) | demo-okind-1 v1.0
Count: 8 | Errerz 0 1171 me

faccount/read/dept/pusan
APM Demo(5490) | demo-okind-1 w1.0
Count: 7 | Error: 0] 1145 ms

Jaccount/kill'employee/jeju
APM Demo(5490) | demo-okind-1 v1.0
Count: 7 | Errer: 0| 1260 me

0.006

0.005

0.004

0.004

0.004

0.004

0.004

0.004

0.004

0.004

0.003

0.003

Jaccount/save/employee/seoul

APM Demo(5440) | demo-okind-1 v
10
Count: 2,010 | Error: § | 2287 ms

»0.004

» 0.004

»0.004

»0.003

»0.003

»0.003

»0.003

»0.003

»0.003

»0.003

»0.003

»0.003

Jaccount/delete/unit/pusan

APM Dema(5490) | dema-okind-1 1,0

Count: B | Error: 0] 1188 ms

Jfaccount/save/unit/daegu

APM Demo(5490} | demo-okind-1 v1.0

Count: 8 | Error: 011152 ms

Jaccount/remove/employee/dasjun

APM Demo(5490) | deme-oking-1v1.0

Count: B Error: 011218 ms

Jaccount/save/employee/daejun

APM Demo(5490} | demo-okind-1 v1.0

Count: 7| Error: 01117 ms

Jaccount/remove/unit/daegu

APM Demol(5490} | deme-oking-1v1.0

Count: 7| Error: 011143 ms

Jaccount/save/employee/daegu

APM Demo(5490) | demnc-okind-1 v1.0

Count: 7| Error: 0| 1204 ms

Jaccount/kill/dept/pusan
APM Demo(5490) | deme-oking-1v1 0
Count: 7| Error: 01202 ms

Jaccount/save/employeeijeju

APM Demo(5490} | demo-okind-1 v1.0

Count: 7 | Error: 0 | 1208 ms

faccount/save/employee/pusan
APM Demo(5490) | demnc-okind-1 v1.0
Count: 7 | Error: 0] 1202 ms

faccount/save/dept/pusan

APM Demo(5490} | demo-okind-1 v1.0

Count: 7 | Error: 0| 1184 ms

faccount/kill/unitfkwangju

AFM Demo(5490) | demc-okind-1 v1.0

Count: 6 | Error: 0] 1294 ms

faccount/load/unit/dagjun

APM Demo(5490) | demo-okind-1 v1.0

Count: 6 | Esror: 0| 1199 ms

228



MSA Analysis
Caller and callee nodes display numerical data whose maximum is 1 such as 0.004 and 0.003, which represents
its proportion among all callers. Likewise, the weight of each callee is displayed together on the right.

Through the above screen, you can analyze the dependencies between callers and callees based on the
/account/save/employee/seoul transaction. You can visually see from and to which services the transactions are
called.

Checking the performance metrics

/account/save/employee/seoul
(5490) | demo-okind-1 v

1.0

Count: 2,486 | Error: 5| 2261 ms

Each node consists of a transaction URL, project name, agent group name, and the following performance data:

* Count: Number of calls for the transaction
* Error: Number of errors occurred for calls

+ Average response time: Average response time for the transaction, in milliseconds (ms)

Finding the transaction flow

When you hover your mouse over a caller or callee node, the > button appears. If you select this button, it
expandes into subnodes. By checking the entire flow of transactions, you can get answers in finding where

problems occur.
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MSA Analysis

Caller callee summary Caller callee data (T

Caller callee trend @

m Zoom In/Out by Seroll Click to search or remove sub data

The value of each node depicts the proportion of calls. Requi

faccount/save/dept/jeju
APM Demo{5420) | demo-okind-1v1.0
Count: 13 | Error: 0| 1157 ms

faccount/delete/employee/jeju
APM Demo{5490) | demo-okind-1v1.0
Count: 11 | Error: 011180 ms

faccount/read/dept/pusan
APM Demo{5490) | demo-okind-1v1.0
Count: 9| Error: 01141 ms

Jaccount/save/employee/daejun
APM Deme{5490) | demo-okind-1v1.0
Count: 9| Error: 01223 ms

Jaccount/delete/unit/pusan
APM Dema{5490) | demo-okind-1 v1.0
Count: 9| Error: 0] 1330 ms

Jfaccount/delete/dept/daejun
APM Demao(5490) | dema-okind-1v1.0
Count: 9 | Error: 01152 ms

Jaccount/save/dept/daegu
APM Demo{5490) | demo-okind-1v1.0
Count: 9 | Error: 0| 1162 ms

Jaccount/killfunit/jeju
APM Derme{5490) | dema-okind-1v1.0
Count: 9 | Error: 0 1160 ms

Jaccount/save/division/daejun
APM Dema{5420) | demo-okind-1v1.0
Count: 9 | Error: 0 1168 ms

faccount/delete/division/jeju
APM Demo{5490) | demo-okind-1v1.0
Count: & | Error: 0| 1189 ms

enfiguration : stat_mirace_enabled=true (java 2

Jaccount/save/employee/seaul

P iava APM Demoi5490) | demo-okind-1

"y

Count: 2,325 | Error- 5 | 2240 ms.

» 0.004

» 0.004

»0.003

» 0.003

»0.003

»0.003

»0.003

»0.003

»0.003

> 0.003

/account/save/emplayee/pusan
APM Demo(5490) | dema-okingH1 v(

10

Count: 10 | Error: 0| 1241 ms

Jaccount/remove/employee/daejun
APM Demo(5490) | demo-oking-1 v1.0
Count: 9| Error: 011202 ms

Jaccount/delete/unit/pusan
APM Demo(5490) | demo-okind-1 v1.0
Count: 8| Error: 0| 1188 ms

Jaccount/remove/unit/daegu
APM Demo(5490) | dema-aking1 v1.0
Count: 8| Error: 011139 ms

faccount/load/unit/daejun
APM Demo(5490) | demo-oking-1 1.0
Count: 8 | Error: 0| 1202 ms

ra:caunusave{uniud:egu
APM Dema(5490) | demo-okind-1 v1.0
Count: 8| Error: 0| 1152 ms

Jaccount/save/employeefjeju
APM Demo(5490) | demo-okind-1 1.0
Count: B | Error: 0| 1218 ms

Jaccount/save/employee/daejun
APM Demol(5490) | demo-oking-1 v1 0
Count: 7| Errar: 01117 ms

Jaccount/save/emplayee/daegu
APM Demo(5490] | dema-oking-1 v1.0
Count; 7| Error; 0| 1204 ms

Jaccount/kill/dept/pusan
APM Demao(5490) | demo-okind-1 v1.0
Count: 7| Error: 0 | 1202 ms

» 0.006

»0.005

» 0.005

» 0.004

»0.004

»0.004

» 0.004

» 0.004

»0.004

> 0.004

Jaccount/save/employee/dagjun
APM Dema(5490) | deme-okind-1v1.0
Count: 12 | Error: 0 1201 ms.

Jaccount/save/divisien/pusan
APM Dema(5490) | deme-okind-1v1.0
Count: 11 | Error: 0] 1147 ms.

J/account/save/employee/kwangju
APM Demo(5490) | demo-ckind-1 v1.0
Count: 10 | Error: 0] 1161 ms

Jaccount/pickup/employes/kwangju
APM Dema(5490) | deme-okind-1v1.0
Count: 9| Error: 0] 1120 ms

Jaccount/save/employee/pusan
APM Dema(5490) | deme-okind-1 v1.0
Count: 9| Error: 0] 1231 ms

IICDOIIHUFGIIIOTGHIHI'UDUSIH
APM Dema(5490) | deme-okind-1v1.0
Count: 9 | Error: 0| 1160 ms

Jaccount/save/dept/kwangju
APM Demo(5490) | deme-okind-1 v1.0
Count: 8 |Error-0| 1158 me

Jaccount/save/employee/jeju
APM Demo(5490) | demo-okind-1 v1.0
Count: 8 | Error: 0] 1147 ms

Jaccount/removey/division/seoul
APM Demo(5490) | deme-oking-1v1.0
Count; 8 | Error: 0| 1124 ms

Jaccount/delete/unit/jeju
APM Demo(5490) | demo-okind-1 v1.0
‘Count: 8 | Error: 0 1129 ms

(@ - To close the subnodes, select > again.

* You can enlarge or reduce the screen using the scroll feature of the mouse. Or click the +/- buttons

on the upper left of the screen.

Caller callee data

The Caller callee data tab displays the correlation between caller and callee for the reference URL (e.g.

/account/save/employee/seoul) in a tabular format. You can specifically check the details of each transaction (call

count, error count, average response time, etc.), enabling a precise, data-based analysis.
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MSA Analysis

-

Caller callee summary  Cal

o

id-0-1485863373
b id-caller1-964802511
»  id-calleri--2119638160
b id-caller1--703921046
»  id-calleri--338408101
b id-caller1--1166726544
»  id-calleri--9645828228
»  id-caller1--1619760719
P id-calleri--1344577787
b id-caller1--1080234343
»  id-calleri--B06644592
b id-caller1--324476759
»  id-calleri--1543262602
b id-caller1--1080842845
»  id-calleri-1820299183
b id-caller1- 1888852742
id-calleri-others
P id-calleel-1699366673
»  id-calles1--1816628101
> id-calleel--322752639
»  id-calles1--806644592
» id-calleet--339409101
»  id-callee1--3777951
P id-calleel--1080842845
»  id-callesl-1470942574
P id-calleel-2136474304
F  id-calles1-446621542
P id-calles1-888826450
»  id-calles1--703921046
P id-calleel--472076859
F  id-callea1--153113744

P id-calleel--2045376290

er callee data @

Caller callee trend ©

Type

cm
cm
cm

Project code

5490

Project
APM Deme
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc

APM Demc

APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc
APM Demc

APM Demc

Agent group ne
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1

demo-okind-1

demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1
demo-okind-1

demo-okind-1

Transaction

laceount/savelemployaslsaaul
[aceountsave/deptjeju
[acoount/deletefemployesfjsju
laceountdelete/unitpusan
[accountsavelemployesidasgu
laccountsaveldeptidasgu
[acoountreadideptipusan
laceountdelete/deptidagjun
{accountremove/unit/seoul
[aceountkilliunitfeju
[acoountsavelemployesidagiun
laceountkiliemployealeju
[acoount/saveidivisionipusan
[accountremovelemplayesljeju
[acoount/deleteldept/kwangju
[account/delete/unitjeju

others.
laccountsavelemployee/pusan
{account/savelunitidasgu
laccountioadiunivdaejun
[acoountsavelemployesidasjun
[accountsavelemployeeldasgu
{account/delete/dept/pusan
[accountremovelemployesleju
[acoount/savalemployesieju

faccount/saveldivisionijeju

laccount/remavelsmplayes/dagjun

faccount/savel/dept/pusan
[acoount/deletefunitipusan
faccount/removesunitdaegu
{account/saveldept/seoul

faccount/remove/deptisecul

Depth

Error

Average respor
2303
1156
170
1317
197
1163
1154
1156
1181
1153
1223
1236
175
1138
174
1166
175
120
n27
1174
124
1207
174
1199
1201
1192
1202
1190
1188
1139
1155

1152

Weight

0.0051
0.0041
0.0037
0.0037
0.0037
0.0034
00034
0.0034
00034
0.0031
0.0031
0.0031
0.0031
0.0031
0.0031
o.am
0.0048
0.0041
0.0034
0.0031
0.0031
0.0031
0.0031
0.0031
0.0031
0.0031
0.0031
0.0027
0.0027
0.0027
0.0027

Parent ID

id-0-14885..
id-0-1485..
id-0-14885..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1485..
id-0-1488..
id-0-1435..
Id-0-1485...
id-0-1435..
Id-0-1485...
id-0-1485..
Id-0--1485...
id-0-1485..

Id-0-1485...

It can be used to analyze performance issues by checking the number and rate of calls, number of errors, and

average response time of each transaction.

Through the Type column, you can easily distinguish between caller and callee and find the call relationship.

By selecting » for each transaction, you can additionally check the transactions related to the transaction.

To save the data list in CSV format, select Download CSV data at the upper right.

Caller callee trend

The Caller callee trend tab allows you to visually analyze the call relationships and performance data of the

reference URL (/account/save/employee/seoul) over time. This can help you find the pattern in the performance
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of transactions.

MSA Analysis

Caller callee summary  Caller calleedata @ Caller callee trend @
Type Project Project code Agent group name
- 8 APM Demo 5490 demo-okind-1
[ - APM Demo 5490 demo-okind-1
L4 - APM Demo 5490 demo-okind-1
Weight
013
0.0685
0
o0 o0 0200 0300 0400 0500 0600
- caller APM Demo 5490 demo-oking-1
- [ealler| APM Dema 5400 dema-oking-1
> - APM Demo 5490 demo-okind-1
| caller APM Demo 5490 demo-okind-1
. caller APM Demo 5490 demo-okind-1
> - APM Demo 5490 demo-okind-1
> - APM Do 5490 deme-oking-1
[ caller| APM Dema s400 demo-oking-1
> - APM Demo 5490 dema-okind-1
> - APM Demo 5490 demo-okind-1
 [caller| APM Dema 5400 dema-oking-1
» - APM Demo 5490 demo-okind-1
- caller APM Demo 5490 demo-oking 1
o :
> - APM Dema 5490 demo-okind-1
[ Calee] APM Dermo 5490 demo-okind 1
| callee| APM Demo 5490 demo-oking 1
> - APM Demo 5490 demo-okind-1
» - APM Demo 5490 demo-okind-1
| callee| APM Dermo 5490 demo-okind 1
[ Callee| APM Demo 5400 demo-okind-1
» - APM Demo 5490 demo-okind1
[ callee] APM Demo 5490 dema-oking 1
- == APM Demo 5400 demo-okind-1
> - APM Demo 5490 demo-oking1
[ cailee] APM Demo 5490 demo-oking-1
[ calles APM Demo 5400 demo-okind-1
— - P

® Count -2

® Ermor 0

Transaction
faccount/save/employee/seoul
Faccount/saverdeptjeiu

faccount/save/dept/dasgu

Count
3

09:00 10:00 11:00 12:00 13:00 1400 15:00 16:00 17:.00 18:00 19:00

® weight - 0.053%  MWdelete/unit/pusan

V1.0
v1.0
v1.0
v1.0
V1.0
v1.0
v1.0
V1.0
v1.0
v1.0
v1.0

v1.0

v1.0
v1.0
v1.0
v1.0
V1.0
v1.0
v1.0
V1.0
V1.0
v1.0
V1.0
v1.0
V1.0

Faccount/save/employes/dasjun
Faccountysavefemployee/daegu
faccount/delete/employeefjeju
faccount/delete/dapt/dagjun
faccount/save/employee/seaul
faccount/remove/unil/seoul
faccount/remave/employee/kwangju
faccount/save/unit/pusan
Taccount/read/dept/pusan
faccount/save/division/dasjun
faccount/save/dept/pusan
faccount/remove/employee/jeju
athers

faccount/save/unit/dasgu
faceount/save/employee/pusan
faccount/save/employee/seaul
faccount/save/emploves/dagjun
FacEount/savesemplovea/jeju
Facesunt/savesdivision/eju
faccount/save/dept/pusan
faccount/savelunit/daejun
Faceount/remove/employes/dasjun
faccount/delete/unit/pusan
Faccount/remove/unit/daegu
faccount/koad/unit/dasjun

faccount/delete/dept/pusan

0
20:00 2100 22:00 23:00 0g:

* You can see performance changes at a glance by visualizing the number and ratio of calls for specific

transactions on a graph over time.

* Through the Type column, you can easily distinguish between caller and callee and find the call relationship.

* When you hover your mouse over the time series chart, you can see the numerical data through the tooltip.

* When you click a specific time zone on the chart, the Analysis > Transaction Search menu appears. You can

view a list of transactions in the selected time zone.
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Metrics

Metrics

What is a metric?

A metric is time-series data that represents the state of a monitoring target as numerical values. It is the result
of processing performance data collected by the WhaTap agent from monitoring targets.

Through metrics, you can view key performance indicators such as memory usage per server and DB connection
time at a glance. After identifying a problem, you can perform detailed analysis through logs and traces.

Resource usage statistics help you estimate the required amount of resources, which can also be used for cost
optimization.

How WhaTap collects metrics

Monitoring Data Data = Datz.a ana'lysi§ and .
t collectlon transmlssmn visualization
= B — AR
- WhaTap
WhaTap Agent collection server WhaTap users

To collect metrics, install the WhaTap agent on the monitoring target. Metrics sent by the agent are stored on the
WhaTap collection server.

For example, to monitor Python applications, first install the agent. See Application metrics for available
metrics.

Metric components

WhaTap metrics consist of the following components:



Metrics

+ Category: A name that groups related metrics.

+ Tags: Labels that identify collection targets. Stores rarely-changing unique information such as IP, Oname,
and Host. A metric can contain multiple tags.

+ Fields: Stores actual measured values. A metric can contain multiple fields.
+ Time: The time when the metric was collected.
+ Oid: The unique number of the agent that collected the metric.

+ Oname: The name of the agent that collected the metric.

Viewing and visualizing metrics

WhaTap provides menus to view collected metrics in various ways.

* Metrics Search: View the original metric data.
* Metrics Chart: View metric data through visualized charts.

+ Metrics Anomaly Detection: Detect anomalies by comparing with metric patterns learned by Al
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Metrics

Metrics Search L LEQ@O
Time selector Maxcount ~Category
[ < 2023/08/11 13:03 ~ 2023/08/11 14:03 > ] 100 app_active._stat Metrics Anomaly Detection
Tags A1 @D er Time Filer
R o)
Appli ActiveStat
54
Q
Tags
- Time 0id DbConnection 45
container  containerKey  hostip  okindName oname  onodeName pid  type dbcle  hitpcle | me
HttpCall
2023 *
1 0811 -1128904592  agent.service 1395943798  10.21.1.26  demo-okind-0 demo-8100 node-0 3284934 java 1 2 19/ Method
13:03:40
27
Socket
2023-
2 0811 | 1143239575 1205043708 1021126 Aama£104__noda omsazn o a2
13:03:40 :
Metrics Chart SO0 Q0O
2023-
3 o081 -877561626 | Time Interval Timemerge  Application
13:03:40
[ < 2023/08/11 00:00 ~ 2023/08/12 00:00 > ] Default || Default v [& Agent
2023, 0 00:00 00:00 00:00 00:00 00:00 00:00 00:00
40811 857948920
13:03:40 Application x
s “ O A R ——— 8
2023- Q
s |22 | asre0mza ) 000000 1,000000 ~ 08/12,000000 Interval: Minutes
om0 Time merge: Avg Time merge: Avg
 Transaction © Chart max value Value:22:55 Time: 094000 Label:demo 8104 © Chart max value Value:30.27s Time:00:2500 Labek demo-8104
2023- 30 39s
6 0811 633280970 s
13:03:40
Instance response time 25 2255 305580278
Think time 20 26s
Service time 15 105 \
T count 0 138
TX error count 5 6.5
SQL time per transaction o o 100 00:00 00:00 00:00 00:00 00:00 00:00 0000
01:00 05:00 09:00 13:00 17:00 21:00 01:00 05:00 09:00 13:00 17:00 21:00
HTTP call time per transaction
DBC time per vansaction Think time o FIR g Service time o g v :
5 Activetransection ) 000000 1,000000 ~08/12,000000 Interval: Sinutes
Time merge: Avg Time merge: Ava
 Chart maxvalue Value:296.11s Time:02:20.00 Label:demo 102 © Chart max value Value:316.625 Time:00:30.00 Label:demo 101
> Active status
3608 3008
saL.
> sa 296.11s. 16.82s.
> HTPCal 300s. 325s (¥
S User 2105 2608
> cru 180s 1958
> 1208 1308
> 60s. 655
> ec
o o
> Disk 01:00 05:00 09:00 13:00 17:00 21:00 01:00 05:00 09:00 13:00 17:00 21:00

DbConnection X

0
0000 0000 00:00 00:00 00:00 0000 0000 00:00

sql X

0
00:00 0000 00:00 0000 0000 0000 00:00 00100
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Application metrics

Application Metrics

Home > Select Project > Analysis > Metrics Search

Metrics available in the Metrics Search menu. Each metric contains the following information. Some metrics
may not have tag information.

+ Tags: Information to identify the collection target (agent name, IP, etc.)

+ Fields: Actual measured values (CPU usage, response time, etc.)

agent_status_summary

This category collects metrics related to agent status every 10 seconds.

Fields
Field Type Unit Description
inActTime - Millisecond(ms) Amount of time the agent remains inactive
isActive Boolean - Whether the agent is active or not
isRestart Boolean - Whether the agent was restarted recently (true / false)
lastActTime - Millisecond(ms) Last time when the agent was activated ( 0 : Disabled)
oid - - Unique IDs for each agent in the project

startTime - Millisecond(ms) Timestamp when the agent was started.



app_active_stat

+ Collects active transaction step metrics
+ Collection interval: 5 seconds

+ Statistical data: 5 minutes, 1 hour

Tags
Tag Type Unit Description

container - - Container name (unique)

containerKey - - Container key (unique)

host_ip - - Host IP address (unique)

okindName - - Group name categorized as whatap.okind

oname - - Agent name (unique)

onodeName - - Group name categorized as whatap.onode

pid - - Unique ID for the process

type - - Platform type (application development language)
Fields

Field Type Unit Description
dbc - Count Number of transactions in progress for database connection
httpc - Count Number of transactions in progress for HTTP call
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Field Type Unit
method - Count
socket - Count
sql - Count

Number of transactions during execution of the method logic

Number of transactions in progress for socket connection

Description

Number of transactions in progress for SQL query

Application metrics

app_actx_meter

+ Collects various activity metrics for active transactions including HTTP requests, SQL queries, and data

transfers

+ Collection interval: 5 seconds

« Statistical data: 5 minutes, 1 hour

Tags
Tag Type
alias -
container -

containerKey -

host_ip -

okindName -

oname =

onodeName -

Unit

Description

Agent Alias

Container name

Container's key value

Host IP Address

Group name categorized as whatap.okind

Agent name

Group name categorized as whatap.onode
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Fields

Field

active_httpc

active_sql

data

txcaller_group

txcaller_oid

txcaller_unknown

Type

Unit

Count

Count

byte

Int

Int

Int

Application metrics

Description

Active HTTP client request count

Active SQL query count

Data transfer volume

A constant to identify the group of the transaction caller

A constant to identify the agent ID of the transaction caller

A constant to identify the unknown transaction caller

app_counter

+ Collects various application performance metrics and statistics

+ Collection interval: 5 seconds

« Statistical data: 5 minutes, 1 hour

Tags
Tag
alias -
container -

containerKey -

host_ip -

Type

Unit

Description

Alias of the application (unique)

Container name (unique)

Container key (unique)

Host IP address (unique)
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Tag

okindName

oname

onodeName

pid

type

Fields

Field

active_tx_0

active_tx_3

active_tx_8

active_tx_count

apdex_satisfied

apdex_tolerated

apdex_total

arrival_rate

httpc_count

httpc_error

Type Unit

Type Unit

Count

Count

Count

Count

Count

Count

Count

Percent

Count

Count

Application metrics

Description

Group name categorized as whatap.okind

Agent name (unique)

Group name categorized as whatap.onode

Process ID

Platform type (application development language)

Description

Number of transactions in the section within 3 seconds

Number of transactions in the section between 3 seconds and 8
seconds

Number of transactions in the section over 8 seconds

Number of all transactions in progress

Number of APDEX satisfactions

Number of APDEX toleration cases

Total number of APDEX transactions

Transaction request rate

Number of HTTP outbound calls

Number of HTTP outbound call errors
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Field

httpc_time

metering

resp_time

sql_count

sql_error

sql_fetch_count

sql_fetch_time

sql_time

tps

tx_count

tx_dbc_time

tx_error

tx_httpc_time

tx_sql_time

tx_time

tx_time_sqr_sum

Type

Unit

Millisecond(ms)

Core

Millisecond(ms)

Count

Count

Count

Millisecond(ms)

Millisecond(ms)

Count

Count

Millisecond(ms)

Count

Millisecond(ms)

Millisecond(ms)

Millisecond(ms)

Count

Application metrics

Description

Mean time of HTTP outbound calls

Number of cores on the host where the applications are running

(limit cpu for containers)

Average response time

Number of completed SQL cases

Number of SQL errors

Number of SQL fetches

Execution time of the SQL fetch

Mean time for SQL execution

Number of transactions per second

Number of transactions processed

Mean time for DB connection

Number of transaction errors

Mean time of HTTP calls

Average of the sum of SQL execution times per transaction

Transaction execution time

Used to obtain statistical metrics such as sum of squares of

transaction execution times and variance or standard deviation of
transaction execution times.
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Application metrics

app_counter_okind

+ Calculates app_counter metrics by whatap.okind group

+ Collection interval: 5 seconds

+ Statistical data: 5 minutes, 1 hour

Tags

Tag

okindName

Fields

Field

active_tx_0

active_tx_3

active_tx_8
active_tx_count
apdex
apdex100
apdex_satisfied
apdex_tolerated

apdex_total

Type

Type Unit

Unit

Count

Count

Count

Count

number

Percent

Count

Count

Count

Description

Group name categorized as whatap.okind

Description

Number of transactions in the section within 3 seconds

Number of transactions in the section between 3 seconds and 8
seconds

Number of transactions in the section over 8 seconds

Number of all transactions in progress

APDEX (Application Customer Satisfaction)

Apdex percentage

Number of APDEX satisfactions

Number of APDEX toleration cases

Total number of APDEX transactions
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Field

arrival_rate

num_of_agent

realtime_user

sql_count

sql_error

sql_fetch_count

sql_fetch_time

sql_time

tps

tx_count

tx_dbc_time

tx_error

tx_httpc_time

tx_sql_time

tx_time

Type

Unit

Percent

Count

Count

Count

Count

Count

Millisecond(ms)

Millisecond(ms)

Count

Count

Millisecond(ms)

Count

Millisecond(ms)

Millisecond(ms)

Millisecond(ms)

app_counter_project

Description

Transaction request rate

Number of active agents in the group

Number of concurrent users

Number of completed SQL cases

Number of SQL errors

Number of SQL fetches

Execution time of the SQL fetch

Mean time for SQL execution

Number of transactions per second

Number of transactions processed

Mean time for DB connection

Number of transaction errors

Mean time of HTTP calls

Application metrics

Average of the sum of SQL execution times per transaction

Transaction execution time

+ Calculates app_counter metrics on a project basis
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« Collection interval: 5 seconds

« Statistical data: 5 minutes, 1 hour

Fields

Field

active_tx_0

active_tx_3

active_tx_8

active_tx_count

apdex

apdex100

apdex_satisfied

apdex_tolerated

apdex_total

arrival_rate

num_of_agent

realtime_user

sql_count

sql_error

sql_fetch_count

Type

Unit

Count

Count

Count

Count

number

Percent

Count

Count

Count

Percent

Count

Count

Count

Count

Count

Application metrics

Description

Number of transactions in the section within 3 seconds

Number of transactions in the section between 3 seconds and 8
seconds

Number of transactions in the section over 8 seconds

Number of all transactions in progress

APDEX (Application Customer Satisfaction)

Apdex percentage

Number of APDEX satisfactions

Number of APDEX toleration cases

Total number of APDEX transactions

Transaction request rate

Number of active agents in the project

Number of concurrent users

Number of completed SQL cases

Number of SQL errors

Number of SQL fetches
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Field

sql_fetch_time

sql_time

tps

tx_count

tx_dbc_time

tx_error

tx_httpc_time

tx_sql_time

tx_time

Type Unit

- Millisecond(ms)

- Millisecond(ms)

- Count

- Count

- Millisecond(ms)

- Count

- Millisecond(ms)

- Millisecond(ms)

- Millisecond(ms)

Application metrics

Description

Execution time of the SQL fetch

Mean time for SQL execution

Number of transactions per second

Number of transactions processed

Mean time for DB connection

Number of transaction errors

Mean time of HTTP calls

Average of the sum of SQL execution times per transaction

Transaction execution time

app_host_resource

+ Collects application server resource metrics

+ Collection interval: 5 seconds

+ Statistical data: 5 minutes, 1 hour

Tags
Tag
alias
container

Type Unit

Description

Application's alias

Container name
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Application metrics

Tag Type Unit Description
containerKey - - Container's key value
host_ip - - Host IP Address
okindName - - Group name categorized as whatap.okind
oname - - Agent name
onodeName - - Group name categorized as whatap.onode
pid - - Unique ID of a specific process
type - - Platform type (application development language)
Fields

Field Type Unit Description
cpu - percent Host's CPU utilization
cpu_cores - Positive number Number of CPU cores of the host
cpu_irq - percent CPU IRQ utilization of the host
cpu_proc - percent CPU utilization of the Java process
cpu_steal - percent CPU steal utilization of the host
Cpu_sys - percent CPU SYS utilization of the host
cpu_usr - percent CPU user utilization of the host
cpu_wait - percent CPU wait utilization of the host
disk - percent Root file system's disk utilization
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Field Type Unit Description
mem - percent Memory utilization of the host
swap - percent SWAP utilization of the host

app_remote_active_stat

* Measures transaction counts by response time range for DB connections and HTTP calls

+ Collection interval: 5 seconds

Application metrics

Tags
Tag Type Unit Description

alias - Unique value Application's alias

container - Unique value Container name

host_ip Unique value Host IP Address

okindName - Group name categorized as whatap.okind

oname Unique value Agent name

onodeName - Group name categorized as whatap.onode
Fields

Field Type Unit Description
act0 - count  Number of active transactions with the response time of 3 seconds or less
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Unit

count

count

count

count

count

Application metrics

Description

Number of active transactions with the response time between 3 seconds and 8

seconds

Number of active transactions with the response time of 8 seconds or more

Sum of act0, act3, and act8

Total number of active transactions collected during the monitoring period

Number of erroneous transactions

Unique ID to identify active transactions

Total response time for active transactions

db(DB Connection) or httpc(HTTP Call)

Field Type
act3 -
act8 -
actx -
count -
error -
id Int32
timeSum  number
type string

app_user

+ Collects application user metrics

+ Collection interval: 10 seconds

« Statistical data: 5 minutes

Tags

Tag
host_ip
oname

okindName

Type

Unit Description

- Host IP address (unique)

- Agent name (unique)

- Group name categorized as whatap.okind
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Tag

onodeName

Fields

Field

logbits

realtime_user

Type

Type

Unit

byte

count

Application metrics

Unit Description

Group name categorized as whatap.onode

Description

User log bit information (unit of data created by user activity events)

Number of concurrent users

db_pool_detail

+ Collects database connection pool detail metrics

« Collection interval: 5 seconds

« Statistical data: 5 minutes, 1 hour

Tags

Tag
$okind
$onode
oname
pool

class

Type

Unit

Description

Group name categorized as whatap.okind

Group name categorized as whatap.onode

Agent name

Type of database pool

Database pooling class
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Application metrics

Fields
Field Type Unit Description
act - count Number of active database connections
idle - count Number of idle database connections
event_5sec

+ Collects events occurring every 5 seconds

+ Collection interval: 5 seconds

Tags
Tag Type Unit Description
type - - Event type
no_cache - - Presence of event information caching
Fields
Field Type Unit Description
curtime - Millisecond(ms) Event occurrence time (UNIX epoch time, millisecond)
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Application metrics

event_cube _done

+ Collects events when cube operations are completed

+ Collection interval: 5 seconds

Tags
Tag Type Unit Description
type - - Event type
no_cache - - Presence of event information caching
Fields
Field Type Unit Description
cubetime - Millisecond(ms) Cube operation completion time (UNIX epoch time, millisecond)
date - date Convert cubetime to YYYYMMDD format
date9 - date Convert date field value to GMT+9 time zone
hhmmss - time Convert cubetime to HHMMSS format
hhmmss9 - time Convert hhmmss field value to GMT+9 time zone
visitor

+ Collects application user statistics

* Collection interval: 1 hour
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« Statistical data: 1 hour

Tags
Tag Type

host_ip - Unique

oname - Unique

okindName - -
Fields

Field Type Unit
logbits - byte
visit_user - count

Unit

value

value

Description

Host IP Address

Agent name

Group name categorized as whatap.okind

Description

Number of visitors during the search period

Application metrics

User log bit information (unit of data created by user activity events)

app_proc_counter

A category of the data collected for application process metrics

+ Collection interval: 5 seconds

« Statistical data: 5 minutes, 1 hour

Tags

Field Type Unit

alias - -

Description

Alias of the application (unique)
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Field

container

containerKey

host_ip

okindName

oname

onodeName

pid

type

Fields

Field

cputime

db_num_active

db_num_idle

gc_count

gc_oldgen_count

gc_time

heap_max

heap_perm

Type

Type

Unit

Application metrics

Description

Container name (unique)

Container key (unique)

Host IP address (unique)

Group name categorized as whatap.okind

Agent name (unique)

Group name categorized as whatap.onode

Unique ID of a specific process

Platform type (application development language)

Unit

Millisecond(ms)

count

count

count

count

Millisecond(ms)

byte

byte

Description

Transaction CPU time

DB Connection Pool Active count

Idle DB connection pool count

GC occurrence count

Old Generation GC Count

GC execution time

Maximum size of heap memory (-Xmx value)

Memory usage in the Perm area
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Field Type Unit Description
heap_tot - byte Total amount of allocated heap memory
heap_use - byte Amount of heap memory in use
pending_finalization - count Number of objects waiting to finalize during GC
proc_fd - count Number of file descriptors open by the count process

Maximum number of file descriptors that can be opened by

proc_fd_max - count
the process
thread_count - count Total number of threads running in the JVM
thread_daemon - count Number of daemon threads running in the JVM
Maximum number of threads observed while the JVM is
thread_peak_count - count )
running
thread_total_started - count Total number of threads created since the start of JVM
threadpool_activeCount = - count Number of threads in the thread pool running
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Application Performance Counter

The WhaTap agent collects various data related to the application performance. The data can be broadly
classified into 3 categories:

+ User: Real-time user or visitor
+ Service: Transaction, SQL, outbound call count and response, error rate, etc.

+ Resource: System and process resource usage

User Counter

User is a client using the monitoring system. In the client, users are counted based on the browser.

In the web system performance, user is important because it is the start point that generates the load. For user
tracing, it is required to consider what criteria users are classified with and how to count them.

User types
The WhaTap agent provides various options to identify users.

* Remote IP

Remote IP is used by default to identify the user. Remote IP has limitations when distinguishing actual users.

+ Cookie

Users are identified using the cookie. UUID is saved in the cookie named WHATAP for all connected clients.

whatap.conf

whatap.trace_user_using_ip=false

+ Header Key

Users can be identified using the value passed to the HTTP header.

whatap.conf



Application performance counter

whatap.trace_user_header_ticket=USER

User counting

Depending on the counting method, it is used differently. Real-time users are measured to see how many users
are using the system. Daily Active User is a measure for business management on how many users are

interested in the service for a day.

* Real-time user

The number of users is counted in the last 5 minutes. Users are counted by shifting every 5 seconds. The
numbers counted on each server are merged through the HyperLoglLog algorithm.

+ Daily Active User (DAU)

The users who accessed the system for a day are counted. The number of users logged in for 24 hours is
calculated through HyperLogLog.

& WhaTap collects byte blocks for user data by the server to count long-term users. If the data is merged

by HyperLogLog, the visitors for more than a month can be theoretically calculated.

Service Counter

Performance metrics for transactions include the number of SQLs or outbound calls used by transactions, the

number of response time errors, etc.

* Transaction Counter

A counter starts measuring when any transaction is performed.

° Count
o Response Time

o Error Count

» Active Transaction Counter
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It counts the number of transactions in progress.

° Count

o Active Status

Progress status is fixed into five: METHOD, SQL, HTTPC, DBC, SOCKET.

o METHOD - Calling a general function
o SQL - Running DB SQL
o HTTPC - Calling an HTTP outbound API (service)
o DBC - DB connection is requrested; it is usually taken from the pool
o SOCKET - Connecting the TCP session
+ SQL

It counts the status of SQL running.

° Count
o Response Time
o Error Count

o Patch Count

+ HTTP Call

It counts outbound HTTP calls.

o Count
o Response Time

o Error Count

Resource Counter

It counts the server resources or resource uses inside the node processes.

» CPU (sys, usr, wait, steal, irg, cores)
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CPU usage %. The data is collected for each type. Steal is meaningful only in the virtual environment. The
number of CPU cores is also collected.

* Process CPU

CPU % used by the process.

* Memory

System memory usage (%).

+ Swap

Swap memory usage (%).

« Disk

Disk is the process utilization (%) of the current directory

* Heap (Total, Used, Perm)

Total, Used, and Perm amounts of the heap memory. The data unit is KBytes.

* DB Connection Count

It collects the connection pool counts.

Apdex

Apdex (Appliccation Performance Index) is a performance metric that complies with the open standards. Apdex
is based on the response time and is quantified as percentages of satisfied and accepted requests out of total
requests. The Apdex graph has been added to the dashboard.

Apdex can be used as a metric for user satisfaction and have a value between 0 and 1.

(Number of satisfied cases + (Number of tolerating cases * 0.5))/Total number of requests

Status Description

Satisfied (S) No problem with the work = 1.2 secs (S as the default)
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Status Description
Tolerating (T) Users feel delay but working is possible < 4.8 secs (S * 4)
Frustrated (F) Working is impossible > 4.8 secs (exceeds T and error)

+ whatap.apdex_time millisecond
Default 1200

The default value (S) can be modified in Agent CONFIG.
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Metrics Chart

Home > Select Project > Analysis > Metrics Chart /iew

The Metrics Chart new menu is a core feature of the WhaTap monitoring solution, which provides the data
collected from various monitoring targets in a visualized time-series chart. This allows users to effectively
monitor the system performance, quickly identify anomalies, and gain insights for resolving issues.

Metrics Chart flew O @O0
+ Add chart Chang Chart cverlay Delete All Widgets Download | | Previous version +, Tutorials
Leyout | Zcolumn v | Show widget legend () show all tergets in toohtip (] Apply widget height in batch () Apply chart zoom in batch ()
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Metrics Chart

* You can visually check various metrics via time series charts, and analyze multiple metrics upon failure at a

time.

* You can select a specific time range to view past data and analyze the performance at that period.

* You can filter data based on specific time zones or conditions for more accurate analysis.

+ Users can place their desired charts on the screen and freely adjust the layout.

+ Users can arrange desired metrics and save them as presets for loading at any time.

(@ Difference from the Metrics Chart menu

The following are the changes since the Service 2.8.0 update. To check the changes on the screen after
the update, select Tutorials on the upper right.

User experience (UX) has been improved so that users can set the time, target, and interval options,
and then specify the metrics to monitor and add charts.

You can change the time range of a chart view without deleting the widgets placed on the
dashboard.

It provides a batch Batch Change feature that allows you to apply options to all widgets placed on
the dashboard at once.

The preset feature allows you to save and load the widgets placed on the dashboard.

You can adjust the layout of the dashboard and the functionality of the widgets through various
options provided.

Adding a chart widget

To add a metric as a widget to the dashboard, select Add chart on the upper left.

Setting the lookup time

In Time, set the date and time to view the metric.
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Metrics Chart

Selecting a target

Select a desired target from the agents in the project. You can select an individual agent or a group classified by
the agent configuration.

Target

All Agent By kind By server

Q
Selectall 0/9 v Collapse All

~ Project
~ demo-okind-0
demo-8104
demo-8102
demo-8100
~ demo-okind-1
demo-8103
demo-8105
demo-8101

+ Agent: You can select an individual agent or all agents.
+ By kind: Agents can be monitored in each group classified by whatap.okind in the agent configuration.

+ By server: Agents can be monitored in each group classified by whatap.onode in the agent
configuration.

(D - Depending on the set time and date, available targets may change.

* You can select or deselect targets by clicking in the agent list. You can also select multiple agents
at once by using the Shift key.

+ By clicking Select all or Deselect all, you can select or deselect related sub-targets at once.
+ If a desired agent does not appear in the list, select Refresh.

+ By selecting Collapse All or Expand All, you can hide or expand the list by group.
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Selecting a metric

Select a target agent to monitor. Then the list that can be selected on the Metric panel appears. Select a desired

metric in the list.

Metrics Chart flew d0F5Q0
Batch Change Autosort hart overlay Dalete All Widgets Download | | Pravious version +, Tutorials | No preset
Time | ¢ 2025/01/14 00:01 ~ 20250115 00-00 XL [ > ¥ Layout Zeolumn | Show widget |e.;end() Show all targets in toaltip Apply widget height in batch Q
Target Metric [ Apply chart zoom in bateh (D)
Al Agemt  Bykind By server a
HttpCall ap-olr YTHT :
Q| v Collapse Al O Smins v < 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 > S mins ~
Max B demo-8107(cid) 1.79K 25/01/14 09:40 Selectall 0/1 Max~
Deselectall 1/1 v Collapse All O B Activestat Value Type Sum o o107
DbConnection 5 mins ®
* Project HitpCall 5mins
L] Wethod ST 25K
GO v Socket 5 mins 2K 179K
demo 8108 sal I ‘\h
i
dema-8104 + B8 Thread 1.5K M t.rr{‘-"'l
¥
demo-8102 ThreadCount 5ming 1« J ~ r‘.
demo-8100 ThreadDaemon 5 mins | R
| N
~ demo-okind-1 ThreadPeakCount 5 ming 0.5K ‘-' ll
demo-8102 ThreadTotalStarted 5 mins . y I,
demo-8105 ThreadPoalActiveCount 5 mins 01:00 0500 000 1300 1700 21:00
P i 5 ming
demo-8101 ThreadPoolQueueSize 5 ming

A chart widget for the selected metric is placed on the dashboard on the right. You can add chart widgets by
selecting additional metrics. To enlarge the chart area, select X on the right of the Time option. The Target and
Metric panels disappear, leaving only the chart area visible on the screen.

(D -« Ifyou enter a string in the Search indicator field, you can quickly search for a desired metric.

* You can also search by metric category and field name. For more information about the categories
and fields, see the following.

+ By selecting Collapse All or Expand All, you can hide or expand the metrics list by category.

+ If a desired metric does not appear in the list, select Refresh.
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Setting the interval

Metric [T
Q
~ Collapse All Q) 5mins ~
~ [ HostResource 5 mins
Cpu 1hr
CpuCores S-FWRS
Cpulrg 5 mins

Metrics Chart

You can set intervals for each chart, allowing you to adjust the aggregation unit of data to visualize at different

time intervals. If you select ® on the upper right of the Metric panel, you can select an interval option.

Each metric has a different default interval time, and the interval time changes depending on the query time

range.

For example, the 5 min interval displays average values for 5-minute intervals, and the 1 hour interval displays

average values for every one hour.

Y B

5 mins ~

oid
< 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 >

Max ® demo-8107(oid) 61.98 25/01/14 09:40
Value Type Avg

Selectall 0/1 Max ~

M demo-8107
90

75

60

45

30

15

0 b= 7 T T ¥
01:00 05:00 09:00 13:00 17:00 21:00

<

Max ® demo-8107(oid) 59.99 25/01/14 10:00

Y B

Thr v

oid
2025/01/14, 00:01:00 ~ 01/15, 00:00:00 >

Selectall 0/1 Max v

Value Type Avg

90

75

60

45

30

H demo-8107

59.99
v

;//‘fW\
/
/ \

J \_

0 T T T T 7
01:00 05:00 09:00 13:00 17:00 21:00
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Changing the query time

To change the chart query time range for an individual widget, select < or > at the top of the widget. The time
change range is the same as the time reference set in the Time option. For example, if the Time option is set to 1

day and you select < or >, you can change the time to a daily interval.

-oid Y Bd T
¢ 2025/01/14,00:01:00 ~ 01/15, 00:00:00 » 5 mins v
Max ® demo-8107(oid) 61.9€ 25/01/14 09:40 Selectall 0/1 Max v
Value Type Avg
B demo-8107
-oid Y B T
< 2025/01/13,00:02:00 ~01/14, 00:01:00 > 5 mins v
Max ®m demo-8107(oid) 59.91 25/01/13 09:50 Selectall 0/1 Max v
Value Type Avg
M demo-8107

Alternatively, by dragging a specific area of the chart, you can change the time according to the dragged range

for a view.
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oid Y B oo L oid Y HE @
< 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 » 5 mins v < 2025/01/14,04:56:59 ~ 09:01:40 > 5mins v
Max ® demo-8108(oid) 62.7 25/01/1410:15 Selectall 0/4 Max v Max ® demo-8107(cid) 58.98 25/01/14 09:00 Selectall 0/4 Max v
Value Type Avg Value Type Avg
demo-8108 demo-8108
0 ® demo-8102 20 m demo-8102
75 W demo-8104 75 B demo-8104
62.7 m demo-8107 cg.og M demo-8107
45 45
30 30
15 15
. : . T T ¥ 0k r T T T
01:00 05:.00 09:00 13:00 17.00 21.00 05:00 06:00 07:00 08:00 09:

© -+ You can change the time for all widgets by changing for each widget with the Apply chart zoom in
batch option enabled at the top of the screen.

Metrics Chart e dOAOF @0
+ Add chart [JEEEEILEEUS Autosort Ghart overlay Delete All Widgets Download | | Previous versio #, Tutorials | Preset]
Layout | 2¢clumn v | Show widget legend ([ 7)  Show all targets in tooip () Apply widget height in batch @) | Apply chart zom inbatch @) | @ Time bateh reset
oid YTHEHT: E THE@ :
€ 2025/01/14, 0456:50 ~ 00.01:40 » Smins v < 2025/01/14,04565 ~ 09:01:40 > 5 mins
Max ® demo-£107{oid) S8.08 25/07/1403.00  Value Type Avg Selectall 0/4 Max~  Max @ demoB107(oid) 7.37K 25/01/1409.00 Value Type Sum Selectall 0/4 Max ~
o demo 8108 oK W dema-8107
 demo 8102 T
75 W demo-8104 7.5€ 7 mdemo-8102

+ To change the query time range and then change it back to a recent time, select .

If the Apply chart zoom in batch option is enabled at the top of the screen, the (Y Time batch
reset button appears. By selecting this button, you can reset the time for all widgets.

(D By using the Batch Change feature, you can change the time for all widgets and change the
monitoring target and interval. For more information, see the following.
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Chart details

See details for each item displayed in the chart widget.

—oid |1 2 YR m
< 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 > 3 5 5 mins v
Max dem0'8103{0id) 62.7 25/01/1410:15 Selectall 0/4 Max v
Value Type Avg
4 demo-8108

90 m demo-8102
75 W demo-8104

62.7 m demo-8107
60 M
45 6 :

1| 2025-01-14 07:50:00
30 ® demo-8107(oid) : 46.93
15
0 heme

01:00 0500 09:00 13:00 17:00 (7 0

Metrics Chart

+ (1 Metric name and category: It displays the metric name of the chart widget. On the right of the metric, the

categories of the query targets are displayed in tag format. The category name may differ depending on the

product.

o

o

o

e (2

*oid : It is displayed when an individual agent is selected.

project : It is displayed when the target is selected on a project basis.

okind : It is displayed when a group classified as whatap.okind is selected in the agent configuration.

onode : It is displayed when a group classified as whatap.onode is selected in the agent configuration.

Widget option: Option menu of the chart widget. For more information, see the following. For more

information about the interval options, see the following.

+ (3 Time: It displays the time range for which data in the chart is viewed. By selecting < or >, you can adjust
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the time range for a query.

*+ (4 Data: You can check the maximum value (Max) of the data viewed from the monitoring targets and the

data merge method (Value Type).

+ (5 Legend: It displays the monitoring targets as a legend. For more information about the display of legend,

see the following.

+ (6 Chart: It displays the viewed data in a time series graph. If you hover your mouse pointer over the graph,
you can see detailed information through a tooltip. By dragging a specific area of the chart, you can change

the time according to the dragged range for a view.

+ (T Resize: You can adjust the size by dragging the center of the bottom of the chart widget.
Using the chart widget options
Various features can be used through the option buttons on the upper right of the chart widget.

Y Filtering targets
You can add or remove monitoring targets to/from the chart widget added to the screen.

1. Ifyouselect Y, a pop-up menu appears for you to select monitoring targets.
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Max

90
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45

30

15

-oid

< 2025/01/14,00:01.00 ~ 01/15, 00:00:00 >

demo-8100(oid) 63 25/01/14 15.35

Value Type Avg

63

0 feeg d T T T ¥
01:00 05:00 09:00 13:00 17.00 21:00

Y |B T

Target
Select !

demol All Agent By kind
demo-
N demo-
& demo, Deselectall 5/11
m demo- ~ Project
~ demo-okind-0
demo-8107
demo-8108
demo-8104
demo-8102
demo-8100
~ demo-okind-1
demo-8103
demo-8105

demo-8101

Apply

By server

+ Collapse All

Q

Q

AN R NN

2. Select the desired targets according to the instructions on the screen.

3. Select Apply.

4 Viewing the details

Metrics Chart

To check the detailed information about the chart data in a wider screen, select [~]. The View details window

appears. You can view charts, averages, and maximum values for individual targets.
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X View details

< 2025/01/14 00:01 ~ 2025/01/15 00.00 [EELH ] >

(count)
Max ¥ demo-8100(0id) 63 25/01/14 1535 Value Type Avg

Interval - S mins

76

66.5 63

57

475

a8

28.5

9.5

01:00 0200 0300 04:00 0500 0600 07:00 08:00 0900 10:00 1771:00 17200 1300 7400 1500 7&00 17:00 7800 17900 20:00 2100 2200 23:00 00

Individual target list (5) 1dayago Tweekago csy

Name Chart Duration Avg (count) Max (count)

demo-8100 25/01/14 00:01:00 ~ 25/01/15 00:00:00 25.64 63

demo-8108 25/01/14 00:01:00 ~ 25/01/15 00:00:00 25.62 62.7

demo-8102 /"’\”v—"“\\ ® 25/01/14 00:01:00 ~ 25/01/15 00:00:00 257 62.41
e . NS

+ 1dayago: You can compare the data with that from the previous day.

+ 1weekago: You can compare the data with that of the previous week.

¥ CSV: The viewed data can be downloaded as a CSV file.

* You can resize the chart by dragging the icon at the bottom of the graph.
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140

112
v
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70

35

/ .
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—_—
Individual target list (3) 1dayago Tweekago
Name Chart Duration Avg (count) Max (count)

[il Removing the chart widget

To remove any chart widgets placed on the screen, select Ti.

Using the legend

You can check the monitoring targets displayed on the chart through the legend and then sort or filter them by
desired criteria. You can show or hide the legend on the right of the widget's chart by turning on or off the Show
widget legend option at the top of the screen. With the option turned off, you can check and select the

monitoring targets by clicking legend.
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Layout | Custom v Show widget legend (:) Show all targets in tooltip  Layout| Custom Show widget legend O Show all targets in tooltip

Apply chart zoom in batch ()

-0id
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Max = demo-8108(oid) 62.7 25/01/1410:15
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Apply chart zoom in batch ()

-oid Y B
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5 mins v

legend ~

Max v

* You can select or unselect monitoring targets by selecting Select all/Deselect all.

+ Inthe legend list, you can sort monitored objects by name, maximum value, or average value.
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Metrics Chart

+ If you hover the mouse over each item in the legend list, the highlighted graph for the monitoring targets

appears and a tooltip indicating the specific time at which the maximum value is recorded. Alternatively, you

can filter by selecting a target from the legend list.
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Changing the legend color
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Cancel Apply

Metrics Chart

You can change the graph color corresponding to a monitoring target. In the legend list, select the square box
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on the left of the target to change its color. Select a desired color and then click Apply.

Metrics Chart

(D The set colors are not saved via the preset feature. This feature is to be provided in a future update.

Using additional options

If you select : on the upper right of the chart widget, you can select the following additional options.

sid
< 2025/01/14, 00:01:00 ~ 01/15, 00:00:00 >

Max 1 demo-8108(oid) 62.7 25/01/1410:15
Value Type Avg
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Setting
Download Image
Copy image
Download CSV

Copy CSV

+ Setting

o Use Y axis automatically: The size of the Y-axis can be automatically adjusted within the searched

range.

o Show maximum value: You can display the maximum value in the graph area of the chart.

+ Download Image: You can download the chart as an image file.
+ Copy image: You can copy the chart to the clipboard as an image format.
+ Download CSV: You can download the data searched from the chart as a CSV file.

+ Copy CSV: You can copy the data viewed in the chart to the clipboard in a CSV format.

Setting presets

You can save and load the settings and layouts for widgets on the dashboard. You can create a new preset by

adjusting its size and placing it on the desired position.
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D You can save or modify the presets with the Edit project role. For more information about the member
roles, see the following.

Creating a new preset

1. Place the widgets in the desired format on the dashboard. You can also resize and place only the
widgets to be frequently checked.

2. Onthe upper right of the screen, select [A).

3. Enter a new preset name.

4+, Tutorials No preset

Save preset
F

Save the currently set indicators and layouts

No preset

Cancel Save

4. Select Save.

You can see the newly saved preset from the preset list.

(D -« Ifany changes are made to the newly created preset, save the preset again. Select [5) and then save

the preset with the same name. Any changes are overwritten in the existing preset.
+ If you go to another menu without saving changes on the dashboard, the changes are not saved.
* Presets are saved on a project basis and can be shared with other users.

* The targets saved in the preset are the layout of the dashboard, the widgets placed on the
dashboard, and the options (Target, Interval) modified in the widgets. The Time option at the top
of the screen is not saved.

+ To change the widget query time after loading a preset, use the Batch Change feature. For more
information, see the following.
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Deleting presets

If you have unused presets, you can delete them from the preset list. Select X on the right of the item to delete

from the preset list.

Editing a dashboard widget

The widgets placed on the dashboard can be placed and resized to the user's desired location.

Moving a widget

* oid Y i}
2025/01/14, 00:01:00 ~ 01/15, 00:00:00 < 2025/01/14,00:01:00 ~ 01/15, 00:00:00 > 5 mins ~
Max = demo-8 » 7 25/01/1410:15 Max i demo-8108(oid) 62.7 25/01/1410:15 Selectall 0/4 Max v
Value Type Avg Value Type Avg
en demo-8108
erlll 90 M demo-8102
- er 75 | demo-8104
62.7 fer 62.7 demo-8107
0 M
LY ¥
£ W\
15 45 \
r‘f \
30 / '.
f \
5 15 | I!n.
D Apa—— : "" P—
50 19:0 I 1 01:00 05:.00 09:00 13:00 17:00 21:00

When you move the top part of the widget by using the mouse pointer, it changes to the <4+ shape. At this time,
you can move the widget by dragging with your mouse to the desired position.

Resizing a widget

If Layout among the dashboard options is set to Custom, you can resize the widget.
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Layout | Custom oid YT :
< 2025/01/14, 00:01:00 ~ 01/15,00:00:00 » Smins ? E m
Max 1 demo-8108(cid) 627 25/01/14 1015 Selectall 0/4 Max 5mins v~
Value Type Avg
demo-8708 Type Avg Selectall 0/4 Max v
%0 W demo-8102
- u demo-2104 demo-8108
e = demo @107 u demo-8102
60
W demo-8104
45 / \
\ m demo-8107

30

15 | \

0 by b RS

07:00 05:00 09:00 13:00 17:00 21:00
/ \
15 / \

rd \

0 W{HM( : . § \'"'\-m——-v-L
01:00 05:00 09:00 13:00 17:00 21:00

Click and hold the mouse on the _ | element at the lower right of the widget, and then drag it to the desired size.

(D 1f Layout is not set to Custom, you can adjust only the height of the widget. Resize the widget with the
bottom center of the widget clicked with your mouse.

Using the dashboard options

You can apply various settings to the chart widget at once using the Option menu located at the top of the
screen. You can also customize the dashboard layout to your desired format.

Batch Change Autosort Chart overlay Delete All Widgets Jownload Previous version

Batch update of the chart widget options

It provides the feature to apply detailed options to the chart widgets on the screen at once. On the upper left of
the screen, select Batch Change. If the Batch Change window appears, set the desired options and then select

Apply.
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Batch Change X

Time | < 2025/01/15 00:00 ~ 2025/01/15 23:59 [EEL ] >

Target Apply widget

All Agent By kind By server Select all

ActiveTrxCount
Q 2025/01/14, 00:01:00 ~ 01/15, 00:00:00

ApdexTotal
Deselectall 5/11 » Collapse All () 2025/01/14. 00:01:00 ~ 01/15. 00-00:00
~ Project HttpCallCount

2025/01/14, 00:07.00 ~ 01/15, 00:00:00

= demo-okind-0 ResponseTime

demo-8100

demo-8107 W 2025/01/14, 00:01:00 ~ 01/15, 00:00:00
demo-8108 o SglCount
2025/01/14, 00:01:00 ~ 01/15, 00:00:00
demo-8104 U TES
demo-8102 W 2025/01/14, 00:07:00 ~ 01/15, 00:00:00
W

* demo-okind-1
demo-8103
demo-8105
demo-8101

Interval nochange | Smins | 1hr

ap-0id

ap-0id

ap-01d

dap-01d

ap-oid

ap-oid

5 min

5 mins

5 mins

E n
2 M

5 min

5 min

o

+ Time: You can set the data query range for the chart.

+ Target: Select a monitoring target. You can select an individual agent or a group classified by the agent

configuration.

o Agent: You can select an individual agent or all agents.

o By kind: Agents can be monitored in each group classified by whatap.okind in the agent configuration.

o By server: Agents can be monitored in each group classified by whatap.onode in the agent

configuration.

+ Interval: You can adjust the data aggregation unit to various time intervals.
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+ Apply widget: Select a chart widget to apply the options to change. You can apply changed options to the
selected widget at once.

Auto-aligning the dashboard

To auto-align the widgets placed on the dashboard, select Autosort. It auto-aligns widgets in order of their
width and height, from smallest to largest. If the widths are the same, it aligns them in order of height, from
smallest to largest.

Comparing multiple charts

This feature allows you to view data from multiple charts placed on the dashboard in a single chart. This feature
allows you to compare multiple metrics from the same time period with others. Select Chart overlay. You can
place overlay charts on the screen.

Metrics Chart flew

+ Add chart | Batch Change | Autos ‘ b Chart overlay lete All Widgets ramioad v
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+ If you select Count on the upper left of the overlay chart, a list appears where you can change the data

criteria for the x-axis chart. You can compare the data of the chart by selecting a desired item.

* [2]: You can download the chart as an image file based on the current view.

« [cs]: You can download the chart as a CSV file based on the current view.
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+ In the right section, you can see a list of agents for each metric. The colors of individual agents match the

graph colors on the chart.

Batch deletion of placed widgets

You can delete multiple widgets placed on the dashboard all at once. Select Delete All Widgets. When the

confirmation message appears, select Delete.

Downloading as a CSV file

You can download data from the widgets placed on the dashboard as a CSV file. Select Download > Download
CSV. You can check the data of metrics for each time zone.

Downloading as an image file

You can download all the widgets placed on the dashboard as a single image file. Select Download > Download
Image. You can save a captured image of the dashboard screen as is.

Using the previous version

To use the Metrics Chart menu of the previous version, select Previous version. Alternatively, you can see in the
[T Sitemap > Analysis > Metrics Chart oid path.

® For more information about Metrics Chart old, see the following.

Using other options

Other options below allow you to adjust the layout of the dashboard or easily and conveniently batch set the

applied options to the widgets.

Layout | 2column W Show widget legend () Show all targets in tooltip Apply widget height in batch () Apply chart zoom in batch Q

+ Layout: You can set the number of columns in the dashboard (or the number of widgets that can be placed in
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a row). You can set up to 4 columns. If Custom is selected, widgets can be placed regardless of the number of

columns.

(D In Custom, you can freely adjust the width and height of the widget. If you select another option,
you can only adjust the height of the widget.

+ Show widget legend: Turning the option on or off shows or hides the legend on the right of the widget's
chart. With the option turned off, you can check and select the monitoring targets by clicking legend. For

more information about the use of legend, see the following.

+ Show all targets in tooltip: When you hover your mouse pointer over the chart, you can see the value for the
point on the graph through a tooltip. Turn on the option to view data for all targets in the time zone where

the mouse pointer is located through the tooltip.
+ Apply widget height in batch: Enabling this option forces all widgets to have the same height.

+ Apply chart zoom in batch: When changing the data query time of an individual chart widget, turn on this

option to also change the chart times for other widgets.

Using the tutorial

When you select Tutorials on the upper right of the screen, you can check the changes after the Service 2.8.0

update.
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[[J Sitemap > Analysis > Metrics Chart old

Metrics Chart

In Metrics Chart, you can view the metrics data collected from the monitoring targets in a chart as follows.

Specifying the time and metrics is required.

Metrics Chart SO0 Q@O
Time Interval Time merge  Application
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<= 3
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Options at the top

In the (1’ area, you can specify the time range of the chart and the agent to be monitored through the options at

the top of Metrics Chart.

+ Time: You can specify the start and end of the X-axis as the total range in time.

@ For more information on how to use the Time option.

+ Interval: You can specify the X-axis data interval as the time interval.

+ Time merge: As one of the data merging methods, you can merge data within the time specified by intervals.

For example, Avg indicates the average value of data within 1 hour.

+ [@ Agent: You can specify the agents to query. If not specified, all items are queried.

Metrics list

The (2 area is a list of metrics to query for options. First select a Category. After querying the metrics under the
selected Category, select a desired metric. If you select the Category and metric, Based on the data within the
time range specified in the top menu of the area (1, you can see the chart widgets in the (3 area.

(D Dpata Merge
Data merge provides the following methods: Object Merge and Time merge.
+ Time merge merges data with the same field values at regular intervals in the original data.

* Object Merge merges data with matching tags among data with different field values.

Chart widget

On the top left of (3, you can see the metric name. On the top right of the chart widget, you can see the

following options:
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CPU Default(5 minute) 5] Detail X

Time: 2023/08/17, 00:00:00 ~ 08/18, 00:00:00 Interval: 5SMinutes Time merge: Avg
Value: 58.22% Time: 08:35:00 Label:demo-8100

+ Time movement: <« » Using the left arrow button or right arrow button, it can be moved by -1 or +1 as much

as the selected time range.

For example, if the time range is between 00:00 on February 13 and 00:00 on February 14, when you select
the <« left arrow button, you can see the data within the time range between 00:00 on February 12 and
00:00 on February 13.

+ Interval/Time Merge: In the menu at the top of (1, you can modify the specified interval and time merge.

+ By selecting the monitoring target: Y, you can specify the monitoring targets. If not selected, it searches for
all.

+ Time comparison: If you select ¥, you can compare the current trend of the same metric with that of the

previous time zone.
+ By selecting the snapshot: [] icon, you can snapshot charts except for widget options.
+ By selecting the CSV: [csv] icon, you can download the plot data on the chart as a CSV file.

+ Detail: By selecting the ] icon, the detailed view can be seen. When there are many monitoring targets, you

can see the metrics trends for each monitoring target individually.

(D If you do not see any options at the top of the metrics chart widget, select the : icon.

Deleting a widget

To delete all widgets placed on the screen, select Ti] Delete All Widgets on the screen.
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Metrics Search

Home > Select Project > Analysis > Metrics Search

You can query specific metrics based on tags in Metrics Search.

Metrics Search QL@ 0

Time selector Max count * Category

2023/08/17 07:57 ~ 2023/08/17 08:57 [ [ app_count

2 @

Field

3 Tags Fields
- Time oid
container containerKey host_ip okindName oname onodeName pid type | Betive_ 13wl artival_rate (o sql_time |ud 1P |od Derror jad
1 2023-08-17 07:57:40 633280970 agent.service 1395943798 10.21.1.26 demo-okind-1 demo-B103 node-1 2285013 java 10 2057942 7.822286 20.94554 0
2 2023-08-17 07:57:40 -B57948929 agent sarvice 1395043798 10.21.1.26 demo-okind-1 demo-8105 node-1 3284711 java 10 17.974834 10.626543 20.609276 0

1 Time and category selection

In the (1’ area, you can specify the Time selector, Max count, and Category for the collected metrics. Time
selector and Category must have been specified.

+ Time selector: You can query by specifying the time when metrics were collected. The default value is
1 hour . In addition to the lookup time provided as the default option, you can specify the date and time
after selecting the Time selector tab.

(® For more information on how to use the Time selector option.

* Max count: You can specify the maximum number of metrics to search in the (3’ list. You can set the count up
to 10, 50, 100, 200, 300, 1000, 2000 ,and 3000 .

+ Category: It is a classification unit for the related metrics. You can set the desired Category after selecting
the Category tab.

. Refresh categories, tags, and field options: Category, Tags, and Field options can be fetched.
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2 Tag and field selection

In the (2 area, select Tags and Field. The default setting is "Select All," unless specified separately by user.

+ Tags: Unique data that can identify the collected targets.
* Field: Metrics collected from the monitored targets.

+ Filter: Select Y Filter by tag value and then set the tag value for filtering.

For example, you can search filtered data by setting the value of oname to demo-8101 .

+ [} search: If you set the conditions and then select Search, you can search the source data of the metric in

the (3 area.

. : You can download the source data of the metric as a CSV file.

3 Metrics table

Because the metrics to be collected cannot be specified in advance, it is important to check the source data for
all metrics being collected. After setting the desired conditions in the condition area above, you can search the
original data of the metric in a table format in the (3 area. Columns in the table are changed when you specify

the conditions for Tags and Field.

(D -« To search metrics, Time selector and Category must have been specified.

+ To search metrics, Tags and Field are optional.
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Metric Anomaly Detection

Home > Select Project >[[3 Sitemap> Metrics Anomaly Detection

You can compare the patterns of various metrics with the expected patterns learned by the Al. Anomaly
detections that deviate from the expected patterns can be viewed through the graph chart. You can check
recurring patterns based on the past data and use them to predict future metrics values.

(D + The widgets placed on the screen are not saved and reset when you go to another menu.
+ Itis similar to Analysis > Metrics Chart except for the pattern and anomaly display.

+ The alert, Anomaly detection is based on the Metric anomaly detection. For more information

about the Anomaly detection alert setting, see the following.

Checking the widgets

Metrics Anomaly Detection s 0F@O
Time Filts
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+ (1 The bright color areas of the graph are the estimated patterns analyzed by the AL

* (2 The blue graph is the metrics trend of the project.

« Ifit deviates from the expected pattern analyzed by the Al it displays dots on the graph in and Red
steps. The values that are far from the expected pattern range appear in red.
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Placing the widgets

Metric Anomaly Detection

Metrics Anomaly Detection

Time 1 Filter
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1. In(1 Time, set a desired time interval. You can set the interval up to 1 month.
2. In (2 Filter, select a range of the metrics.

3. In the following list, select a metric for monitoring.

Place the selected metric to the right of the screen.

been changed.

Deleting a widget

To delete all widgets placed on the screen, select Ti] Delete All Widgets on the screen.

+ Select X on the upper right of the widget on the screen to delete.

(D -« Select @ Tag to check the metrics separately by selecting a monitoring target. A tag selection list
appears on the right of the screen. Select desired items, and then add widgets.

+ The widgets placed on the screen are not reflected in the chart even if the Time or Tag values have

* You can reposition a widget by dragging it while selecting the upper left part of the widget.

* You can resize a widget by selecting the upper right part of the widget and then dragging it.
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Checking the related metrics

X Similar pattern indicator

O View up 1o 6 hours of data based on the start time of the dragged time range.
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Drag part of the chart in the widget. The Similar pattern indicator window appears on the right of the screen.
You can search the related metrics for up to 6 hours based on the start time of the time range you dragged.
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Transactions

What is Transaction?

Transaction means the logical unit of work (LUW) on the server side for processing a user browser request. The
process for an individual web service (URL) request is a transaction. A transaction in a web application is the
process from receiving an HTTP request for a web service (URL) to returning a response.

The performance of the application can be summarized as the performance of these transactions. Transaction
performance includes information such as transaction start-to-end time, response time, resource usage, or
attributes of the transaction caller.

Basically, the transaction performance can be analyzed through the response distribution and statistics.

Transaction name

The transaction name is URL. However, the Get parameter (query string) is excluded.

Browser Request

http://www.whatap.io/hr/apply.do?name='kim'

Transaction Name

/hr/apply.do

(D In WhaTap, the web service name and transaction name are used interchangeably. It can be viewed as
a module for handling service-specific URLs and requests to them. Because it means a process of a
transaction request, the names of both can be called as URL.
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Normalizing the transaction name

As the MSA-based systems evolve, instead of URL + ? argument parameter type, it is better to use the methods to

put parameters in the URL path.

http://www.whatap.io/hr/kim/apply.do

If the path parameter is used as the transaction name as it is, it is difficult to analyze the performance from a
statistical point of view. You need to normalize this. WhaTap provides options and functions for normalization.

whtap.conf

trace_normalize_urls=/hr/{name}/apply.do

If set as the above, the transaction name is replaced for collection: /hr/kim/apply.do = /hello/:name/apply.do. To
leave the target URL setting as it is and turn off only the function, specify the option as follows. he default value

is true .

whatap.conf

trace_normalize_enabled=false
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Analyzing The Transactions

Hitmap

Home > Select Project > Analysis > Hitmap

On the initial screen of the WhaTap Monitoring service, select a project and then click Analysis > Hitmap.

(D Hitmap can be also accessed through the Hitmap widget in Dashboard > Application Dashboard.
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Detailed analysis

Hitmap « -@- & Q 0
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2024/09/23 10:54:35.734 21169 faccount/create/dept/daejun @) 1 19,835 1% 408 2927 392
2024/09/23 10:54:35.037 21352 fproduct/read/division/daegu @@ 1) 20,084 13 337 2338 259
2024/09/23 10:54:33.534 21883 /account/create/employee/jeiu @ 20,760 18 529 31 225

1 agent area

You can filter by selecting agents linked with the current project. If you select the [} icon, the HITMAP
transaction chart can be viewed in the 2 area.

294



Analyzing the transactions

2. HITMAP transaction

If transactions with latency issues are included, they appear in or red on the HITMAP transaction chart.
If only normal transactions are included, they appear in blue.

3 Selection area

If you drag the real-time hitmap chart, the (5) TX trace list appears where (4 Applications list and transaction
information can be viewed in the selected area.

4 Applications

You can check the numbers of transactions and errors included in the selected area on the chart. If you select
the desired application in the list, the information details of the application appear in (5 TX trace.

5 TX trace

The TX trace list contains information details. If you select a desired transaction from the list, the Transaction
information window appears. In the Transaction information window, you can see the detailed trace details for
the transaction. For more information, see the following.

Understanding the hitmap patterns

The hitmap is a distribution chart whose X-axis is the transaction end time, and Y-axis is the response time. A
normal web application displays a distribution concentrated in a few seconds or less.

hitmap-pattern

Analyzing the hitmap lines

+ Vertical line (LOCK symptom) pattern

If a temporary lock (not only DB lock) occurs during transaction processing, the processing is queued. If the
lock is released, pending transactions are finished together at a similar time. This creates vertical lines as
follows:
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Detecting locks in vertical line patterns is a very powerful concept. Especially in the microservice architecture,

locks from backend systems can be equally detected.

hitmap-front-api-db

The vertical lines for response patterns in the front applications are also detected when any lock occurs in the
DB used by the back-end system.

* Horizontal line (timeout) pattern

In the 10-second timeout condition, if the resources are insufficient, the transactions wait for 10 seconds until
a timeout error occurs. At this time, horizontal lines appear near 10 seconds of the hitmap as follows:

hitmap-timeout

If there is a logic to retry after timeout, the horizontal lines repeat every 10 seconds as shown in the figure.

The following is the hitmap for failures.

(1) The response time increased in the section and (2) the red lines in the section are horizontal line patterns.
(1) ConnectionPool is exhausted due to section load, (2) the secondary timeout failure occurred due to
insufficient ConnectionPool.

Using the pattern analysis

Aline in the transaction response distribution indicates a bottleneck. If the lock is temporary, a vertical line is

generated. If the bottleneck is release by timeout, a horizontal line is generated.

hitmap-pattern-analysis

When analyzing a problem, you can quickly pinpoint a transaction included in the line for selective analysis.

Analyzing the machine learning based response patterns

This function automatically detects abnormalities after analyzing the hitmap patterns with an aid of machine

learning technology and then issues an alert.
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& Application

S nede B D

p—

HITMAP
Pattern Data

Warning!
Unusual
patterns

Warning!
Unusual
patterns Machine learning

analytics

Pattern learning

Abnormal pattern example

It learns abnormal patterns from hundreds of TB of performance data every month and issues an alarm when a
pattern similar to the learned abnormal one is detected.

+ Vertical line pattern

‘hitmap-abnorman‘

* Horizontal line pattern

‘hitmap-abnormalz‘

+ Composite pattern

‘hitmap-abnormaIB‘

+ Hitmap alarm

297



Analyzing the transactions

Event Configuration
Application  Metrics  Hitmap pattem

Detection cxclusion time (3) 8

Anomaly detection  Lag

&nbspsecond

LD @O0

Hitmap herizontal pattern @D  Hitmap vertical pattern @  Hitmap flying pattem @)  Hitmap overload pattern o
!
" . . 4
A S 4
HEHHHERRS M HE R e
Silent | 10 minute v silent | 10 minute v Silent | 10 minute v Silent | 10 minute v

Event reception tag

Hitmap flood pattern

silent | 10minute v

Event reception tag

Event reception tag

Event reception tag Event reception tag

® For more information about the analysis method of the HITMAP transaction chart, see the following.
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Transaction Tracing

Transaction Tracing

What is Transaction Tracing?

While the transaction performance means the summary metrics or attributes between the start and end of
transaction, the transaction profile traces the steps during transactions. If any transaction is slow or erroneous,
the execution records must be traced step by step to find the cause. This is called transaction tracing.

The types of steps collected for transaction performance tracing are as follows.

+ DB connection step START-END

It includes the performance for connection to RDB. Step information includes the name, response time, and

error.

* SQL Step START-END

It includes the performance for JDBC SQL. Step information includes connection data, SQL statements, and

errors.

+ HTTP Call step START-END

It includes the performance for the outbound HTTP service call. Step information includes URL, host, port,
response time, and errors.

* Message step ADD

While collecting traces, the message steps are used to collect the records of all irregular sections.

* SOCKET Step ADD

Step to represent the socket open.

* METHOD Step START-END

The method response time is traced.

* ACTIVE STACK Step START-END

It includes the active stack information. It is created and collected by a separate thread and it is added to the

transaction trace.
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(D In the WhaTap monitoring service, Step is used as the same meaning as Span.

Detailed analysis

Home > Select Project > Analysis > Hitmap

Hitmap « -@- & Q 0

Time selectar Type Apphication
< 2024/09/23 00:00 ~ 2024/09/24 00:00 > | Agent Al | . B m
.HI'I'MAP transaction e~ v < > | & Comelated project | | | Applications All I

B0y o o v 11 LT Agent name Hit Error
Al 1,845,858 1,207

o dema 8103 308472 176
dema-8104 308110 202
star_star 307,981 225

a8 demo-E101 307,571 212
dema-8102 307,387 192
dema-8105 306,337 200

32

Duuu O:I:IJI : 0200 0300 0400 0500 ) : ) 1000 1200 1300 1400 1500 P 000 2100 2200 2300 00
]
. TX trace (All applications) ( (Il Select Column ‘ | 4 csv ] (®) Viewall () Active Stack ) Multi-transaction () [ a ] <] 2 3 4 5 67 [ 15/ page v
Start time Elapsed time Transaction HTTPcallt..  SOL count SOLtime  SOLfetch . DBCONN. .. Error class Error message
2024/09/23 10:54:46.162 18004 faccount/save/employee/kwangju @ 17m7 15 286 230 314
2024/09/23 10:54:45.423 18344 nccounuklllmepukwmmua B 17,631 12 58 218 203
2024/00/23 10:54:45.669 18413 fproduct/create/division/seoul @ 1866 5 356 618 194
2024/09/23 10:54:45.687 19.010 !sulesfreadr‘:lepb‘da!iuno n} 17.304 n B46 1210 13
2024/09/23 10:54:40.306 19101 faccount/savesunitkwangiu ) T 18,749 1 63 1,749 13
2024/00/23 10:54:38.004 18210 forder/read/division/seoul @ 71 18,023 n 33 1744 35
2024/09/23 10:54:44.549 19,689  /sales/delete/dept/dacqu ﬂ [n] 2463 6 502 1775 7
2024/09/23 10:54:42.745 19752 /sales/saverdivision/seoul @ 0 18770 il 383 1527 107
2024/00/23 10:54:45.072 19797 fproduct/remove/unit/kwangju ) 1 2,455 7 977 1,547 269
2024/09/23 10:54:44.072 19872 faccount/delete/dept/kwangju @ 1389 L] 992 1,59 &
2024/09/23 10:54:43.070 20723 fproduct/loadunit/jeju @ T 2652 L] 63 949 L}
2024/09/23 10:54:43 404 20917 forder/read/emplayeerkwangju @) & 19,850 bl 206 1329 20
2024/09/23 10:54:35.734 21,169 faccount/create/dept/dajun @) [ 19,835 16 08 2927 392
2024/00/23 10:54:35.037 21352 fproduct/read/division/daegu @ 1 20,084 13 337 2338 250
2024/09/23 10:54:33.534 21883 faccount/create/employes/jeju @) 20,760 18 529 31 225

1. In (@ Time selector, select a time period to see the hitmap.

2. In1 Type and Application, select the targets to view.
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3. Select B8
4. In(2 HITMAP transaction, drag a desired area as in (3.
5. Ifthe list appearsin (5 TX trace, select a transaction to analyze.
The Transaction information window appears where you can check properties such as client information for

transaction performance analysis, transaction processing performance, and detailed execution history for each
section.

(D « For more information about the Hitmap menu, see the following.

+ For more information about the hitmap widgets on the application dashboard, see the following.
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Guide to transaction information window

Transaction information 1

Record summary Table view Tree view Methods S0Ls HTTP calls Transaction lng
/account/create/employee/daejun
Start: 11/0603:11:02.994 End: 11/0603:11:10.650 Elapsed: 7,656ms Agent name (oname): demo-8104 ClientIP: 77.131.96.144
1s 25 3s as 5s 65 7s

' Method SQL W HTTP Call

Select column TX sqQL
No Time Gap Elapsed Contents
1 03:11:02.994 Start 2023-11-06 03:11:02.994
HTTP-HEADERS
5 031102994 host=255.255.255.159
¥-wiap-mst=x4716m89sq3jmt,1.zmeudongdb3a
7 x5rs
3 03:11.02.994 0 7,656
4 03:11:02.994 0 7,656
5 03:11:02.994 0 1356 3
] 03:11:02.994 1] 1,356 [ApacheClient] 127.0.0.1:8104 /remote/a
7 03:11:02.994 Socket ]
8 03:11:04.350 1,356 1) L I
9 03:11:04.350 0 138
10 03:11:04.350 0 138 T t
1 03:11:04.350 0 138 L
DELETE FROM Customers 4
12 03:11:04.351 1 137 WHERE CustomerMame='$' AND Conta
ctName="5"
13 03:11:04.350 -1 138

insert into emp

14 03:11:04.489 139 430 values(
$, '$', 'S8, 8,
to date('s','$') ..

15 03:11:04.488 q 431
16 03:11:04.488 1} 431
17 03:11:04.488 0 431 0

+ Inthe (1 area, the step data can be seen in various formats. Select a desired type of tab.
* Inthe (2 area, you can see the basic information for transactions.

* (3 luli: The statistical data window for the corresponding URL or each execution section appears. Click a
desired time on the graph chart in the statistical data window to go to Statistics or Transaction Search. You
can view the statistical data based on the selected time.
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(D © For more information about Statistics, see the following.

o For more information about the Transaction Search menu, see the following.

+ If you select (4 SQL step, the SQL variables and HTTP queries can be viewed. For more information, see the
following.

Table view
In the Table view tab, you can see the transaction execution steps in chronological order.

*+ You can classify transactions by each execution section and see them in a diagram. Out of all elapsed times,
you can quickly find the times spent for each section and the section that took the longest.

+ If you select each section in the diagram, the corresponding table list appears where the step is located.
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Record summary Table view Tree view Active stack Methods S0Ls HTTFP calls Transaction log
/account/write/em Method : com.virtual.dao.RemoteDAO#execute
Start: 08/10 08:43: elapsed : 1,230ms : 5876ms  Agent name (oname) : demo-8100
®
15 25 3s ds
' Method HTTP Call @ Active Stack
M Select column + TXT 4 501 -
No Time Gap Elapsed Contents
4 08:43:04.579 0 E876 T com.virtual.web. Simulas
-] 08:43:04.579 0 1159 L
& 08:43:04.579 0 1159 [ ApacheClient] 127.0.0.1:8100 /remote/
7 08:43:04.579 | Socket ]
8 08:43:05.738 1,159 0 L com.virtua
9 08:43:05.738 0 1230 L
N 10 08:43:05.738 0 1230 L com.virtua
1 08:43:05.738 4} 1.230 L
12 08:43:06.567 829
13 08:43:05.738 -829 1730 [ ApacheClient] 127.0.0.1:8100 /remote/
14 08:43:05.738 0 1.230 L com.virtual.dao. RemoteDAD
15 08:43:06,983 1,245 1,247 [ ApacheClient] 127.0.0.1:8100 /remote/ Lall

+ The area where the blue circle (@) is located, is the moment when the active stack has been collected. If you

select the blue circle, the table list appears where the Active Stack button is located. If you click Active Stack,

you can check the step performed during the section.

(D o Inthe transaction list, you can see them from the items marked with the @ icon.

o For more information about active stacks, see the following.

+ [ Select column: You can add or hide the memory accumulation and CPU accumulation data as columns in

the table list. The columns are as follows:

o No: Step occurrence sequence
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o Time: Start time of each step

o Gap: The waited time between the start time of the previous step and the current step may have a
difference, while there may be a gap from the elapsed time if a delay happens due to external factors.

o Elapsed: Total elapsed time from the start to the end of each method

o Contents: Execution details of the step

« ¥ TXT: You can download basic transaction data and execution data for each section in a text file.
« ¥ SQL: The basic transaction information and SQL execution data can be downloaded as a text file.
o Download with substitute value: It downloads the SQL statistics data after replacing the bind variable
value with its original one. If a security key ( paramkey ) is set, the security key input window appears. You

must enter the security key for downloading. For more information about the agent configuration related

to the security key, see the following.

o Download without substitute value: It downloads SQL statistics data without replacing the bind variable

value.

+ 2{:You can see only the table list, with hiding the transaction summary and diagrams. If you select 3%, the

hidden information reappears. This feature is useful when you have a long list of tables.

+ If you select the SQL step, the SQL window appears to display parameters. For more information, see the

following.

Record summary

To see the basic information for transactions, select the Record summary tab. You can see the basic information
of the transaction, agent on which the transaction was performed, memory allocation usage, and client

information.

305



Transaction Tracing

Record summary Table view Tree view Methods 50Ls HTTP calls Transaction log

Transaction faccount/save/division/daejun

Original URL

Project code 5490 Status 200 |

Error level Warning Error class

Error message Intermal RuntimeException

Elapsed time 6,638ms

Start time 24/09/24 15:49:52.317 End time 24/09/24 15:49:58.955
User agent Muozilla/5.0 (X11; U; Linux i686; en-US; rv:1.3) Gecko/20030320

Transaction ID

-8541160086278366865

Agent name (oname) demo-8101 Agent ID (oid) -877561626
Agent group name dema-okind-1 Agent group ID -628198688
Agent server name node-1 Agent server ID 334634079
HTTP methed GET SQL time 918ms
HTTP call time 4,305ms SQL count 8

HTTP call count 4 SQOL patch time 16ms

DB CONN. time 249ms SQL fetch count 1,065

CPU usage time Oms Memaory allocation 623,136byte
Client IP 152.4.69.63 Operating system Linux
Domain 255.255.255.196 Country/Region us

City Chapel Hill Client type Other
Client name Other WClientlD -1744550593
methodCount 0 methodTime 0
Classification Properties Description

Transaction

Transaction o
Original URL

Project code

API or URL call executed by the application, and the path of the transaction. It
converts to a specific format using regular expressions.

It is the URL path that was actually called. A concrete request path that does not
include variables. If there is an original URL, the original URL appears. If there is

no original URL, it is not displayed.

Identification code of the project registered in the WhaTap monitoring service.
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Agent

Properties

Status

Error level

Error class

Error

message

Elapsed time

Start time

End time

User agent

Referer

Transaction
ID

Multi
transaction

ID

Agent name
(oname)

Agent ID (oid)

Agent group

name

Agent group

Transaction Tracing

Description

HTTP response status code for the transaction.

Level of the error that occurred in the transaction. It is displayed as Warning or

Critical.

Class of the error that occurred in the transaction.

Message of the error that occurred in the transaction.

Transaction execution time.

Transaction start time.

Transaction end time.

Browser used to extract client-related data.

Page address or incoming path used by the browser of the client.

It is a unique ID of the transaction.

It is a unique ID of the multi-transaction. It appears when executed in parallel

with transactions of other applications.

Agent name

It is a unique ID of the agent.

Agent group name set with the okind option.

It is a unique ID of the agent group.
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Step

Resource

Containers

Properties

ID

Agent server

name

Agent server
ID

HTTP method

HTTP call

time

HTTP call

count

DB CONN.

time

SQL time

SQL count

SQL patch

time

SQL fetch

count

CPU usage

time

Memory
allocation

Pod name

Transaction Tracing

Description

Agent server name set with the ondoe option.

It is a unique ID of the agent server.

HTTP method. (GET, POST, PUT, HEAD, etc.)

Outbound HTTP call time.

Number of outbound HTTP calls.

Time taken to connect to the database.

SQL execution time.

SQL execution count.

Time taken to search for the record. Nesting may occur or other logic may be
included.

Number of the records retrieved from SQL.

CPU time used for processing transactions.

Amount of memory used by the transaction.

It is the name of the Kubernetes Pod that processed the transaction.
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Classification Properties Description
Container Id It is a unique identifier for a specific container running within a Pod.
ClientIP Client IP address.
0osS OS environment in which the browser runs.
Domain Internet address assigned to the IP address that the client connected to.
Country/ .

. Client's country.
. Region

Client
City City in the client's country.
Client type Browser type used by the client.
Client name Device name used by the client.
WClientID This is a unique ID of the client.
methodCount = Number of methods called by transactions.

Method

methodTime Time taken for method execution.

@ + The collected data may differ depending on the application type, settings, and step type. Container
entries appear only when the application is running in the container environment.

* Error related items are displayed when an error occurs from the transaction.

« Some transaction properties provide statistical features. If you select thelull button, a window
appears where you can see the status of transactions occurred during the query time through a
time series chart. If you select a bar graph in the chart, you can go to the Analysis > Transaction
Search menu to view details.

+ WhaTap basically stores the client-related information. For more information about the agent
settings for user data collection, see the following.
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Tree view

To see the transaction execution steps in a tree format, select the Tree view tab. You can see the details of each
transaction and its trace details, trace start time, step time, and call relationship. If you select each section of the

diagram, the tree view of the step appears.

Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log

faccount/write/employee/seoul ali
Start: 08/1008:43:04.579 End: 08/1008:43:10.455 Elapsed: 5876ms Agentname (oname): demo-8100

T Method = HTTP Call @ Active Stack

OGENRGTEN Multi-line View B8 Longest Route ‘ H )

L

Tree view Elapsed time (ms)

" A
‘2)| oy

O [Project] Java APM Demo(5498) [Application] demo-810@ [Transaction namel.. [ s 676

* HTTP-HEADERS host=255.255,255.248 referer=# x-wtap-mst=z7ogu3uam3mrng.. a
[ com,virtual,web, VExec#doFilter - 5,876
[FJcom.virtual.web.Simulasl#process O sETe|
[[]com.virtual.dao.RemoteDAO#execute [ ] 1,159
[ApacheClient] 127.0.0.1:8100 /remote/account/delete/divis.. i [N 1,159

+ com.virtual.TestLogger#println a
[Fleom.virtual.web.Simulaexecute ] 1,230
Clcom.virtual.web.Simula#fexecute? ] 1,230

[ com.virtual.web.Simula#execute3 ] 1,230

- Active k (] a

» « [ApacheClient] 127.0.8.1:8100 /remote/product/rem.. |[ul ] 1,230
= com.virtual.dao.RemoteDAO#execute I 1,230

+ [ApacheClient] 127.0.0.1:8100 /remote/account/create/unit/.. |luh | | 1,247

* com.virtual.dao.RemoteDAO#execute | ] 1,247

+ [ApacheClient] 127.0.0.1:8100 /remote/product/load/unit/da.. alt |

+ com.virtual.dao.RemoteDAO#execute B 065

« com.virtual.web.Simula#execute3 |

« com.virtual.web.Simula#execute2 B 065

+ com.virtual.web.Simula#execute . 065

[ApacheClient] 127.0.0.1:8180 /remote/sales/load/division/.. f
com.virtual.dao.RemoteDAO#execute

1,160
1,160
com.virtual.web.Simula#execute3 1,168
1,160
1,160

com.virtual.web.Simula#execute2
com.virtual.web.Simula#execute
« HTTP parameter = ]

+ Single-line View: You can arrange the tree format at intervals by displaying the texts displayed in the

execution data for each section in a single line.
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Multi-line View: All the texts displayed in the execution data for each section, appear by wrapping words.
Longest Path: The longest route can appear.
= Show Time Bar: The elapsed times are displayed in a bar chart.

(© Show Time: The timestamps, gaps, and elapsed times for each segment are displayed in text.

o 8 seconds or more: Excessive delay state is distinguished in red.
o Between 3 and 8 seconds: state is distinguished in

o Less than 3 seconds: Normal state is distinguished in blue.

@ Hide Time: The time is hidden.

24: You can see only the tree view that hides transaction summary and diagrams. If you select 3£, the hidden

information reappears. This feature is useful when the tree view list is long.

[E: A window appears where you can view SQL variables and HTTP queries. For more information, see the

following.

(D In case of start and step times, the time differences caused by the transaction call environment are
corrected on the screen through traces and mappings in the parent transactions. Accordingly, there

may be differences from the actual time data.
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Active Stack

Record surmmary Table view Tree view Active stack Methods S0Ls HTTP calls Transaction log

faccount/load/division/daegu [al + Stack w Active Stack analysis Beta

Start: 04/0614:16:32.419 End: 04/0614:17:33.709 Elapsed: 61,290ms  Agentname (oname) : demo-8100
Client IP : 167.109.194.221

Active Stack (6)
No Time java.base@l7.0.12/sun.nio.ch.SocketDispatcher. read®(Native Method)
30 14:16:37.807 java.base@l7.08.12/sun.nio.ch.SocketDispatcher. read(SocketDispatcher.java:47)
T java.base@l?.0.12/sun.nio.ch.NioSocketImpl, tryRead(NioSocketImpl. java:266)
70 14:16:48.223 java.base@l7.0.12/sun.nio.ch.NioSocketImpl. implRead(NioSocketImpl. java:317)
java.base@l?.0.12/sun.nio.ch.NioSocketImpl, read (NicSocketImpl, java:355)
&0 14:16:58.504 java.base@l7.0.12/sun.nio.ch.NioSocketImplsl. read (NioSocketImpl. java:308)
g1 14:17:08.542 java.base@l7.0.12/java.net,Socket$SocketInputStream, read (Socket, java: 966)
app//org.apache.http.impl.io.SessionInputBufferImpl.streamRead(SessionInputBu
82 14:17:18.547 fferimpl.java:139)
apache.http.impl.ic.SessionInputBufferInpl. fillBuffer(SessionInputBu
108 14:17:28.575

. Java:lss)
app//org.apache.http.impl.io.SessionInputBufferInpl. readline{SessionInputBuff
erimpl.java:284)

Select the Active stack tab to view the list of active stacks collected from the transaction.

+ Select a collection point (No, Time) from the Active Stack list on the left to display the stack information for

that point on the right.

+ ¥ Stack: You can download the active stack details as a TXT file.

@ + You can check the active stack from items marked with the @ icon in the transaction list.

* For more information about active stacks, see the following.

Al Active Stack Analysis

Beta

Click the Active Stack Analysis button to automatically analyze collected active stacks with AL It identifies
performance issues based on the stack dumps of in-progress transactions and suggests improvements.

The analysis results consist of the following 4 sections:
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+ Summary: Summarizes the number of analyzed stacks and the overall execution flow.

+ Common Patterns: Displays repeatedly observed execution patterns, including pattern name, occurrence

count, and description.

+ Issues Found: Displays identified performance issues with severity levels (High, Medium, Low) along with the

stack information used for the assessment.

Severity Criteria
High Deadlock, complete blocking, same blocking repeated 4+ times
Medium I/0 wait, 2-3 lock contentions, slow external calls
Low Single-occurrence wait, minor optimization opportunities

+ Recommendations: Suggests specific improvement actions by priority.

Each analysis item displays the collected stack number ( No.N ). Click the stack number to view the original stack.

(D « The analysis results are generated by Al and may differ from actual conditions. Use them as

reference material.

+ Member role or above is required.

Multi-transaction

Multi-transaction indicates the transaction involving other agents or projects. In the Multi transaction tab, you

can see the call relationships between applications registered in the WhaTap monitoring service.

© To trace multi-transactions, set the mtrace_enabled optionto true in Management > Agent CONF..

For more information about the agent configuration, see the following.
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Record summary Table view Tree view Multi transaction Active stack Methods S0Ls HTTP calls Transaction log

Table | Tree Y|

Y

B Normal W Slow B Very Slow 1.141ms
forder/delete/dept/daejun % locathost:3306 |
1,071ms
faccount/{aal/{bb)/{cc}
® |ocalhost:3306
S
1,154ms
fproduct/delete/unit/jeju
' jocalhost:3306
—
7,499ms
/sales/remove/division/daegu 1.320ms
faccount/{aa}/{bb}/{cc}
® |ocalhost:3306
A
1,078ms
faccount/{aa)/{bb}/{cc)
- :
£ localhost:3306 S localhost:3306

+ Chart: Provides the call relationships for each transaction in a flowchart. Select a transaction node to see the
trace analysis for the transaction node. In Chart mode, you can use the mouse to go to a desired position or

zoom in or out by scrolling.
o £} Chart view settings: You can display or hide the elements on the chart.

+ Table: In the form of table, you can check the data for each transaction included in the multi-transaction. You
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can select the [ column selection icon to edit the table header columns. You can see the trace analysis data
by selecting each transaction item.

+ Tree: You can see the call relationships between transactions in a tree format. The related additional
functions are the same as those of the Tree view tab.

+ Y Project selection: You can select or deselect projects to be displayed on the chart.

@ + You can see them in the transaction list marked with the @ icon.

+ For more information about the multi-transaction, see the following.

Methods
Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log
faccount/read/unit/jeju |l 4+ Method

No Class Method Parameter/Return Count Sum (ms) Max (ms)
1 com.virtual.dao.Remot...  execute v 27 39,063 2776
2 com virtual dao PliTest oxec (Ljava/sql/PreparedSta... 3 ] i]
3 com.virtual.dao.nsenD...  executle (Ljava/lang/String;)V 2 4 3
4 com.virtual.dao.Update...  execute2 (Ljava/lang/String;)V 2 18 14
5 com.virtual.dao.Delete...  execute v 2 3 2
6 com.virtual.dao.Select...  execute2 (Ljava/lang/String;)V 1 5 5
7 com.virtual. dao Update execute v 1 4 4
8 com.virtual dao.Select...  execute2 ov 1 7 7
9 com.virtual.dao.Select..  execute ov 1 9 9
10 com.virtual dao InsertD._.  execute2 v 1 3 3

To see only the method data, select the Methods tab. It displays the method name and step time for which
tracing has been set on the agent. When unnecessary logics are repeatedly executed, it can be used as analysis
data to improve the method logic by finding the case where the execution takes longer than the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.
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+ ¥ Method: You can download the method-related details as a TXT file.

Transaction Tracing

(D For more information about the agent configuration options on methods, see the following. Method

tracing support may differ depending on the product in use.

SQLs

No

1

Record summary

Table view

Jaccount/read/unit/jeju

Database

jdbc:mysgl:/flocalhost....
jdbc:mysqgl://localhost:...
jdbe:mysql./flocalhost:...
jdbe:mysql./localhost:..
jdbc:mysql:/flocalhost:...
jdbe:mysal:#flocalhost:...
jdbc:mysqgl/flocalhost:...

jdbe:mysqldflocalhost:,.

Tree view

sqL

DELETE FROM Custom...
SELECT distance, lat, lo...
SELECT distance, lat, lo...
UPDATE emp set e.ena...
update table set x=#w...
SELECT p.Name AS Pr.__

SELECT customer_info...

INSERT INTO EMP VAL

Active stack

Methods

Count

S0Ls HTTF calls

Sum (ms)

Max (ms)

Transaction log

* s0L

To check the SQL statement information, select the SQLs tab. In case of unnecessarily repetitive execution, it can

be used as analytical data to improve query performance by finding the case where the execution time takes

longer compared to the low count.

+ luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >

Transaction Search menu appears. You can see the list of transactions for the selected time zone.

« ¥ SQL: You can download the SQL-related details as a TXT file.
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HTTP calls
Record summary Table view Tree view Active stack Methods SQLs HTTP calls Transaction log
faccount/read/unit/jeju A 4+ HTTP
No Remote server URL Count Sum (ms) Max (ms)
1 127.0.0.1:8105 fremotefaccount/save... 2 4116 2776
2 127.0.0.1:8105 fremote/order/save/di... 1 238 238
3 127.0.01:8705 fremote/sales/pickup/... 1 922 922
4 127.0.0.1:8105 fremote/sales/remoave. . 1 1,980 1,980
5 127.0.0.1:8105 fremote/order/save/de... 1 2639 2,639
B 127.0.01:8105 Sremote/edu/kil/unit/p... 1 1,516 1,519
7 127.0.0.1:8105 [remoteforder/read/de... 1 1.467 1467
B 127.0.0.1:8105 [remote/order/delete/... 1 485 485
9 127.0.0.1:8105 J/remote/sales/killfemp... 1 2,210 2210

To see the count, time sum, average time, and such for HTTP calls, select the HTTP calls tab. If unnecessary
external calls are repeatedly executed, it can be used as analytical information to determine whether the
transaction delays are external or internal by finding the cases where the execution time takes longer compared
to the low count.

+ lali: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.

+ ¥ HTTP: You can download the HTTP call-related details as a TXT file.

Transaction log

To see the logs of the transaction, select the Transaction log tab.
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Transaction information

Record summary Table view Tree view Multi transaction Methods S0Ls HTTP calls Transaction log

/sales/save/division/daejun all

oname Timestamp Log
java-demo? 20250416 09:17:12.571  @ndd 2737043795003671073 peode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632114
select distinct pp.lastname, pp.firstname
java-demoZ2 2025-04-16 091712773 @txid 2737043795003671073 pcode 8 onodeName node-1 oid -1737750367 okind 867318026 oname java-demoZ2 agenttime 1744762632155
select
java-demo2 20250416 09:17:12.773  @udd 2737043795003671073 pcode 8 onodeMame node-1 oid -1737750367 okind 867318026 oname java-demo2 agenttime 1744762632193

select productid, avg(orderqty) as averagequantity, sum(linetotal) as total

* luli: You can see the Transaction statistics information. If a graph on the chart is selected, the Analysis >
Transaction Search menu appears. You can see the list of transactions for the selected time zone.

*+ Log Search: You can go to Log Search to easily find the desired log data.

+ Keyword search: Enter the desired text to search in the keyword search field, and then press Enter or select
the Q button. It highlights the keywords that match the entered text.

« & Keyword highlight: If you set the keyword and color, the texts that match the keyword are automatically
highlighted in the log list. For more information, see the following.

+ [ Column settings: You can add columns or change the order of columns displayed in the log list table. For

more information, see the following.

« {¥ Log view detail setting: You can configure the items to be displayed in the log list. For more information,

see the following.

(@ + To enable the Transaction log tab, apply the agent setting options related to the logs. For more

information about the log settings, see the following.

+ The Transaction log tab can be accessed by only the members with the View log role. For more

information about the member roles, see the following.

Setting the keyword highlight

1. To add keywords to highlight, select .
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2. Enter a desired keyword.
3. Select the color icon and then select a desired color.

4. Press Enter. The added keywords are added in the list.

Deleting the keyword highlight

To delete the items unused from the highlight list, select —.

Displaying or hiding the table columns

1. Select [IIl on the upper right of the table.

Transaction Tracing

2. Ifthe Column settings window appears, select or unselect the desired item in the list on the left.

You can also hide columns by selecting the X button in the list on the right.

3. After all settings are finished, select Confirm. The set content is applied to the table.

Reordering the table columns

1. Select [IIl on the upper right of the table.

2. When the Column settings window appears, change the order by dragging the desired items from the

list on the right.
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3. After all settings are finished, select Confirm. The set content is applied to the table.

Setting to display the table content

1. Select £+ on the upper right of the table.

2. When the Log view detail setting window appears, set the desired options.

* Select content or Tag to determine whether or not to display the log content.

* Tag management: Tags are displayed in the log in the order of addition. The order of tags can be
changed by dragging. Disabled tags do not appear in the logs.

3. After all settings are finished, click X. The set content is applied to the table.

(D For more information about Log view detail setting, see the following.

Additional options

Checking the correlated project metrics

If you have created a database monitoring (DPM) project and an application monitoring (APM) project, you can
relate the two projects for monitoring the data collected from DPM in the APM project. You can see performance
metrics of the correlated projects while querying transactions via the Correlated project feature on the upper
right of the HITMAP transaction section.

The Correlated project feature is useful when analyzing transactions in the APM project. When you found a slow
SQL, it is difficult to determine exactly in which DB the problem occurred in the environment using multiple
similar DBs.
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Hitmap
Time selector Type Application
< 2024/09/23 00:00 ~ 2024/09/24 00:00 > | Agent Al | gel
HITMAP transaction 5,392,702 3,428 Eror A v < Correlated project |

64

1
32

16

22:00 23.00 00:(

1. Set the time and Application for viewing the transactions, and then select [EJ.
2. Inthe HITMAP transaction section, select Correlated project on the upper right.

3. Anew window appears where you can check the metrics for the correlated project.

Select the correlated project from the left list and then check the metrics in the Instance dashboard section.

Correlated project . Instance Dashboard
b Add | —
DBX-0-1-1433 v | 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance >
P [30099) MS SQL ServerMo.. | Tt m s mmme e s s s s s s s s s s smms s | ) (S———
?\ [29762] MySQOL Monitering..  CPU memory total_sessions active_sessions
! [28458) PostgreSQL Monito.. 8 80 8 4
57.73
6 60 v 6 3
4 37 M . "
4 ) 4 | U l M A A l ]
2 20 2 1
- ; 0 ; ; 0 ; - 0 . .
10:08 10:12 10:08 10112 10:08 10112 10:08 10:12

To navigate to the dashboard menu for a selected project, select an instance and then click Move instance on
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the upper right. Go to Dashboard > Monitoring a Database Instance.

(D - The HITMAP transaction button in the Correlated project section appears only when there is an
associated project. For more information about adding a correlated project, see the following.

* You can add a project by selecting Correlated project at the top of the left Add list.

* The Move instance button is disabled when All is selected.

Instance Dashboard

Al 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance

+ Depending on the database product type, you can navigate to the Analysis > Counts Trend menu.

Viewing HTTP parameters
You can view the HTTP parameters of the transaction in the Table view tab.

1. Scroll down the page to the final step of the transaction.
Select the & HTTP parameters item.

If the HTTP-PARAMETERS window appears, select Password.

P w N

Enter the specified Param Key. You can see the hidden parameters.

(D -« For the agent settings for HTTP parameters, see the following.

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the
WHATAP_HOME /paramkey.txt file. You can change it to another string. The key in paramkey.txt is
required to view the SQL variables and HTTP queries, and stop the threads.

Viewing SQL parameters

Select the SQL step in the Table view tab or select [5 in the Tree view tab. The SQL window appears to display
parameters.
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SQL |

Connection URL jdbc:mysql://localhost:3306,localhost:3310/fake@BasicDataSource
CPU accumulation 3ms
Memory accumulation 329,752byte

Query (Hash:-2057375474) Password SQL format Statistics »

SID 107

insert into
dept
values(

Substitution variables

The parameter does not exist or decryption has failed.

Please check your password at [paramkey.txt] in the agent installation path to decrypt parameters

+ Password: You can see the decrypted parameter value. The password is a 6-digit string in the
WHATAP_HOME /paramkey.txt file. You can change it to another string.

(D The key in paramkey.txt is required to view the SQL variables and HTTP queries, and stop the
threads.

+ SQL format: You can indent and format your SQL statements for better readability.
« I0: ASQL statement can be copied to the clipboard.

+ Statistics: Go to Statistics > SQL.

© To search SQL variables and HTTP queries, add the following options to the agent settings.
+ For agent settings related to recording SQL parameters, see the following.
+ For agent settings related to recording the HTTP parameters, see the following.

whatap.conf

profile_sql_param_enabled=true

// HTTP parameter lookup option: If the option is applied, HTTP query parameters are collected after being

encrypted.
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profile_http_parameter_enabled=true

Setting the columns in the trace list

You can additionally see the details about the search result by setting the columns in the TX trace section.

1. Inthe TX Trace area, click the [ Select Column button.

2. Select or deselect the desired column items. The changes are immediately reflected in the table.

¢ Select all: It selects all columns.
¢ Deselect all: All columns are unselected.

e Initialize(default): The column is set as the default value.

3. Oncefinished, click the X icon in the upper-right corner.

Filtering the trace list

You can filter the results retrieved from the TX trace section using the following options:

TX trace (All applications) (@) View all Active Stack ) Multi-transaction ()

* View all: You can see all transactions in the viewed result.
+ Active Stack: Only the transactions that include active stacks can be viewed in the searched result.
+ Multi-transaction: Only the transactions including multi-transactions can be checked in the searched result.

+ Search URL: Only transactions containing items that match the entered string are displayed. Enter a desired
string and then press Enter on the keyboard.

o Transaction
o Client IP

o Domain

o Error class

o Error message
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Downloading the viewed list

You can download the results retrieved from the TX trace section as a CSV file. The formation of the downloaded
CSV file is profile {project_code} YYYYMMDD .csv.

1. After viewing the transactions, select
2. Enter a desired value in the Maximum CSV lines option.

3. Select Download.
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Active Transaction

A transaction in progress is called "active transaction." A stack that has been regularly dumped by an active
transaction is called active stack.

(D The WhaTap agent dumps active stacks for active transactions every 10 seconds (optional) and sends
them to the server. active_stack_second=10

Collecting the compact active stacks

Because the active stack regularly performs thread dumps, it can add lots of overheads to the agent if
implemented incorrectly. WhaTap has various options to collect active stacks while minimizing the agent load.

© In Sitemap > Thread List/Dump, from the thread list, the overhead can be determined by checking the
CPU time of the WhaTap-ActiveStackDump thread.

Optimized data collection

+ Dump the stack only for the thread that is performing transactions.
* You can adjust the active stack dump time interval.

active_stack_second=10

+ Itis limited to the maximum line of the active stack. It collects 50 lines from the top line by default.

trace_active_callstack_depth=50

+ Each hashed line of the active stack is collected. Text is collected only once.
+ The maximum number of active stacks collected at a time is limited.

active_stack_count=100
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Active Stack for Background Threads

Basically, the active stack means the stack of the thread in which transactions are being processed. You may
need to analyze the stack for some background threads as well. At this time, the ** for the background thread
can be obtained using the option. It is available in the Java agent 1.6.2 or later.

+ Ifthe value of async_stack_enabled issetto true, the function is enabled.

whatap.conf

async_stack_enabled=false

* The stack dump interval depends on the foreground active stack setting.

whatap.conf

active_stack_second=10

* When setting the target thread name, use * to specify the string pattern.

whatap.conf

async_thread_match=http*,abc*

It identifies the stack dump target with the thread name. You can specify multiple matches using comma (,) as
the delimiter.

* When the Top method of the stack is a class or method registered in async_thread_parking , it determines
that the thread has been parked and does not generate a dump.

whatap.conf

async_thread_parking_class=sun.misc.Unsafe

async_thread_parking_method=park
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References

» Active Transaction

+ Active transactions that can detect failures quickly
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Multi-transaction

Multi-transaction means the transaction involving a different agent or project. Multiple Transaction Trace is to
trace calls between the application services registered in the WhaTap project.

(D Enabling the multi-transaction

To trace multiple transactions, set the mtrace_enabled optionto true in Management > Agent
CONF.. For more information about the agent configuration, see the following.

How to Use Multi-Transaction Trace

1. Go to Analysis > Multiple Transaction Trace.

2. Enter the MTID value checked in the Transaction information window into the Search by MTID /
CUSTID field.

3. Select the date and project to query.

4. Click the Apply button at the bottom of the screen.
* The Apply button will be disabled under the following conditions:

°o  When the same filter values (MTID/CUSTID, date, selected project) as the previous search are
applied.

°o  When none of the filter values (MTID/CUSTID, date, selected project) are entered.

5. The right-side Chart tab displays a diagram and a table that show the call relationships between each
transaction.

© The diagram and table areas are divided vertically, and you can adjust their ratio manually.

e Clicking the upper arrow expands the table to full height.
If the diagram was previously full height, the layout resets to a 50/50 split.

* Clicking the lower arrow expands the chart area to full height.




©

Chart

If the table was previously full height, the layout resets to a 50/50 split.

Multi-transaction

Chart provides users with a fast and clear view of the call relationships between transactions. You can check the

individual execution time of transaction services that share the same Multi transaction ID. The elapsed time

displayed at the top of each transaction node (‘1 Time Bar) allows you to understand the call flow between

transactions.

[MEH— E2|2 | Total 19 Error 0 Database 19 2B %& 0 x1 - O =
1
2,013ms
Jaccount/remove/division/daejun
=
® 2
»>
w
D Z% &4
Z2t AZH (ms) EzAM el MEF AlZH R M
2,013ms Jaccount/remove/division/daejun 0= 200 2025/11/22 00:01:24 2025/11/22 00:01:26
442ms Jaccount/write/dept/daegu 0= 200 2025/11/22 00:01:26 2025/11/22 00:01:26
253ms /sales/create/employee/seoul 0@ 200 2025/11/22 00:01:26 2025/11/22 00:01:27
1,099ms /edu/save/dept/daejun [ml:) 200 2025/11/22 00:01:27 2025/11/22 00:01:28
1,291ms /sales/kill/division/dagjun 0= 200 2025/11/22 00:01:28 2025/11/22 00:01:29
333ms Jedu/remove/unit/seoul 0= 200 2025/11/22 00:01:29 2025/11/22 00:01:29
1,977ms Jorder/load/employee/kwangju 0@ 200 2025/11/22 00:01:29 2025/11/22 00:01:31
©@ You can freely move, zoom in, or zoom out the chart with your mouse.
+ Drag within the chart area to move the view.
+ Use scroll inside the chart:
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©

o Vertical scroll: move up/down
o Horizontal scroll: move left/right

« Use Ctrl + vertical scroll to zoom in/out.
(Touchpad pinch gestures are also supported.)

When you select a transaction, only the related nodes remain active, while all unrelated nodes become dimmed.
The Detail View button (12') below the selected transaction becomes enabled, and clicking it opens the
Transaction information window.

There you can view the transaction's detailed trace.

For more information on analyzing transaction traces using the Transaction information window, see the
Transaction Info Documentation.

¢ +|/Zoom In: Increase zoom level

+ | — Zoom Out: Decrease zoom level

.
v

£ Fit to Screen: Adjust all nodes to fit the screen
O/ Reset Zoom: Reset zoom and position to default state
@) Chart View Settings: Show or hide chart elements

o More information: Toggle application name, project information, IP, and status codes

o Database / External: Display database connections or external HTTP Calls as nodes in the chart

Table

In the Table tab, you can view each transaction included in the multi-transaction trace in a table format.

When you select a transaction, its corresponding node in the Chart diagram becomes highlighted, and related
nodes are emphasized.

Clicking the detail button in the transaction column will open the Transaction information window, where you
can inspect the full transaction trace details.

For more information, refer to the Transaction Info Documentation.

+ [ Column Settings — Edit visible columns in the table
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Tree

When you select the Tree button, you can view detailed information for each transaction and its associated
traces.

This view visualizes the start time and elapsed time of each sub-transaction or trace within the overall
transaction execution time, providing a tree-structured representation of the call hierarchy.

+ Y Project selection: Select or deselect the projects displayed in the chart.

+ T Single-line View: Display each execution segment’s text in a single line to simplify the tree layout.

= Multi-line View: Display each execution segment’s text in multiple lines (with line breaks).
+ Longest Path: Jump to the longest path.

« = Show Time Bar: Display elapsed time as bar charts.

+ (© Show Time: Display timestamps, gaps, and elapsed time for each segment in text form.

o 8 seconds or more: Displayed in red as an over-delay.

o 3to 8 seconds: Displayed in asa

o Less than 3 seconds: Displayed in blue as normal.

(D start time and elapsed time may differ from actual collected values because they are adjusted based on
mapping logic that accounts for time discrepancies between parent transactions and their traces.

+  Hide Time: Hide time information.

o . Selecting the trace’s [uli button or [El button allows you to view detailed information such as HTTP
call statistics, Active stack, or SQL.

+ Clicking the ] button on a SQL step copies the SQL query text.
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Setting The Transaction Endpoint

The end point is the start method of the transaction. In case of the HTTP transaction, HttpServlet.service() or
Filter.doFilter() is the start point of transaction, and this point is called "transaction end point."

Non-HTTP tracing

The performance from the start to the end of the method specified as the transaction end point, is called
"transaction performance." To trace non HTTP transactions, be sure to specify the end point.

® Finding the end point
1. Set the transaction trace for all methods where transactions are supposed to be called.

2. After restarting, trigger a transaction for monitoring.

3. Turnonthe back stack option to pinpoint the entry method.

Selecting the target

1. Method Trace Setting

Set the method trace. Be sure to specify a class that is called in transactions. The JDBC driver is useful
for the programs that use the database.

whatap.conf

hook_method_patterns=jdbc.*.*

hook_method_access_public_enabled=true

hook_method_access_protected_enabled=true

hook_method_access_none_enabled=true

2. Transaction start option setting
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Start a transaction when the method is called. Turn on the transaction start option and the option to
dump the stack at the start of a transaction.

whatap.conf

trace_auto_transaction_enabled=true

trace_auto_transaction_backstack_enabled=true

3. Trace analysis after restart

Restart it. After calling the service, you can see the transaction being traced.

If you view the transaction, you can see that the methods of all classes starting with jdbc.* appear in
this transaction. If you view the transaction trace, you can see the message step called TRANSACTION
BACKSTACK.

TRANSACTION BACKSTACK

jdbc.FakePreparedStatement.executeQuery(FakePreparedStatement.java),
com.virtual.dao.SelectDAQO.execute2(SelectDAO.java:29),
com.virtual.web.SimulaNonHttp.execute(SimulaNonHttp.java:147),
com.virtual.web.SimulaNonHttp.process(SimulaNonHttp.java:76),

com.virtual.web.SimulaNonHttp.run(SimulaNonHttp.java:100)

4. Check Stack Content

By checking the stack content, you can infer which method the transaction is departing from.

Example

com.virtual.web.SimulaNonHttp.execute(SimulaNonHttp.java:147),
com.virtual.web.SimulaNonHttp.process(SimulaNonHttp.java:76),

com.virtual.web.SimulaNonHttp.run(SimulaNonHttp.java:100)

One of the above three methods can be determined as the start point of a transaction. In this situation,
perform reverse compilation to determine the appropriate transaction end point.

Looking at the logic, while() runs within SimulaNonHttp.run , SimulaNonHttp.process() is called, and
then SimulaNonHttp.execute() is run. We can guess that process() is appropriate. This part must be
determined by looking at the source.
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© The most important criterion for end point is that it must be ended. Under normal
circumstances, it must terminate immediately without any delay so that the performance
evaluation can be made.

Set the transaction endpoint

1. Set the transaction start point as follows:

whatap.conf

hook_service_patterns=com.virtual.web.SimulaNonHttp.process

2. Restart the application.

The process() method becomes the end point of a new transaction.

(D For the hook_service_patterns option, wildcard characters cannot be used. To set multiple values, use
comma (,) as the delimiter.

Defining the transaction name

Generally, transactions are identified by the method name.

whatap.conf

service_name_mode=[full,class,method,string,arg]

service_name_index=0

+ service_name_mode

You can specify any of 5 options: full , class, method , string,and arg.
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full : The full class name is used as the service name.

class : The class name is used as the service name.

method : The method name is used as the service name.

string : The first parameter in the text string is used as the service name.

arg : Among parameters, the parameter of the index specified in the service_name_index option is used
as the service name.
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Transaction Step Collection Method

The application monitoring agent provides linear and circular collection methods.

Linear collection

Individual transaction traces cannot collect steps indefinitely. Store trace steps in buffers of limited length for
each transaction. For each transaction, the maximum number of steps that can be collected is specified as an
option.
+ profile_step_max_count
Default 1024

Maximum number of steps that can be collected.

+ profile_step_normal_count
Default 800

Number of steps that are generally collected without any restrictions.

+ profile_step_heavy_count
Default 1000
If the normal count is exceeded, only the steps with slow response time and the active stack steps are
collected.
+ profile_step_heavy_time
Default 100
The reference time to collect steps within heavy count is profile_step_heavy_time .

If the number of steps in the profile being collected exceeds the heavy count, only active stacks are collected.
Even in this case, the maximum number of steps does not exceed profile_step_max_count .
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Circular collection

Linear collection collects the front part of the trace and discards the later part, if it exceeds the buffer size. On

the other hand, circular collection discards the front step.

circular_profile_enabled=true

circular_profile

The buffer size is set in profile_step_max_count .

profile_step_max_count=1024
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Application Topology

Application topology visually displays the database and external service calls related to the transaction flow.
You can clearly see the entire request path—from user request to database calls and external service
integrations—making it easy to identify performance bottlenecks.

* Visualize the path from user request - DB/external service

+ Filtering based on URL patterns

+ Check transaction performance status (slow/error, etc.)

+ Identify bottlenecks and view detailed information

Viewing Topology

After selecting the time range and application, configure the search scope using the options below.
Each query opens in a new tab. When hovering over a tab, a tooltip shows the search conditions, and clicking the
pop-out button in the tooltip opens the topology in a separate window.

Transaction URL Search

Displays only the domains that called transactions matching a specific URL pattern.
You can use wildcards ( * ) to define patterns.

Examples

+ /api/* : All URLs starting with /api/
» */users/* : All URLs containing users

+ /api/v1/users : Exact match

Be careful when combining slashes( / ) and wildcards( * ).

« /api/* : Does not match /api ; it requires a path after /api/
(e.g., @ /api/users , X /api)
+ /api* : Matches /api itself



(e.g., @ /api, /api/users, /apitest )

Pattern Limitations

* Must contain at least one non-wildcard character

o Y Not allowed: #***  **

o @ Allowed: a*, *a, *a*, /api*
* Empty string or null is not matched.
+ Consecutive wildcards ( ** ) behave the sameas * .
+ Complex patterns with 3+ * are not fully supported.
+ Regular expressions are not supported.
+ Case sensitive matching.

+ Cannot escape * to match it literally.

Trace Limit Count

Maximum number of transaction traces (profiles) to retrieve.
Higher limits show more data but increase query time.

« Default: 10,000
« Max: 1,000,000

Even if you increase the limit, you may still not retrieve all matching transactions.
A warning appears when the limit is reached.

Time Limit

When the time limit is reached, only data up to that point is shown, and a warning appears.

* Range: 30 seconds ~ 5 minutes

340

Application Topology



« Default: 1 minute

Screen Structure & Visualization

The screen visualizes transaction flow using circular nodes and connecting lines.

Application Topology

Application Topology ftes

WA O O

Transaction URL search @

Time Application

Query limit count &

Query limit time @

¢ 2025/11/24 00:00 ~ 2025/11/25 00:00 [EEZTD [ >

Select all v 10000 1 minutes Q

View 01

Total count 10,000 Error count 853 Average response time 2,608ms Domain search

x0.7500.0000—+3(0m@

(@ Limit: Only partial data appears because the query limit has been reached

*
0.0

Comp.

/

www.daum.net:443
ms

WWWw.google com:443
410 HTTP Call 7in 37

380 HTTP Calls | 237m

o
ul
. 9
H
)
ER]

Ny .

Node Structure

Nodes are arranged vertically based on transaction execution flow: upper nodes call lower nodes.
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Node Types

Nodes are arranged in order: User - TX - DB/HTTPC.

Node Type Description
User Number of users who invoked the transaction
TX (Transaction) Application transactions (HTTP domain/URL)
DB (Database) Database queries and connections
HTTPC (HTTP Call) External HTTP calls

Node Visual Elements

+ Error Gauge: Circular error-rate gauge on node border
+ Performance Tags: “ " (orange) / “Very Slow" (red)
+ Hover Effect: Gray border + highlight connected edges

+ Selected Effect: Blue border + highlight connected edges

Connecting Lines
Color changes based on average elapsed time:
* Gray: Normal
. : Slow (= 3 sec by default)
+ Red: Very Slow (= 8 sec by default)
Summary Metrics
Displayed at the top:

* Total Count
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* Error Count

+ Average Response Time

Screen Interaction

Category Action
Mouse wheel
Scroll & Zoom Shift + wheel

Ctrl + wheel

Canvas drag

Drag
Node drag
Hover

Node Interaction Click
Re-click
Zoom in/out

Fit to screen
Zoom Controls

Reset
Slider
Export PNG Download
Map view
Mini-map
Toggle icon
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Description

Vertical scroll

Horizontal scroll

Zoom in/out

Move entire topology

Adjust individual node position

Highlight connected paths

Select node + show details

Deselect

Range 0.1x ~ 2.0x

Auto-fit

Reset zoom

Fine zoom control

Export current chart

Shows current viewport

Show/hide
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Category Action Description

Domain Search Input search Highlight matching nodes

Display Settings

Node Labels

+ Call count

 Error count (percentage or number)
+ Average elapsed time

* Name (domain, DB URL)

* Type (TX, DB, HTTPC, User)

Edge Labels

+ Display mode: Always / On hover or click
« Call count
* Error count/ error rate

+ Average elapsed time (color-coded)

Other Options

+ Edge animation for slow paths
+ Show/hide User nodes

+ Hide isolated nodes

* Merge identical nodes

* Merge HTTPC and corresponding TX nodes
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Slow Thresholds

« Slow ( ): default 3 sec

*+ Very Slow (red): default 8 sec

Node Details

Tooltip

* Node type & name

+ Call count

* Error count/ rate

+ Average elapsed time

* For merged nodes: top 10 source-domain stats

Detail Drawer

+ Performance metrics
* Merged-node performance table
+ Caller transaction list (up to 1,000)
o Status filter
o Text search
o Sorting
o CSV download

o Click row — trace popup
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Statistics

Home > Select Project > Statistics

Select a project in the initial screen of the WhaTap monitoring service, and then select a sub menu under
Statistics. The WhaTap agent collects statistical data for the key traces such as transaction information and SQL.
A list is created every 5 minutes and it is sent to the server.

Basic screen guide

Set the Time selector, Filter, Order By, and Applications and then select [E}.

Time selector Filter Order By Applications
< 2024712718 00:00 ~ 2024/121% 00-00 [[EA £ > | | Transaction Sum time . Select al

Column Settings csv Trend comparisen  Initialize Selection | 1 | 2 3 4 5 e 100 >
No Transaction Detailed analys... Count Error Avg time (ms)  Sum time (ms) Max time (ms) Avg CPU usage HTTP call count Avg HTTI

1 comirtual web Simulagrun (@] 169,262 0 74348 12584.363,060 2,021,863 0 0
faccountA{aali{bbhicc) (@[T 2,286,375 1493 2462 5630372424 2,011,240 1 2,098,940 1
Jproduct/save/division/pusan =K 7,193 6 2678 19,266,140 460,991 1 7,513 1
4 jproduct/save/dept/pusan @[T 7227 5 2,606 18,830,244 220,976 1 7371 1

5 Jproduct/save/divisionsjeju @[ FARYS 2 2,584 18,395,154 62,889 1 7.044

« Each Statistics tab provides sorting options by Sum, Max, Time avg, and Count for viewing the list from your
desired perspective.

* You can add or exclude columns to view from the list as well as the default values by using the Column
Settings button.

+ When you select [E¥), the button appears above the search list along with the search results. If you select
the button, you can download the searched list as a CSV file.

© Ifyou click without selecting [EY) after a statistics list appears, you can download the CSV file
with the changed conditions.

+ If you select the [@ Display Detail icon in the statistics list, you can check the number of cases and average
time chart, and additional charts are provided to compare the case count, error count, and response time. If
you select the time to search in the chart, the Transaction Search menu appears.



+ Ifyou select T in the statistics list, the Top stack of URL menu appears.

+ Ifyou select U in the statistics list, the Unique stack URL menu appears.

Statistics

(D -« You can view the data for up to 31 days. However, you can view the data for up to 7 days in Client IP.

Transaction statistics

Home > Select Project > Statistics > Transaction

It collects statistics for transactions. Every 5 minutes, up to 5,000 URL-specific performance statistics are

collected and sent to the server. If the number of URLs for 5 minutes exceeds 5,000, this is ignored.

Columns

Transaction

Count

Error

Avg time (ms)

Sum time (ms)

Max time (ms)

Avg CPU usage

HTTP call count

Avg HTTP call time (ms)

Average time per HTTP call (ms)

SQL count

Description

Transaction address

Number of execution cases

Error occurrence count for the executed transactions

Average of the total response time

Sum of response times

Maximum response time

Average of the CPU usage time

HTTP Call Count

Total HTTP call time / Number of transactions

Total HTTP call time / Total number of HTTP calls in transactions

SQL execution count
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Columns Description
Avg SQL time (ms) Total SQL time / Number of transactions
Average time per SQL (ms) Total SQL time / Total number of SQL patches in transactions
SQL fetch SQL Fetch Count
Avg SQL fetch time (ms) Total SQL patch time / Number of transactions
Average time per SQL patch (ms) Total SQL patch time / Total number of SQL patches in transactions

(D Avg memory allocation requires to set the trace_malloc_enabled=true option in the agent
configuration (whatap.conf) for collection. The default value is false .

Using the trend comparison feature

You can use the Trend comparison feature to compare multiple transaction trends at a glance. This feature is
useful for quickly identifying key issues and resolving traffic issues when there are a large number of
transactions to check.
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Transaction JdOE Q@

Tirne selector Filter Order By Applicatians 1
< 2024/1218 00.00 ~ 2024/12/19 0000 [0 F1 > | Transaction Sum time v | | selectal
Column Settings csv @ Trend comparison Initialize Selection l 1 J 2 3 4 § = 10D >
2 Transactios Detailed analys... Count Error Avg time (ms) Sum time (ms) Max time (ms) Avg CPUusage HTTP call count Avg HTTI
5 comvirtual web. Simula#run 021,
a 1 irtual web. Simula# 2,021,863 o 0
2 /eccount/{aal/ibblice) [ 2011240 1 2098940 1
@ | 3 sproductsave/division/pusan ] Tranaaction comiruialweh Semclutiun 460,991 1 7,533 1
" :n<
B | 4 /poduct/save/dept/pusan | I ! | 220,976 1 7371 1
"\ el I il joA "
5 /product/save/division/jeju . L,« 62,809 1 7044
I || m ]
& fproduct/save/division/seoul TR e s ™ %0 wm 3w 4w 13 o omm e mW DW @m AW o 161,297 1 6,953 1
7 product/save/employee/pusan :’"""“”“ AcEsoaMM R - 55,002 1 7178 1
& /product/delste/employee/pusan ax IW 510,303 1 6,860 1
9 Jproduct/save/employes/jeiu i ‘ ‘ m ‘ ‘ m H m y = 59,305 1 6,745 1
e 1 S am wE mm 0 Ew Wm0 G e mw e @

0 /product/save/deptijeju o o 51479 1 6,798 1

1" fproduct/save/employee/kwangju 0, o 58,352 1 6,607 1

12 fproduct/delete/unit/daejun “ | 55447 1 7182 1
| son

13 /product/save/dept/dasjun m |\|| ‘ | | .. ] ] 50,183 1 6,833 1
U T GimR GO0 UM SR M0 (70 R0 GA0 OB 1IE0 100 LD 1630 130 MDD 1rm MM wm W Dm0 SR @m0

14 Jproduct/save/division/daejun ] Traiacan, fprs it s ik 397408 1 6,406 1
w0 0

15 jproduct/save/employee/dasgu | 77,078 1 6237 1
wl e

16 /product/delete/division/seoul | |:,‘_ 113503 1 6699 1

g,

w0 170 LR T

T W GFE0 0T R 0503 M0 0700 (R0 000 M0 1000 1200 13m0
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1. Select the time and monitoring target for a query, and then select the [EJ.
2. Select one or more transactions to compare from the transaction list.

3. Select Trend comparison.
4.

The Trend comparison window appears listing the trend graphs for the selected transactions.

Check the trend graph in the Trend comparison window to compare traffic patterns between transactions. You
can compare traffic distributions for specific time periods and service paths.

@ -« You can select and view up to 100 transactions.
+ If there are a lot of transactions selected, the loading time may increase.

+ For accurate analysis, use the Filter option appropriately.
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Transaction domain statistics

Home > Select Project > Statistics > Domain

The WhaTap agent can collect transaction statistics for each domain. In the systems where multiple domains are

separated and serviced on a server, domain-specific analysis may be required. Set the following option:

whatap.conf

stat_domain_enabled=true

Through the collected data, you can identify the processing status of URLs for each domain.

Columns Description
Domain Service domain
Transaction Transaction address
Count Number of execution cases
Error Error occurrence count for the executed transactions
Time avg (ms) Average of the total response time
Time sum (ms) Sum of response times

Transaction caller statistics

Home > Select Project > Statistics > Caller

If the multi server is connected by a rest call, the relationship statistics between callers and callees can be
collected. To collect this data, set the following options:

whatap.conf
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mtrace_rate=100

mtrace_spec=v1

stat_mtrace_enabled=true

msa-system

In the above architecture, the Caller & Callee statistics can be viewed only in api1 and api2. The system called by
the user browser cannot see the Caller statistics.

However, because the server on the caller side must transfer data, the relevant settings must be entered for all
servers.

whatap.conf of [front]

mtrace_rate=100

mtrace_spec=Vv1

stat_mtrace_enabled=true

whatap.conf of [api1] & [api2]

mtrace_spec=v1

stat_mtrace_enabled=true

The statistical data collected is as follows. The data must be viewed from the callee side.

Columns Description
Caller Pcode Project code corresponding to the caller
Caller agent kind Group unit to which the agent corresponding to the caller belongs
Caller URL Address of the caller transaction
Transaction Callee transaction address
Count Number of execution cases
Error Error occurrence count for the executed transactions
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Columns Description

Time avg (ms) Average of the total response time

@ The maximum number of CSV lines that can be downloaded at one time from the Caller menu is
10,000.

IP transaction statistics

Home > Select Project > Statistics > IP Transaction

It provides the feature to view the URLs and number of calls from applications for each specific I[P address. This
feature is useful for identifying potential security threats or performance issues by checking IP addresses with
unusually high request volumes and analyzing the URLs called from those IP addresses. You can block

unnecessary or malicious requests based on this information.

You can filter IP addresses or transaction addresses through the Filter option to quickly retrieve data that meets

your criteria. This is useful when analyzing specific IPs or transaction address patterns.

Columns Description
IP IP address of the client that made the request.
Transaction Addresses of the transactions called and specific path variables are marked with {}.
Count Total number of requests made from the IP address.
Error Number of errors occurred for requests.
Time avg (ms) Average response time for the request (milliseconds, ms).

© -+ Abnormal traffic detection: It can detect IPs with an abnormally high number of calls, analyze
transaction address patterns from those IPs, and block potential attacks. For example, if there are
excessive requests to the /account/{aa}/{bb}/{cc} URL from a specific IP, you can block the IP or
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© take action to limit requests.

+ Response time analysis: It can detect IPs with abnormally high average response times to identify

and improve performance issues on the network or server side.

+ Error occurrence analysis: When multiple errors occur from a specific IP, you can diagnose whether
there is a problem with the requests from the IP or a problem with the system.

Transaction referer statistics

Home > Select Project > Statistics > Referrer

The WhaTap agent can collect transaction statistics for each referer. Set the following option: The default value is
false .

whatap.conf

stat_referer_enabled=true

Through the collected data, you can see the referer data on the statistics.

Columns Description
Referer Referer address
Transaction Transaction address
Count Number of execution cases
Error Error occurrence count for the executed transactions
Time avg (ms) Average of the total response time
Time sum (ms) Sum of response times
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Home > Select Project > Statistics > Error

Statistics

They are statistics on the service errors that occurred for 5 minutes. They collect different errors and transaction

names with the keys. They provide the stacks upon error occurrence. The statistics appear for up to 1,000 errors

every 5 minutes.

Columns

Class

Transaction

Message

Count

Agent

Agent node

Agent kind

Initial creation
time

SQL execution statistics

Home > Select Project > Statistics > SQL

Error Class

Transaction address

Error Message

Error Count

Agent name

Group unit categorized as whatap.onode

Group unit categorized as whatap.okind

Description

Statistical time (5 minutes or 1 hour) when the transaction error was first generated during the

query period

The SQL execution statistics for 5 minutes are collected. A maximum of 5,000 SQL statements are allowed in 5

minutes. If a single Java process generates SQL statements that exceed the limit, they are discarded from

statistical data.
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Columns Description
Database Database Type
SQL SQL query statement
Transaction Data randomly collected from one of the URLs that called the SQL
CRUD Create, Read, Update, Delete
Count total Query execution count
Error count Number of errors among executed queries
Avg time (ms) Average of the total query execution time
Sum time (ms) Sum of query execution times
Std dev Standard deviation for the query execution time

Transaction collects one of the URLs (last call URL) that called the SQL for 5 minutes for analysis.

HTTP call execution statistics

Home > Select Project > Statistics > Remote HTTP Call

They collect the statistics of calls outside the applications for 5 minutes via the HTTP and HTTPS protocols. A
maximum of 5,000 HTTP call statements are allowed in 5 minutes. If a single application process generates
external HTTP call statements that exceed the limit, they are discarded from statistical data.

Columns Description
HTTP call URL HTTP call URL hash
Transaction Data randomly collected from one of the URLs that requested the HTTP API
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Columns

Host

Port

Total

Error

Time avg (ms)

Time sum (ms)

Time min (ms)

Time max (ms)

Std dev (ms)

Number of calls for each client IP region

Description

Host or IP address

TCP port

Total execution count

Error Count

Average of the total response time

Sum of response times

Minimum response time

Maximum response time

Standard deviation for the HTTP call time

Home > Select Project > Statistics > Client IP

Statistics

The physical distance between the server and the client is proportional to the data transfer time. It statistically

collects call counts for each region of the client IP. The number of different IPs that can be collected per 5

minutes is up to 70,000 per instance.

Client IP

Country/Region

City

Columns

Client IP address

User access country

User access city
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Columns Description

Count Total call count

(D -« The data about the client IP can be viewed for up to 7 days.

* WhaTap basically stores the client-related information. For more information about the agent
settings for user data collection, see the following.

Share chart by region
The share chart collects user access locations and presents them for each country and city.

+ If a country is selected, the detailed chart appears to display each country's cities and connected user IPs.

+ If you select the center circle, it goes to the country selection chart.

Call counts for each user agent

Home > Select Project > Statistics > User-Agent

The numbers of calls for each hash of the user agent string are collected. There is a maximum of 500 different

user agent hashes for each instance that can be collected every 5 minutes.

Columns Description
UserAgent User agent of the browser
(O OS environment in which the browser runs
Browser Browser type
Count Total collection count
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Client Browser Statistics

Home > Select Project > Statistics > Client Browser

By analyzing the user agent strings, it provides the statistical information based on the browser type and OS
used by the end users. You can check the market share through a pie chart created based on the collected

statistical information.

Columns Description
UserAgent User agent of the browser
(O OS environment in which the browser runs
Browser Browser type
Count Total collection count
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Report

Home > Select Project > Report

Report is a document that reports the service usage status and failure records for individual projects. The
persons in charge of service monitoring share the status report with the people of related departments.

The monitoring data analysis is important because it serves as a metric for determining the direction of
improvement. However, it is cumbersome to aggregate and document data from multiple dashboards.

WhaTap's Report menu supports automated report creation. Through the Report menu, you can create weekly
reports, share reports at the set times, and manage various templates.

© To download, print, or schedule to send reports or emails, click the button. Downloading is available in

the HTML format.

Difference between the report and integrated report

+ Report is the menu that generates a report for a single project. You can select a project and then enter the
Report menu in the side menu.

+ Integrated report is the menu to generate a report for multiple projects. You can enter it from the side
menu on the Home screen without selecting a project. For more information about Integrated report, see

the following.

Report types

The basic report is a form that is actually used by large enterprises, government agencies, and IT service
companies. If you have any desired form, please send a request to support@whatap.io. The requested report

template is to be added in the Report list.


mailto:support@whatap.io

Report

Add Report Template

+ If the requested form is universal, it is additionally provided to the Report list.

+ Addition is easy when HTML and CSS forms are provided upon request.

Requested form example

When requesting an additional report form, it is recommended to attach the desired HTML and CSS
forms as shown in the example. See the following example file for more details.

+ Example file: After downloading, unzip the ZIP format to see the example file in the HTML
format. Instructions to CSS and HTML areas for customization are described in the comments in
the file.

Constraints

+ If you need to add, modify, or delete each item in the report template provided by WhaTap
Monitoring, it can be provided.

+ To add data or analyze the results that are not included in the provided report template, review is
required by developers.

+ Data addition and processing is limited to the data (metrics) collected and stored by WhaTap
Monitoring. Other tools and external data cannot be added.

+ Itis difficult to provide a non-universal report form that meets the needs of a specific client
company.

+ For more information, contact support@whatap.io or the sales representative.

Email delivery schedule

To receive regular reports via email, select Reservation of Report Email. You can replace various service
checking tasks performed right after going to work with email confirmation.
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Report

Report type

Weekdays

Emails

Mon Tue Wed Thu Fri Sat Sun

——1a

Report time 00:00 ~ | 2359
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Application Report

Home > Select Project > Report

If you click v in Report on the screen, you can see various analysis reports classified by daily, weekly, and
monthly. Select a desired report format, and then set the date and time to view and filtering options. You can
check the selected report by selecting [E.

(D When generating the weekly and monthly reports, it may take some time depending on the scope of
the data view.

Daily Report

It provides the report to check changes in application performance for the day. The provided report form as a
daily report is as follows:

* Application Daily Report

+ Application Peak Performance Comparison
* Application User Statistics

+ Daily Metric Trend Charts(Avg/Max)

* Application Daily Custom Report

Application Daily Report

This report provides a comprehensive analysis of key metrics for application performance for the day.

(® For more information about key terms and metrics, see the following.

+ Intro: You can see the key performance metrics of the application.

+ PeakTime Summary: You can see the time of the day when the throughput (TPS) was the highest and the
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metric value of that time.

+ Average/Maximum Value by Metrics: You can check the average values for each key metric for the day and

the maximum value based on the time of occurrence.

+ Trend Chart: This time series chart visually displays key metrics of the system. You can check the numbers of

key metrics over time. It is an important metric in evaluating the system stability and performance.

(D o Application Weekly Report provides additional daily changes.

o On the upper right of the chart, select CSV to download the data in a CSV file format.

+ Daily Transaction Distribution: You can see the distribution of transactions and error occurrences by time
zone for the day at a glance. The x-axis of the graph represents the end times for each transaction, and the y-
axis represents the response times (seconds). Normal transactions are displayed in blue, and erroneous

transactions are displayed in red.

Daily Transaction Distribution

|
01:39:36 03:43:55 05:48:14 07:52:32 09:56:51 12:01:10 14:05:29 16:09:47 18:14:06 20:18:25 22:22:44

+ Application Summary: You can check the status for each monitored agent. Active Count indicates the

number of active transactions.

+ Transaction TOP 10: Based on the Transaction Count, Error Count, and Response time average, you can see

the top 10 transactions.

+ Top Stack TOP 10: Based on the steps on the stack trace, you can view simplified data calculated as call

frequency rates between steps.
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(D In Analysis > Stack > Top stack, you can view the stack information details.

+ SQL Time Average TOP 10: This is the statistical data sorted by the average response time for the used SQL
query statements.

(D o Increase %: This figure is calculated for the percentage increase by comparing the average data
for three days up to the day before the search and the data of the search.

e.g. 4/2500:00 to 23:59 datainquiry = comparison with 4/22 00:00 to 4/24 23:59 data
If the figure is greater than 10%, it appears in red, and it is between 5% and 10%, it appears in
. The growth rates less than 5% are not displayed.

o In Statistics > SQL, you can view the occurrence time and performance for each query.

Application Peak Performance Comparison

For each monitored agent, the application's maximum performance metric appears by comparing with the data
for the day (red), the previous day (blue), and the previous week (blue). Each metric displays the maximum value
in a specific time zone and the metric value for the corresponding time. This allows you to see performance
changes for each application at a glance.

D For more information about key terms and metrics, see the following.

Application User Statistics

This report provides a time series chart of the numbers of concurrent users at intervals of 10 seconds, 5 minutes,
and 30 minutes and the number of visitors per hour. This report can provide valuable data to help you
understand usage patterns and effectively manage user traffic.

+ 10s Concurrent User: You can closely monitor real-time traffic changes to identify the time zone when the
number of users suddenly increased. You can also establish a strategy to provide content and services during
the time zone when users are most concentrated.
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* 5m/30m Concurrent User: Server resources and network bandwidth can be efficiently distributed by
analyzing short- to medium-term user patterns. You can also predict the peak time zone and plan to allocate

more resources to the period.

+ 1h Visitor: You can analyze the user visiting patterns over time and use them in marketing strategies and

operation plans.

Daily Metric Trend Charts(Avg/Max)

This report provides various performance metrics for applications in a time series chart. The average and
maximum values for each metric are visually displayed. This allows you to monitor the system performance

trends and use the data needed for performance optimization and troubleshooting.

The title of the chart is in the Category[Field] format. For more information about the application performance

metrics, see the following.

@ + Avg.:Itis distinguished by the blue line. It displays the average values for each time zone.

+ Max.: It is distinguished by the red line and it represents the maximum values for each time zone.

Application Daily Custom Report

You can create a report by selecting the desired metrics. You can create reports that provide time series charts
based on the selected metrics.

Hojorz 4
gk 28k gt
FEE TR
LIEE Rl
TPS HE|E TX A4 A HE[E TX P L oE|E TX A IR SME|E TX M METHOD saL HTTPC DEC SOCKET ™ 2 X A TX o8 A4 ™™ SHuz
sqL % A sqL M4 sOL o2 U4 SOL 58 A7t SOL I 7% SQLINA] AlZH HTTPC 3= A HTTPC U4 HTTP = 03] 2 HTTP S8 S8 AT cPU CPU Core 7i%
CPU System A2 & CPU User A28 CPU Wait AHE B CPU Steal 2B CPUIRQ 4EE D24 CPUMEE L T=ET] Ag 23 ENFE NHEX} Heap 37| Heap Hci MEY
Heap A B Heap Perm TS AHB S Heap Pending Finalization 74 ecAs GE M2t Old Generation GC 22 Thread % DaemonThread % Peak Thread 4 DE Pool 74 DB Active 72
DB Idle 75 ThreadPaol Active 75 ThreadPool 74 Host 75

1. In Report on the screen, select Application Daily Custom Report.
In Layout setting, set the desired number of columns.

Select desired metrics. To select all, click Select all.

Select [E8.

> w N
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The report is generated.

Application Weekly Report

This report can provide a comprehensive analysis of key metrics for applications during the week.

@ For more information about key terms and metrics, see the following.

« Intro: Provides the total number of visitors and transactions for the week.

+ Operating Rate: This is the percentage of time when the application ran during a specified period of time. For
example, an uptime of 100% means that the application continued to run without a single interruption during
the search period. On the other hand, a low uptime rate indicates that the application stopped or abnormal

operations happened during the search period.

+ Trend Chart: This time series chart visually displays key metrics of the system. You can check the numbers of
key metrics over time. It is an important metric in evaluating the system stability and performance.

(D o It provides daily variations and daily average and maximum values.

o On the upper right of the chart, select CSV to download the data in a CSV file format.

+ Based on the Transaction TOP 10 Comparison: Transaction Count, Error Count, and Response time
average, the top 10 transactions can be seen. It provides the number of executions, increases, and decreases

for each transaction from a week ago and the week of inquiry.

+ Top Stack TOP 10 Comparison: A list of top 10 stack traces by comparing the percentage and number of
cases from the current week with those from a week ago. You can identify the most frequently called stack.

(D In Analysis > Stack > Top stack, you can view the stack information details.

* SQL Time Average TOP 10 Comparison (Over 100 execute count): This list has been created after comparing
top 10 SQL statements based on the SQL average response time. For each SQL statement, it provides the
number of executions, average response time, and increase/decrease time for a week ago and the week of

the search.
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+ Errors in this Project(included Error Msg): This statistical information provides the error statistics for the

week's projects based on the error class and messages.

Application Monthly Report

This report provides a comprehensive analysis of key metrics for the application performance during the period
of one month.

@ For more information about key terms and metrics, see the following.

+ Intro: You can see the key performance metrics of the application.
+ Application Summary: You can check the IP Address, OS Information, and Operating Rate for each agent.

+ Trend Chart: This time series chart visually displays key metrics of the system. You can check the numbers of

key metrics over time. It is an important metric in evaluating the system stability and performance.

(D on the upper right of the chart, select CSV to download the data in a CSV file format.

+ Based on the Transaction TOP 10 Comparison: Transaction Count, Error Count, and Response time
average, the top 10 transactions can be seen. It provides the number of executions and increases and
decreases for each transaction from one month ago and for the current month.

* Top Stack TOP 10 Comparison: This is a list comparing the percentage and number of views for the top 10
stack traces from a month ago and for the current month. You can identify the most frequently called stack.

(D In Analysis > Stack > Top stack, you can view the stack information details.

* SQL Time Average TOP 10 Comparison: A list comparing the top 10 SQL statements based on the SQL
average response time. For each SQL statement, it provides the number of executions, average response
time, and increase/decrease times for one month ago and the current month.
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Guide to key terms and metrics

The following lists the key metrics displayed for each report.

Item

Visitor(DAU) (DAU, Daily
Active User) / Total Users

Weekly User

Monthly Active Users
(MAU, Monthly Active
User)

Concurrent User

Users / Realtime Visitor

Transaction Count

Total Transaction / Daily
Transaction Count

Weekly Transaction
Count

Daily Transaction
Distribution

Error Ratio(%)

Event Count

Error Count

Description

It is the number of daily active users or number of users who used the application for
a day.

Total number of visitors who used the application for a week

Number of unique users who used the application at least once in a month

Number of concurrent users with duplicates removed

Number of users who accessed the application at a specific time zone

Number of all requested transactions

Total number of transactions processed for a day

Number of transactions requested for a week

This distribution chart allows you to see the distribution of transactions and errors by
time zone for a day at a glance.

Error rate out of the total number of transactions

Number of metrics events in Critical level

Number of failed transactions due to errors encountered while processing
transactions
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Item
Application Count
Total Core
APDEX*100**
(Application Performance

Index)

TPS (TPS, Transaction Per
Second)

Avg Response(ms) /
Response Time

CPU Core

Visitor Per Hour

Server CPU Used Percent

Server Memory Used
Percent

Active Count / Active TX
Count

CPU

Heap(Min)

Operating Rate

Application report

Description

Number of applications (number of agents) monitored during the search period

Number of CPU cores used during the search period

It indicates the customer performance satisfaction with the application for the query
period.

Number of transactions processed per second

Average response time for transactions

Number of used CPU cores

Number of visitors per hour during the search period

CPU utilization of the server

Memory utilization of the server

Number of transactions in progress

CPU utilization

Minimum heap memory usage

This is the percentage of the normal operation time for the application during a given
period of time.
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Integrated Report

Home > Integrated Report

You can create and share reports that have integrated multiple projects. You can also create a report by selecting
a report type and the projects to include, and check the task progress in the creation list. If an error occurs in a
specific project, you can see the error details. The reports that have been created can be viewed immediately or
shared with the download and print features.

Integrated Report -« ]
Report type

B2 Application Daily Error Statistics Repart

& Application Daily Hitp Call Report

@ Application Weekly Okind Errar Statisties Report
o 2253?[‘“"" Kinds Weekly Avg Resp Time Statistics
= Daily DB Repart

2 Weekly DB Report

B Application Daily Error Statistics Report

2 Application Weekly Okind Error Statistics Report
1 Kube Daily Cpu/Memory Report

B Kube Weekly Cpu/Memory Report

£ Daily Server Report

= mMonthly Server Report

Repart generation list (1)

Al My report

Q Integrated report

Integrated reports make it easy to create reports for multiple projects

(D The Integrated Report menu can generate only the reports for projects of Application, Server,
Kubernetes, and Database products.




Integrated Report

Guide to major features

The Integrated Report menu provide the following features:

+ Supporting multiple projects
It is convenient to be able to generate reports at once by selecting multiple projects. The Report menu
available in any project can generate reports only for a desired project.

+ Create Report by Kind
In the Create Report feature, you can select projects by the work unit to save as a template. This feature is
useful in the Micro Service Architecture (MSA) environment where projects are usually divided by the work
unit.

+ Big Data Optimization
With an aid of this, the report creation time has been drastically reduced. Even if an error occurs while
creating a project report, you can view the result of the report.

+ Simultaneous operation during report generation

You can do other tasks while generating a report. In the Report menu available in any project, you must wait

until the report generation is completed.

In Integrated Report, you can go to another page while creating a report. You can also see its progress and

view the created report from the report result list.

+ Sharing the report work

Any user with project permission can view the created reports. You can check whether the related report has

already been created, so you can avoid creating duplicates.

Difference between the report and integrated report

The Report menu available in any project generates reports for the project. You can access it through Report or

Stat/Report in the side menu after selecting a project on the initial screen.

The Integrated Report menu can generate reports for multiple projects. It can be accessed from Home screen

without selecting a project.
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Create Report

Selecting the report type

If you select a desired report type in the Report type list, the
Create Report button is activated. The icon before the report

name indicates the project platform that supports report creation.

. indicates the Application project platform.
* £ indicates the Database project platform.
« ¥ indicates the Kubernetes project platform.

+ = indicates the Server project platform.
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Application Daily Error Statistics Report

Application Daily Http Call Report

Application Weekly Okind Error Statistics Report

Application Kinds Weekly Avg Resp Time Statistics
Report

B

Daily DB Report

* o

Weekly DB Report

$ Application Daily Error Statistics Report

$ Application Weekly Okind Error Statistics Report
]$ Kube Daily Cpu/Memory Report

B Kube Weekly Cpu/Memory Report

Daily Server Report

il il

Monthly Server Report

Configuring in detail
When the Create Report window appears, set each item.

+ Title: If there are multiple reports of the same type, the report
names make it easier to distinguish the report results.

+ Time: Select a period for the data to be used in the report. The
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period differs depending on the report type (daily, weekly,
monthly).

* Project: Select a project to create a report. You can select a
group or project. The desired project can be searched via the
Search field.

+ Save report template: You can save the settings of the
current report as a template. You can load it from the Type list

when creating a new report.

After configuration, select Create Report.

3 Create Report

Type B8 Application Daily Error Statistics Report Y
Title

Time | ¢ 2025/01/15 00:00 ~ 2025/01/16 00:00 B>

Project
Q

w Project Select all
[34786] .NET APM Demo [31130] Go APM Demo [5490] Java APM Demo
[6969] Node.js APM Demo [35917] OpenTelemetry Monitoring Demao
[39251] petc nic-Mysql-apm [40824] petclinic-Postgresqgl-apm

[31324] PHP APM Demo [29744] Python APM Demo

Save report template

© The methods how to set the query period depending on the format of the selected report are as

follows:

+ Daily report: You can select the start/end date and time.
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+ Weekly report: Simply select a start date. Then the end date is selected automatically after
calculation.

+ Monthly report: Simply select a start date. Then the end date is selected automatically after
calculation.

o If the start date is the 1st date, up to the end of the month is automatically selected.

o If the start date is not the 1st date, up to the date before the next month is automatically
selected.

Example 1: If the start date is January 1, from January 1 00:00:00 to January 31 23:59:59 is
automatically selected.

Example 2: If the start date is January 10, from January 10 00:00:00 to February 9 23:59:59 is
automatically selected.

(D « For more information on how to use the Time option, see the following.

* For more information on how to load the saved report forms, see the following.

Loading the report forms

When creating a new report, the form saved with the Save report
template feature can be checked in Type when creating a
subsequent report.

Users who frequently use projects as work units can find this
highly useful.

* 2 :You can modify any saved report form.

« Til: You can delete any saved report form.
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Type | @
Title 2 application Dally Error Statistics Report
. B2 Application Daily Hitp Call Report
Time
B2 Application Weekly Okind Emor Statistics Report
& Application Kinds Weekly Avg Resp Time Statistics Report
Project
= Daily OB Report
= Weekly DB Report
w Projt 2 Application Daily Error Statistics Report

& Application Weakky Okind Erar Statistics Repart

1 B Kube Daily Cpu/Memory Report
9 g Kube Weekly Cpu/Memary Repaort
1 = Daily Server Raport

= Monthly Server Repart

& template-1

|7

Checking the report list

You can see the reports that were created and are being created

in Report generation list.

In the All tab, you can see the reports created by you and the
reports created by users with the same roles.

In the My report tab, you can see only the reports created by

you.

If you select : on the upper right of a report item, you can

use a feature to copy or delete the report.
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Report generation list (i)

All My report

&3 Application Daily Http Call Report v

2023-08-22 00:00~2023-08-22 23:59
Java APM Demo, .NET APM Demo, Go APM
Demo

(D - Areport created with no error has the v icon. In case of a report with any error, the /. warning

icon is displayed together. If you select the /\ icon, you can see in which project the error occurred.

* The generated reports are stored for 7 days, up to a maximum of 100 records.

Viewing and sharing

* Viewing on the screen

In the Report generation list list, if you
select a created report, you can see its

details.

* Download

Select Download to download the
viewed report as an HTML file. You can
share the report with users who do not
have the monitoring management role.
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* Printing and saving PDF

Select Print to print the report via a
printer or save it as a PDF file.

Integrated Report

Application Daily Http Call Report

Search Condition :2023-08-22(Tue) 00:00:00 ~ 2023-08-22(Tue) 23:59:59 (GMT+9)

[5490] Java APM Demo

Application Daily Http Call Report

Search Condition 2023-08-22(Tue) 00:00:00 ~ 2023-08-22(Tue) 23:59:59 (GMT+9)

Http Call Delay Top 5

Tota Erro

Maximum
Port \ B

s)

Average Time(m
s)

Total Time(m

URL
s)

Call URL Host

1 g] faccour n 127.0.0.1 8105 2264 4] 1247 2823259
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Alert Notifications

This feature delivers notifications to users based on predefined conditions when issues occur in monitored
systems or applications. Notifications can be sent through various channels such as email, SMS, messengers,
and mobile push notifications.

For example, you can configure alert thresholds for key performance indicators such as CPU usage, memory
usage, disk I/0, network traffic, transaction count, error occurrences, and response time latency. When these
thresholds are exceeded or abnormal behavior is detected, notifications are automatically sent.

With WhaTap's Al-based alerting, you do not need to define complex conditions manually. The Al learns normal
application behavior patterns and automatically detects and notifies anomalies. Additionally, by using tag-count
alerts, you can define conditions on values aggregated by specific tags, enabling precise detection even in
complex scenarios.

Key Features

+ Event Configuration: Configure threshold-based alert conditions and notification channels
+ Event Notification Settings: Configure notification channels and time schedules per user

+ Event History: View the history of alert occurrences

Permissions

To add or configure events, the Alert Configuration permission is required.

+ View: To view metrics event configurations, the View & Analyze permission is required.
+ Add/Edit/Delete: To modify configurations, the Alert Configuration permission is required.

+ Receive Notifications: To receive notifications, the Alert Receive permission is required.

(D Reference

For more details, see Member Permissions.


https://docs.whatap.io/project/project-structure#member-auth

Event Configuration

Event Configuration

Home screen > Select project 7' Alert > Event Configuration

In Event setting, you can configure and manage events based on anomaly conditions that may occur in
monitored systems or applications. When the configured conditions are met, notifications can be delivered
through your preferred channels such as email, SMS, messengers, or app push notifications. You can tailor event
configurations according to your monitoring objectives.

0 Metrics

Metrics events allow you to monitor system and application performance indicators based on real-time data.

Composite Metrics
O p

The composite metrics feature allows you to create events using complex rules and send alert notifications.

Hitmap Patterns

Hitmap patterns automatically detect anomalies based on changes in distributions such as response time and call density, and
send alert notifications.

0 Anomaly Detection

The anomaly detection feature allows you to configure alert notifications by detecting unexpected patterns.



Event Configuration

0 Real-time logs

Sends alert notifications when event conditions configured in real-time collected logs are detected.

0 Composite log

Configure composite log events that trigger alert notifications based on log content.

0 Transaction

Transaction events allow you to closely monitor transactions based on specific URLs, errors, status codes, and other conditions.

Home Screen > Select Project > 1 Alert > Event Configuration

Event setting provides features to configure and manage events based on anomaly signals that may occur in
monitored systems or applications. When configured conditions are met, you can receive notifications through
your preferred channels such as email, SMS, messengers, or app push notifications. You can design event

configurations according to your monitoring objectives.

0 Metrics

Metrics events allow you to monitor system and application performance indicators based on real-time data.

0 Composite Metrics

The composite metrics feature allows you to create events using complex rules and send alert notifications.
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Hitmap Patterns

Hitmap patterns automatically detect anomalies based on changes in distributions such as response time and call density, and
send alert notifications.

0 Anomaly Detection

The anomaly detection feature allows you to configure alert notifications by detecting unexpected patterns.

0 Real-time logs

Sends alert notifications when event conditions configured in real-time collected logs are detected.

0 Composite log

Configure composite log events that trigger alert notifications based on log content.

0 Transaction

Transaction events allow you to closely monitor transactions based on specific URLs, errors, status codes, and other conditions.

@ Reference

* When configuring events, use appropriate threshold values to prevent unnecessary event
generation.

* When setting up notifications, consider enabling recovery notifications (alerts sent when issues are
resolved) to support effective operational response.
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Common Features

All event configurations can be downloaded in JSON or Excel format. By sharing the same type of product
configuration, you can reduce repetitive event setup work.

+ Batch JSON Edit: Edit all event conditions in bulk using JSON format.

+ Batch JSON Download: Save all currently registered event conditions as a JSON file.

+ Batch Excel Download: Download the event list as an Excel file for external reporting or backup purposes.

Batch JSON Edit

1. Click the [ Batch JSON Edit ] button at the top of the screen.
Import a JSON file downloaded via the Batch JSON Download feature, or edit the content directly.

Click the [ Overwrite ] button to save.

> W N

When a confirmation message appears, click the [ Overwrite ] button.

After overwriting, you cannot restore the previous event configuration.

* Arbitrarily modifying the values of the productType or platform properties may cause events to
malfunction in other projects.

* The JSON editor includes built-in validation. If the format or values are invalid, an error message
appears below the editor and the [ Overwrite ] button is disabled.

1,
"BASIC": |
{
"criticalEnabled": "false",
"warningEnabled": true,
"silentPeriod": 360000,

(© "criticalEnabled” requires "boolean” type value, not "string"” type.

[ Load Cancel

| JSON Data Structure
)
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{
"productType": "{productType}",

"platform™: "{platform}",
"events": {
"HITMAP": {

b

"LOG_REALTIME": [
{.}

1

"METRICS": [
Hcaly

I

"COMPOSITE_LOG": [
{.}

1

"BASIC": [
Hcaly

I

"COMPOSITE_METRICS": [
{.}

1

"ANOMALY": [
Hcaly

JSON Field
productType
platform
events

<& HITMAP

Description

Product type (e.g. APM, Infra)

Platform information (e.g. java, node)

Event data

Hitmap pattern
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JSON Field

<& LOG_REALTIME

& METRICS

<& COMPOSITE_LOG

<& BASIC

<& COMPOSITE_METRICS

& ANOMALY

Batch JSON Download

Description

Real-time log events

Metrics

Composite log events

Basic events

Composite metrics

Anomaly detection

Click the [ Batch JSON Download ] button at the top of the screen.

* The JSON file name follows the format integrated-event- YYYYMMDD .json.

Event Configuration

* The structure of the JSON data and the sub-properties under the events attribute may vary depending on

the product ( platform ) or product type ( productType ).

If you arbitrarily modify the values of the productType or platform properties in the JSON data,

events may not function correctly in other projects.

Batch Excel Download

Click the [ Batch Excel Download ] button at the top of the screen.
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Metrics

Home > Select Project > 7' Alert > Event Configuration > Metrics tab

You can view the complete list of all metrics-based events configured for the project. You can review, edit, or
delete existing metrics events, or add new events as needed.

Default Options

+ Event Level: Indicates the severity of an event and is classified into three levels: Normal (Info), Warning
( ), and Critical (Critical).

+ Duplicate Agent Alert Suppression: If two or more agents with the same name run simultaneously, events
are not triggered for the selected duration (30 seconds, 1 minute, 3 minutes, 5 minutes, 10 minutes).

+ Search: Search events by event name.

+ JSON Download/Upload: Edit event rules directly in the JSON editor, or download them as a file, modify them,
and upload them again.

* + Add Event: Add a new metrics event.

* Resize Columns: Adjust column widths by dragging column borders.
Table | Metrics Event List Structure
Item Description
No. Event sequence number
Event activation status
- Enabled: An event is triggered when conditions are met
- Disabled: The event does not run and conditions are not evaluated

2 Edit or delete event settings

User-defined event name
Event Name
- Up to 255 characters



Item

Rule

Target

Trigger
Count

Pause

Recovery
Notification

Event

Recipients

Description

Event trigger conditions

Monitoring targets to which the event applies

The time window and number of occurrences required to trigger an event
- An event is triggered when conditions are met the configured number of times within the

selected duration

Temporarily suppresses the same event after an alert is triggered

- Available durations: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hr, 2 hrs, 3 hrs, 6 hrs, 12
hrs, 1 day

- If recovery notifications are enabled, alerts are not triggered for the selected duration after a
RECOVERED naotification is sent

Whether to receive a RECOVERED (normal) notification when Critical or events are
resolved

- Enabled: Sends a RECOVERED notification when the status changes from in progress to normal
and allows viewing active and resolved states in event history

- Disabled: Triggers a one-time event each time the threshold is exceeded

Users or groups that receive notifications for the event (recipient tags)

Event Configuration

Metrics events allow you to define events based on conditions that occur in monitored targets and configure

notifications so you can respond efficiently.

Add Event

To add a metrics event, go to Event Configuration > Metrics tab, then click the [ + Add Event ] button in the

upper-right corner.
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How to Add a Metrics Event
Step 1. Select Template: Choose the basic structure of the event.
Step 2. Define Event Conditions: Configure the conditions that determine when the event is triggered.
Step 3. Select Event Target: Select the monitoring targets where the event applies.

Step 4. Basic Information and Notification Settings: Configure the event name, message, and recipients.

Select Template

1. Depending on how you want to configure the event, select one of the three templates on the left side of
the screen.

* Create New: Freely configure categories and metrics from scratch. This option is suitable for
advanced users who need complex conditions or fine-grained monitoring rules.

* Quick Setup: Provides predefined categories, metrics, and default thresholds. You can apply it
quickly by adjusting only the threshold values, which makes it suitable for beginners.

* Advanced Setup: Add conditions or freely modify settings based on predefined categories and
metrics.

(D Metrics events support multiple configuration approaches. The available templates may vary
depending on the monitoring platform.

Define Event Conditions

In the Define Event Conditions step, configure the metrics that determine when the event is triggered, along
with the trigger count, pause settings, recovery notifications, and event active time.

Metric Settings

1. Enter a category in the search field, or select a category (metric) from the category list.
You must select a category to proceed with metric configuration.
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* The category list shows the category name, data collection interval, and key. It displays metrics data

collected in the project within the last 3 hours.

2. If the metric you need is not listed, select Direct Input and enter the category manually.

(D If you are not sure about categories or metrics, use the Metrics Finder.

When configuring metrics for the first time, the Metrics Finder helps you locate metrics more
quickly.
e Search for a metric in the Metrics Finder to view related categories and detailed

information.

e C(lick the [ Select ] button for a metric in the search results to automatically apply the

selected value to the event configuration screen.

Metrics finder oo
Al v | epd
13 cases/ T
Category Name Unit Type Description Merge
Application
Process CpuTime ms field CPU usage time OM: avg TM: avg Select
Counter
JavaDs :’r‘rgcesscpuﬂ ms field Process CPU Time OM: avg TM: avg Select
SystemCpuloa Number of Avg System CpuLoad g " - o
Java0s d pet field Percent OM: avg TM: avg
Sy ProcessCpuloa Number of Avg Process E— r
JavaOS d pet field CpuLoad Percent OM:avg T™: a Sele
Java0S CpuLoad pct field Number of Avg CpuLoad Percent OM: avg TM: avg Select
Application CpuProc pet field CPU utilization in the Proc area OMiavg TMiavg  [Select
Haost Resource
Application OM: avg TM: avg
Hast Resouree CpuCares count field Number of CPU cores OM: avg TM: avg
Application . CPU utilization taken to wait for & ava TM: ave Select
Host Resource Cpuwait pet field disk 105 OM: avg TM: avg Selec
1 50/ page
3. Select the event level (Critical, , Info). You can configure multiple levels for a single metric.

(@ Event Level Behavior

Even when multiple conditions are satisfied, only the highest-priority level (Critical —»
- Info) triggers an event. For details, see the Level Action Guide.

* Event levels are classified as Critical (Critical), Warning ( ), and Info (Info).
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@

e Itis recommended to configure multiple levels for the same metric with stepwise
thresholds.

4. Enter the field, operator, and value for the selected event level.

a. Click + Add to add more conditions.

* && :Aneventis triggered only when all conditions are satisfied simultaneously

* || :Aneventis triggered when at least one condition is satisfied

b. Click — to remove the condition.

@ For condition syntax and supported operators, refer to the Condition Settings Guide.

Trigger Count

Configure how many times a condition must be met before an event is triggered. This is useful for detecting
persistent issues only.

1. Select the trigger frequency.

* Consecutive: An event is triggered when the condition occurs consecutively for the configured
number of times.

* Recent: An event is triggered when the condition occurs the configured number of times within the
selected time window.

o Available durations: 5seconds, 10seconds, 15seconds, 30seconds, 1 minute, 2

minutes , 3 minutes , 4 minutes , 5 minutes, 10 minutes , 30 minutes, 1 hour
2. Enter the trigger count.

* The Interval value corresponds to the data collection interval of the selected category. (Interval:
10s)
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Pause

To prevent excessive event generation, select a pause duration for event execution. After an event occurs, the

same event will not be triggered again during the configured time period.

» Available durations: Disabled , 5 minutes, 10 minutes, 15 minutes, 20 minutes, 30 minutes, 1 hour,

2 hours, 3 hours, 6hours, 12 hours, 1day

(D When recovery notifications are enabled

Even if the same event condition is met again, no notification is sent until the configured time has
passed since the RECOVERED notification was received.

Resolved Notification

When the resolved notification feature is enabled, you can track state changes after an event occurs (in progress

- resolved). The event is shown as an ongoing event in the Event History menu.

+ Resolved notifications apply only to Critical and levels. Info-level events always operate as one-time
events.
* When a Critical or event is resolved, a notification with the RECOVERED (normal) state is sent.

+ Click the toggle button to enable or disable this feature.

o @ Enabled: Events operate based on state. They enter an in-progress state when the threshold is
exceeded and transition to a resolved state when the value recovers below the threshold.

° Disabled: A one-time event is generated each time the threshold is exceeded.

Event Operation Time

Configure tags so that events operate only during specific time periods (such as business hours, non-business
hours, or maintenance windows). If no tag is configured, events operate continuously for 24 hours while

enabled.

1. Click + Add.

2. In Event Operation Time, click + Create New Tag.
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3. InCreate Event Operation Time Tag, select the tag name, days, time, and color, then click the [ Apply ]

button.
4. You can view created tags in the tag list, and apply them by selecting the checkbox.

5. To modify or delete a tag, click the 2 icon and update or delete it in Edit Event Operation Time Tag.

When a tag is deleted, it is removed from all users to whom it was applied. However, tags that are

currently in use by event rules cannot be deleted.

Simulation

The simulation feature lets you pretest configured event conditions using historical data. If the expected number
of events is too high or too low, you can adjust the conditions to find optimal threshold values.

* Rule Validation: Verify how newly created event rules would behave when applied to historical data.

* Threshold Tuning: Adjust thresholds to an appropriate level when events occur too frequently or not at all.

Start Simulation

1. After completing event condition settings, click the [ Simulation ] button.

2. Review the expected number of events and the visualized results.

Understanding Simulation Results

1. Time-Series Data

A graph displays metric changes over time along with threshold lines for each level, allowing you to
intuitively identify when events are triggered.

2. Event Counts by Level

The number of events for the Critical, Warning, and Info levels is shown on the right side of the screen.
This helps you understand overall event distribution and frequency.

3. Target-Level Details
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Hover over a specific point on the chart to see the exact metric value and monitoring target at that
moment. When multiple targets exist, they are distinguished by color. If patterns differ by target, you

can use filtering to analyze them individually.

Peak Interval Identification

Identify periods where metrics spike sharply to understand when issues occur most frequently or to

recognize recurring patterns.

© simulation Tips

Simulate Different Time Ranges

Run simulations for weekdays vs. weekends and peak vs. off-peak hours to set optimal thresholds
for each time period.

Include Actual Incident Periods

Include past outage periods in simulations to verify whether current rules accurately detect real
incidents.

Add Target Filtering

When many targets are monitored, simulation results can become complex. Use filters to focus on
specific targets for clearer insights.

Adjust Thresholds Gradually

Instead of making large changes at once, adjust thresholds incrementally, such as in 10 percent

steps, to find optimal values.

Select Event Target

If no event target is specified, events are triggered for all targets in the project, which can result in excessive
events. It is therefore recommended to clearly define the targets to which the event applies.

(D If you change the event targets, the number of events may change. Click the Simulation button and

run it again to check the updated expected event count.
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Target Selection

You can specify the targets to which the event applies using either Select Input or Direct Input.

¢ SelectInput Direct Input

1. Select or enter a tag, operator, and value.
a. If itis difficult to find a tag, you can search for it using the Metrics Finder.

2. C(lick + Add to add event targets using conditions ( &&, || ).
Enter the tag, operator, and value of the target to monitor directly.

+ When you choose direct input, a list of available tags (Tag Select Input) is provided below the input field.

ex. endsWith(okindName, 'example_name') && container == 'prod.billing’

ex. ${4xxErrorType} == '401"

If you change the input method, any content you have entered will be reset.

Basic Information and Notification Settings

Configure the event name, message, and recipients. Because this information is displayed as is in event history
and actual notification messages, it should be clear and easy to identify.

Event Activation

Configure whether the event is triggered when the defined conditions are met.

* @ Enabled: The event is triggered when the configured conditions are satisfied.

. Disabled: Conditions are not evaluated.

Event Name

Enter the event name to be used as the event title. The configured event name is displayed in the Event List and
Event History menus and can be used as a search keyword.
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Message

Enter the event message. The message you enter is used in event history and notifications. Click the £V icon to
view previously written message history. You can include variables in the message to insert actual values at the

time the event occurs.

+ Variable Usage Rules
o Variable format: ${metric_name}
o Only metrics within the same category as the configured category can be used as variables.
° You can combine multiple variables to create a more detailed message.

o The list of available variables can be found in the Metrics Query menu.

+ Variable Usage Example

Event Configuration When Event Occurs
Title Disk Usage Increase Disk Usage Increase
Message Disk = ${disk}% Disk = 89.9%

Event Recipients
Specify the members who will receive event notifications.
* Receive All Receive by Tag Selection

Notifications are sent to all targets (members and channels) in the project that have event reception enabled.

Notifications are sent to project members who have the selected tag.

1. Select Receive by Tag Selection.

2. Inthe Reception Tag section, click the [ + Add Tag ] or [ + ] button.

3. Under the Event Reception Tag window, click + Create New Tag.

4. Inthe Create Tag window, enter a tag name, select a color, and click the [ Create Tag ] button.

5. You can edit or delete created tags by clicking the £ icon in the tag list.
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6. Inthe Event Reception Tag window, select the desired tag from the Tag List to apply it.

® Reception Tags

Reception tags are a feature for managing users or channels that receive notifications at a group level.
When a reception tag is assigned to an event, notifications are delivered only to users associated with

that tag. If no reception tag is set, notifications are sent to all users in the project.

Edit/Delete Event

1. Go to Alert Notifications > Event Settings and open the Metrics tab.
2. Intheeventlist, click the £ icon for the event you want to edit or delete.
3. Inthe Edit Event Rule window, update the options and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper-right corner of the Edit Event

Rule window.

Event Sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the JSON editor opens, click the [ [/} Export ] button.

* If you use the export function after searching for events, only the searched list will be downloaded
as a JSON file.

3. After the JSON file is downloaded, share it with other users.

Import
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1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.

(D 1f the modified content does not conform to the JSON format, an error message will be displayed at the
bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.

JSON Data Structure

"version": 2,

"eventld": "zcef7s7f27rum1",
"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [

"oid"
1

"repeatCount™: 1,

"repeatDuration": 0,
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"silent": 300000,
"receiver": [],
"timeTag": [1,
"selectString": ",
"conditions": [
{
"level": 20,
"enabled": ,

"rule": "active_tx_count > 100"

1
"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,

"lastModifiedUser": "support@whatap.io",

"basic": )
"metald": "java004",
"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

Table | JSON Data Structure

JSON Field Type Description Notes
version Integer Version of the event rule Restricted
eventld String Unique identifier of the event rule
enabled boolean Whether the event is enabled
stateful boolean Whether the event is state-based
title String Event rule name defined by the user
message String Event rule message defined by the
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category

alertLabel

repeatCount

repeatDuration

silent

receiver

timeTag

selectString

conditions

& level

& enabled

& rule

createTime

lastModifiedTime

lastModifiedUser

Type

String

List<String>

Integer

Long

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

Description
user
Data category
Default identifier (primary key) value
assigned per category for event state
management
Number of repetitions
Duration for repetition
Pause duration
List of recipient tag keys
List of operation-time tag keys
Target selection
List of trigger conditions by level
Level value
Whether the level is enabled
Trigger condition for the level

Initial creation time of the event rule

Last modification time of the event

rule

Account that last modified the event
rule
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JSON Field Type Description Notes

) Whether the event was created using )
basic boolean ) Restricted
Quick Setup

) ) . ) Restricted: This value exists only
) Unique identifier of the Quick Setup ) )
metald String for events created via Quick Setup
template i
(basic=true).

This value exists only for events
selectCondition Object Target selection value for Quick Setup created via Quick Setup
(basic=true).

Fields marked as “Restricted” may affect event behavior, so it is recommended not to modify their

values.

Appendix

Trigger Conditions and Target Selection Guide

Metric alert trigger conditions and event target selection use the same syntax. However, trigger conditions use
the field key as the variable, while target selection uses the tag key as the variable.

Level Behavior Guide

Event levels are categorized into Critical, Warning, and Info.

1. Priority-based Event Triggering

When multiple level conditions are met at the same time, only the event with the highest priority is

triggered.

Example
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Configuration:

- Warning: CPU > 70%
- Critical: CPU > 90%

Current state: CPU 95%

- Result: Only the Critical event is triggered (Warning is suppressed)

2. Level Escalation

For events that maintain an in-progress state, when a higher-level condition is met while a lower-level
event is already in progress, both levels enter the in-progress state.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 80% - Warning triggered (in progress)
2) CPU 95% - Warning (in progress), Critical (in progress)

3. Level De-escalation

For events with an in-progress state, when the level transitions from a higher level to a lower level, the
higher-level event is resolved while the lower-level event remains active.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 97% - Critical triggered

2) CPU 85% - Critical resolved, Warning remains
3) CPU 65% — Warning resolved

4. Execution Flow
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- Warning: CPU > 70%
- Critical: CPU > 90%

Metricvalue:60% - 75% - 92% - 85% - 60%

State: Info Warning  Critical ~ Warning  Info

(triggered) (triggered) (maintained) (resolved)
Warning

(maintained)

(D Events that have an in-progress state remain active as long as their conditions are met and continue

until those conditions are cleared.

Condition Configuration Guide

If a metric name starts with a number or contains special characters, you must wrap it in the

${metric_name} format.

* Brackets (), []

* Operators +, -, *, /, %
* Delimiters :, @, #, ,, (space)
« Other special characters !, A, &, |, ~,™, =

Examples using ${} :

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error}>10

Usable without ${} : Metric names that contain only alphabetic characters, underscores ( _ ), or dots (

-)
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cpu_usage > 50
CPUUtilization.Average > 0.8

1. Comparison Operators

Numeric Comparison

Greater than: cpu >80

Greater than or equal: cpu >=80

Less than: memory < 1000
Less than or equal: ~ memory <= 1000
Equal to: status == 200

Not equal to: error =0

Metrics

String Comparison

status == 'OK'

region == "us-east-1"

2. Arithmetic Operators

Basic arithmetic operations

Addition: cpu+10>=90
Subtraction: memory - 100 >= 500
Multiplication: cpu * 2 >= 100
Division: disk /1024 >= 100

Modulo: value % 10 ==

Controlling precedence with parentheses

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2

((cpu + memory) / 2) >= 50

Negative values
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cpu >-100

3. Logical Operators

* AND operator (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

* ORoperator(]|])

cpu>90 || memory > 90
disk <10 | | network > 1000

* Combined logical operations

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)

4. Pattern Matching Operators

* LIKE operator

oname like 'prod-*'
url like "*error*"
message like 'WARN%'

* NOT LIKE operator

oname not like 'test-*"'

url not like "*debug*'

5. Built-in Functions

¢ Null check functions
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isNull(value) # Checks whether the value is null

isNotNull(value) # Checks whether the value is not null
nvl(value, 0) # Returns a default value if null

iSEmpty(str) # Checks whether the string is empty
isNotEmpty(str) # Checks whether the string is not empty

* Aggregate functions

sum(cpu, memory, disk) # Sum
avg(cpu, memory) # Average
max(cpu, memory, disk) # Maximum
min(cpu, memory, disk) # Minimum

count(value1, value2, value3) # Count

¢ Math functions

round(cpu, 2) # Rounds to 2 decimal places

* String functions

length(str) # String length
startsWith(str, 'prefix') # Checks prefix
endsWith(str, 'suffix') # Checks suffix
indexOf(str, 'search’)  # String index
substring(str, 0, 10)  # Substring

trim(str) # Trims whitespace
replace(str, 'old’, 'new') # String replacement

hasStr(str, 'search’)  # Checks string containment

¢ Conditional functions

o if: A conditional function that returns the trueValue if the condition evaluates to true , or the
falseValue if it evaluates to false

Syntax

if(condition, trueValue, falseValue)
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Example

if(value >= 90, 'High', '"Medium') == 'High'

o decode: Compares a value against conditions and returns the result of the matching condition,
or a default value if no match is found

Syntax

decode(value, condition1, result1, condition2, result2, ..., conditionN, resultN, defaultValue)

Example

decode(value, 1, 'Low’, 2, '"Medium’, 3, 'High', 'Unknown') == 'Unknown'

o in: Returns true if the value matches any of the specified candidates; otherwise returns false

Syntax

in(value, candidate1, candidate2, ..., candidateN)

Example

in(status, 200, 201, 204) == false

Writing Guidelines
* Recommended
o Use simple variable names without ${} (e.g. cpu, memory)
o Always use ${} when special characters are included
o Use parentheses to clearly separate complex expressions
o Enter function names exactly as defined (case-sensitive)

e Avoid
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o Incomplete expressions (e.g. cpu>, memory &&)
o Mismatched parentheses (e.g. (cpu >80 && cpu >70) )

o Consecutive or invalid operators (e.g. cpu>>80, cpu><280)
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Composite Metrics

Home > Select Project > 7' Alert > Event Configuration > Composite metrics tab

You can create events and send alert notifications using complex rules.

Default Options

+ Search: Search for specific events by selecting an event name or an event recipient tag

+ JSON Download/Upload: Edit event rules directly in the JSON editor, or download them as a file, modify them,
and upload them again

+ Alert Message Settings: Select detailed fields for alert messages and edit the content for each field

+ + Add Event: Add a new composite metrics event

@ Permissions

To configure Composite metrics events, you must have Alert Settings permission. You can grant this
permission by clicking the 2 icon for the member in Home > Select Project > Management >

Integrated Member Management.

Table | Composite Metrics Event List Layout

Item Description

User-defined event name

Event Title
- Up to 255 bytes
Condition Event trigger conditions
Notif Whether to receive RECOVERED (normal) notifications when Critical or events are resolved
otify on
£ yt - Enabled: Sends a RECOVERED notification when the state changes from in-progress to normal,
ven
and allows you to distinguish in-progress and resolved states in event history
Recovery

- Disabled: Triggers a one-time event each time the threshold is exceeded
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Item Description
Event
Recipient Users or groups that receive notifications for the event
Tag
Y74 Edit or delete the event

Event enablement status
- Enabled: Event is triggered when conditions are met
- Disabled: Event does not run and conditions are not evaluated

Event Configuration

Composite metrics events define event conditions based on MXQL, the metric data query language. The Create
from Chart feature provides a combo box to support MXQL auto-completion.

Add Event

1. Click the Composite metrics tab from 71 Alert > Event Configuration.
2. Click the [ + Add Event ] button on the right side of the screen.
3. Inthe Composite metrics window, click Create from Chart.

a. You can use the provided templates.

4. Inthe Event Configuration screen, first query the event data, then configure the event conditions.

Query Event Data

Query event data to build charts. In the Event Configuration screen, select either the Widget or Text option

under Query event data on the right to configure events.
* Widget Text

Using the options for configuring a time series chart, you can automatically complete the MXQL used for event

configuration.
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1. Select the date range for querying data.
2. Select the Category (target) for querying data.
3. Click + Add Filter under Filter to create event conditions.

a. In the filter window, select an expression, tag, and filter value.
b. Click + Add to add additional conditions.
c. To delete a condition, click the - icon next to it.

4. Under Grouping, select the grouped metric data. Multiple selections are supported.
5. Under Time Unit, set the time interval for grouped data by selecting seconds, minutes, or hours .

6. Under Field, select the fields to be used for event trigger conditions. Multiple selections are supported.

MXQL entered in text mode is not compatible with widget mode.

An editor appears where you can directly modify MXQL.

1. Edit MXQL directly and click the Query button.

2. After selecting a date, you can view the results as a chart or graph.

Notification
Enter the basic information for alert notification settings.

* Enable Event: When the toggle is enabled, the event becomes active.

+ Level: Select the event level (Critical, Warning, Info).

o Notify on Event Recovery: When the toggle is enabled, a notification is sent when the event is resolved
and enters the normal (RECOVERED) state.

» Title: Enter a title for the event rule.

+ Message: Enter the content of the alert message delivered when the event is triggered. You can use variables
in the message to include actual values at the time the event occurs.

Message example
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© Variable Usage Rules
* Variable format: ${metricName}
* Only metrics within the same category as the configured category can be used as variables.
* You can combine multiple variables to compose a detailed message.

* The list of available variables can be checked in Metric Query.

Event Trigger Conditions

+ Data Query Range: Select the real-time data query window.

o Available ranges: 30seconds, 1 minute, 2 minutes, 5 minutes, 10 minutes, 30 minutes, 1 hour,
2 hours, 3 hours

+ Condition: Enter the event trigger condition. Only fields included in the event data query can be used.

Additional Information

« Interval: The alert condition is evaluated at the selected interval ( 1 minute , 5 minutes , 10 minutes ,
30 minutes , 1 hour, 12 hours).

+ Silence: After an event is triggered, the same event is suppressed for the selected duration ( unset ,
1 minute , 5 minutes, 10 minutes , 30 minutes, 1 hour, 12 hours ).

+ Event Active Time: Configure tags to control when the event runs, such as working hours, non-working
hours, or maintenance windows. If no tag is set, the event runs continuously for 24 hours while it is enabled.

1. Click + Add.
2. Under Event Active Time, click + Create New Tag.

3. InCreate Event Active Time Tag, select a Tag Name, Days, Time, and Color, then click the [ Apply ]
button.

4. Created tags appear in the tag list and can be applied by selecting the checkbox.

5. To edit or delete a tag, click the ¢ icon and modify or remove it in Edit Event Active Time Tag.

When a tag is deleted, it is removed from all users to whom it is applied. However, tags that are
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currently in use by event rules cannot be deleted.

+ Event Recipient Tags: When recipient tags are configured, notifications are sent to project members who

have those tags. If no recipient tag is set, notifications are sent to all users in the project.

1.
2
3.
4

5.

Click + Add Tag or the + icon.

Click + Create New Tag at the bottom of the Event Recipient Tags window.

In the Create Tag window, enter a tag name, select a color, and click the [ Create Tag ] button.
To edit or delete a created tag, click the £ icon in the tag list.

Select the desired tag from the Tag List in the Event Recipient Tags window to apply it.

© When configuring events, selecting event recipient tags allows notifications to be sent to project

members and third-party plugins associated with those tags. You can assign tags to project
members and third-party plugins separately via Alert > Notifications.

Test Event Rules

You can test the configured conditions against historical data to estimate how many events would have been

triggered.

1. Select the date for testing the event rules and click the [ Confirm ] button.

2. Click the [ Run ] button to check the number of triggered events.

Edit/Delete Event

1. Go to the Alert > Notifications > Composite metrics tab.

2. Inthe composite metrics list, click the £ icon of the event you want to edit or delete.

3. Inthe Notifications screen, update the options and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper right corner of the Notifications

screen.
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Event Sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export

1. Click the [JSON [4] ] button at the top right of the screen.

2. When the JSON editor opens, click the [ [/} Export ] button.

» Ifyou use the export function after searching for events, only the searched list will be downloaded
as a JSON file.

3. After the JSON file is downloaded, share it with other users.
Import

1. Click the [ [¥ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event

settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.

O If the modified content does not conform to the JSON format, an error message will be displayed at the
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(D bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.

Alert Message Settings

You can select detailed fields for the messages to be received and edit the content for each field.

Appendix

MXQL Syntax Guide

Composite metrics operates based on MXQL queries. For detailed syntax, refer to the MXQL Syntax Guide.
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Hitmap Patterns

Hitmap Patterns

Home > Select Project > 7' Alert > Event Configuration > Hitmap pattern tab

Hitmap pattern automatically detects anomalies based on time-based pattern changes in application execution

ranges, such as response time distribution and call density.

Without manually configuring complex conditions or thresholds, the system analyzes Hitmaps collected in real
time and automatically triggers alert notifications when patterns deviate from normal behavior. Hitmap pattern

alerts are especially useful in the following situations.

* When a specific transaction becomes excessively concentrated during certain time periods compared to

normal behavior
* When traffic distribution or response patterns differ from the usual baseline

* When pattern-based anomaly detection is required beyond what condition-based rules can capture

Event Configuration

Configure the options for the event patterns to be detected.

Activation

When the toggle is turned on, an alert notification is sent when the corresponding pattern is detected.

* @ Enabled: An event is triggered when conditions are met.

. Disabled: No event is triggered, and conditions are not evaluated.

Silence

After an event is triggered, the event is suppressed for the selected duration and is not recorded in Event

History.
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Event Recipient Tags

When recipient tags are configured, notifications are sent to project members who have those tags. If no
recipient tag is set, notifications are sent to all users in the project.

1. Click + Add Tag or the + icon.
Click + Create New Tag at the bottom of the Event Recipient Tags window.

In the Create Tag window, enter a tag name, select a color, and click the [ Create Tag ] button.

> w DN

To edit or delete a created tag, click the £ icon in the tag list.

5. Select the desired tag from the Tag List in the Event Recipient Tags window to apply it.

Event Active Time

Configure tags to control when events run, such as working hours, non-working hours, or maintenance
windows. If no tag is set, events run continuously for 24 hours while they are enabled.

1. Click + Add.

2. Under Event Active Time, click + Create New Tag.

3. In Create Event Active Time Tag, select a Tag Name, Days, Time, and Color, then click the [ Apply ]
button.

4. Created tags appear in the tag list and can be applied by selecting the checkbox.

5. To edit or delete a tag, click the £ icon and modify or remove it in Edit Event Active Time Tag.

When a tag is deleted, it is removed from all users to whom it is applied. However, tags that are
currently in use by event rules cannot be deleted.

Hitmap Pattern Types

When you turn on the toggle for each pattern, an event is triggered when the corresponding pattern is detected.
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Hitmap Horizontal Line Pattern

This pattern appears when multiple transactions complete within a similar response time range. Requests

cluster around a specific latency band, which indicates increasing service delay or unstable responses from
external resources.

Timeouts or delays occurring in external AP, DB, or HTTPS calls

Requests waiting for a certain duration before being processed all at once

Repeated latency in shared I/0 or network paths

Hitmap Vertical Line Pattern

In this pattern, transactions start at different times but finish simultaneously. Multiple requests are processed
at the same moment, which indicates a bottleneck in a shared resource.

* Increased wait time due to shared resources such as DB locks or file locks

+ Concurrent processing delays in queues or thread pools

+ Temporary request suspension followed by simultaneous resumption due to system pauses such as GC
pauses
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O AHitmap vertical line pattern is a signal that lock contention or bottleneck resources should be
inspected.

Hitmap Flying Pattern

This pattern appears when response times rise and fall in waves at regular intervals due to shortages in
shared resources such as specific system components or logs.

+ Shortages in shared resources such as GC, connection pools, or file handles
+ Periodic latency factors such as log flushing or storage I/0

+ Batch jobs or background jobs that periodically consume resources

© A Hitmap flying pattern strongly indicates periodic bottlenecks or resource shortages.
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Hitmap Overload Pattern

This pattern occurs when transactions become abnormally concentrated within a specific response time
range. It appears when requests fail to distribute normally and instead pile up in a narrow band due to
temporary load spikes or early signs of failure.

+ Transactions accumulate in a queue due to temporary failures or delays and are then processed in bulk
+ Backend service response latency

+ Insufficient processing capacity caused by traffic concentration during specific time periods

& An overload pattern indicates temporary service quality degradation or load balancing failure.

Hitmap Flood Pattern

This pattern indicates an overall increase in response times caused by excessive requests or load. It reflects a
broad performance degradation across the service.

+ Sudden spikes in user traffic or automated traffic
+ System resource shortages such as CPU, memory, or GC pressure

+ Overall response quality degradation due to backend bottlenecks
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‘ © Aflood pattern requires immediate investigation.
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Anomaly Detection

Home > Select Project > 7' Alert > Event Configuration > Anomaly detection tab

Anomaly detection identifies abnormal rising or falling patterns in metric data and triggers events when

movements that differ from the usual behavior are detected.

Default Options

+ Search: Search for specific events by selecting an event name or an event recipient tag.

+ + Add Event Rule: Add a new anomaly detection event.

Table | Anomaly Detection Event List Layout

Item

Event Message

Category

Field

Filter

Rising/Falling Pattern

Event Recipient Tag

2

o}

Description
Message sent when an event is triggered
Unit used to classify metric data and serve as the basis for metric event configuration
Metric field used to detect anomalies
Conditions that limit the data range subject to anomaly detection
Sensitivity of rising or falling patterns
Users or groups that receive notifications for the event
Edit event settings
Delete event
Event enablement status

- Enabled: Event is triggered when conditions are met
- Disabled: Event does not run and conditions are not evaluated
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Event Configuration

You can configure alert notifications to be sent when metric values rise or fall in a way that differs from their

usual behavior.

Add Event Rules

1. Click the [ + Add Event Rule ] button on the right side of the screen.

2. Configure Event Basic Information, Metrics, Anomaly Detection, and Additional Information in order.

Event Basic Information

1. Select the event level (Critical, , Info).
* This determines the event priority and alert level.
2. Enter the alert message to be delivered when the event is triggered.

* You can use variables in the message to include actual values at the time the event occurs.

(D Available Variables
* $pcode : Project code
* $category : Category
* $field : Field
* $value : Triggered value

* $oname : Event target

Metrics

1. Select a Category.

* This category serves as the baseline for the metric data used to detect anomalies.
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2. Select the Field to be used for the event trigger conditions. Multiple selections are supported.

3. Select filters that define the event condition targets used to narrow the event scope. Multiple selections
are supported.

Anomaly Detection

1. Select the sensitivity levels for Rising Pattern and Falling Pattern.

2. Use the toggle buttons to enable or disable each pattern.

* To detect only rising patterns: Rising Pattern ON, Falling Pattern OFF

* To detect only falling patterns: Falling Pattern ON, Rising Pattern OFF

Additional Information
Event Active Time

Configure tags to control when an event runs, such as working hours, non-working hours, or maintenance
windows. If no tag is set, the event runs continuously for 24 hours while it is enabled.

1. Click + Add.

2. Under Event Active Time, click + Create New Tag.

3. InCreate Event Active Time Tag, select a Tag Name, Days, Time, and Color, then click the [ Apply ]
button.

4. Created tags appear in the tag list and can be applied by selecting the checkbox.

5. To edit or delete a tag, click the £ icon and modify or remove it in Edit Event Active Time Tag.

When a tag is deleted, it is removed from all users to whom it is applied. However, tags that are
currently in use by event rules cannot be deleted.

Event Recipient Tags

When event recipient tags are configured, notifications are sent to project members who have those tags. If no
recipient tag is set, notifications are sent to all users in the project.
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1. Click + Add Tag or the +icon.
Click + Create New Tag at the bottom of the Event Recipient Tags window.

In the Create Tag window, enter a tag name, select a color, and click the [ Create Tag ] button.

> w N

To edit or delete a created tag, click the £ icon in the tag list.

5. Select the desired tag from the Tag List in the Event Recipient Tags window to apply it.

© When configuring events, selecting event recipient tags allows notifications to be sent to project
members and third-party plugins associated with those tags. You can assign tags to project members
and third-party plugins separately via Alert > Notifications.

Edit Event

1. Go to the Alert > Event Configuration > Anomaly detection tab.
2. Inthe Anomaly Detection list, click the ¢ icon on the right of the event you want to edit.

3. Inthe Anomaly Detection window, update the options and click the [ Save ] button.

Delete Event

1. Go to the Alert > Event Configuration > Anomaly detection tab.
2. Inthe Anomaly Detection list, click the Ti] icon on the right of the event you want to delete.

3. Inthe delete confirmation window, click the [ Delete ] button.
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Real-time Log Events

Home > Select Project > 7' Alert > Event Configuration > Real-time Log tab

You can set alert notifications by filtering collected log data against conditions. Log monitoring must be activated
to use log events. For more information on activating log monitoring, refer to the log documentation for each
product.

+ Real-time log event: An event is triggered when the configured event conditions are met in real-time
collected logs.

Default options

+ Search: Search for events by selecting an event name or event notification tag

* JSON download/upload: Event rules can be directly edited through the JSON editor, or downloaded as a file,
modified, and re-uploaded

* Notification message settings: Select detailed items for the message to receive and edit the content for each
item

+ + Add event: Add a new log event

Table | Real-time log event list configuration

Item Description

Event name used as the notification title

Event name
- Up to 255 bytes
Category Log classification name (log folder name)
The field to search for in log data
Search key

- Example: To access an HTTP response status code, use the search key status

The actual value corresponding to the search key. An alert is sent when logs contain the
Search value o
specified value
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Item Description

- Example: If the search key is status and the search value is 200, an alert is triggered when

logs containing HTTP status code 200 are collected

Pauses the same event notification for a specified time after an event notification is triggered
- Available times: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hour, 2 hours, 3 hours, 6
Pause event
o hours, 12 hours, 1 day
notifications o . .
- If resolved notifications are enabled, no notification is sent for the same event during the

selected time after receiving a normal (RECOVERED) status notification

Conditions that define the targets to which the event applies
Event target - If no condition is set, alerts are evaluated for all collected data
filtering - Select input: Build conditions by selecting tags, operators, and values
- Direct input: Manually enter conditions to specify targets

Event
notification User or group (notification tag) to receive the event notification
tags
Y74 Edit and delete events

Whether the event is active
- Enabled: Event occurs when conditions are met
- Disabled: Event does not operate and conditions are not checked

Event settings

Log events allow you to configure alert notifications when logs are collected in real time or when logs that meet

specific conditions accumulate.

Add real-time log event

1. Click the Real-time Log tab in Alert > Event Configuration.
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2. Click the [+ Add event ] button on the right side of the screen.

3. Setthelog event conditions in the Add event rule window.

* Event name: Enter a name to use as the event title.
* Event activation: When the toggle button is activated, an event occurs when conditions are met.
¢ Level: Select the event level (Critical, , Info).

* Message: Enter the notification message to receive when the event is triggered. You can use
variables in the message to include actual values at the time of event occurrence.

© variable usage rules
o Variable format: ${metricName}

°  Only metrics within the same category as the configured category can be used as

variables.
©  You can combine multiple variables to compose a detailed message.

o Alist of available variables can be checked in Metrics Query.

* Category: Select the log classification name (log folder name) from the list or enter it directly. You

must select a category before entering a search key and search value.

* Search key: Enter the field you want to search for in log data.
o Example: To access an HTTP response status code, use the search key status .

* Search value: Enter the actual value corresponding to the search key. An alert is sent when logs

contain the specified value.

o Example: If the search key is status and the search value is 200, an alert is triggered when
logs containing HTTP status code 200 are collected.

* Event target filtering: Enter conditions to define the targets to which the event applies. If no value

is entered, alerts are evaluated for all collected data.

o Select input: Select a tag, operator, and value to set the target conditions.

@ For condition expression syntax and supported operators, refer to the Condition
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@ settings guide.

o Direct input: Enter conditions directly.

* Pause event notifications: Select a duration to temporarily suppress alerts. After the event is
triggered, the same event will not occur during the selected time.

o Available times: Disabled, 1 min, 2min, 3min, 5min, 10 min, 20 min, 30 min, 1
hour , 3 hours, 6 hours, 12 hours

* Event operation time: Set tags to activate the event during specific time periods (work/non-work/
maintenance hours, etc.). If no tag is set, the event operates 24 hours a day when activated.

1. Click + Add.
2. Click + Create new tag in Event operation time.

3. InCreate event operation time tag, select the tag name, day of week, time, and color,
then click the [ Apply ] button.

4. Created tags can be viewed in the tag list and are applied by selecting the checkbox.

5. Click the ¢ icon for the tag to modify or delete, and edit or delete the tag in Edit event
operation time tag.

Deleting a tag removes the tag for all users to whom it has been applied. However, tags in
use by event rules cannot be deleted.

* Event notification tags: If notification tags are set for an event, notifications are sent to project
members with those tags. If no recipient tags are set, notifications are sent to all users in the
project.

1. Click + Add tag or +.
2. Click + Create new tag at the bottom of the Event notification tags window.

3. Inthe Create tag window, enter the tag name, select a color, and click the [ Create tag ]
button to create the tag.
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4. Edit or delete created tags by clicking the £ icon in the tag list.

5. Select the desired tag from the tag list in the Event notification tags window to apply it.

& When configuring events, you can send notifications to project members and 3rd-party
plugins with the selected event notification tags. You can assign tags to project members
and 3rd-party plugins respectively in Alert notifications > Event notification settings.

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Edit/delete events

1. Go to the Real-time log tab in Alert > Event Configuration.
2. C(lick the 2 icon for the event to edit or delete in the log event list.
3. Modify options in the Event settings screen and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper right of the Event settings

screen.

Event sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export

1. Click the [JSON [“] ] button at the top right of the screen.

2. When the JSON editor opens, click the [ [/} Export ] button.

» If you use the export function after searching for events, only the searched list will be downloaded
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as a JSON file.

3. After the JSON file is downloaded, share it with other users.

Import

1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.

(D 1f the modified content does not conform to the JSON format, an error message will be displayed at the

bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.

Appendix

Trigger Conditions and Target Selection Guide

Metric alert trigger conditions and event target selection use the same syntax. However, trigger conditions use
the field key as the variable, while target selection uses the tag key as the variable.
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Level Behavior Guide
Event levels are categorized into Critical, Warning, and Info.

1. Priority-based Event Triggering

When multiple level conditions are met at the same time, only the event with the highest priority is
triggered.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Current state: CPU 95%

- Result: Only the Critical event is triggered (Warning is suppressed)

2. Level Escalation

For events that maintain an in-progress state, when a higher-level condition is met while a lower-level
event is already in progress, both levels enter the in-progress state.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 80% — Warning triggered (in progress)

2) CPU 95% — Warning (in progress), Critical (in progress)

3. Level De-escalation

For events with an in-progress state, when the level transitions from a higher level to a lower level, the
higher-level event is resolved while the lower-level event remains active.

Example
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Configuration:

- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:

1) CPU 97% - Critical triggered

2) CPU 85% - Critical resolved, Warning remains
3) CPU 65% — Warning resolved

4. Execution Flow

- Warning: CPU > 70%
- Critical: CPU > 90%

Metricvalue:60% —» 75% - 92% - 85% - 60%

State: Info Warning  Critical  Warning  Info

(triggered) (triggered) (maintained) (resolved)
Warning

(maintained)

(D Events that have an in-progress state remain active as long as their conditions are met and continue
until those conditions are cleared.

Condition Configuration Guide

If a metric name starts with a number or contains special characters, you must wrap it in the
${metric_name} format.

* Brackets (), []

* Operators +, -, *, /, %
* Delimiters :, @, #, ,, (space)
« Other special characters !, A, &, |, ~,™, =

Examples using ${} :
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${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

Usable without ${} : Metric names that contain only alphabetic characters, underscores ( _ ), or dots (

-)

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

Comparison Operators

Numeric Comparison

Greater than: cpu >80

Greater than or equal: cpu >=80

Less than: memory < 1000
Less than or equal: ~ memory <= 1000
Equal to: status == 200

Not equal to: error =0

String Comparison

status == 'OK'

region == "us-east-1"

Arithmetic Operators

* Basic arithmetic operations

Addition: cpu+10>=90

Subtraction: memory - 100 >= 500

Multiplication: cpu * 2 >= 100
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Division: disk /1024 >= 100

Modulo: value % 10 ==

* Controlling precedence with parentheses

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2

((cpu + memory) / 2) >= 50

* Negative values

cpu >-100

3. Logical Operators

* AND operator (&&)

cpu > 80 && memory > 1000

${cpu(xos)} > 50 && ${mem(xos)} > 60

* ORoperator(]|])

cpu >90 | | memory > 90
disk <10 | | network > 1000

* Combined logical operations

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)

4. Pattern Matching Operators

* LIKE operator

oname like 'prod-*'

url like "*error*'
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* NOT LIKE operator

oname not like 'test-*"'

url not like '*debug*'

5. Built-in Functions

* Null check functions

isNull(value)
isNotNull(value)
nvl(value, 0)
iSEmpty(str)
isNotEmpty(str)

* Aggregate functions

sum(cpu, memory, disk) # Sum
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

¢ Math functions

round(cpu, 2)

# Average
# Maximum
# Minimum
# Count

# Checks whether the value is null
# Checks whether the value is not null
# Returns a default value if null
# Checks whether the string is empty
# Checks whether the string is not empty

# Rounds to 2 decimal places

* String functions

length(str)
startsWith(str, 'prefix') # Checks prefix
endsWith(str, 'suffix') # Checks suffix

# String length

indexOf(str, 'search’)  # String index

substring(str, 0, 10)  # Substring
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trim(str) # Trims whitespace

replace(str, 'old’, 'new') # String replacement
hasStr(str, 'search’)  # Checks string containment

¢ Conditional functions

o if: A conditional function that returns the trueValue if the condition evaluates to true , or the
falseValue if it evaluates to false

Syntax

if(condition, trueValue, falseValue)

Example

if(value >= 90, 'High', '"Medium') == 'High'

o decode: Compares a value against conditions and returns the result of the matching condition,
or a default value if no match is found

Syntax

decode(value, condition1, result1, condition2, result2, ..., conditionN, resultN, defaultValue)

Example

decode(value, 1, 'Low’, 2, 'Medium’, 3, 'High', 'Unknown') == 'Unknown'

° in:Returns true if the value matches any of the specified candidates; otherwise returns false

Syntax

in(value, candidate1, candidate2, ..., candidateN)

Example
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in(status, 200, 201, 204) == false

Writing Guidelines

* Recommended
o Use simple variable names without ${} (e.g. cpu, memory)
o Always use ${} when special characters are included
o Use parentheses to clearly separate complex expressions
o Enter function names exactly as defined (case-sensitive)

* Avoid
o Incomplete expressions (e.g. cpu>, memory &&)
°o Mismatched parentheses (e.g. (cpu > 80 && cpu >70) )

o Consecutive or invalid operators (e.g. cpu>>80, cpu><80)
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Composite Log Event Settings

Home > Select Project > 7' Alert > Event Configuration > Composite Log tab

You can set alert notifications by filtering collected log data against conditions. Log monitoring must be activated
to use log events. For more information on activating log monitoring, refer to the log documentation for each
product.

+ Composite log event: An event is triggered when the number of logs that meet the log search conditions
within the configured data query range reaches or exceeds the threshold count.

@ Permission

Alert configuration permission is required to configure composite metrics events. Alert configuration
permission can be set by clicking the 2 icon for the member to grant permission in Home Screen >
Select Project > Management > Integrated Member Management.

Default options

+ Search: Search for events by selecting an event name or event notification tag

* JSON download/upload: Event rules can be directly edited through the JSON editor, or downloaded as a file,
modified, and re-uploaded

* Notification message settings: Select detailed items for the message to receive and edit the content for each
item

+ + Add event: Add a new log event

Table | Composite log event list configuration

Item Description
Event name Event name used as the notification title

Template Composite log template



Item

Category

Rule

Additional
notification when
event is resolved

Pause event

notifications

Interval

Event notification
tags

2

Event settings

Composite log event settings

Description

Log classification name (log folder name)

Conditions that trigger the event

Whether to receive notifications in normal (RECOVERED) status when Critical and
level events are resolved

- Enabled: Sends a RECOVERED notification when transitioning from in-progress -

normal status, and the in-progress/resolved status can be distinguished in event

history

- Disabled: A one-time event occurs each time the threshold is exceeded

Pauses the same event notification for a specified time after an event notification is
triggered

- Available times: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hour, 2 hours, 3
hours, 6 hours, 12 hours, 1 day

- If resolved notifications are enabled, no notification is sent for the same event during

the selected time after receiving a normal (RECOVERED) status notification

Time range for querying log data

User or group (notification tag) to receive the event notification

Edit and delete events

Whether the event is active
- Enabled: Event occurs when conditions are met
- Disabled: Event does not operate and conditions are not checked

The composite log event feature triggers alert notifications when the number of logs matching the log search

conditions within the configured data query range reaches or exceeds the threshold count.
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Add composite log event

1. Click the Composite Log tab in Alert > Event Configuration.
2. Click the [+ Add event ] button on the right side of the screen.

3. Setthe log event conditions in the Add event rule window. For details, refer to Basic settings, Detail
settings, and Additional settings.

%dd composite log event

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Basic settings

+ Event name: Enter a name to use as the event title.
+ Event activation: When the toggle button is activated, an event occurs when conditions are met.

» Level: Select the event level (Critical, , Info).

Detail settings

Configure Template (preset), Message, Category, Filter, and Event trigger conditions.

Template (preset)

Selecting a predefined preset automatically configures the filter, query type, and event trigger conditions. You
can modify the settings after selecting a preset.

Composite log template types

Preset Query type Default rule
None none rows > 10
2xx status code count count count>10
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O Preset Query type Default rule
3xx status code count count count>10
4xx status code count count count>10
5xx status code count count count>10
Normal status code (2xx, 3xx) count count_v2 include_minus_exclude_count> 10
Error status code (4xx, 5xx) count count_v2 include_minus_exclude_count > 10
Error received count count count>10
Exception received count count count>10
Log count per second rps rps > 100
Field aggregation (Aggregation) aggr avg > 1000
Rate rate rate > 10
Unique value count (Cardinality) cardinality cardinality > 100
Percentile percentile p99 > 3000

Enter the notification message to receive when an event occurs. You can use variables in the message to
compose dynamic notifications.

+ Example: Message ${host} error ${count} occurred - Notification message web-01 error 15 occurred

Table | Message variables
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Variable Description
${count} Number of logs matching the condition
${groupField} Grouping field name

${groupValue} Grouping field value

Composite log event settings

Usage condition

Always available

Grouped notifications only

Grouped notifications only

${fieldName} Grouping field value (referenced directly by field name) Grouped notifications only

(D The ${count} variable can be used in all notifications regardless of grouping. The ${groupField} ,

${groupValue} , and ${fieldName} variables are only substituted when a grouping field is configured.

Category

Select the log classification name (log folder name) from the list or enter it directly. You can enter the search key

and search value only after selecting a category.

Filter

Enter log search conditions using Lucene query syntax. Two input modes are supported.

+ Filter mode Y: Build a query by selecting fields and values.

+ Code mode <>: Enter Lucene queries directly.

Table | Lucene query examples
Query
level:ERROR
status_nxx:status_4xx OR status_nxx:status_5xx
appender:accessLog

response_time.n:*
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Logs where the level field is ERROR

4xx or 5xx status codes

Logs from the accessLog appender

Logs where the response_time.n field exists
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Query Description

host:web-01 AND level:ERROR Error logs from host web-01

Event trigger conditions

Configure by query type. Additional settings are displayed depending on the selected template (preset) or query
type.

Table | Event trigger condition key meanings

Key Meaning
rows / count Number of logs matching the filter condition
rps Log count per second (count / interval in seconds)
avg Average value of the target field
sum Sum of the target field values
min Minimum value of the target field
max Maximum value of the target field
rate Numerator count / denominator count x 100 (%)
cardinality Number of unique values in the target field
p99 / p95 / p90 / p75 / p50 Percentile values of the target field
include_minus_exclude_count Include filter count - exclude filter count

+ Count (count / none): Counts the number of logs matching the configured filter conditions.

Table | Count settings
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Setting Description
Filter Log search condition (Lucene query)
Event trigger condition count or matching logs {operator} {threshold} (e.g., count>10)

* Log count per second (rps): Calculates the number of logs per second (Requests Per Second) matching the
configured filter conditions. The total count during the interval is divided by the interval in seconds.

Table | Log count per second settings

Setting Description
Filter Log search condition (Lucene query)
Event trigger condition RPS {operator} {threshold} (e.g., rps>0.5)

+ Field aggregation (aggr): Calculates the aggregated value (average, sum, min, max) of the specified numeric
field. The aggregation method can be selected from a dropdown in the event trigger condition.

Table | Field aggregation settings

Setting Description
Filter Log search condition (Lucene query)
Target field Numeric field to aggregate (e.g., response_time.n)
Event trigger condition avg/sum/min/max {operator} {threshold} (e.g., avg > 1000)

+ Rate: Calculates the percentage (%) ratio of the numerator filter count to the denominator filter count. Useful
for monitoring the ratio of specific conditions against all logs.

Table | Rate settings
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Setting Description
Filter (numerator) Log condition for the numerator (e.g., level:ERROR)
Denominator filter Log condition for the denominator (e.g., level:*)
Event trigger condition Rate (%) {operator} {threshold} (e.g., rate>10)

o Example: Filter level:ERROR , denominator filter level:* , rule rate>10 - Alerttriggered when the error

rate among all logs exceeds 10%

* Unique value count (cardinality): Counts the number of unique values in the specified field. Useful for

detecting an abnormally large variety of values.

Table | Unique value count settings

Setting Description
Filter Log search condition (Lucene query)
Target field Field to calculate unique values for (e.g., host)
Event trigger condition Unique value count {operator} {threshold} (e.g., cardinality > 100)

+ Percentile: Calculates the percentile value of the specified numeric field. Useful for monitoring tail latency in
response times. Changing the percentile selection automatically updates the key in the event trigger

condition.

Table | Percentile settings

Setting Description
Filter Log search condition (Lucene query)
Target field Numeric field to calculate percentile for (e.g., response_time.n)
Percentile Select from P99, P95, P90, P75, P50
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Setting Description

Event trigger condition P99/ P95/... {operator} {threshold} (e.g., p99 > 3000)

Table | Percentile meanings

Percentile Meaning
P50 Median. 50% of all data is at or below this value
P75 75% of all data is at or below this value
P90 90% of all data is at or below this value
P95 95% of all data is at or below this value
P99 99% of all data is at or below this value

+ Include/exclude count (count_v2): Calculates the net count by subtracting the exclude filter count from the

include filter count.

Table | Include/exclude count settings

Setting Description
Filter (include) Log conditions to include (e.g., status_nxx:status_4xx OR status_nxx:status_5xx)
Filter exclude Log conditions to exclude (e.g., status_nxx:status_4xx)
Denominator filter Denominator for ratio calculation (optional)
Event trigger Include-exclude count {operator} {threshold} (e.g., include_minus_exclude_count >
condition 10)

o Example: Filter status_nxx:status_4xx OR status_nxx:status_5xx , filter exclude status_nxx:status_4xx -
Alert triggered when the net 5xx count (4xx+5xx minus 4xx) exceeds 10

446



Composite log event settings

Group by field (Group By)

When a group by field is configured, alert conditions are evaluated independently for each value of that field.
Select the field to group by from the dropdown. Clicking the dropdown shows a list of available fields for the

current category with autocomplete.
+ Example: Filter level:ERROR , group by field host, rule rows >3

Table | Grouping comparison

Item Without grouping With grouping
Evaluation unit All logs aggregated as one Independent aggregation per group value
Alert occurrence 1 alert One per group meeting the condition
Alert title Event title [Group value] Event title
Stateful State transition based on all logs Independent state transition per group

o [web-01] Error alert — 8 errors from web-01 - alert triggered
o [web-02] Error alert — 5 errors from web-02 - alert triggered

o [api-01] Error alert — 2 errors from api-01 - condition not met, no alert

(D when Additional notification when event is resolved is enabled, the ABNORMAL — RECOVERED
state transition occurs independently per group. For example, when errors from web-01 are
resolved, a [web-01] RECOVERED notification is triggered, with no effect on other hosts.

Additional settings

+ Interval: Check alert conditions at the selected time interval (unset, 1 min, 5min, 10 min, 30 min,

1 hour , 12 hours).

+ Mute: After an event occurs, the same event is not triggered during the selected time ( unset, 1 min,
5min, 10 min, 30 min, 1hour, 12 hours).
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+ Event operation time: Set tags to activate the event during specific time periods (work/non-work/
maintenance hours, etc.). If no tag is set, the event operates 24 hours a day when activated.

1. Click + Add.
2. Click + Create new tag in Event operation time.

3. InCreate event operation time tag, select the tag name, day of week, time, and color, then click
the [ Apply ] button.

4. Created tags can be viewed in the tag list and are applied by selecting the checkbox.

5. Click the ¢ icon for the tag to modify or delete, and edit or delete the tag in Edit event operation
time tag.

Deleting a tag removes the tag for all users to whom it has been applied. However, tags in use by
event rules cannot be deleted.

+ Event notification tags: If notification tags are set for an event, notifications are sent to project members
with those tags. If no recipient tags are set, notifications are sent to all users in the project.

1. Click + Add tag or +.
2. Click + Create new tag at the bottom of the Event notification tags window.

3. Inthe Create tag window, enter the tag name, select a color, and click the [ Create tag ] button to
create the tag.

4. Edit or delete created tags by clicking the £ icon in the tag list.

5. Select the desired tag from the tag list in the Event notification tags window to apply it.

& When configuring events, you can send notifications to project members and 3rd-party plugins with
the selected event notification tags. You can assign tags to project members and 3rd-party plugins
respectively in Alert notifications > Event notification settings.

Simulation

You can simulate using historical data before saving the alert to check the expected number of alert occurrences.
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1. After completing the alert configuration, select a time range at the bottom.
2. Click the [ Simulation ] button.

3. The chart displays data by time period and the number of alert occurrences.

@ You can adjust the simulation time range to check alert occurrence patterns across different
time periods. Data from the last 1-2 minutes may not be available due to index build delays.

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Create alert from Log Explorer
You can create alerts directly from Log Explorer.

1. Navigate to Log > Log Search menu.
Configure the category and search query.

Click the [ Add event ] button in the upper right of the screen.

> w N

The alert configuration form opens in a drawer, with the current category and search query
automatically filled in.

5. Complete additional settings and click the [ Save ] button.

6. After saving, click the [ Go ] button to navigate to the alert list.

Edit/delete events

1. Go to the Composite log tab in Alert > Event Configuration.
2. Clickthe 2 icon for the event to edit or delete in the log event list.
3. Modify options in the Event settings screen and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper right of the Event settings

screen.
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Event sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export
1. Click the [JSON [/} ] button at the top right of the screen.

2. When the JSON editor opens, click the [ [/} Export ] button.

» If you use the export function after searching for events, only the searched list will be downloaded
as a JSON file.

3. After the JSON file is downloaded, share it with other users.
Import

1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.
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@ 1f the modified content does not conform to the JSON format, an error message will be displayed at the
bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.
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Transaction

Home > Select Project > 7' Alert > Event Configuration > Transaction tab

Transaction events provide fine-grained monitoring of transactions based on specific URLs, errors, status codes,
and more. When transactions that meet the configured conditions are detected, an event is triggered.
Transaction data is analyzed in 1-minute intervals, and notifications are sent when the number of transactions
that satisfy the conditions exceeds the defined threshold.

Latest Agent Versions

To use transaction events, you must install an agent that meets or exceeds the minimum supported version.

Language Minimum Supported Version
Java 2.2.50 or later
PHP Not specified (use the latest version or contact support)
Node.js 0.5.21 or later
Python 1.7.8 or later
.NET 2.3.5or later
Go Not specified (use the latest version or contact support)

Default Options

+ Event Level: Indicates the severity of the event and is classified into three levels: Info, , and Critical.
+ Search: Search for events by event name or event reception tag.

« + Add Event: Add a new transaction event.



Transaction

* Resize Columns: Drag the boundary of each column to adjust its width.

Table | Transaction Event List Structure

Item

No.

2

Event Name

Condition
Type

Aggregation
Basis

Target
Pattern

Trigger
Count

Pause

Description

Event sequence number

Whether the event is enabled
- Enabled: The event is triggered when conditions are met
- Disabled: The event does not operate and conditions are not evaluated

Edit or delete event settings

User-defined event name
- Up to 255 bytes

Type of event trigger condition (elapsed time, error occurrence, pattern only)

Criteria used to aggregate transaction counts

Include/exclude patterns to which the event applies (URL, status code, etc.)

Number of occurrences required to trigger the event

- Aggregation period: fixed at 1 minute (based on each minute from :00 to :59 seconds; the period
cannot be changed)

- The event is triggered when transactions that meet the condition occur at least the configured

number of times within that 1-minute period

Temporarily suppresses repeated occurrences of the same event after an alert is sent

- Available durations: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hr,2 hr, 3 hr,6 hr, 12 hr, 1
day

- If recovery notifications are enabled, no alert is sent for the same event during the selected time
after a RECOVERED notification is received
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Item Description

Event
o Users or groups that receive the event notification (reception tags)
Recipients

Event Configuration

Transaction events are configured through the steps of event conditions, target patterns, and basic
information and notification settings.
With event configuration, you can detect specific transaction patterns and receive alerts.

Add Event

To add a transaction event, go to Event Configuration > Transaction tab, then click the [ + Add Event ] button in
the upper-right corner of the screen.

How to Add a Transaction Event
Step 1. Define Event Conditions: Define the criteria that trigger the event.
Step 2. Select Event Target: Select the monitoring targets where the event applies.

Step 3. Basic Information and Notification Settings: Configure the event name, message, and recipients.

Define Event Conditions

Configure the conditions under which a transaction event is triggered.

Condition Type

Select the criteria used to trigger the event.

+ Elapsed Time: Transactions that take longer than the specified time (ms).

o Elapsed Time Threshold: When the condition type is Elapsed Time, enter the value in milliseconds. An
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event is triggered when a transaction takes longer than the configured time (ms).

* Error Occurred: Transactions in which an error occurs.

+ Pattern Only: Transactions that match a specific pattern (such as hitmap patterns).

Aggregation Criteria

Select the unit by which alert conditions are aggregated.

+ Aggregation criteria: per agent, per URL of each agent, per error class of each agent, per business of each
agent, per URL, per error class, per business, or overall.

Trigger Count (Required)
Configure how many times the condition must be met before a notification is sent.

Example: trigger count 1 sends a notification immediately if even one transaction meets the condition within 1
minute, while trigger count 3 requires at least 3 transactions meeting the condition to accumulate within the
same 1 minute before a notification is sent.

Pause

Select a pause duration to prevent excessive alert notifications.

+ After an event occurs, the same event will not trigger again during the configured time period.

« Available durations: 1 minute , 5 minutes, 10 minutes, 15 minutes, 30 minutes, 1 hour, 2 hours, 3
hours, 6 hours, 12 hours, 1 day

Event Operation Time

Configure the time periods during which the event is active. This allows you to suppress alerts during non-
business hours or maintenance windows. If no tag is configured, the event runs continuously for 24 hours
while enabled.

1. Click + Add.

2. In Event Operation Time, click + Create New Tag.

3. InCreate Event Operation Time Tag, select the tag name, days, time, and color, then click the [ Apply ]
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button.
4. The created tag appears in the tag list. Select the checkbox to apply it.

5. To edit or delete a tag, click the ¢ icon and update or remove it in Edit Event Operation Time Tag.

When a tag is deleted, it is removed from all alerts where it is applied. However, tags currently in use by
event settings cannot be deleted.

Select Event Target

Configure patterns for transaction filtering.

Pattern Configuration

* You can enter multiple patterns, separated by pressing Enter .

+ If no pattern is configured, events apply to all transactions in the project.

+ Patterns of the same type are applied with an OR condition.

+ Patterns of different types are applied with an AND condition.

* You can use wildcards ( * ) in patterns. Up to two wildcard positions are allowed.

+ Each pattern must include at least one character other than the wildcard ( * ) and slash ( /).

© Be careful when combining slashes ( / ) and wildcards ( * )
* /api/* : /api alone does not match. A path must follow /api/ (e.q., [%4 /api/users, X /api)

« /api* : /api itself also matches (e.q., [%4 /api, ['4 /api/users, ['4 /apitest)

Match Patterns

Filter data that matches the specified items. After being applied, match patterns are displayed as blue tags.
You can enter up to 10 patterns for each item.
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Operation Name

URL

Error Class

Error Message

Status Code

Exclude Patterns

Transaction

Description

Operation name pattern

Transaction URL pattern
- Example: /api/*, */users/*

Error class name pattern
- Example: *Exception, *Error

Error message content pattern

HTTP status code pattern

- Example: 4**  5%*

Exclude data that matches the specified items from the filtering targets. After being applied, exclude patterns

are displayed as red tags and use the same format as match patterns. You can enter up to 10 patterns for each

item.

Pattern Examples

« Exact Match

Pattern: "hello"

"hello" - Match

"Hello" — No match (case-sensitive)

* Prefix Match

Pattern: "hello*"

"hello" - Match

"helloworld" — Match

"hi" — No match

+ Suffix Match
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Pattern: "*world"

"world" - Match
"helloworld" — Match
"hello" — No match

+ Substring Match

Pattern: "*ell*"

"hello" — Match (h'ell'o)

"excellent" — Match (exc'ell'ent)

"welcome" - No match (does not contain "ell")

+ Composite Patterns

Pattern: "hello*world"
"hellobeautifulworld" — Match

Pattern: "hello*test*"

"hellomytestcase" — Match

Pattern: "*test*world"

"mytestcaseworld" - Match

Table | Practical Usage Examples

Pattern Type Examples

- /api/*: All URLs that start with /api/
URL Patterns - /users/*: All URLs that contain users

- /api/v1/users: Only the URL that matches exactly

- Exception: All errors that end with Exception
Error Class Patterns - java.lang.*: All classes that start with java.lang
- Timeout™* : All errors that contain Timeout

- 4%*%: All 4xx status codes
- 404 : Only the 404 status code

Status Code Patterns
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Pattern Type Examples

- 5%%: All 5xx status codes

Pattern Limitations

+ Required characters: Each pattern must include at least one character other than the wildcard ( * ).
A pattern cannot consist of wildcards only.
o Y Not allowed: **, *

o [ Allowed: a*, a, a*, /api*
+ Empty strings: Empty strings or null values are not matched.
+ Consecutive wildcards: Consecutive * characters are treated as a single wildcard.
+ Complex patterns: Patterns containing three or more wildcards are not supported.

* No regular expressions: Character classes ( [a-z] ), quantifiers ( +, ? ), and grouping ( () ) are not

supported.
+ Case sensitivity: All pattern matching is case-sensitive.

* No escaping: There is no way to escape characters for literal matching.

Basic Information and Notification Settings

Configure the basic information of the event and how notifications are delivered.

Event Activation

Configure whether notifications are sent when an event occurs.

+ @ Enabled: Notifications are sent when the configured conditions are met.

. Disabled: Notifications are not sent even if the configured conditions are met.

Event Name (Required)

Enter the event name to be used as the notification title.
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Event Level (Required)

Select the event level (Info, , Critical).

Event Recipients
Specify the members who will receive event notifications.
Receive Afl Receive by Tag

Notifications are sent to all targets (members and channels) with event reception enabled in the project.

Notifications are sent to project members who have the selected tag.

1. Select Receive by Tag.
In the Receiver Tags section, click [+ Add Tag]or [ +].

Click + Create New Tag at the bottom of the Event Receiver Tags window.

P w N

In the Create Tag window, enter a tag name, choose a color, and click [ Create Tag 1.
5. To edit or delete a created tag, click the £ iconin the tag list.

6. Inthe Event Receiver Tags window, select the desired tag from the Tag List to apply it.

(D Receiver Tags

Receiver tags are a feature for managing notification recipients (users or channels) at a group level.
When you assign receiver tags to an event, notifications are delivered only to users who have those
tags.

If no receiver tag is set, notifications are sent to all users in the project.

Reference. Example of Event Behavior

This is an example of an actual transaction event occurrence.

Configuration Conditions
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+ Aggregation criteria: By agent

+ Occurrence count: 2 times

+ Pause: 5 minutes

* URL patterns: /api/posts/** , /delete/* , /*test*/

+ Error class patterns: *TimeoutException* , *NullPointerException
+ Status code pattern: 4**

+ Excluded error class: *IOException

* Excluded status code: 5%*

Example of a Triggered Notification Message

The transaction information in the event message displays the values from the most recent transaction that
matched the conditions. The event message includes both the configured conditions and the details of the actual
transaction that triggered the alert, allowing you to clearly identify which conditions caused the notification.

(ignored count: 3)

[Per Agent] limit: 2, count: 3

[Condition]

url patterns: /api/posts/**, /delete/*, */test/*
error class patterns: *TimeoutException*, *NullPointerException
status patterns: 4**

exclude error class patterns: *IOException
exclude status patterns: 5**

[Transaction]

url: /api/posts/test/timeout

txid: 408093121470636540

status: 408

error class: java.util.concurrent.TimeoutException

Explanation of Event Message Composition

*+ (ignored count: n): The number of transactions that met the conditions but did not trigger a notification
during the pause period. This item is not displayed if there are no ignored transactions during the pause
period.

+ Aggregation Information: Displayed differently depending on the configured aggregation method.

461



Transaction

By Agent: [Per Agent] limit: n, count: n

By URL: [Per Url] limit: n , followed by a list of each URL and its occurrence count

By Error Class: [Per Error Class] limit: n, followed by a list of each error class and its occurrence count
By Context: [Per Context] limit: n , followed by a list of each context and its occurrence count

By Agent & URL: [Per Agent & Url] limit: n , followed by a list of each URL and its occurrence count

By Agent & Error Class: [Per Agent & Error Class] limit: n , followed by a list of each error class and its

occurrence count

By Agent & Context: [Per Agent & Context] limit: n , followed by a list of each context and its occurrence

count

Total: [Total] limit: n, count: n

+ [Condition]: Displays the conditions that were configured at the time the event was triggered. Only

configured patterns are shown.

o

context patterns: Context match patterns

url patterns: URL match patterns

error class patterns: Error class match patterns

error message patterns: Error message match patterns

status patterns: Status code match patterns

exclude context patterns: Context exclusion patterns

exclude url patterns: URL exclusion patterns

exclude error class patterns: Error class exclusion patterns
exclude error message patterns: Error message exclusion patterns

exclude status patterns: Status code exclusion patterns

« [Transaction]: Detailed information about the most recent transaction that met the conditions.

url: Transaction URL

txid: Unique transaction identifier

status: HTTP response status code (not displayed for non-HTTP transactions)
error class: Error class (not displayed if no error class exists)

error message: Error message (not displayed if no error message exists)
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® Notes
+ Transaction events are aggregated and processed in 1-minute intervals.

If the condition type is Pattern Only, at least one match or exclusion pattern must be configured.

+ Pattern matching is case-sensitive.

Notification messages include detailed information about the most recent transaction that met the
conditions.
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Application

Home > Select project > 7' Alert > Event Configuration classic

You can configure alert notifications based on conditions such as server resource usage (CPU, memory, disk),
number of active transactions, transaction errors, and increased response time.

(D The classic event configuration is a separated menu that allows continued use of the legacy event
configuration method.
For more advanced features, use Event configuration.

Default options

Inactive agent alert

An event occurs when no data is received from an agent for the configured period. You can enable or disable this
feature using the toggle button.

* @ Enabled: An inactive agent event occurs when no data is received for a certain period.

. Disabled: No event occurs regardless of data reception status.

(D The legacy inactive agent check interval can be configured under Management > Agent list.

Send notification when event is resolved

After an event occurs due to threshold conditions, you can choose whether to send a Recovered notification
when the state returns to normal. Use the toggle button to enable or disable this feature.

* @ Enabled: Events operate in a state based manner. When thresholds are exceeded, the status becomes
ongoing, and when values recover below thresholds, the status changes to recovered.

. Disabled: A one time event occurs each time the threshold is exceeded.


https://docs.whatap.io/en/alert/event-configuration
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Duplicate agent alert

If two or more agents with the same name run simultaneously, normal monitoring may be affected, so an event
is generated. However, duplicate agent events do not occur again within the configured time window.

+ To check whether agent names are duplicated, review the related options in the Event Configuration menu.

« Available durations: 30 seconds, 1 minute, 3 minutes, 5 minutes, 10 minutes

Conditions

You can configure event trigger conditions per item. Input formats vary depending on the item.

Server CPU / Server memory / Server + Active transactions / Transaction * Transaction response
disk errors time

Condition (%)

Set two threshold levels: and Critical.
Alerts are triggered when thresholds are exceeded, with Critical taking priority.

+ Left value: Warning threshold ( )

* Right value: Critical threshold (Critical)

Condition (count)

Enter the count used as the event trigger threshold. If the count exceeds the configured value for the specified

duration, an event occurs.
Condition (count)

Configure the condition. An event is triggered when the number of transactions exceeding the configured
response time reaches or exceeds the specified count.

Condition (response time)

Select the baseline response time.

* Available times: 1 second, 2seconds, 3seconds, 5seconds, 10seconds, 15seconds, 30 seconds,
1 minute , 2 minutes, 3 minutes, 5 minutes, 10 minutes, 30 minutes, 1 hour
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+ Example: If the count threshold is 10, the response time threshold is 1 second, and the duration is 5 seconds,

then an event occurs when 10 or more transactions exceed 1 second and the condition persists for 5 seconds.

Duration
An event occurs when the configured condition persists for the selected duration.

¢ Available durations: 5 seconds, 10seconds, 15seconds, 30seconds, 1 minute, 2 minutes, 3
minutes , 5 minutes, 10 minutes, 30 minutes, 1 hour

Silence

After an event occurs, no additional events with the same condition occur during the selected silence period.
Setting an appropriate silence duration helps prevent excessive alerts.

* Available durations: 1 minute , 2 minutes, 3 minutes, 5 minutes, 10 minutes, 30 minutes, 1 hour, 2
hours, 3 hours, 6hours, 12 hours, 1day

Event enablement
You can control event behavior using the toggle button.

+ @ Enabled: An event occurs when the configured conditions are met.

. Disabled: Conditions are not evaluated.

Event configuration

You can configure events for the following items to monitor system status in real time. After configuring each
item, click the Save button at the top right of the screen.

Server CPU / Server memory / Server disk

An event occurs when server resource usage exceeds the configured threshold (%). You can set different
thresholds for and Critical levels.
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+ Example: If CPU usage is set to : 80% and Critical: 90%, a Critical event occurs when usage exceeds
90%.

Active transactions

Monitors the number of transactions currently being processed. An event occurs when the count exceeds the
configured threshold and persists for the configured duration. This is useful for detecting situations with a large
number of concurrent transactions.

« Default occurrence count: 100

Transaction errors

Transactions that do not complete normally are treated as errors. An event occurs when the error count exceeds
the configured threshold and persists.

+ Collection interval: 5 seconds

Transaction response time

Events are configured based on the time required for each transaction to complete (response time). You can
detect service slowdowns relative to expected response time.

+ Example: If the response time threshold is 10 seconds and the count threshold is 10
“An event occurs when 10 or more transactions exceed 10 seconds and the condition persists for 5 seconds.”

467



Event Notification Settings

Event Notification Settings

Home > Select Project > 7' Alert > Notifications

Event Notification Settings per User

Information about other members in Event notification settings per-user can only be viewed by
members with the Member Management permission. For all other members, required information is

masked.

* Mobile device management for bulk event notification receipt settings and access control can be

managed in Account Information.

*+ For detailed information about member permissions, refer to the following document.

Notification Methods

Alerts are available via Email, SMS, WhatsApp, and Mobile.

In the Event notification settings per-user section, select the checkbox for the desired notification method to
receive alerts. If you clear the checkbox for a notification method, alerts will not be sent through that channel.

(D All users except the project super administrator can change only their own notification settings.

Email Alerts

Email alerts are sent to the email address provided during sign-up.

SMS Alerts

You can receive alerts via SMS.


https://docs.whatap.io/en/project/project-structure#project-auth

Event Notification Settings

(D The SMS alert feature is available only for paid projects.

1. Click your profile icon at the top right of the screen, then go to Manage Accounts.
2. In Account Information, click the [ General Mobile Phone ] button in the User Phone Number section.

3. Enter the phone number that will receive the verification code.
* Only Korean mobile phone numbers can be registered to receive SMS alerts.

4. Click the [ Save ] button.

© Change or delete the registered phone number
* To change the phone number, click the [ Change ] button. SMS verification is required.

+ To delete the phone number, click the [ Delete ] button. After deletion, you will no longer receive
alerts via SMS.

WhatsApp Alerts

You can receive alerts via WhatsApp.

(D The WhatsApp alert feature is available only for paid projects.

1. Click your profile icon at the top right of the screen and go to Manage Accounts.
In Account Information, click the [ WhatsApp ] button in the User Phone Number section.

Enter the phone number that will receive the verification code.

> w N

Click the [ Send Verification Code ] button.

5. Enter the 6-digit verification code sent to your WhatsApp application.

» If you do not receive the verification code within 10 minutes, click the [ Resend Verification Code ]
button.

6. Click the [ Verify ] button.
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Mobile Alerts

Users who need to receive mobile alerts must install the WhaTap application on their mobile device and log in.

+ Download the WhaTap application - Android

+ Download the WhaTap application - iOS

Repeated Alerts (Escalation) Settings

If the alert condition is not resolved after an alert is triggered, you can configure repeated alert intervals based

on the time of the initial alert. This setting applies only to Critical level alerts.

For example, to repeat alerts immediately (0 minutes), 1 hour later, and 1 day later after the initial alert, enter

0,1H,1D in the Repeated Alerts (Escalation) column.

1. Go to Alert > Notifications and navigate to the Event notification settings per-user section.

2. Configure the settings in the Repeated Alerts (Escalation) field.

* M: minutes, H: hours, D: days. If the unit is omitted, the value is interpreted as minutes.

* Enter a number or a number with a unit (M, H, D). If the input format is invalid, an error message is

displayed.

3. Click the [ Save ] button. The settings will not be applied unless they are saved.

Event Reception Tags

When configuring events, you can select event reception tags to send alerts to project members and 3rd-party
plugins associated with those tags. If no event reception tag is set, alert notifications are sent to all project

members.

Add / Edit / Delete Event Reception Tags

Event reception tags that are currently applied to an event cannot be deleted.

1. Go to Alert > Notifications.
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Event Notification Settings

In the user list under the Event notification settings per-user section, click + Add Tag or +.

In the Event reception tag window, click + Create New Tag.

> w N

In the Create Tag dialog, enter a tag name, select a color, and click the [ Create Tag ] button.
5. To edit or delete a created tag, click the £ icon in the tag list.

6. Select the desired tag from the Tag List in the Event reception tag window to apply it.

Remove Event Reception Tags

1. Goto Alert > Notifications and open the Event notification settings per-user section.
2. C(lick +in the Event reception tag field for the user whose event reception tag you want to remove.

3. Inthe Event reception tag window, click the X on the tag you want to remove. The tag will be removed.

Receive Alerts Without Reception Tags

When configuring events, you can select event reception tags to send alerts to project members and 3rd-party

plugins associated with those tags.

+ To receive alerts without event reception tags, enable the Receive alerts without reception tags option.

+ If you want to receive only alerts that have event reception tags, disable this option.

® To stop receiving all alerts, disable this option and make sure that no Event reception tag is selected.

Selecting the event reception mode

In the Event notification settings per-user section, you can select the event alert reception scope per member
or third-party channel from the following three modes. The reception mode is selected in the Event reception

tags column of each member or channel row.

Mode Description
Receive all alerts Receive all alerts regardless of the event reception tags
Receive alerts for selected tags Receive only alerts that have the selected event reception tags. Select at least
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Mode Description

only one tag

Receive no event alerts. The selected tags are preserved without being
deleted

Receive no alerts

+ In the Receive alerts for selected tags only mode, select at least one tag to receive alerts in the tag selection
area.

+ To also receive alerts that have no event reception tag specified, select the Unclassified virtual tag in the tag
selection area. The Unclassified tag can be selected or deselected like a normal tag, but the tag itself cannot
be edited or deleted.

(D 1In the Receive no alerts mode, the corresponding member or channel receives no event alerts at all.
The selected tags are preserved without being deleted, so if you switch back to the Receive alerts for
selected tags only mode, you can use the previously selected tag settings as is.

Select Notification Language
You can choose the language in which you receive alert notifications.

1. Go to Alert > Notifications.

2. Inthe user list under the Event notification settings per-user section, click the p button at the far left
of the user whose language you want to configure.

3. Select the Notification Language.

Day and Time-based Notification Settings
You can configure whether a user receives notifications by day of the week and time of day.

1. Go to Alert > Notifications.

2. Inthe user list under the Event notification settings per-user section, click the p button at the far left

of the user whose day and time settings you want to configure.
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3. Select the days and/or enter the time ranges during which you want to receive alerts.

* Settings can be configured separately for each notification method.

3rd-party Plugins
You can receive alert notifications through external applications.

+ Supported applications: Slack, Telegram, Teams, Teams Workflows, Jandi, AlertNow, Webhook, Webhook
JSON, Opsgenie, PagerDuty, LINE, ilert

(D Internal messengers that are not included in WhaTap Labs’ supported scope can be integrated via
standard Webhook or Webhook JSON.

Table | 3rd-party Plugin List

Item Description
Plugin Name Name of the plugin
Auth Key Authentication key
Auth Value Authentication value
Receive Level Notification level: Warning, All, or Critical

) Re-notification interval from the initial alert time if the issue is not resolved
Repeated Alerts (Escalation) ) o
- Applies only to Critical alerts

Al-powered notifications available when adding the Telegram plugin
Smart Message (AI) )
- Supported languages: Korean, English, Japanese

Event Reception Tag Whether to receive alerts for specific members or teams in the project

Delete Delete the 3rd-party plugin
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Add a 3rd-party Plugin

1. Go to Alert > Notifications.

2. Inthe 3rd-party Plugins section, click Add.

3. Inthe Add 3rd-party Plugin window, select the desired service tab.

4. Follow the instructions for the selected service (see How to add 3rd-party plugin notifications).

5. Click Test Receive to verify the configuration.

6. When finished, click Add or Register.

How to Add 3rd-party Plugin Notifications

Slack

In the Add 3rd-party Plugin window, click the [ Add To Slack ] button on the Slack tab to register
WhaTapNotiBot to your Slack team and channel.

Telegram
1. InTelegram, search for @WhaTapApmNotiBot.
2. Select the bot and click the [ Start ] button.
3. Inthe chat window, enter the /license command followed by the access key of the project

for which you want to receive alerts.

elegram

(O Available commands
« /help : View the list of commands

+ /license : Enter the access key of the project to receive alerts
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@

+ /remove : Enter the project code for which you want to stop receiving alerts

+ /list : View the list of project codes currently receiving alerts

Teams

1. Go to the connector of the channel where you want to receive alerts.

— See new posts at top

[ Channel notifications
<> Pin
€§3 Manage channel

9 Get email address

& Get link to channel

#§ Connectors

2. Add a Webhook and click the [ Configure ] button.

0 .
Incoming Webhook Configure
A

Send data from a service to your Office 365 group in real time.

3. Enter a webhook name and click the [ Create ] button.
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é,?.;; Incoming Webhook Send feedback

The Incoming Webhook connector enables external services to notify you about activities that you want to track. To use
this connector, you'll need to create certain settings on the other service, which needs to support a webhook that's
compatible with the Office 365 connector format.

Fields marked with * are mandatory

To set up an Incoming Webhook, provide a name and select Create. *

Customize the image to associate with the data from this Incoming Webhaook.

Upload Image

@

Default Image

4. Copy the generated Webhook URL.

Copy the URL below to save it to the clipboard, then select Save. You'll need this URL when you go to the service that
you want to send data to your group.

https://whatap.webhook.office.com/web}

Url is up-to-date.

5. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Teams tab.

6. Click the [ Registration ] button.

Teams Workflows
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To use workflows, you need an account that can access Microsoft Teams and a Business plan
subscription.

1. Inthe Teams menu, click More actions (...) > Add channel.

o0 0 il
[;‘ Teams = wH General P
Activity
@ * Your teams
Chat
» WH WhaTap
sle
(1]
Teams @ Hide
533 Manage team
Calendar
& & Add member
Calls £a Add channel
O > Get link to team
OneDrive
[ Leave team
Al {7 Manage tags
sas @ Delete team
Apps

2. Inthe Create a channel window, enter the Channel name and Description. For Channel
type, select Standard, then click the [ Create ] button.
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Create a channel

Channel name *

WhaTap Event Channel

Description

Help others find the right channel by providing a description

Choose a channel type * (1)

Select

Standard
Everyone on the team has access.

Shared

People af teams in your org or outside your org can have access.

Private
Specific people on the team have access.

(1] If you select Shared as the channel type, workflows cannot be used. If you select
Private, workflows can be added but notifications cannot be received.

3. Click More actions (...) of the created channel, then select Workflows.
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AE"_'{ Teams - T+ wH WhaTap Event Chi
ivity
e ., .
e » Discover
[1.1]
* Your teams
Teams
* WH WhaTap
General
Calendar
QD WhaTap Event Channel E
Calls [} Channel notifications
O <7 Pin
OneDrive
& Hide
Adnin £83 Manage channel
. £ Get email address
=2 Get link to channel
+
¢’ Rename channel
Apps
o Workflows
= Archive channel
Ti] Delete channel

4. Inthe Workflows dialog, select Post to a channel when a webhook request is received
from the workflow list, then click the [ Add workflow ] button.
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&L Workflows %
Save time with automations

Select the workflow you want to set up for WhaTap > WhaTap Event Channel.

webhook X

Templates
IPost to a channel when a webhook request is received I ﬂ

@ Manage More workflows

5. Check the Name and Connection status, then click the [ Next ] button.
6. Review the Details, then click the [ Add workflow ] button.

7. The workflow has been added. Copy the generated URL.

Post to a channel when a webhook request is received
Workflows via Power Automate | See all templates

Workflow added successfully!

Your workflow has been created. Run it by making a POST request to

https://prod2-00 koreacentral logic.azure.com:443/workflows/ I (™ ‘

8. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Teams
Workflows tab.
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Click the [ Registration ] button.

Event Notification Settings

1. GotoJandi Connect settings in the topic or chat where you want to receive notifications.

2. Inthe Connect list, find Webhook Receiver (Incoming Webhook) and click the [ Connect ]

button.

Connect list

Google Calendar RSS feed

0

GitHub Bitbucket

Team Outgoing Webhook

First time using JANDI Connect?
Get notifications Google Calendar, Trello, GitHub, and JIRA all in orx

Trello

Outgoing Webhook

JIRA

\éSé) Add

Incoming Webhooks

nd data into JANDI from your favorite

3. Click the [ Add Webhook Receiver ] button.

4. Copy the Webhook URL from the Register Webhook URL section.
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AlertNow

Event Notification Settings

Profile settings @
\o_'_c—’) Incomin: s k
Topic / JANDI selection
Webhook URL Webhook URL
Registration https:/fwh.jandi.com/connect-api/webhook/31257583/d3 Copy

Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Jandi tab.

Click the [ Registration ] button.

Access the AlertNow service, then go to Settings > Integration.

@) AlertNow

incident
Preferences -
service
Integration
escalation
schedule

user

On the Integration screen, click the [ Create Integration ] button.
From the list of integration types, select WhaTap.

On the Create Integration screen, configure the Name and Naming Rules.
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< Integration
Integration name *

Integration type *

Set naming convention *

WhaTap

Define and manage incident naming rules.

naming convention
[{level}]ititle} {projectName} {oname} {oid}

Preview rule settings Inciden

e limited to 1600 bytes in length

[Warning]CPU Used > 10 % OTE-SERVER ote-front -330494549

56/1600 byte

Entire

sample data

0%,
fcfads7s4",

5. Click the [ Confirm ] button to create the integration.

6. Check the list of created integrations and select the newly created integration.

whatap-test

Integration

Create integration

Integration name Integration type

WhaTap

Integration key service name

whatap-test

7. On the details screen, click the copy icon on the right side of the URL to copy it.

< Integration

whatap-test ~

Basic Information

Integration type
Integration key

URL

constructor

WhaTap
fda527a5140
https://alertnowitgr.opsnow.com/integration/whatap/v1/

Lisa

al

Copy to clipboard

8. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the AlertNow tab.

9. C(lick the [ Registration ] button.
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Webhook

1. Register the Webhook that will receive notifications. The alert title and text are sentto
the registered URL via the POST method.

"title":"Alert Title",

"text": "Sample warning message"

2. Enter values for Webhook Name and Webhook URL.

3. Click the [ Registration ] button.

Webhook JSON

1. Register the Webhook that will receive notifications. Alert data is sent to the registered
URL in JSON format via the POST method. For substitution variables that can be included
in the JSON payload, see Available Variables.

* ${something} represents a substitution value provided by WhaTap.
Refer to Available Variables for the full list and descriptions.

* The event status ( status ) is categorized as event triggered ( on ) or event recovered
( off ).

* The level is categorized as None , Info, Warning , or Critical .

"pcode": "${pcode}",
"projectName": "${projectName}",
"time": "${time}",

"oid": "${oid}",

"oname": "${oname}",

"title": "${title}",

"message": "${message}",

"level": "${level}",
"status": "${status}",
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Opsgenie

"metricName": "${metricName}",

"metricValue": "${metricValue}",

"metricThreshold": "${metricThreshold}",
"uuid"; "${uuid}",
"okind": "${okind}",

"onode": "${onode}"

Enter values for the Webhook Name and Webhook URL fields.

Event Notification Settings

To add a header value, click + Add in Add user header value, then enter the key and

valu

&

Click the [ Registration ] button.

In the Teams menu, select the team that will receive notifications.

Go to the Integration menu and click the [ Add Integration ] button.

On-call

Integrations

Integrations

Search integration Q  Filter by v

Heartbeats

[ Add integration

In the integration list, search for and select API.

S
X

Add integration

Integrate your Opsgenie account with over 200 powerful apps and web
services to sync alert data, and streamline your workflow.

| API Ql Filter by v

\ Y
.) Yy
Apica Synthetic ConnectWise

APImetrics

API Monitoring Automate (API)

%€

Zapier
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Event Notification Settings

4. Setthe API name, assign a team, configure the required permissions, and then click the [

PagerDuty

Save Integration ] button.

Forwarding rules Settlngs
Your on-call schedule Name:
Whatap_API
ON-CALL Assigned to Team:
. Whatap
Global policies
API Key:

All schedules

f98ec8c4 - I
All escalations

Read Access:

CONNECTED APPS

Create and Update Access:
Atlassian products

Delete Access:
INTEGRATIONS

Restrict Configuration Access:
Integrations
Heartbeats Enabled:

Slack
Suppress Notifications:

Save Integration Cancel

GitLab

N

Return to the Add a third-party plug-in window in the WhaTap monitoring service, and

enter values for Name and API Key at the bottom of the Opsgenie tab.

Click the [ Registration ] button.

Sign up for a PagerDuty account and log in.

In PagerDuty, go to Services > Service Directory, then click the [ + New Service ] button.

Enter the service information (Name) and click the [ Next ] button.

Configure the Escalation Policy, then click the [ Next ] button.
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PagerDut

5. Configure Alert Grouping and Transient Alerts, then click the [ Next ] button.

PagerDut

6. InIntegrations, select Event API V2, then click the [ Create Service ] button.

PagerDut

7. On the created service page, copy the Integration Name and Integration Key values.

PagerDut

8. Return to the Add a third-party plug-in screen in the WhaTap monitoring service and
enter the Integration Name and Integration Key values.

9. C(lick the [ Register ] button.

D If you do not receive messages or the plugin is not registered, check whether the
Integration Name or Integration Key values are correct.

LINE

1. Install the LINE app.

2. Scanthe QR code below to add the official WhaTapLabs channel as a friend.

‘Add LINE 3rd-party plugin

3. Use the following commands to link your project with LINE and configure notifications.

Commands

/help # Show available commands

/list # View the list of linked projects

/license [ACCESS_KEY] # Add a new project linkage
/remove [PROJECT_CODE] # Remove a linked project

/language [ko|ja|en] # Set notification language (Korean/Japanese/English)
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* You can find the project access key under Management > Project Management.

e Using the /language command in LINE applies only to the current LINE chat room.
It does not change the notification language for other 3rd-party plugins or projects.

Examples

/license XXXXXXXXXX # Link a project

/language ko # Set language to Korean
/list # Check linked projects

* Project access key: Available under Management > Project Management in the
WhaTap project.

* Language settings: The /language command applies only within the LINE chat room
and does not affect other notification channels.

ilert

1. Intheilert console, click [+ Create alert source] at the top right of the Alert sources page.

2. Inthe Integration type step, enter WhaTap in the Filter integrations search field at the
bottom to search.

3. From the search results, select the WhaTap tile and click the [ Next ] button.
4. Enter the alert source name and assign a team, then click the [ Next ] button.
* You can create a new escalation policy or select an existing one.
5. Select the alert grouping method and click the [ Continue setup ] button.
* Theinitially selected Do not group alerts option can be changed later.

6. On the next screen, you can configure additional settings such as alert templates and
priorities. For now, click the [ Finish setup ] button to complete the setup.

7. When the setup is complete, an API key or Webhook URL will be generated on the
completion screen.
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8. Copy the generated Webhook URL from the Webhook JSON tab and paste it into the
Webhook URL input field below.

9. C(lick the [ Register ] button.

Preventing Alert Storms

If a large number of alerts occur within a short period, alert notifications are temporarily paused for a specified
duration. For example, if 20 events occur within 5 minutes, alert notifications will be suspended for the next 5

minutes. Once the configured Pause Duration has elapsed, the alert-storm prevention feature is automatically
released.

1. Go to Alert > Notifications > the Avoids a large number of alerts section.

2. Click the toggle button to Enable or Disable the feature.

* @) Enabled: Temporarily pause alerts when an alert storm is detected

. Disabled: Resume alert notifications
3. Configure the Detection Time, Detection Count, and Pause Duration.

¢ If the number of events exceeds the Detection Count within the Detection Time, alert notifications
are paused for the configured Pause Duration.

(D When alerts are blocked due to an alert storm, a notification banner is displayed. To immediately

release the alert-storm block, click the Stop Alert Storm Prevention button in the banner.
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Event Notification Format

Common Alert Template

The common template can be applied in most cases. It allows you to receive alerts in a consistent format across
various environments.

* Product Type: Application, Database, Kubernetes
+ Event Type: Application Alerts, Database Alerts, Metrics Alerts

+ Event Channel: SMS, Mobile, 3rd-party plugins, Plugins

Event Title

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Info][JAVA][Application Project][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

(O 1f ApplicationName is not set, it is omitted from the event title.

+ Platform is displayed as one of the following.
° JAVA

= NODEJS

° PYTHON

° PHP

° DOTNET

© GO

= POSTGRESQL




Event Notification Format

> ORACLE
> MYSQL

o MSSQL

> BSM_JAVA

> CLOUDWATCH

o TIBERO

> KUBERNETES

> KUBE_NS

o URLCHECK

> URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

> VR

o RUM

Event Message

This section describes the information that can be included in the event message. If optional is setto false,
the item is always included in the message. If optional issetto true , the item is displayed only when the data
is available.

Event message example

Project Name : Application Project
Project Code : 3

Agent Name : TC-0-1-8081
Message : RECOVERED: Memory is too high. less than 10%
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Event Time : 2022-04-12 18:53:24 +0900
Event OFF Time : 2022-04-12 18:53:24 +0900
Alert Type : APPLICATION_MEMORY

Metric Name : memory

Metric Value : 20

Metric Threshold : 10

Stateful :

Table | Event Message Components

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Ko

Project name

Project code

Agent name

Event message

Alert type

Event occurrence
time

Event recovery

time

Metric name

Metric value

Metric threshold

Supported
Alert
Types

All

All

All

(optional)

All

All

All

All

(optional)

All
(optional)

All

(optional)

All
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Description

oname

See the AlertType table below

In 2022-04-13 10:40:49 +0900, +0900 indicates
the GMT offset

In 2022-04-13 10:40:49 +0900, +0900 indicates
the GMT offset

Name of the metric used to evaluate the event
condition

Included when the metric value exceeds the
threshold

Threshold value used to determine the event



En

Stateful

Event Rule

Target Filter

Repeat Count

Repeat Duration

Receiver

Query

Rule

Query Period

Query Interval

Ko

Recovered-event
notification

Event trigger

condition

Event target filter

Event repeat
count

Event repeat
duration

Receiver

MXQL query

Event trigger
condition

Query period

Query interval

Supported
Alert
Types

(optional)

All

(optional)

Metrics
alerts

Metrics
alerts

Metrics
alerts

Metrics
alerts

Metrics
alerts

Composite
metrics
alerts

Composite
metrics
alerts
Composite
metrics

alerts

Composite
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Description

condition

true if recovered-event notification is enabled;
otherwise false

Evaluates event conditions only for metrics
collected from specific targets

The event is triggered when the condition is met

the specified number of times within the repeat
duration

Time window used to evaluate the repeat count



En

Silent Time

Query

TXID

Class

Log Message

Log File
IP

CPU
CPU_load1

CPU_loadPerCore

Ko

Silent time

URL

Transaction ID

Error class name

Log message

Log file path

IP address

CPU usage

CPU load (1 min)

CPU load per core

Supported
Alert
Types

metrics
alerts

Composite
metrics

alerts

Exception
alerts

Exception
alerts

Exception
alerts

Server -
file log
alerts
Server -
file log

alerts

All server
alerts

All server

alerts

All server
alerts

All server
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Description

URL of the request that caused the exception

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred



En Ko
Memory Memory usage
Swap Swap usage

Disk Name | Used
Percent | Free Size | IO  Disk performance
Percent

Network traffic
Name | Bps | Pps

performance
Message | Time | Acknowledgement
Name information

Supported
Alert
Types

alerts

All server
alerts

All server
alerts

All server
alerts

All server
alerts

All server
alerts

Event Notification Format

Description

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred

(D This section displays as much information as possible that can be provided for the event.

+ AlertType is displayed as one of the following values.

AlertType

APPLICATION_CPU

APPLICATION_MEMORY

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

Description

Application CPU alert

Application memory alert

Application disk alert

Application active transaction alert

Application error transaction alert
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AlertType

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

Description

Event Notification Format

Application slow transaction (response time) alert

Metrics alert

Composite metrics alert

Anomaly detection alert

Real-time log alert

Composite log alert

Server reboot alert

Server no-data alert

Server port alert

Server network IOPS alert

Server network BPS alert

Server disk I/0 alert

Server disk usage alert

Server inode alert

Server CPU alert

Server memory alert

Server CPU steal alert
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AlertType

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT

CLOUD_WATCH

EXCEPTION

Description

Server swap memory alert

Server log file alert

Server Windows event alert

Server alert OFF notification

Server acknowledge notification

Server process count alert

Server process CPU alert

Server process memory alert

Server process alert OFF notification

Agent activated alert

Agent deactivated alert

Agent reactivated alert

URL alert

Too many events alert

CloudWatch alert

Exception alert
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Application Alert Notifications

Event Notification Format

Application alerts provide both an Event Title and an Event Message. When using the Additional notifications

when the event state is resolved. feature, an Event Off Message is sent when the event trigger condition is

cleared.

Event Type

Server CPU

Server CPU

Server
Memory

Server
Memory

Server Disk

Server Disk

Normal

Transactions

Error

Event
Level

Warning

Critical

Warning

Critical

Warning

Critical

Warning

Warning

Event Title

HIGH_CPU

CRITICAL_HIGH_CPU

HIGH_MEMORY

CRITICAL_HIGH_MEMORY

HIGH_DISK

CRITICAL_HIGH_DISK

HIGH_ACTIVE_TRANSACTION

HIGH_ERROR_TRANSACTION

Event Message

CPU is high. ${value}%
(>= ${threshold}%)

CPU is too high.
${value}% (>=
${threshold}%)

Memory is high.
${value}% (>=
${threshold}%)

Memory is too high
${value}% (>=
${threshold}%)

Disk is high ${value}%
(>= ${threshold}%)

Disk is too high
${value}% (>=
${threshold}%)

Active Transaction
Count is over ${value}

(>= ${threshold})

Error Transaction Count
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Event Off Message

RECOVERED: CPU is high.
less than ${threshold}%

RECOVERED: CPU is too
high. less than
${threshold}%

RECOVERED: Memory is
high. less than
${threshold}%

RECOVERED: Memory is
too high. less than
${threshold}%

RECOVERED: Disk id high.
less than ${threshold}%

RECOVERED: Disk is too
highf. less than
${threshold}%

RECOVERED: Active
Transaction Count is less

than ${threshold}

RECOVERED: Error



Event
Event Type
Level
Transactions
Slow .
Warning

Transactions

Event Title

TOO_MANY_SLOW_TX
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Event Message

is over ${threshold}
(${value})

Too many delayed
transactions (${value},
above ${time} ms)

Event Notification Format

Event Off Message

Transaction Count is less
than ${threshold}

RECOVERED: Too many
delayed transactions. less
than ${threshold}



Event History and Monitoring

Event History And Monitoring

Home > Select Project > 7' Alert > Event History

Event History allows you to view events that have occurred in the project and analyze their detailed information.
It supports Elasticsearch DSL queries, enabling you to find events that match specific conditions quickly and
accurately.

Viewing Event History

Click the event title in the search results to move to a screen where you can analyze detailed data for the time
period when the event occurred. This allows you to comprehensively understand the situation before and after
the event.

1. Go to Alert > Event History.
2. Inthe Event History screen, use Time Selection to set the period for viewing event records.

3. Enter a query in the filter input field and click the [ Magnifying Glass ] button.

* Ifnoquery is entered, all events are displayed.

m Column Settings
You can choose which columns to display or hide.

1. Inthe Event History screen, click the [ [ Column Settings ] button at the top left.

2. Inthe Column Settings window, select the columns you want to show or hide.

* You can change the column order in Displayed Items.

* You can search for specific columns using the Column Name Search field.

Column Item Description

Event Name The title of the event



Column Item

Message

Event Status

Agent Name

Agent Group

Agent Node

Event Occurred Time

Event Resolved Time

Event History and Monitoring

Description

The event message or snapshot information

The current status of the event

The name (Oname) of the agent where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The agent type (OkindName) where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The server (OnodeName) of the agent where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The time when the event occurred

The time when the event was resolved
- Displayed as - for events without a resolved state

3. After completing the settings, click the [ Confirm ] button to apply the column configuration.

+ CSV Download

You can download the query results as a CSV file.

1. Go to Alert > Event History and click the [ CSV ] button.

2. The list of events that match the current filter conditions is saved as a CSV file.

View Only Events in Progress

You can view only events that are currently in progress.

1. Go to Alert > Event History and click the [ View Only Events in Progress ] button.

2. The following condition is automatically added to the filter query and applied to the search.
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Event History and Monitoring

Stateful: and Status : "ON"

Event Search

*+ Precise Search: Specify exact conditions to retrieve only the events you need
+ Composite Conditions: Search across multiple fields at once to handle complex conditions in a single query
+ Flexible Patterns: Supports various search methods such as wildcards and partial matches

* High Performance: Fast searches powered by indexed data

Searchable Fields

Field names and values are not case sensitive.

+ Field Name Tag: Event types that support the field
+ Field Type: The data type of the field

o #:Number

o T:String

o @:Boolean

o [: Date

Event Information Fields

Field Name Type Description Example Value
Title String Event title "Database Connection Error"
OffTitle String Event recovery title "RECOVERED: Database Connection Error"
Message String Event message "Connection timeout occurred"”
OffMessage String Event recovery message "RECOVERED: Connection timeout occurred"
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Field Name

Level

OriginLevel

Status

ActCount

MetricName

MetricValue

OffValue

Type

String

String

String

Number

String

String

String

MetricThreshold  String

alertType

alertld

String

String

Description

Current event level

Original event level

Event status

Number of occurrences

Metric name

Metric value

Recovery value

Threshold value

Event type

Unique identifier of the
event rule

Type-specific Supported Fields

Event History and Monitoring

Example Value

Critical, Warning, Info

Critical, Warning, Info

ON, OFF, CANCEL, ACKNOWLEDGE,
MAINTENANCE, DISABLED

"memory"

"85.5"

"72.8"

"80"

"BASIC", "METRICS", "TRANSACTION", etc.

"zf3uojer0fv4v7"

(D These fields are supported only for specific event types. If the event type does not match, the value

may be empty.

Field Name

eventRule

field

Event L.
Type Description
Type
) Basic, Event
String . .
Metrics  trigger rule
String  Real- Log search "content”

Example Value

"memory = 80"
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. Event L
Field Name  Type Description Example Value
Type
time K
e
Log i
Real-
) ] Log search
keyword String  time "Error"
value
Log
Real-
: , Log
logCategory  String time "AppLog"
category
Log
Real "00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
eal-
. i Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
logContent String  time Log content . .
L server There are not enough 'user connections' available to
o}
9 start a new process."
Target Fields
Field Name Type Description Example Value
Oid Number Agent unique identifier -98765432
Oname String Agent name "web-server-01"
Okind Number Agent type unique identifier 867318026
OkindName String Agent type name "web-server"
Onode Number Agent node unique identifier 334634079
OnodeName String Agent node name "production-node-1"
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Unique Event Fields

Field Name Type
Id Number
UuID String

State / Flag Fields

Field Name Type
Stateful Boolean
Disabled Boolean
Escalation Boolean
SystemEvent Boolean

Description

Unique identifier of the event

Unique event identifier

Description

Whether the event is state based

Whether the event is disabled

Whether escalation is applied

Whether it is a system event

Query Syntax by Search Type

Event History and Monitoring

Example Value

5768121

"550e8400-e29b-41d4-a716"

Example Value

true, false

true, false

true, false

true, false

D For the basic search syntax, refer to the WhaTap log search query syntax documentation.

1. Keyword Search

Events that contain the string "Database Connection"

title: "Database Connection"

2. Multiple Value Search

Retrieves events that include any one of the specified values.
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title: Database Connection

Events whose current event level is Info or Warning

level: info warning

3. Pattern Search

You can search using patterns with wildcards.

Find events that occurred on specific agents using a name pattern

oname: web-*-

44 NILH Connection THbH B A RNV N &R

title: *Connection

4. Complex Condition Search

You can combine multiple conditions to perform precise searches.

Events with a Critical level and a title containing Database

level: critical and title: Database

Warning or Critical events from a specific agent

oname: web-server-01 and level: Warning Critical

5. OR Condition Search
Retrieves events that satisfy at least one of the specified conditions.

Events where the title or message contains a specific keyword

title: Connection or message: Connection
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6. Exclusion Conditions
You can exclude specific conditions from the search.

All events except those with an Info level

not level: info
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Real-time Notifications

Real-time Notifications

The Alert status feature displays pop-up notifications when events configured in Event Configuration occur.
You can receive alerts immediately when an event is triggered, allowing you to quickly recognize issues and
respond. You can also review notifications that have already occurred or were missed, helping you understand
and resolve situations where real-time response was difficult.

Viewing Real-time Notifications

Real-time notifications appear as pop-ups in the upper-right corner of the screen. You can check the time, title,
and message of each notification.

+ To close an individual notification, click the x button in the upper-right corner of the message.

+ To close all pop-up notifications displayed on the screen, click Close All Notifications.

Viewing Notification History

1. Click the £ icon at the top of the screen after selecting a project.

2. The Alert status window appears.

* You can view up to 100 notifications from the past 24 hours for the current project.
* Selecting an individual event item navigates you to the related menu.

* Inthe time-based chart within the Alert status window, selecting a specific time range takes you to
the corresponding event items.



Real-time Notifications

X Alert status ® &

17:00 21:00 01:00 05:00 09:00 13:00

09/19 01:45 ~ 09/19 02:00

Critical
test event Warning

test event Info
09/19 01:55:50 (13 Hours ago), demo-slave

test event
test event
09/19 00:56:55 (14 Hours ago) =~ demo-master

* To view the full notification history, click View All Notification History. This navigates to Alert >
Event History.

(D If the Alert status list is empty, the View All Notification History button is displayed. Disable
the Receive notifications without reception tags option.

Resolving Events in Bulk

You can resolve all ongoing events at once from the Alert status list. The bulk resolution process may take
approximately 30 seconds to 1 minute to complete.

* When using the Add Acknowledge feature, a large number of recovery (resolved) notifications may be
generated for currently ongoing events.

+ Even after using the Add Acknowledge feature, events may occur again if the event rules remain enabled
and the data still exceeds the threshold.

+ Recovery notifications can be disabled by editing the event in Alert > Event Configuration. Disable Send
additional notification when the event is resolved or Recovered notification.
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Real-time Notifications

How to use:

1. Click the 2 icon at the top of the screen after selecting a project.
2. When the Real-time Notifications window appears, click the @ icon in the upper-right corner.

3. When the message Resolve all ongoing events in the real-time notification list. appears, click the

Resolve button.

Configuring Real-time Notifications

1. Click the £ icon at the top of the screen after selecting a project.
2. When the Alert status window appears, click the £} icon in the upper-right corner.

3. Configure each option in the real-time notification settings window.

* Popup notifications: Displays notifications as pop-ups even when the Alert status window is
closed.

* Show resolved events: Allows resolved events to be displayed in the Alert status list.

* Preview notification sound: Lets you preview browser notification sounds. Click the o button next

to Critical or . If you cannot hear the sound, check your browser settings.
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System Events

System Events

WhaTap Monitoring provides common system events that are automatically detected and generated across the
platform. This document explains the types of events generated by the system, their trigger conditions, and

recommended response actions.

EVENT_BLOCKED_BY_SYSTEM

If an excessive number of events occurs within a short period of time in a project, the WhaTap system detects
this situation and blocks further events. When events are blocked, the system delivers the following message to
the user. If you encounter this event, review and adjust your event configuration settings.



System Events

0 Critical JF'WhaTap

Event Message
Excessive events detected, event blocked for
stability. name: server agent

Project No 8

Project Name new server

Target server agent

Event Title EVENT_BLOCKED_BY_SYSTEM
EventTime (GMT+0900) 2024-11-18 17:58:58

Events are blocked as a result of excessive events in the server agent of new server project. If noevents o
ccur in server agent for a period of time, it is automatically unblocked.

Blocking Criteria
Events are blocked based on the following criteria:

1. Agent-level blocking
If 10 events occur within 1 minute from a single agent, all subsequent events from that agent are
blocked.

2. Project-wide blocking triggered by multiple agents

If 3 or more agents are blocked within 1 minute according to condition 1, events from the entire
project are blocked.
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3. Project-level blocking

If 100 events occur within 1 minute in a single project, all events from that project are blocked.

How to Release the Block
When events are blocked by the system, no events must occur from the affected agent or project for 1 minute.

+ Disable all configured events from Alert > Event Configuration. Review your event settings and adjust
thresholds to prevent excessive event generation.

+ Before configuring events, use the Simulation feature to estimate how many events may occur.
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Instance Performance Management

Home > Select Project > Instance Performance Management

You can see the application environment along with the performance-related settings. You can see detailed
information of agents and applications.

* You can filter the desired items through the text field on the upper right of the screen.

+ If changes to agents and applications located on the monitored server are not automatically applied, select
) Refresh.

O Agent list

You can check the list of agents assigned to the project in the application list on the left of the screen. If
you select an individual agent, you can view information for environment variables, agent settings, and
performances set on the right of the screen.

No. Application
1 demo-8100
2 demo-8101
3 demo-8102
4 demo-8103
5 demo-8104
6 demo-8105

After updating the agent list or restarting a disabled agent, if it is not automatically displayed in the list,
select Q).




Instance Performance Management

Runtime ENV. Variable

Home > Select Project > Instance Performance Management > Runtime ENV. Variable

Runtime ENV. Variable oG @O
Q Refresh Download CSV

No. Application
1 —; ) Name Detail

whatap.version 16.5

whatap.agent_version 1.0.0

whatap.agent_buildne 1575015397

whatap.home /homefubuntu/python-sample/local _test

whatap.starttime 1717554396575

whatap.oname sample-1-43-uwsgi

whatap.name {typeHip2Hip3}-{process}

whatap.ip 10.21.1.43

whatap.port

whatap.hostname python-demo-target

whatap.type sample

whatap.process uwsgi

whatap.pid 1709869

os.arch amd64d

os.name linue

os.productname

You can view environment variables for agent execution. Important information among environment variables
or application status can be stored on the WaTap server so that they can be retrieved even if the agent is down.
You can see the version, installation path, name, and IP address of the agent. You can download environment
variables by clicking Download CSV. The following are key points to check:

* (Application).version : You can check the application version.
+ file.encoding : You can check the file encoding format such as utf-8 .
+ os.name : You can check the current OS.

+ userlanguage : You can check the user language.

System ENV. Variable

Home > Select Project > Instance Performance Management > System ENV. Variable
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System ENV. Variable b ﬂ & e 0

Q Refresh

No. Application

Name Detail

1 sample-1-43-uwsgi SHELL bin/bash

PWD /homey/ubuntu/python-sample

LOGNAME ubuntu

SYSTEMD_EXEC_PID 1178738

HOME Jheme/ubuntu

LANG CUTF8

INVOCATION_ID 14eb209134b044918107524cdd65eTel3

USER ubunty

SHLVL 1

JOURNAL_STREAM B:43146304

PATH Jusrflocal/sbin:fusr/local bin:/uss/shin: /usr/bin./sbin./bin./snap/bin

WHATAP_HOME /heme/ubuntu/python-samplerlocal_test

- fusr/localibin/whatap-start-agent

PYTHONPATH /home/ubuntu/ local/libfg 10/ ages wh: P

WHATAP_VERSION 157

whatap.start 1707896497750

python.uptime 2024-02-14 07:41:37.750074

python.version 3.10.12 (main, Nov 20 2023, 15:14:05) [GCC 11.4.0]

python.tzname ute

os.release 5.19.0-1026-aws

sys.version_info sys version_info(major

sys.executable Just/bin/pythend

sys.path [/usr/local/bi', fuss/lib/python310.zip, fust/lib/python3, 10, Jus/lib/pythond. 1 0/lib-dynload', /home/ubuntu/ local/lib/python3, 10/site-packages,

tust/locallib/python3.10/dist-packages’, ‘fust/lib/python3/dist-packages]

You can view environment variables for application execution. The Boot environment menu collects and
provides environment variables at the time of query. It uses System.getProperty() to retrieve the value of the
key passed as a parameter. The following are key points to check:

* (Application).version : You can check the application version.
+ file.encoding : You can check the file encoding format such as utf-8 .

+ OS environment variables: For example, they are provided in the suffix (env) format, such as (env) LANG
environment variable.

Agent log

Home > Select Project > Instance Performance Management > Agent Log
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Agent Log sl -Q & G 9

No. Application whatap-boot-20240318 log 203m whatap port=8(), whatap. {python-dema-target), whatap.typ
] e-1-43umsgi whatap-boot-20240319.log 20391 whatap.process=&{uwsgil, whatap. pid=&{1178759}, 03 arch=A{amd64), os.name=_&linux},
o5.p {1 os. {). os. 1}, os.cp I(R) Xeon(R) CPU
whatap-boot-20240320.log 24,907 ES-2676 v3 @ 2.40GHz}, o8 memory=4{1012654080}}
2024/03/18 15,00:00 [WA10702] Text Map Reset
whatap-bsot-20240321.log 20,390 2024/03/18 15:00:00 [WA555] SOL Text Resst

2024/03/18 160000 [WA321-03] C

whatap-bool-20240322 log 20391 Pcode= 29744 Oid= 201931718 Okind= 0 ,ONode= 0 Time= 1710777600102
whatap-boot-20240323.log 20346
id=2
whatap-bootl-20240324.log 20435 Reguest=0
Respanse=0
whatap-boot-20240325.log 3490 {whatap.version=8{1.5.7}, whatap.agent_version=&{1.0.0}, whatap agent_buildno=8&{1575015397},
whatap. home=&{/home,/ubuntu/python-ssmple/local_test), whatap.starttime=&{1707806498839),
whatap-hook.log 267014 hatap. {sample-1-43-uwsgl), whatap. ypelip2)-4ip3} whatap ip=E
{10.21.1.43), whatap.port=E(}, whatap. foythen-d get), whatap.type=E{sample}

whatap.process=E{uwsgi}, whatap. pid=&{1178759), os.arch=&{amd64}, os.name=Elin.x},

05 productname=&(), oz buildnumber=&(), o5 cpucore=&(1}, os.cpuvendor=_&{Intel(R) Xeon(R) CFU
ES-2676 v3 @ 2.40GH2), 0s.memory=5{1 012654080}

2024/03/18 16:00:00 [WA10702] Text Map Reset

2024/03/18 16.00-00 [WAS55) SOL Text Reset

2024/03/18 17.00:00 [WA321-03] CounterStaticAgentBootinfoParamPack

Peode= 26744 0id= 201931718 Dkind= 0 ONode= 0 Time= 1710781200125

Id=2

Request=0

Response=0

{whatap.version=8{1.5.7}, whatap.agent_version=&{1.0.0}, whatap.agent_buildno=8{157 5015397}
whatap.h. {/h Py p tesl}, whatap.starttime=4&{1 707896498839},
whatap.ename=_&{sample-1-43-uwsgi}, whatap.name=&{{typeHip2}-{ip3}-{process}) whatap.ip=8&
{10,:21.1.43), whatap.port=&(}, whatap. {python-demo-target), whatap.
whatap.process=E{uwsgl}, whatap.pid=&{1178759}, os.arch=4{amd54}, os.name=&{linux},

o8 &(. o .0 (1}, o Intel(R) Xeon(R) CPU

ES-2676v3 @ 2.4DGHz), 05 memory=&{1012654080}}
2024/03/18 17:00:00 [Wa10702] Text Map Reset
2024/03/18 17,00:00 [WAS55] SOL Text Reset
2024/03/12 18:00:00 [WA321-D3] C i
Pcode= 29744 Oid= 201931718 Dkind= 0 ,ONode= 0, Time= 1710784800091

You can view the agent logs stored on the monitored server. The name of the log file is in the format of whatap-
YYYYMMDD .log. You can select each log to access information about the errors and events captured in the
logs.

(D For the agent settings for the log, see the following.

Module Dependency

Home > Select Project > Instance Performance Management > Module Dependency
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Module Dependency OO0 Q 0@
No. Application No Name Version
1 sample-1-43-uwsgi ' oz 20233
2 certifi 2017.4.17
3 pip 2321
) gunicarn 1971
H atrs 17.2.0
6 CherryPy 1100
7 click 687
8 cheroot 582
9 qdm 4150
10 tomado 451
1 typing extensions 450
12 djange-madel-utils 430
13 Django 419
14 oauth2client 412
15 kombu a.1.0
18 celery 4,02
17 dijangorestiramework 3140
18 asgiref 360
1 billiard 3503
20 rsa 342

You can see information about the modules being used by the applications.
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Correlated Project Management

Home > Select Project > Management > Correlated Project Management

If you have created a database monitoring (DPM) project and an application monitoring (APM) project, you can
relate the two projects for monitoring the data collected from DPM in the APM project.

Correlated Project Management doG@Oo

Add a project to correlate

Select the project you want to correlate, then click the add button. (Supported types: Server, MySQL, PostgreSQL, Oracle, Oracle Pro, Redis, MSSQL, Altibase, Mongadb, Cubrid, Java, Kubemetes, Namespace

Correlated project list

pcode Project name Group Type
28458 PostgreSOL Menitering Demo Dema Project
20762 MySOL Monitoring Demo Demo Project
29763 Server Manitoring Demo Demo Project [ Server |
30099 MS SOL Server Monitoring Demo Dema Project
33194 Kubernetes Monitoring Dema(EKS) Dema Project

The Correlated Project Management feature allows you to go beyond product-/equipment-centric monitoring
and view monitoring data across multiple projects. This is useful for analyzing how different system components
such as applications and databases, interact together. In particular, when performance degradation occurs, you
can quickly determine whether it is a hardware problem or an individual application problem, which can
significantly reduce the troubleshooting time. Through Correlated Project Management, you can
comprehensively analyze performance data at the user system level and obtain more visible insights.

(D Notes before you begin

+ Supportable databases: PostgreSQL, Oracle, MySQL, SQL Server, CUBRID, Altibase, Redis, MongoDB

Adding any linked project

1. Go to Management > Correlated Project Management.

2. Inthe Add a project to correlate section, select the Project selection input field.



Correlated project management

Add a project to correlate

Select the project you want to correlate, then click the add button. (Supparted types: Server, MySQL, PostgreSQL, Oracle, Oracle Pro, Redis, MSSQL, Altibase, Mong
OTE-APM@Front PEYEY 13 OTE-SELF
DE-REDIS-JINS-TEST 19 Jinslab
DB-MARIADB-JINS-TEST LUy 20 Jinslab
hsnam-ecs-1 29
hsnam & vm | server JEE
DB-POSTGRESOL-JINS-TEST [EErep 60 Jinslab
SQLServer-V1 MSSOL JEH
rum_previous 88 swlim
java-apm-docker 181 bspark-test

3. Ifyou see a list of projects, select a project to link to. You can also enter a string to search for matching

projects.

4. Select one or more projects and then select Add that is active.

The selected project is added in Correlated project list.

D You need the Edit role on the project to add a linked project. If you have the Edit role, the Add button is

enabled in the Correlated Project Management menu.

Checking the metrics of the linked project

Metrics related to the added project can be checked in the Analysis > Hitmap menu. You can also see

performance metrics for the linked project while viewing transactions.

This feature is useful when analyzing transactions in the APM project. When you found a slow SQL, it is difficult

to determine exactly in which DB the problem occurred in the environment using multiple similar DBs.
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Hitmap
Time selector Type Application
< 2024/09/23 00:00 ~ 2024/09/24 00:00 > | Agent Al | gel
HITMAP transaction 5,392,702 3,428 Eror A v < Correlated project |

8o (LU LR R lllllIIIIIIIIIIIIII i ' I IIIIIII B mrrmen e nn III mm IIIll LU RARIR AN II (LU R URUR R

64

1
32

16

22:00 23.00 00:(

1. Set the time and Application for viewing the transactions, and then select [EJ.
2. Inthe HITMAP transaction section, select Correlated project on the upper right.
3. Anew window appears where you can check the metrics for the correlated project.
Select the correlated project from the left list and then check the metrics in the Instance dashboard section.

Instance dashboard allows you to view key performance metrics of the database associated with the
transactions executed in the application.

Correlated project . Instance Dashboard
b Add | —
DBX-0-1-1433 v | 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance >
P [30099) MS SQL ServerMo.. | Tt m s mmme e s s s s s s s s s s smms s | ) (S———
?\ [29762] MySQOL Monitering..  CPU memory total_sessions active_sessions
! [28458) PostgreSQL Monito.. 8 80 8 4
57.73
6 60 v 6 3
4 37 M . "
4 ) 4 | U l M A A l ]
2 20 2 1
- ; 0 ; ; 0 ; - 0 . .
10:08 10:12 10:08 10112 10:08 10112 10:08 10:12
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To navigate to the dashboard menu for a selected project, select an instance and then click Move instance on
the upper right. Go to Dashboard > Monitoring a Database Instance.

(D - The HITMAP transaction button in the Correlated project section appears only when there is an
associated project. For more information about adding a correlated project, see the following.

* You can add a project by selecting Correlated project at the top of the left Add list.

* The Move instance button is disabled when All is selected.

Instance Dashboard

Al 2024/09/25 10:05:15 ~ 2024/09/25 10:15:15 Move Instance

+ Depending on the database product type, you can navigate to the Analysis > Counts Trend menu.

Removing any linked project

1. Go to Management > Correlated Project Management.

2. To delete a project to unlink from the Correlated project list section, select [i] on the utmost right of
the list.

3. When the confirmation message appears, select Delete.

The deleted project is excluded from the Correlated project list section.
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Log Monitoring

Logs are the files that have recorded the events and messages that occurred in applications and systems. It is
important to check the logs to find anomalies for preventing system deterioration or detecting the failure

causes.

Modern IT service building environments are changing to MSA or Kubernetes. As a result, the targets to be
managed are increasing. In typical log monitorings, the tail command or editor is used for checking after
connecting the servers. However, in this case, it is difficult to use simple methods such as accessing individual
servers one by one. How can you view the logs from hundreds or thousands of servers in severe cases?

Through the WhaTap log monitoring service, you can easily manage numerous logs.

(D The Linux tail command is mainly used to check the logs whose content is added over time.

Key features

+ Central integrated management
WhaTap can manage a large number of logs from the center. It is very convenient because you can check the
log details without accessing individual servers.

+ Collection of all logs
While collecting the logs selectively, important data may be missing. In general, WhaTap collects all logs. The
collected logs can be checked in real time through the Live Tail menu.

* Visibility
You can check the logs through various charts provided by WhaTap. Through this visibility, you can increase
access to errors and issues and detect failures as soon as possible.

+ Flexible capacity management

While loading logs on individual servers, the logs may cause an excessive file system capacity being occupied.
However, if the logs are collected through WhaTap, there is no need to maintain log files that occur on
individual servers, and only the log maintenance period can be managed centrally.



Log Monitoring

+ Various analysis perspectives

To find and predict failures, you have to analyze logs from various perspectives. WhaTap can check the log
count trends with specific tags or the logs filtered by specific tags. For frequently used patterns, you can save
them as charts so that you can search them at any time.

« Pattern notification

Once you have found a pattern of failures, you can set this as an alert to recognize or prevent problems as
soon as possible. WhaTap provides Real-time Log Alert to receive notifications when specific keywords are
included on an individual log basis and Composite Log Alert to receive notifications based on the count trend
of logs containing specific tags.

Analyzing logs

Live Tail

Through Live Tail, the logs collected in real time can be viewed as they flow through the screen, just like using the
tail command. For more information about Live Tail, see the following.

Log Trend

Through Log Trend, you can see all the collected logs or the log count trend with specific tags. If the log counts
are closely related to the times of failure occurrence and resolution, the failure cause analysis and response can
be accelerated through the log occurrence trend. For more information about the log trend, see the following.

Log Search

Through Log Search, you can view all the collected logs or the logs with specific tags. The logs generated in a

specific time period or specific server can be viewed based on tags. The Adjacent Log function that checks the
logs that occurred before and after a selected log, can be used to see the situation in which a specific error or
exception occurred. For more information about Log Search, see the following.
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Applying The Log Monitoring

The following guides you to the basic application method for using the WhaTap log monitoring service. WhaTap
log monitoring does not require configuring additional agents or applying a parser according to the logs. A
simple configuration gets you started quickly.

Operating principle of log monitoring

Common log integration services

Log Collectors Processors Repositories UI modules
—> —> —> « —> )
S’
E H A se as

WhaTap log monitoring service

Log WhaTap Agent

B2~ lk

Log monitoring starts immediately when agent option is set
(logsink_enabled=true).

A typical log integration service consists of the collector, processor, repository, and UI module. The process of

building each module is cumbersome and additional costs are incurred because it requires step-by-step
configuration and structuring.

WhaTap log monitoring is easy to apply. Because the previous monitoring agent acts as a collector, the log
monitoring can be started simply by turning on the agent option.



Applying the log monitoring

° Java PHP Python Go Server Kubernetes

+ It directly collects the logs that are forwarded to the log library of your Java application rather than reading
the output file.

+ Because the logs are collected directly, it does not cause file I/0 so the performance impact on the system is
very low.

* You can check logs from the transaction traces by obtaining the connection traceability for transaction traces
and logs.

@ Java log library

Representative Java log libraries are Apache Log4j and Logback.

They are available in Java Agent 2.1.1 or later.

* The log collection function has been added to the existing agent. The monitoring agent collects by using the
output logs in addition to log files.

They are available in PHP Agent 2.3.2 or later.

+ The log collection function has been added to the existing agent. The monitoring agent collects by using the
output logs in addition to log files.

+ If the transaction ID is output to the log, you can check logs from the transaction traces by obtaining the
connection traceability for transaction traces and logs.

They are available in Python Agent 1.2.2 or later.

* The log collection function has been added to the existing agent. The monitoring agent collects by using the
output logs in addition to log files.

+ The log collection function has been added to the existing agent. The monitoring agent collects by using the
output logs in addition to log files.
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They are available in Server Agent 2.1.2 or later.

* Logs can be collected in the Kubernetes container.

* You can collect logs from the applications in Kubernetes containers.

They are available in Kubernetes Agent 1.1.35 or later.

Applying the log monitoring

The application method according to the used application is as follows. Before application of Log Monitoring,
check the supported version.

1. Check the version of the supported agent and perform update.
2. Setthe options for Log Monitoring.

3. Enable the log monitoring.

0 Java

Learn how to collect logs from your Java application.

[y PHP

Learn how to collect logs from your PHP application.
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0 Node.js

Learn how to collect logs from your Node.js application.

0 Python

Learn how to collect logs from your Python application.

QGO

Learn how to collect logs from your Go application.

0 Server

Learn how to collect logs from your server application.

0 Kubernetes

Applying the log monitoring

The following guides you through collecting logs from Kubernetes containers and the applications in Kubernetes containers.
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Java

To collect logs from your Java application, complete the following 3 steps:

Agent Update

It is available from Java agent 2.1.1. For more information about update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check agent settings tab of the
Getting started with log monitoring section.

1. Under Project Menu, select Management > Agent CONFIG..

2. In Write options, select Direct Input. Add the logsink_enabled=true option to the input field as
follows:

3. Restart the application to apply the log monitoring.

Key options

* hooklog_enabled Boolean
Default false

It enables the log monitoring by hooking the log library.

Before running the application, this option must have been enabled in whatap.conf to dynamically
turn on or off the monitoring through the logsink_enabled setting. If the logsink_enabled option

is setto true before running the application, log monitoring is possible without a separate setting.


https://docs.whatap.io/en/java/update-agent

Java

D If there is a possibility to use the log monitoring, it is recommended to set this option in advance.

* hooklog_custom_methods

Register a custom log. An arbitrary log framework content is delivered. Use this to trace logs of the log
module created on the website.

Java

package io.home.test;

public class MyLog {
public void customLog(String log) { ... }
}

whatap.conf

hooklog_custom_methods=io.home.test.MyLog.customLog

* logsink_enabled Boolean
Default false

It turns on or off Log Monitoring.

Before running the application, if in whatap.conf, the hooklog_enabled option is set, this option

can dynamically turn on or off the log monitoring.

* logsink_trace_enabled Boolean
Default false

Set whether or not to expose the log tab of the transaction trace by inserting the transaction ID into the logs.

Enabling the log monitoring

Home > Select Project > Log > Log Setting
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You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.

+ If you turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit
permission on the project. For more information about the roles, see the following.
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PHP

PHP

To collect logs by your PHP application, check the following:

Agent Update

It is available from PHP agent 2.3.2. For more information about update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check Agent Settings tab of the Start

Log Monitoring section.

Checking the configuration file path

Check the configuration file path of the file for log monitoring. You can check it in the CLI environment or on the

web.

Checking in the CLI environment

$ php -i | grep 'Scan’

Scan this dir for additional .ini files => /etc/php8.0.d

(D If the path is "(None)," the configuration file path is /usr/whatap/php.

Checking on the web

If the PHP settings of the CLI and Apache environments are different, check the results of the phpinfo()


https://docs.whatap.io/en/php/agent-update

PHP

function on the web. .

Entering the command

Log monitoring starts when you enter the command including the configuration file path.

export LOGFILES=/some/path/file1,/some/other/file2

echo "whatap.logsink_enabled=true" | sudo tee -a [configuration file path]/whatap.ini

echo "whatap.logsink.files=$LOGFILES" | sudo tee -a [configuration file path]/whatap.ini

Enabling the log monitoring

Home > Select Project > Log > Log Setting

You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.

+ Ifyou turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit
permission on the project. For more information about the roles, see the following.
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Node.js

Node.js

To collect logs by your Node.js application, check the following.

Agent Update

It is available from Node.js agent 0.5.1. For more information about the update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check agent settings tab of the
Getting started with log monitoring section.

1. Under Project Menu, select Management > Agent CONFIG..

2. In Write options, select Direct Input. Add the logsink_enabled=true option to the input field as
follows:

3. Restart the application to apply the log monitoring.

Key options

* logsink_enabled Boolean
Default false

Set whether or not to enable the log monitoring.

* logsink_trace_txid_enabled Boolean
Default true

Set whether or not to expose the log tab of the transaction trace by inserting the transaction ID into the logs.

* logsink_limit_content_enabled Boolean


https://docs.whatap.io/en/nodejs/agent-manage

Node.js

Default true
Set whether or not to limit the maximum size for log messages.
+ logsink_limit_content_length Number

Default 10,000

Set the maximum length of the log message. This value is applied only when the

logsink_limit_content_enabled option is setto true .

Enabling the log monitoring

Home > Select Project > Log > Log Setting

You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab

of the Starting the log monitoring section.

+ If you turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit

permission on the project. For more information about the roles, see the following.
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Python

Python

To collect logs by your Python application, check the following.

Agent Update

It is available from Python agent 1.2.2. For more information about update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check Agent Settings tab of the Start

Log Monitoring section.

Enabling the collection of logs

If you enter the command including the configuration file path (WHATAP_HOME), log collection starts.

export LOGFILES={Log file's full path},...

echo "logsink_enabled=true" | sudo tee -a {Configuration file path}/whatap.conf
echo "logsink.files=$LOGFILES" | sudo tee -a {Configuration file path}/whatap.conf

Linking the log and web transaction

Version 1.3.6 or later

Starting from the version 1.3.6, transactions and logs can be integrated using the following methods. Currently,
WhaTap supports the Python's logging and loguru libraries. Configure whatap.conf according to your Python log

libraries.

+ logging module



Python

logging

echo "trace_logging_enabled=true" | sudo tee -a {configuration file path}/whatap.conf

* loguru module

loguru

echo "trace_loguru_enabled=true" | sudo tee -a {configuration file path}/whatap.conf

Version 1.3.6 or earlier

The transaction ID {txid} is output to the log so that the logs generated by each transaction can be viewed
separately. WhaTap Monitoring automatically injects {txid} into Python LogRecord so that {txid} can be output
to the log file when setting the formatter.

settings.py
LOGGING ={
'‘formatters': {

Y
'handlers": {

h
'loggers": {

'{logger_name}": {

'handlers": [...],
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try:
import whatap.trace.mod.logging as whatap_logging
if whatap_logging.logging_injection_processed:
LOGGING['formatters']['whatap.formatter']={
'()": 'django.utils.log.ServerFormatter",
'format'": '[{server_time}] -- {{ "@txid" : "{txid}" }} -- {message}',
'style': '{',
}
LOGGING['handlers'['whatap']={
'level: 'DEBUG',
'class": 'logging.handlers.RotatingFileHandler",

'filename': os.path.join(BASE_DIR, 'logs','whatap_log.log"),

'formatter': 'whatap.formatter’,
}
LOGGING['loggers'l[{Logger name}]['handlers'].append('whatap')
except:
pass

Enabling the log monitoring

Home > Select Project > Log > Log Setting

You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.

+ Ifyou turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit
permission on the project. For more information about the roles, see the following.
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Go

Go

To collect logs by your Go application, check the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check Agent Settings tab of the Start

Log Monitoring section.

Enabling the collection of logs

If you enter the following command, log collection is started immediately.

export LOGFILES=/some/path/file1,/some/other/file2

echo "logsink_enabled=true" | sudo tee -a /usr/whatap/agent/whatap.conf

echo "logsink.files=$LOGFILES" | sudo tee -a /usr/whatap/agent/whatap.conf

Enabling the log monitoring

Home > Select Project > Log > Log Setting

You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.

+ If you turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit



®

permission on the project. For more information about the roles, see the following.
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Server

To collect logs by your server application, check the following:

Agent Update

It is available from Server agent 2.1.2. For more information about update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Settin_

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. In the OS selection tab at the top of Check Agent CONF., select a server OS (Linux (shell),
Windows (Powershell)). See Basic Installation or Install with Category for the process.

(D The following configuration requires restart of the agent.

Linux Shell

* Basic installation

Linux Shell

export LOGFILES=/some/path/file1,/some/other/file2

echo "logsink.files=$LOGFILES" | sudo tee -a /usr/whatap/infra/conf/whatap.conf

+ Install with Category

Linux Shell

cd /usr/whatap/infra
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sudo mkdir extension

cat <{<EOL | sudo tee extension/logsink.conf >: /dev/null
[[inputs.logsink]]
category = "serverlog"
## Whether to transfer the log generation statistics as separate data
stats_enabled = true
## Log generation statistics category
stats_category = "logsink_stats"
## Set the log file name to be excluded if the log file path contains asterisk (*).
excludeNames = [ ".gz",".zip" ]
[[inputs.logsink.file]]
## When setting a log file, you can set the date pattern (strftime.org).
path ="/some/path/%Y-%m-%d/.log"
disabled = false
encoding = "utf-8"

[[inputs.logsink.file]]
path = "/some/other/log"
disabled = false
encoding = "utf-8"

[[inputs.logsink.file]]
## When searching for the keyword in the line-by-line log, merge it with the previous log.

nowrap_keywords = ["Caused by:", "Test"]

[[inputs.logsink.file]]

## When entering the project code and project license, the logs can be transferred to a desiged project in the

same region.
# pcode = Project code

# license = "Project license"

[[inputs.logsink.file]]
# whatap_host_ip = "Collection server IP1/Collection server IP2"
# whatap_host_port = 6600

[[inputs.logsink.file]]
path ="/tmp/mixed.log"
disabled = false




Server

encoding = "utf-8"
## The [{"A":1,"B":2},{"C":3,"D":4},...] format can be divided into individual logs.{"A":1,"B":2} {"C":3,"D":4}
multiline_pattern = "simple_json_array"

EOL

sudo service whatap-infra restart

Windows Powershell
* Basic installation
Windows Powershell

$LOGFILES="c:\\whatap\\logs\\%Y-%m-%d\\*.log,c:\\whatap\\logs\\*.log"
Add-Content "c:\Program Files\WhatapInfra\whatap.conf" -Value "logsink.files=$LOGFILES"

+ Install with Category

Windows Powershell

New-Item -type "Directory" -Path "C:\Program Files\WhatapInfra\extension"

$contentToAdd = @"

[[inputs.logsink]]

category = "serverlog"

## Whether to transfer the log generation statistics as separate data
stats_enabled = true

## Log generation statistics category

stats_category = "logsink_stats"

## Set the log file name to be excluded when the log file path contains asterisk (*).

zZip" ]

excludeNames =[ ".gz",
[[inputs.logsink.file]]
## The date pattern (strftime.org) can be entered when setting the log file.
path = "c:\\whatap\\logs%Y-%m-%d_.log"

disabled = false

encoding = "euc-kr"
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[[inputs.logsink.file]]
## When searching for the keyword in the line-by-line logs, it merges with the previous log.

nowrap_keywords = ["Caused by:", "Test"]

[[inputs.logsink.file]]

## When entering the project code and project license, logs can be transferred to a desired project in the same
region.

# pcode = Project code

# license = "Project license"

[[inputs.logsink.file]]
# whatap_host_ip = "Collection server IP1/Collection server IP2"
# whatap_host_port = 6600

[[inputs.logsink.file]]

path = "/tmp/mixed.log"

disabled = false

encoding = "utf-8"

## The [{"A":1,"B":2},{"C":3,"D":4},...] format can be divided into individual logs.{"A":1,"B":2} {"C":3,"D":4}

multiline_pattern = "simple_json_array"

"@

New-Item -path "C:\Program Files\WhatapInfra\extension" -name "logsink.conf" -type "file" -value $contentToAdd

-Force

Restart-Service "Whatap Infra"

Configuring options

+ stats_enabled : Set whether or not to collect the collection status data. The default value is false . The value
must be setto true .If setto true , statistical data is generated in the category ( logsink_stats ) set in the

following stats_category .

+ stats_category : Set the metrics category to store the collection status data in. The value must be set to

logsink_stats . Statistical data fields are as follows:

o file
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o checklInterval

o encoding

o filepos

o checkedlLocalTime

o lastupdatedLocalTime
o fileSize

° error

o firstCheck

o transferBytes

+ excludeNames : By including asterisks (*) in the log file path, you can set the file name to exclude non log

files. You can set multiple values using comma (,) as a separator.
Example

excludeNames =[ ".gz",

.zip" ]

* nowrap_keywords : While searching logs by line, if any keyword is detected by a specified option value, it is

merged with the previous log.
* pcode : Enter the project code of the same region to which you want to send the logs.

+ license : Enter the license code of the project in the same region to which you want to send the logs.

D In case of the pcode and license options, it is supported from Server Agent 2.7.4 or later.

Configuring the log options for Windows events

When collecting Windows event logs, you can set the options as follows:

New-Item -type "Directory" -Path "C:\Program Files\WhatapInfra\extension"

$contentToAdd = @"

[[inputs.win_eventlog]]
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category = "win_event_log"
stats_category = "win_event_log_stats"
stats_enabled = true

enabled = true

[[inputs.win_eventlog.file]]

enabled = true

file = "Application"

'@

New-Item -path "C:\Program Files\WhatapInfra\extension" -name "win_eventlog.conf" -type "file" -value $contentToAdd

-Force

Restart-Service "Whatap Infra"

+ Itis required to specify the category .

e.g. win_event_log

+ Itis required to specify the statistics category ( stats_category ).

e.g. win_event_log_stats

* The statistics category On/Off ( stats_enabled ) is required.

e.g. true or false

* The collection On/Off ( enabled ) is required.
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e.g. true or false

* The file-based collection On/Off ( enabled ) is required.

e.g. true or false

+ Thefile ( file ) is required.

e.g. Application, Security , Setup, System , Forwarded

* The event type ( event_type ) is optional.

eg.1,2,3,4,5

O Event type

1. Information
Warning

Error

0 w N

Audit Success

5. Audit Fail

* The event ID ( event_id ) is optional.
+ The event source name ( source_name ) is optional.
* Project code ( pcode ) optional

* Project license ( license ) optional

(D - For Windows event log collection, the Server Agent 2.5.2 or later is supported.

+ Among the Windows event log options, pcode and license are supported in the Server Agent
2.7.4 or later.
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Specifying and separating multiple files

Specifying multiple files

To categorize multiple log files under the same category, add each log file path into the [[inputs.logsink.file]]
entry and specify the file path by using the path setting. Additionally, you can configure additional settings,
such as log generation statistics and options such as category , stats_enabled , and stats_category . The
example is where the /root/test1 and /root/test2 files are assigned the same category ( serverlog ).

[[inputs.logsink]]
category = "serverlog"
stats_enabled = true
stats_category = "logsink_stats"

excludeNames = [ ".gz",".zip" ]
[[inputs.logsink.file]]

path = "/root/test1"

disabled = false

encoding = "utf-8"

[[inputs.logsink.file]]
path = "/root/test2"
disabled = false

encoding = "utf-8"

@ For information about options such as category , stats_enabled , stats_category, and
nowrap_keywords , see the guidance above.

In this example, you can see the following in Live Tail.
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serverlog A Y
oname
APPSVR 2024-10-11
APPSVR 2024-10-11
APPSVR 2024-10-11
APPSVR 2024-10-11
APPSVR 2024-10-11
APPSVR 2024-10-11
APPSVR 2024-10-11

18:14:30.325

18:14:30.325

18:14:30.325

18:14:30.325

18:14:30.325

18:14:30.325

18:14:40.326

file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkj yha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh
file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkjzhadfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh
file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkj zha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh:fgjh
file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkjgha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh
file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkjzha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh
file /root/test1 | pcode 34 oname APPSVR agenttime 1728638069515
kdjfhakdhglfdkjyhadfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh
file /root/test2 | pcode 34 oname APPSVR agenttime 1728638079521

sadlkfj;kgj'fdnc/ mbnv.c, mbn.cvmbn.ve,mnbcvmbn.bemn

oid

oid

oid

oid

oid

oid

oid

1988910709

1988910709

1988910709

1988910709

1988910709

1988910709

1988910709

File separation

To specify different categories for log files, create separate logsink{number}.conf files and then set different

category values in each file. The following example shows how to set different log categories through

logsink.conf and logsink1.conf.

logsink.conf

[[inputs.logsink]]
category = "serverlog1"
stats_enabled =
stats_category = "logsink_stats
excludeNames = [ ".gz",".zip" ]

[[inputs.logsink.file]]
path = "/root/test1"
disabled =
encoding = "utf-8"
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logsink1.conf

[[inputs.logsink]]

category = "serverlog2"

stats_enabled =

stats_category = "logsink_stats"

excludeNames = [ ".gz",

[[inputs.logsink.file]]
path = "/root/test2"
disabled =

encoding = "utf-8"

® For information about options such as category , stats_enabled , stats_category , and

.zip" ]

nowrap_keywords , see the guidance above.

In this example, you can see the following in Live Tail.

Server

All logs

oname

APPSVR

APPSVR

APPSVR

APPSVR

APPSVR

APPSVR

APPSVR

2024-10-11

2024-10-11

2024-10-11

2024-10-11

2024-10-11

2024-10-11

2024-10-11

18:20:55.084

18:20:55.087

18:21:05.103

18:21:05.104

18:21:05.104

18:21:05.104

18:21:05.104

file /root/test1 pcode 34 oname APPSVR agenttime 1728638454313
kdjfhakdhglfdkjc ha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh

file /froot/test1 pcode 34 oname APPSVR agenttime 1728638454313
kdjfhakdhglfdkjc ha;dfghad;fkjgha;dfkjgha;dfgjha;fkgjh;fgjh

file /root/test2 pcode 34 oname APPSVR agenttime 1728638464315
sadlkfjkgj fdne/, mbnv.c, mbn.cvmbn.ve,mnbevmbn.bemn

file /root/test2 pcode 34 oname APPSVR agenttime 1728638464315
sadlkfj;kgj‘fdnc/, mbnv.c, mbn.cvmbn.ve,mnbevmbn.bemn

file /root/test2 pcode 34 oname APPSVR agenttime 1728638464315
sadlkfj;kg)'fdnc/, mbnv.c,mbn.cvmbn.ve,mnbevmbn.bemn

file /root/test2 pcode 34 oname APPSVR agenttime 1728638464315
sadlkfj;kgj fdnc/, mbnv.c, mbn.cvmbn.ve,mnbevmbn.bemn

file /root/test2 pcode 34 oname APPSVR agenttime 1728638464315
sadlkfj;kgj'fdnc/, mbnv.c, mbn.cvmbn.ve,mnbevmbn.bemn

oid

oid

oid

oid

oid

oid

oid

198891070¢

198891070¢

198891070¢

1988910709

198891070¢

198891070¢

198891070¢

category serverlogl

category serverlogl

category serverlog2

category serverlog2

category serverlog2

category serverlog2

category serverlog2

550



Server

Enabling the log monitoring

Home > Select Project > Log > Log Setting

You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.
+ If you turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

@ Role

After agent installation, you can enable the log monitoring settings only when you have the edit

permission on the project. For more information about the roles, see the following.
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Kubernetes

Kubernetes

To collect logs from Kubernetes containers and the applications in Kubernetes containers, check the following.

Agent Update

It is available from Kubernetes agent 1.1.35. For more information about update, see the following.

Checking the agent settings

Home > Select Project > Log > Log Setting

Select a project in the initial screen of the WhaTap monitoring service, and then select Log > Log Setting under
Project Menu. Proceed with the process according to the instructions in the Check Agent CONF. tab of the Set up

the agent and enable log monitoring section.

Enabling the container log collection

To collect logs in Kubernetes containers, select Apply log settings in the Check agent configuration tab.

Enabling application log collection in the container

It is available from Java 2.1.1 and Python 1.2.2. To collect logs of the applications running on Kubernetes

containers, see the following.

1. Onthe lower part of Check agent settings, select @ ,il5 Agent CONFIG..
2. Go to Application Agent CONFIG., and then select Direct Input in the (2' Write Options window.

3. Enter the key, logsink_enabled and the value, true of the following agent configuration command in
the (3 field.

logsink_enabled=true
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Kubernetes
4. Select4 Apply. You can collect application logs in the Kubernetes containers.
(D « For more information about the collection of Java application logs, see the following.

« For more information about the collection of Python application logs, see the following.

« For more information about the collection of Go application logs, see the following.

Enabling the log monitoring

Home > Select Project > Log > Log Setting
You can enable or disable the WhaTap log monitoring with the toggle button in the Activate log monitoring tab
of the Starting the log monitoring section.

+ If you turn on @), the log monitoring is enabled. You can try for free for 15 days from the activation date.

+ If you turn off , the log monitoring is disabled. Logs are no longer saved.

® Role
After agent installation, you can enable the log monitoring settings only when you have the edit

permission on the project. For more information about the roles, see the following.

Kubernetes log monitoring category guide

You can check various logs related to Kubernetes. The monitoring categories provided by WhaTap Kubernetes
are as follows. Depending on the settings, duplicate log contents may be stored. Be sure to check for duplicates.

Category Description

+ Logs that store the events that occur in Kubernetes

#K8sEvent
+ Generation by default regardless of user settings
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Category
#WhatapEvent
containerStdout .
AppLog .

Description

Logs that store the events that occur by WhaTap event settings

Generation by default regardless of user settings

Container Standard Out logs
Generation by user settings

When logsink_enabled=true setting is added to the node agent

Application logs in the container
Generation by user settings

When logsink_enabled=true setting is added to the application agent

Setting the containerStdOut log filter

Home > Select Project > Management > Agent CONF.

Kubernetes

The following guides you to filtering options to select information needed in the Kubernetes logs. You can set
which logs to allow or exclude through filtering. In Agent CONF., select Direct Input in the Write options

manner.
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32 EKS-DEMO ~ Agent CONF. « C,Ptﬁ O
Agent CONFIG. Object kind default Project default
Agent type list Node ISON Apply
2 legsink bled
logsink_enable Write options
Show columns v logsink_rt_enabled
Agent type * log_filter_enabled true 1
Application log_filter_allow_list oyl w
Node
log_filter_deny_list *_infra_*, *_monitoring_* 0]
v
Q
Direct Input
Add

Log naming conventions

The Kubernetes containerStdOut logs are generated under the /var/log/containers/ path on the node. They keep

the following naming conventions.

<podName>_<namespace>_<containerName>-<containerId>.log

Log filtering options

* log_filter_enabled bool
Default false

It sets whether to use log filters.

* log_filter_allow_list list

It sets the list of logs to allow. It indicates the items to be included for filtering.

+ log_filter_deny_list list

It sets the list of logs to exclude. It indicates the items to be excluded for filtering.
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Log filtering operation

Log filters work only when the log_filter_enabled option is active. You can selectively collect logs via
log_filter_allow_list and log_filter_deny_list when the value of the optionis setto true .

Log filters work on a blacklist basis. For example, if you enable log_filter_enabled and do not set the items to be
added to the log_filter_allow_list option, the log collection for all containers is blocked by default.

Additionally, in the log filters, deny rules take precedence over allow rules. If the same items are set in both allow
and deny rules, the deny rule takes precedence and logs are not collected.

Log filter example

Collecting logs for a single namespace

+ Allow log_filter_allow_list *_infra_*

All containers that exist in the infra namespace are targeted for collection.
Collecting multiple namespace logs
+ Allow log_filter_allow_list *_infra_*, *_monitoring_*
All containers that exist in the infra and monitoring namespaces are specified as collection targets.

Pods containing specific terms are excluded.

+ Allow log_filter_allow_list *_*_*

+ Deny log_filter_deny_list *prod*_*_*

All containers are targeted for collection, but the logs that contain prod in podName are excluded.

Pods containing specific terms are collected.

+ Allow log_filter_allow_list *prod*_*_*

Only the logs that contain prod in podName are collected.
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Multi-namespace logs are collected and Pods containing specific terms are excluded.

+ Allow log_filter_allow_list *_infra_*, *_monitoring_*
* Deny log_filter_deny_list *prod*_*_*

The logs for the infra and monitoring namespaces are collected, and the logs that contain prod in

podName are excluded.

The container logs that start with a specific term in the container name are excluded.

+ Allow log_filter_allow_list *_*_db-*

The container logs whose containerName starts with db in all namespaces are excluded.
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Live Tail

(O without the Log Read role, you cannot enter the menu.

Home > Select Project > Log > Live Tail

In the Live Tail menu, you can directly check the log data stream on the monitoring screen without connecting
to the server console. Even with large volumes of complex logs, you can filter and quickly identify them using the
Filter and Highlight features. The log data retrieval cycle is 2 seconds.

The major terms are as follows:

+ Category: Unit for log collection and inquiry
+ Content: Log messages
+ Search Key: It is generated through the log parser settings.

+ Tag: Key to search the collected logs

(D You can change the column width by dragging an edge of the log table column.

Agent option

If the agent option is set, the log levels are collected and the colors for each log level appear as follows:

» 20231218 14:31:02.563 [level| INFO [pcode| 2277 [agenttime| 1702877462042 [oid] 778873916 [category] AppLog [loggerName| io.home. test logback02starter base web.LogbackControllerGreeting
INFO log in our greeting method.

» 20231218 14:31:02 563 [peode] 2277 [agenttime] 1702877462043 [oid| 778873916 [category] AppLog [loggerName] io home.test logbackD2starter.base. web.LogbackTontrollerError [threadName] hitp-nio-19090-exec-2
io.home.test. logback@2starter,base.errors.exception.ApiException: [2204] Process failure. Please try again.
20231218 14:31:02.586 [level] error [pcode] 2277 [agenttime| 1702877462043 [oid] 778873916 [category] AppServer [event_status_| error [_event_status_literal_name_| level
Servlet.service() for serviet [[FFEIEEETRAET] in context with path [] threw exception [Request processing failed: io.home.test.logback@Zstarter.base.err
¢ 20231218 14:31:02.586 wemﬂ pcode| 2277 'agenlnme 1702877462057 ﬂ 778873916 [category| AppServer [_event status_| error [_event_status_literal_name._| level
Servlet.service() for serviet (A EEEIRAG) in context with path [] threw exception [Request processing failed: io.home.test.logback®2starter.base.err
2023-12-18 14:31:02.586 [level] error [pcode| 2277 [agenttime| 1702877462081 [oid] 778873916 [category| AppServer [_event_status_| error [_event_status_literal_name_] level
Servlet.service() for serviet [T ENEIIeIaamalai] in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err
» 20231218 14:31:02.586 [level] error [pcode] 2277 [agenttime| 1702877462087 [oid] 778873916 [category| AppServer [_event status_| error [_event_status_literal_name._| level
Servlet.service() for serviet [[FEEEIEdaalai] in context with path [1 threw exception [Request processing failed: io.home.test.logback@2starter.base.err

® Setting the agent options




Live Tail

The agent options are as follows:

weaving=log4j-2.17

weaving=logback-1.2.8

+ InJava agent 2.2.22 or later, it can be used when setting log4j-2.17 or logback-1.2.8 in the weaving
setting. It is required to restart the agent.

* The log level is determined based on the level and type among the parsed keywords. When there
are keys parsed as level and type , and the parsed values have FATAL, CRITICAL, ERROR,
, and , the log level color appears.

1 Filter area

Apply Filter

When a filter is applied, the logs that match the specified conditions are filtered. You can enter multiple filters.
OR (|| )if the filters have the same tags, otherwise AND ( && ).

You can specify a filter by directly entering a value in the input field or clicking the Filter field. Filter tags are
entered in the following order: Search key , Operator , and Search value . If you select [€] Search, the data
with the filter applied can be viewed log list area.

(D Guide UI

The Guide Ul is provided under the input field as follows: You can close the Guide UI via the ESC key
when your mouse cursor is over the input field or filter tag.
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@ Filter ()

Y oname == java-demol0 X

general index
area
city
dbe
driver
escalation
level

r oid
okind
okindName
oname

onode

—

onodeName
p_category

port

—

source
status

target

oid = -1867443528 X Enter Filter and press enter to add

r| key == value Equal key !=value Exclude key == value Invalidtag

calart Arctainct nn lactnama

nn tirctnama

tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag

View guide

Entry of the search key, operator, and search value

* Upon entry of the search key , recommended values are provided by distinguishing for general index,

reserved word index, and numeric index.

* When entering an operator , for a general index search key, == and != options are provided at the bottom.

In case of the numericindex, the >, <, <=, >=, == ,and != options are provided.

* Upon entry of the search value for matched search(>, <, <

, >=, ==),itis highlighted in blue, In case

of excluded search ( !=), it is highlighted in red. Upon entry of the search value , you can search using the

case-sensitive option.

to the previous filter tag.

(D - Ifthe filter tags exceed 2 lines, you can fold it by selecting the ~ Fold icon.
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o . After entering a filter tag, you can use the Tab key in the input field to go to the next filter tag.

Adding filter tags

To add a filter tag, type the desired text in the input field and press Enter or Tab.
You can also select a recommended value from the Guide UI below the input field by clicking it or navigating
with the arrow keys.

Deleting filter tags

To remove a single tag, press Backspace or click the X icon on the tag. To clear all tags at once, click the X icon
located on the right side of the input field.

Filter favorites

The filter favorites feature is provided. You can select the ¢ Favorites icon on the right of the input window to

add, delete, and select desired filter search conditions in the favorites. Favorites can store up to 50 cases.
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Favorite X

Log Filter Favorites 1

’ [

There are no favorites.

Up to 10 items are saved.

Exceptional cases for application of filters

+ In the tag with a numeric index ( search key that ends with .n ), only numbers can be input for the
search value .

+ Duplicate 'search key' and ‘search value’ cannot be entered.

+ Searching is not possible if there is a tag whose search key or search value is missing. Invalid tags appear

in

(D You cannot enter a category with the Live Tail search key .
The expression under the entered filter value is a preview of the filter expression for querying the log
data.

Applying non-parsing keyword filters

You can search the logs containing keywords that have not been parsed, or for which no index has been created.
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In this case, all logs in the specified range are fully scanned. Therefore, the search speed may be slower
compared to the indexed key. For standardized log data, it is recommended to search using the index key
through Log parser setting.

Filter (O

Y oid !=-1009464250 X okind == -398596773 X , content == *select* X ,Enter Filter and press enter to add.

oid !=-1009464250 && okind ==-398596773 && content == *select*

1. Select Category.

2. Inthe Filter field, enter a desired keyword for a search after leaving spaces on the content basis.

e.g. content *select*

3. Click Q Search to view the logs.

(D« In case of Live Tail, all logs can be viewed. Thus, the category is not required to be specified.

+ For more information about the parser configuration, see the following.

Modifying the filter

Enter a value in the filter and then click the specified value to modify it.
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Filter (O

Y X X fileAppender X | Enter Filter and press enter to add

Case Sensitive Search logs starting with the search value.

searchValue® ke hValue
eyl=searchValue
y fileAppender ¥

Search logs ending with the search value.

€ *searchValue
key!=*searchValue

Search ogs containing the search values

*searchValue* .
key!=*searchValue*

Search ogs containing the search values
*search*Value*
key!=*search*Value*

Search logs that match official expressions.
re:searchValue
key!=re:searchValue )

Search all logs matching the search key.
% ]

key!=**

key == value Equal key != value Exclude key == value Invalidtag View guide ?

Lrrrn T B e B 1 e ¥ e e ot o = e I o =t = ' 0 = L= Tt ' T = o =t o = et B L' £ 2 e R TR L e s § = N e

* You can modify the filter by entering text again in the input field.

* You can modify the recommended values by selecting them in the Guide UI below the input field.

Search Key

In the following image, the blue boxed part is the search key for parsing. In Log Configuration, you can register

and set the parsing logic in Log parser setting tab with the search key.

Filter input syntax

A tag consists of a search key and a search value. In the following example, the search key is exception and the
search value is UnknownHostException . The example searches for the log data that includes an exception (
UnknownHostException ) that is generated when the server cannot connect the host because the IP address

and domain address do not match among the collected log data.

Y  exception == UnknownHostException X
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Search key types

Search key Search key Example for Search key and

Meaning Seach example
types format search value
- Key: fileName ]
) ) fileName:/data/whatap/
String keyword keyword File Name - Value: /data/whatap/logs/
logs/yard.log
yard.log
Numeric Response - Key: response_time.n .
keyword.n ) response_time.n>=2945
keyword Time - Value: 2945
Reserved
keyword Transaction - Key: @txid
) @keyword -
(predefined ID - Value: 85459614215434144
keyword)
Log body's - Key: content
content Log body ] content: *ERROR*
keyword - Value: user input

® Content search key

* The content search key searches the bodies of unindexed logs. For example, if you enter
content *ERROR* , the logs containing ERROR are searched among the log bodies.

+ If you do not know which keywords need to be used for indexing, use the content search keys to
identify the logs containing problematic keywords. Afterwards, you can improve the search
performance by setting a parser with the keyword through the log parser settings in Log
Configuration and creating indexes.

Common syntaxes
Syntax type Description Example

==searchValue Searches for the logs that match the search value. exception==RuntimeExceptionexception
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I=searchValue

*searchValue

searchValue*

*searchValue*

*search*Value*

re:{regex}

**

Description

Searches for the logs that exclude the search

value.

Searches for the logs ending with the search
value.

Searches for the logs starting with the search
value.

Searches for the logs that contain the search value
in the middle.

Searches for the logs that contain the search
value.

Searches for the logs that match a regular
expression.

Searches all logs that match the search key.

Live Tail

Example

exception!=RuntimeException

word==*hello

word==hello*

word==*hello*

word==*he*|lo*

caller==re:Ai\.w\.a\.w\.s\.V\.r\.

Syntax in case the search key has a numeric value (keyword.n)

The following syntax is supported only when the search key is in keyword.n format.

+ Search values must only be numbers.

* No prefix is attached to the value of the .n keyword. All keywords other than .n must be attached with a

prefix.

For example, +>searchValue is invalid.

Syntax type

>searchValue

Description

value.
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Syntax type Description Example

Searches for the logs containing values greater than or equal to the -
>=searchValue response_time.n>=3000
search value.

==searchValue  Searches for the logs containing the same search value. response_time.n==3000
Searches for the logs that contain values different from the search -

I=searchValue response_time.n!=3000
value.

<searchValue Searches for the logs containing values less than the search value. response_time.n<3000

Searches for the logs containing values less than or equal to the -
<=searchValue response_time.n<=3000
search value.

Viewing personal information

If you have the log personal information query role, you can display de-identified personal information by
enabling the Display personal information @) toggle button.

+ For more information about the log personal information query role, see the following.

+ For more information about De-identification of personal information, see the following.

2. Content highlight area

The highlight function allows you to easily identify desired keywords in log content. You can filter with single or
multiple keywords.
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Live Tail

Live Tail W PE @O
Category Filter
ApplLog v ccnlem‘ Enter Filter and press enter to add a
content == +*select*
a Py P P —
select ©Q ‘ 1 Q | o H » H o}
> oname Timestamp Log
» b demo-8105 2023-11-24 14:08:35.620 [@txid] 5935183317842444630 [pcode] 5490 [oname| demo-8105 [onodeName| node-1 [oid]-857948929 |okindName] demo-okind-1 [okind] -628198688

> demo-8105 2023-11-24 14:08:35.624 4922255873619405363 [pcode] 5490 [oname] demo-8105 [onodeName] node-1 [oid] -857948929 demo-okind-1 [okind] -628198688
productmodelid, avg(listprice) as [average list price]
» demo-8105 2023-11-24 14:08:35.630 [@txid] 4922255873619405363 [pcode] 5490 [oname] demo-8105 [onodeName] node-1 [oid] -857948929 [okindName] demo-okind-1 [okind] -628198688

HAEEY productid, avg(unitprice) as [average price]

» demo-8105 2023-11-24 14:08:35.635 [@txid] 4922255873619405363 [pcode] 5490 [oname] demo-8105 [onodeName] node-1 [oid] -857948929 demo-okind-1 -628198688

1. Enter the keyword you want to highlight in the keyword input field.
* Example: select
2. The searched keyword will be highlighted in the Content of the log list.

» Ifyou click the [ 2 Log full screen icon, you can view Log and Timestamp in fullscreen.
* You can navigate between highlighted keywords using shortcuts.

o Enter : Move to the next row

o Shift+Enter : Move to the previous row

°© A /v icons: Move between rows

o Cmd+ F (Mac)/ Ctrl + F (Windows): Search keywords

Multi-keyword condition

When highlighting with multiple keywords, write as follows:

String to input Description Result
abc Separate each keyword with a space. a,b,c
"Whatap is good." To include spaces in keywords, wrap themin'' or "". Whatap is good.
"Whatap\\ is good." If \ isincluded in the keyword surrounded by "", enter it as \\. Whatap\ is good.
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Setting the highlight color
By selecting 4 Highlight, you can set the keyword and its color for highlighting.

+ In addition, enter the keyword to set the color for.
+ If you click Color on the left of the input field, available colors appear.
+ Basically, different highlighting by the level ( , ERROR, FATAL) is applied.

+ The settings are saved in Project Rules.

Table settings

Column settings

Right of the (2" area, select [IIl Column settings. You can add columns or set order.

* Adding columns
You can add columns to the table by selecting tags. If you unselect the log column, you cannot see Log view
detail setting. Be sure to select at least one column.

+ Setting the column order

When you add a column, the column is added to Display columns. Drag a desired column to change the

order of the columns.

Log view detail setting

On the right of (2, select (=3 Log view detail setting. content and Tag are all checked and two items are also
displayed. Be sure to select any of content and Tag.

Unchecked items are not displayed in the table. If you deselect the Tag as follows, the log's Tag does not appear
in the table.

Log table tag invisible

When you add tags in the Tag management list, the tags in the log are listed in the order you added. You can
change the order of the tags by dragging them. f you disable an added tag, the disabled tag does not appear.
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(D -« column settings and Log view detail setting can be used in Live Tail, Log Search, and Log Trend.

+ In the same project, the Live Tail, Log Search, and Log Trend menus share Column settings and
Log view detail setting.
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Log Explorer

(O without the Log Read role, you cannot enter the menu.

Home screen > Select Project > Log > Log Explorer /lew

The Log Explorer feature allows you to quickly search, filter, and analyze log data. You can understand the field
structure, perform query-based filtering to efficiently search for logs, and visualize the results. This feature is
based on the Lucene index and offers the following key functions:

1. Log trend analysis and search: Enables both log trend visualization and search, helping you
understand log patterns over time.

2. Fast search and filtering: Search for problematic logs quickly using simple keywords. Supports both
WhaTap log search query and Lucene query syntax for defining various search conditions.

3. Autocomplete functionality: Helps users write and learn queries easily through auto-suggestions.

4. Data visualization: Uses stacked graphs to visualize the volume of logs over time. Drill-down capability
allows deep analysis of specific logs.

5. Favorites and sharing: Save frequently used filters as favorites and share them easily via URL.
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Basic Screen Overview

Log Explorer 7ie fod@e
Time Category Filter
< 2025/06/04 00:00:00:000 ~ 2025/06/05 00:00:00:000 [ © > | virtuallog T o | ety seoul Tr E
Field = + Trend Interval: Auto ~ No Breakdown v
3K
Q |
#s T3 0
T 00:00 01:00 02:00 03:00 0400 0500 06:00 07:00 08:00 09:00 10:00 11:00 1200 13:00 14:00 1500 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00
age.g
£ agen h ra
4 sgentt 999+/24,748 Oldest | Newest Display tag (D a (7 |H» | m & *
agenttime §
T area 3 ‘oname Collection time Log Log time
T city == T oty S 18:14:09.840 agen 29 agenttime 1749028449437 area river city seoul oid -857948929 2025-06-04 18:14.09.437
T content : okind -628198688 okindName demo-okind-1 oname demo-B105
T log_message seoul 100% onode 334634079 onodeMName node-1 pricen 10000 status 300 mynamep ****
# oid N Waiting does not have to aim for a meeting.Card(1234-2345-5678
# okind Calculated from 2,496 sample records. -1390)
oxn s coroued4 18:14:11.784 agen 25 agenttime 1749028451435 area mountain city seoul oid 633280970 2025-06-04 18:14:11.435
i okindName Blooming and fading might be easy, but can the fragrance be so
T oname » demo-8101_alias 2025-06-04 18:14:14.676 agen 25 agenttime 1749028453004 area field city seoul oid -877561626 2025-06-04 18:14:13.004
# onode Blooming fades, but does the scent?
T onodeName » demo-8100 2025-06-04 18:14:15.134 agen 45 agenttime 1749028454276 area field city seoul oid -1128904592 2025-06-04 18:14:14.276
T price.g You don't have to love me.
# pricen » demo-8101_alias 2025-06-04 18:14:15.931 agen 25 agenttime 1749028455005 area river city seoul oid -877561626 2025-06-04 18:14:15.005
price You don't have to love me.
T ssn » demo-8100 2025-06-04 18:14:16.603 agen 21 agenttime 1749028455276 area field city seoul oid -1128904592 2025-06-04 18:14:15.276
T status Blooming and fading might be easy, but can the fragrance be so
T status.4xx.g » demo-8104 2025-06-04 18:14:16.639 age.n 21 agenttime 1749028456289 area river city seoul oid -1143239575 2025-06-04 18:14:16.289
# status 4xx.n Blooming fades, but does the scent?
T status.Soug » demo-8101_alias 2025-06-04 18:14:16.993 agen 51 agenttime 1749028456007 area river city seoul oid -877561626 2025-06-04 18:14:16.007
# 5 You need not love me, if you choose not to.
status.5xx.n daman OANT alina ANAE NE NA AMT 44N A0 e e A annnn arnan £ oia .- B S0 mmmrearae ANAL NE N4 AMA A0 AT

Time Range Selection

Set the time range for the log search using the Time Selector in the top option bar.

Category

Select the type of log you want to explore in Select Category on the top option bar (e.g., AppLog).

Filter

In the Filter on the top option bar, select the query language and enter the search conditions to apply the filter.
The search query syntax supports both WhaTap Log Search Query and Lucene Query.
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* Y :WhaTap Log Search Query

* <>:Lucene Query

Search Query Syntax

v/~ WhaTap log search query

WhaTap log search queries support autocomplete and allow quick log searches with simple keyword input. You

can define various search conditions using operators like and , or, etc.

+ Example: Entering error in the search filter will search within the log content.

1. Inthe top option bar, click the filter icon and select a field from the query search box (fields are

shown based on selected time and category).

2. Choose an operator:

a.Default: :, :*, and, or
b. If the field is of type Number : Default+ <=, >=, <, >
c. If the field is of type String : Default only

3. Select a value (values shown based on selected time, category, and field).

Search Index Field Types

Only three field types are supported: Number , String ,and Boolean .

* Number : Numeric values like long, double, float
+ String : Full text such as email body

« Boolean : A value of either True or False

@ For more details about WhaTap log search query syntax, refer to the documentation.
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v/~ Lucene

Use the standard syntax of Apache Lucene version 8.11.1. Autocomplete is not supported.

(D For more information on the Lucene QueryParser Classic package, see the official documentation.

Field List

Can be used for drill-down analysis.

Apply Field Info to Filter
Check field names in the Field List and click the = or != buttons to apply them as filter conditions.

* Hovering over a field shows the = and != buttons, which can be clicked to apply filters.

+ Use the field search function to quickly find the desired field.

Trend Chart

Use Trend Chart to view logs in graph form with interval and breakdown applied.

+ Graph Interaction: Zoom in using mouse drag or the Q_button, and click bars to view logs in that area

+ Interval: Choose from Auto, 1s, 5s, 30s, 1m, 5m, 10m, 30m, 1h

* Breakdown: Visualize distribution of Top 3 values + Others for a specific field, and apply drill-down filters
Breakdown

Breakdown is a visualization feature that analyzes log count trends by a specific field.

+ Displays a stacked graph separating the Top 3 values and Others for a given field

+ Useful for drill-down analysis. You can click parts of the legend or stacked graph to highlight specific values or
add filter conditions.
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Log Explorer

View Logs

You can view logs that match your search conditions. In the Field List, field data and log tags are displayed in
matching highlight colors.

Content Highlight

The highlight function allows you to easily identify desired keywords in log content. You can filter with single or
multiple keywords.

1. Enter the keyword you want to highlight in the keyword input field.
* Example: select
2. The searched keyword will be highlighted in the Content of the log list.

* Ifyou click the . - Log full screen icon, you can view Log and Timestamp in fullscreen.
* You can navigate between highlighted keywords using shortcuts.

o Enter : Move to the next row

o Shift+Enter : Move to the previous row

° A /v icons: Move between rows

o Cmd + F (Mac)/ Ctrl + F (Windows): Search keywords

Multi-keyword condition

When highlighting with multiple keywords, write as follows:

String to input Description Result
abc Separate each keyword with a space. a, b, c
"Whatap is good." To include spaces in keywords, wrap themin'' or "". Whatap is good.
"Whatap\\ is good." If \ isincluded in the keyword surrounded by "", enter it as \\. Whatap\ is good.

575



Log Explorer

Setting the highlight color

By selecting 4 Highlight, you can set the keyword and its color for highlighting.

+ In addition, enter the keyword to set the color for.
+ If you click Color on the left of the input field, available colors appear.
+ Basically, different highlighting by the level ( , ERROR, FATAL) is applied.

+ The settings are saved in Project Rules.

Column settings

Click the [0 button to add columns or change their order.

* Add Columns

In Column Settings, select tags to add them as columns in the table.

If no log columns are selected, Log view detail setting will not be visible. At least one column must
be selected.

* Reorder Columns

Added columns will appear in Display columns. Drag them to change the display order.

Log view detail setting

Click the €23 button to configure log display options. By default, both content and Tag are selected and shown.

+ Either content or Tag must be selected.

+ Tags added in Tag management appear in order in the log display. You can reorder tags by dragging.
Disabled tags are not shown.

+ If anitem is unchecked, it is not shown in the table. For example, if Tag is unchecked, log tags are not
displayed.

log table contents remove tag sc
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(D Scope of Column and Log Display Settings
+ Column settings and Log view detail setting can be used in Live Tail, Log Search, and Log Trend.

+ In the same project, Live Tail, Log Search, and Log Trend share Column settings and Log view
detail setting.

Download Log File
You can download the collected logs that match your search results in CSV or TXT file formats.

1. Click the ¥ Download button at the right center of the screen.

2. Click Download CSV or Download Log to download the file in your preferred format.

577



WhaTap Log Search Query Syntax

WhaTap Log Search Query Syntax

© This document describes the WhaTap log search query syntax used in the Log Explorer.

1. Equal
o field: value
2. Not
* notfield: value
3. Wildcard (Only applicable to String -type fields; do not use " around the value)
o field:val*
4. Exist
o field:*
5. Range (Only applicable to Number -type fields)

* Operators supported: <, >, <=, >=

* Example: field <30 and field >=10
6. Combining Multiple Queries

* AND example: field <30 and field >=10

* ORexample: field <30 or field >=10
7. Grouping

* Example: (field <30 or field >= 10) and other: 70
8. Escaping Special Characters

* Special characters supported by Lucene escape: && || ! () {} ~ " ~ * 2 : \ /
* Use \ before the character to escape

* Example: To search (1+1):2 , use \\(T\\+1\\)\\:2
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Search Index Field Types

Supported field types: Number and String

* Number : Numeric values such as long, double, float
o Use syntax like field: "value"

+ String : Full text such as email body
o Use syntax like field: value

* Boolean : True or False

o Useas field:true or field: false
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Log Trend

(O without the Log Read role, you cannot enter the menu.

Home > Select Project > Log > Log Trend

In Log Trend, you can check the occurrence pattern of a specific error type through the occurrence count trend
of the logs classified by type and see the log data details by time. You can quickly see the desired log through the
highlighting feature. You can also check the trends of the collected logs by category.

The major terms are as follows:

+ Category: Unit for log collection and inquiry
+ Content: Log messages
+ Search Key: It is generated through the log parser settings.

+ Tag: Key to search the collected logs
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Log Trend SO @O
Time Category 1
< 2023/08/30 10:47 ~ 2023/08/30 11:47 [EEEN > | Applog v
v oname 4 2
a 110K
demo-8100 —
demo-8101
0
demo 102 10:50 10:55 11:00 11:05 1110 115 11:20 1125 11:30 1135 11:40 1145
demo-8103 3
demo-8104 2023-08-30 10:47:00 Vi r o
v TN View all 4,836,115 lines Q|| & || o
demo-8105 NI | WD ) Wi
> oname Timestamp Log
onodeName > demo-8103 2023-08-30 @txid) 8939981643053273006 [pcode| 5490 [oname| demo-8103 [onodeName| node-1
10:47:00.000 select employeeid, lastname, salary 5
oid - demo-8105 2023-08-30 @txid] 4943294002261215614 5490 demo-8105 node-1

10:47:00.002  [oid]-857948929 [category| AppLog [okindName| demo-okind-1 [okind] -628198688 [onode| 334634079

okind select pp.lastname, pp.firstname, e.jobtitle
. into dbo.employeeone
okindName e
from person.person as pp join huma
onode > demo-8105 2023-08-30 @txid] -3404691865512181490 5490 [oname] demo-8105 [onodeName] node-1

10:47:00.004  select
» demo-8105  2023-08-30 [@txid] 632079835931213615 5490 demo-8105 node-1 [oid] -857948929
10:47:00.004 select
> demo-8104 2023-08-30 [@txid) -226762762445575430 5490 [oname| demo-8104 node-0
10:47:00.004 select distinct ename, deptno, sal, job from emp
> demo-8105 2023-08-30 [@txid] 4943294002261215614 5490 demo-8105 node-1
10:47:00.008 select p.#*
> demo-8105 2023-08-30 [@txid] 632079835931213615 5490 demo-8105 node-1 [oid] -857948929

10:47:00.009 select distinct p.lastname, p.firstname

» demo-8105  2023-08-30 @txid] -3404691865512181490 5490 [oname] demo-8105 [onodeName| node-1

10:47:00.009 select e.ename||' departments's name is:'|| d.dname

» demo-8105  2023-08-30 @txid] 4943294002261215614 5490 demo-8105 node-1

10:47:00.013 select pp.lastname, pp.firstname, e.jobtitle

Request Data

+ If the scroll reaches the bottom, the next data is retrieved.
+ In 1), specify the time and collection unit, category, of the log data to be searched.

+ If the category is changed, the logs that correspond to the selected category are searched. You can see the
logsin (2 bar chart and (3 log table.

+ Ifyou click a bar in {2} bar chart, the logs are viewed that correspond to the time range of the bar.
+ (3 You can see the total number of logs viewed from the upper left of the log table.

« On the upper right of the (3 log table, select the  _ full screen icon, you can see the log and collection time
in the full screen.
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+ (4 In Side menu, you can see the logs filtered by tags. Up to two search keys can be selected, and multiple
search values can be selected.

+ If the agent option is set, the log levels are collected and the colors for each log level appear as follows:

20231218 14:31:02.563 [level| INFO [pcode] 2277 [agenttime] 1702877462042 [oid] 778873916 [category| AppLog [loggerName| io.home test.logbackO2starter.base web LogbackControllerGreeting
INFO Llog in our greeting method.

202312-18 14:31:02.563 | level [pcode] 2277 [agenttime] 1702877462043 [oid] 778873916 [category| AppLog [loggerName] io.home.test logback02starter base.web.LogbackControllerError [threadName] http-nic-19090-exec-2
io.home.test. logback@2starter.base.errors.exception.ApiException: [2204] Process failure. Please try again.
I 20231218 14:31:02.586 [level| error [pcode| 2277 [agenttime] 1702877462043 [old] 778873916 [category| AppServer [_event_status_| error [_event_status_literal_name_| level
Servlet.service() for serviet [[FENEIRIEMAN] in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err
I 20231218 14:31:02.586 [level| error [pcode| 2277 (agenttime] 1702877462057 [oid] 778873916 [category| AppServer [_event status_| error [_event status_literal_name._| level

Servlet.service{) for serviet [[FETEIEITEIRAC| in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err
2023-12-18 14:31:02.586 [level| error [pcode| 2277 [agenttime] 1702877462081 [oid] 778873916 [category| AppServer [_event_status_| error _event_status_literal_name_| level

servlet.service() for serviet [[IETEIEISeIalai]l in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err
2023-12-18 14:31,02.586 [level] error [pcode] 2277 [agentlime| 1702877462087 [oid] 778873916 [category] AppServer [_evenl_status_| error [_event_status_literal_name_ level

servliet.service() for serviet [[EETEIEISeIdmatai] in context with path [] threw exception [Request processing failed: io.home.test.logback@2starter.base.err

® Setting the agent options

° The agent options are as follows:

weaving=log4j-2.17

weaving=logback-1.2.8

o InJava agent 2.2.22 or later, it can be used when setting log4j-2.17 or logback-1.2.8 in the
weaving setting. It is required to restart the agent.

o The log level is determined based on the level and type among the parsed keywords. When
there are keys parsed as level and type , and the parsed values have FATAL, CRITICAL, ERROR,

, , and , the log level color appears.

(@ You can change the column width by dragging an edge of the log table column.

Viewing personal information

If you have the log personal information query role, you can display de-identified personal information by
enabling the Display personal information @) toggle button.

+ For more information about the log personal information query role, see the following.

* For more information about De-identification of personal information, see the following.
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Checking the log content

@ What is content?

Content means the log messages.

* The first line of the log column is the log's parsed key and value, and the second line is the log's content.

+ (3 For each row (log) of the log table, the » More button exists. If you select the » More button, you can

check the entire content of the log like (5.

Configure Highlight

+ The highlight function is provided to easily identify the desired keywords.

+ (3 Inthe input field on the right, enter the keyword to highlight. You can check the highlighted keywords like
this.

Content Highlight

The highlight function allows you to easily identify desired keywords in log content. You can filter with single or
multiple keywords.

1. Enter the keyword you want to highlight in the keyword input field.
* Example: select
2. The searched keyword will be highlighted in the Content of the log list.

» Ifyou click the [} Log full screen icon, you can view Log and Timestamp in fullscreen.

* You can navigate between highlighted keywords using shortcuts.

o  Enter : Move to the next row
o Shift+Enter : Move to the previous row
o A /v icons: Move between rows

o Cmd+ F (Mac)/ Ctrl + F (Windows): Search keywords
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Multi-keyword condition

When highlighting with multiple keywords, write as follows:

String to input Description
abc Separate each keyword with a space.
"Whatap is good." To include spaces in keywords, wrap themin'' or "".
"Whatap\\ is good." If \ isincluded in the keyword surrounded by "", enter it as \\.

Setting the highlight color
By selecting 4> Highlight, you can set the keyword and its color for highlighting.

+ In addition, enter the keyword to set the color for.
+ If you click Color on the left of the input field, available colors appear.
+ Basically, different highlighting by the level ( , ERROR, FATAL) is applied.

* The settings are saved in Project Rules.
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Result

a,b,c

Whatap is good.

Whatap\ is good.
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Viewing the logs with a chart

=
100K a
- II‘IIII" I‘
0

11:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40 11:45 11:50 11:55 12:00
{ 2023-08-30 11:11:00 ~ 100 View all 4,592,389 lines Q
2023-08-3011:11:00 Timestamp Log
20930830 111110 2023-08-30 4283996298588521232 5450 demo-8104 node-0
o 11:11:00.004 select employee_info.employeeid, employee_info.lastname, employee_sales.comiss

2023-08-30 11:11:20 2023-08-30 -5618208423145315484 5490 demo-8104 node-0

11:11:00.007 select =*

2023-08-30 4283996298588521232 5490 demo-8104 node-0

2023-08-30 11:11:40 11:11:00.011 select productmodelid, name

2023-08-30 -1590421284949617524 5490 demo-8104 node-0

11:11:00.012 http://127.0.0.1:8104/remote/order/write/division/pusan status=200

- demo-8104 2023-08-30 [@txid] -5618208423145315484 5490 [oname] demo-8104 [onodeName] node-0
11:11:00.013  [oid]-1143239575 [category] AppLog demo-okind-0 [okind]-1383513482

1693789385

select dept, avg(salary)
from employee

group by dept

2023-08-30 11:11:30

2023-08-30 11:11:50

* You can click or drag the desired time range bar on the bar chart (‘@) to view the logs for the time range.

* You can use the (b time selection option on the upper left of the log table under the bar chart to further
refine your log search in the selected time zone:

° 1min: interval (spacing between bars on the chart)

o Select a time option: Time zone whose time range is divided into 6 segments.

Setting the table

Column settings

Right of the (3 area, select [IIl Column settings. You can add columns or set order.
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* Adding columns
You can add columns to the table by selecting tags. If you unselect the log column, you cannot see Log view
detail setting. Be sure to select at least one column.

+ Setting the column order

When you add a column, the column is added to Display columns. Drag a desired column to change the

order of the columns.

Log view detail setting

On the right of (3, select (=3 Log view detail setting. content and Tag are all checked and two items are also
displayed. Be sure to select any of content and Tag.

Unchecked items are not displayed in the table. If you deselect the Tag as follows, the log's Tag does not appear
in the table.

Log table tag invisible

When you add tags in the Tag management list, the tags in the log are listed in the order you added. You can
change the order of the tags by dragging them. f you disable an added tag, the disabled tag does not appear.

(D - column settings and Log view detail setting can be used in Live Tail, Log Search, and Log Trend.

+ In the same project, the Live Tail, Log Search, and Log Trend menus share Column settings and

Log view detail setting.
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Log Search
Log Search

(O without the Log Read role, you cannot enter the menu.

Home > Select Project > Log > Log Search

In Log Search, you can search a large number of integrated logs under various conditions and specify the
desired logs. Multiple search conditions can be specified with parsed keys and values, so only the log data that

matches the desired conditions are extracted.

The searched log data is imported to the dynamic page line by line. If the scroll reaches the bottom, the next

data is automatically retrieved and displayed.

The major terms are as follows:

+ Category: Unit for log collection and inquiry
+ Content: Log messages
+ Search Key: It is generated through the log parser settings.

+ Tag: Key to search the collected logs



Log Search

Log Search
1

Time

¢ 2023/08/30 11:22 ~ 2023/08/30 12:22 > | :calegory‘AppLog|x | Enter Filter and press enter to add.

~ AppLog (4,517,902)

~ AppStdErr (461)

AppSidErr] [@tdd) [oid] [okind]

+ AppStdOut (19,839)

onode| |onodeName

3

Im

Filter (i)

category

Of the total 4,538,718 results, 9999+ match your search. Newsst | Display tao (L)

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

demo-8101

== ApplLog

Timestamp

2023-08-30
11:22:00.019
2023-08-30
11:22:00.025
2023-08-30
11:22:00.020

2023-08-30
11:22:00.032
2023-08-30
11:22:00.038
2023-08-30
11:22:00.032
2023-08-30
11:22:00.043
2023-08-30
11:22:00.049
2023-08-30
11:22:00.054
2023-08-30
11:22:00.062
2023-08-30
11:22:00.060
2023-08-30
11:22:00.067
2023-08-30
11:22:00.067
2023-08-30
11:22:00.072

20T @O

|l & m 3 *

Log

[@txid] -2940368816900096605 [pcode] 5490 [oname] demo-8101 [onodeName] node-1

http://127.0.0.1:8101/remote/account/pickup/dept/daegu status=200

@txid] -6539276394531757588 [pcode] 5490 [oname] demo-8101 [onodeName] node-1
select ename, job, sal + 108 from emp

@txid| -6539276394531757588 (pcode| 5490 [oname| demo-8101 [onodeName|node-1 4
[oid] 877561626 [category] AppLog [okindName] demo-okind-1 [okind)] -628198688 [onode] 334634079
select distinct pp.lastname, pp.firstname

from person.person pp join humanresources.employee e

on e

[@txid] -6539276394531757588 [pcode| 5490 [oname) demo-8101 [onodeName| node-1

select productid, avglordergty) as averagequantity, sum(linetotal) as total

[@txid] -3664464458700254001 [pcode| 5490 [oname] demo-8101 [onodeName] node-1

select distinct ename, deptno, sal, job from emp

[@txid] -3664464458700254001 [pcode| 5490 [oname] demo-8101 [onodeName] node-1

select e.ename, d.dname

[@txid] -3664464458700254001 [pcode] 5490 [oname] demo-8101 [onodeName] node-1

select productmodelid, name

[@txid] -3664464458700254001 [pcode] 5490 [oname) demo-8101 [onodeName] node-1

select ename, sal from emp

[@1txid| -3664464458700254001 |pcode| 5490 [oname| demo-8101 |enodeName|node-1
select ename, sal+10@@ from emp

[@txid] -129020984714615108 [pcode] 5490 [oname] demo-8101 [onodeName| node-1
select employee_id, dept, name, age, salary
LMI-366446445870U254001 pcode| 5490 |oname  demo-8101 |[onodeMName| node-1
select ename, job, sal + 1@@ from emp

[@txid] -3664464458700254001 [pcode| 5490 [oname] demo-8101 [onodeName| node-1

select p.name as productname,

[@txid] -129020984714615108 [pcode] 5490 [oname] demo-8101 [onodeName| node-1

select e.ename||' departments's name is:'|| d.dname

[@txid] -3664464458700254001 [pcode| 5490 [oname] demo-8101 [onodeName| node-1

select salesorderid, sum(linetotal) as subtotal

Request Data

+ If the scroll reaches the bottom, the next data is retrieved. You can view 10,000 logs at a time.

+ (3 You can see the total number of logs viewed from the upper left of the log table.

+ Log data can be queried in chronological order. On the upper right of the (3’ log table, select a desired search

method among Oldest and Newest.

« After specifying the time range, select Apply to finish the search time setting, and then select [€) Search to

search for data.

+ On the upper right of the (3) log table, select the [ - Log full screen icon, you can see the Log and
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Timestamp in the full screen.

Log Search

+ If the agent option is set, the log levels are collected and the colors for each log level appear as follows:

[ 202312-18
20231218

> 20231218

2023-12-18

20231218

I 20231218

14:31:02.563 [level| INFO [pocode] 2277 [agenttime] 1702877462042 [oid] 778873916 [category] AppLog [loggerMame| io.home.test.logbackO2starter base.web.LogbackControllerGreeting
INFO Llog in our greeting method.
14:31:02.563 [level peode] 2277 [agenttime] 1702877462043 [oid] 778873916 [category] ApplLog [loggerName] io.home test.loghack02starter base. web.LogbackContrallerError [threadName] hitp-nio-19090-exec-2

io.home.test. logback@2starter.base.errors.exception.ApiException: [2204] Process failure. Please try again.

14:31:02.586 [level| error [pcode| 2277 [agenttime] 1702877462043 [old] 778873916 [category| AppServer
serviet.service() for serviet [[EENEIISIEERAE] in context with path
14:31:02.586 [level| error [poode] 2277 [agenttime] 1702877462057 [oid] 778873916 [category] AppServer

_event_status_| error [_event_status_literal_name_| level
[1 threw exception [Request processing failed:

event_status_| error [_event_status_literal_name._| level

Servliet.service{) for serviet [FFEFEIIEITEIRAGY| in context with path
14:31:02.586 [level] error [pcode] 2277 [agenttime] 1702877462081 [oid] 778873916 [category| AppServer
servlet.service() for serviet [[IETEIEISeIRAl] in context with path
14:31:02.586 [level] error [pcode] 2277 [agentlime] 1702877462087 [vid] 778873916 [category] AppServer

[1 threw exception [Request processing failed:
_event_status_| error [_event_status_literal_name_] level
[1 threw exception [Reguest processing failed:

evenl_status_| error [_event_status_literal_name_| level

serviet.service() for serviet [EEETEIISISedQalail in context with path

[1 threw exception [Request processing failed:

io

io

io

io

«home. test.logback@2starter.base.err

.home.test.logback@2starter.base.err

+home. test. logback@2starter.base.err

.home.test. logback@2starter.base.err

o]

® Setting the agent options

The agent options are as follows:

weaving=log4j-2.17

weaving=logback-1.2.8

weaving setting. It is required to restart the agent.

o InJava agent 2.2.22 or later, it can be used when setting log4j-2.17 or logback-1.2.8 in the

o The log level is determined based on the level and type among the parsed keywords. When

there are keys parsed as level and type , and the parsed values have FATAL, CRITICAL, ERROR,

, , and , the log level color appears.

Checking the log content

(@ What is content?

Content means the log messages.

(@ You can change the column width by dragging an edge of the log table column.

* The first line of the log column is the log's parsed key and value, and the second line is the log's content.
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* (3 For each row (log) of the log table, the » More button exists. If you select the » More button, you can

check the entire content of the log like (4.

+ Ifyou select a tag in the log, a drop-down menu appears that allows you to perform Copy, Search, Exclusion

search, and Adjacent Log.

Filter

Apply Filter

In Time selector on the left of (1, you can specify the time range. On the right, When a filter is applied, the logs
that match the specified conditions are filtered. You can enter multiple filters. OR ( | | ) if the filters have the

same tags, otherwise AND ( && ).

You can specify a filter by directly entering a value in the input field or clicking the Filter field. Filter tags are
entered in the following order: Search key , Operator , and Search value . If you select [8Y Search, the data

with the filter applied can be viewed log list area.

@ Guide UI

The Guide Ul is provided under the input field as follows: You can close the Guide UI via the ESC key

when your mouse cursor is over the input field or filter tag.
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@ Filter ()

Y oname == java-demol0 X

general index
area
city
dbe
driver
escalation
level

r oid
okind
okindName
oname

onode

—

onodeName
p_category

port

—

source
status

target

oid = -1867443528 X Enter Filter and press enter to add

r| key == value Equal key !=value Exclude key == value Invalidtag

calart Arctainct nn lactnama

nn tirctnama

tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag
tag

View guide

Entry of the search key, operator, and search value

* Upon entry of the search key , recommended values are provided by distinguishing for general index,

reserved word index, and numeric index.

* When entering an operator , for a general index search key, == and != options are provided at the bottom.

In case of the numericindex, the >, <, <=, >=, == ,and != options are provided.

* Upon entry of the search value for matched search(>, <, <

, >=, ==),itis highlighted in blue, In case

of excluded search ( !=), it is highlighted in red. Upon entry of the search value , you can search using the

case-sensitive option.

to the previous filter tag.

(D - Ifthe filter tags exceed 2 lines, you can fold it by selecting the ~ Fold icon.
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Log Search

o . After entering a filter tag, you can use the Tab key in the input field to go to the next filter tag.

Adding filter tags

To add a filter tag, type the desired text in the input field and press Enter or Tab.
You can also select a recommended value from the Guide UI below the input field by clicking it or navigating
with the arrow keys.

Deleting filter tags

To remove a single tag, press Backspace or click the X icon on the tag. To clear all tags at once, click the X icon
located on the right side of the input field.

Filter favorites

The filter favorites feature is provided. You can select the ¢ Favorites icon on the right of the input window to

add, delete, and select desired filter search conditions in the favorites. Favorites can store up to 50 cases.
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NX ¢

Favorite X
Log Filter Favorites 1

’ [

There are no favorites.

Up to 10 items are saved.

Exceptional cases for application of filters

+ In the tag with a numeric index ( search key that ends with .n ), only numbers can be input for the
search value .

+ Duplicate 'search key' and ‘search value’ cannot be entered.

+ Searching is not possible if there is a tag whose search key or search value is missing. Invalid tags appear
in

Applying non-parsing keyword filters

You can search the logs containing keywords that have not been parsed, or for which no index has been created.
In this case, all logs in the specified range are fully scanned. Therefore, the search speed may be slower
compared to the indexed key. For standardized log data, it is recommended to search using the index key
through Log parser setting.
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Filter (O

Y oid !=-1009464250 X okind == -398596773 X , content == *select* X ,Enter Filter and press enter to add.

oid !=-1009464250 && okind == -398596773 && content == *select*

1.

@

Select Category. It is required to set the category.

In the Filter field, enter a desired keyword for a search after leaving spaces on the content basis.

e.g. content *select*

Click Q_Search to view the logs. Several logs are viewed first. You can view a maximum of 10,000 logs

per each search.

You can make additional inquiries by scrolling down and selecting View more at the bottom.

Log Search 4] ﬁpﬁ 0
Time Fiter
2024/01/15 13:26 - 2024/01/15 14-26 (IR 7 cstegory == Applog X ol == SOTISTETR X  content = "select® X Erver Filier and press enter to add
CMBgory = ADPLOQ 58 04 <= IITISTETE B4 CONMENt 1= *uelect”
* Applog (36,841) You e viewed 10,500 of the total I6 241 results, and the rexits retrieved are 9999+ onget | Newest )

— 'm‘;:"l’ You have viewed 10,500 of the total 36,841 results, and the results retrieved are 9999+. |
erpErRdev. whatag. do/yard/

axception flkname  hast 1p | —
—_—rT otefla 20240115 135909758 1775/ dashbaad 1952450 metiod GET
"GET", "status” /fdev.whatap. la/yard/a
loggerName  method  namespace
ote-frant 20240115 18:5909 758 1995313380110718189 methad POST
HELR: //dev. whatap. io/yard/
| ate-frant 20240115 135509758 L
| otefrant 20240115 135808 75!
ate-frant 20280115 135309 75
Jstatus” ;200" "url” nnp #idev.whatap. in/yard/
= & | atefrant 20240115 125509758 referer hitps:/fdev.whatap io/v2/project/apm/1 T75/dashboard [pcode 13 oid 397157872 akind 298596773
£hnstt:*18.21. 0. 133", "nethod"  "POST™. "Status" | 200" 1"http://dev.whatap. io/yard/
* AppStdEr (1,985) nard peode s7872 okind 308596773

Want to view more logs? atus”1"200",

whatap. 1o/ yard/
oid okind ok

o (@58 sszszuzssessss
P Adding a log parser enables search without additional laokups. [ e o . 1o/meti/a
0 dashboant.new peade 13 i 397157872
+ AppStdOut (38,165) ‘ SEII\I‘IQ up a lOQ parser ‘ [ View more ] atus' 200", *url" 1"ACLp:/ /devote.whatap, Losya
oo cd ckind
tional lockups.

ckindName crame Adding a log parse

+ Among all logs, 10,000 logs are viewed for a server search range. The default range for a server
search is 200,000, but the ratio may differ depending on the total log volume.

+ For more information about the parser configuration, see the following.

Modifying the filter

Enter a value in the filter and then click the specified value to modify it.
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Filter (O

Y * * fileAppender X | Enter Filter and press enter to add

Case Sensitive Search logs starting with the search value.
searchValue® ke HValuek
ey!=searchValue
y fileAppender ¥

Search logs ending with the search value.

€ *searchValue
key!=*searchValue

Search ogs containing the search values
*searchValue* .
key!=*searchValue*

Search ogs containing the search values
*search*Value*
key!=*search*Value*

Search logs that match official expressions.
re:searchValue
key!=re:searchValue )

Search all logs matching the search key.
% ]

key!=**

key == value Equal key != value Exclude key == value Invalidtag View guide ?

Lrrrn T B e B 1 e ¥ e e ot o = e I o =t = ' 0 = L= Tt ' T = o =t o = et B L' £ 2 e R TR L e s § = N e

* You can modify the filter by entering text again in the input field.

* You can modify the recommended values by selecting them in the Guide UI below the input field.

Search Key

The search key Indicates an identifier for accessing a desired value within the log data. The actual data for the
search key is the search value. The tags on the left (2) area are the search keys parsed for each category. You can
enter filters by selecting tags. The tag is the category, and the blue tag is the search key.

For example, and in (2 are categories. The tags below such as oid are search keys parsed. In
Log > Log Configuration, you can register and set the parsing logic in Log parser setting tab with the search
key.

Filter input syntax

A tag consists of a search key and a search value. In the following example, the search key is exception and the
search value is UnknownHostException . The example searches for the log data that includes an exception (

UnknownHostException ) that is generated when the server cannot connect the host because the IP address
and domain address do not match among the collected log data.
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Y  exception

== UnknownHostException X

Search key types

Search key
types

String keyword

Numeric
keyword

Reserved
keyword
(predefined
keyword)

Log Search

Search key . Example for Search key and
Meaning Seach example
format search value
- Key: fileName )
) fileName:/data/whatap/
keyword File Name - Value: /data/whatap/logs/
logs/yard.log
yard.log
Response - Key: response_time.n .
keyword.n i response_time.n>=2945
Time - Value: 2945

Transaction - Key: @txid
@keyword Y

ID - Value: 85459614215434144

Common syntaxes

Syntax type

==searchValue

I=searchValue

*searchValue

searchValue*

*searchValue*

Description

Searches for the logs that match the search value.

Searches for the logs that exclude the search
value.

Searches for the logs ending with the search

value.

Searches for the logs starting with the search

value.

Searches for the logs that contain the search value
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exception==RuntimeExceptionexception

exception!=RuntimeException

word==*hello

word==hello*

word==*hello*
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Syntax type Description Example
in the middle.

Searches for the logs that contain the search
*search*Value* | word==*he*|lo*
value.

Searches for the logs that match a regular i
rex{regex} , caller==re:Ai\.w\.a\.w\.s\.v\.r\.
expression.

s Searches all logs that match the search key.

Syntax in case the search key has a numeric value (keyword.n)

The following syntax is supported only when the search key is in keyword.n format.

+ Search values must only be numbers.

* No prefix is attached to the value of the .n keyword. All keywords other than .n must be attached with a

prefix.

For example, +>searchValue is invalid.

Syntax type Description Example

Searches for the logs containing values greater than the search )
>searchValue I response_time.n>3000
value.

Searches for the logs containing values greater than or equal to the -
>=searchValue response_time.n>=3000
search value.

==searchValue  Searches for the logs containing the same search value. response_time.n==3000

Searches for the logs that contain values different from the search .
I=searchValue | response_time.n!=3000
value.

<searchValue Searches for the logs containing values less than the search value. response_time.n<3000
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Syntax type Description Example

Searches for the logs containing values less than or equal to the -
<=searchValue response_time.n<=3000
search value.

Viewing personal information

If you have the log personal information query role, you can display de-identified personal information by
enabling the Display personal information @) toggle button.

+ For more information about the log personal information query role, see the following.

+ For more information about De-identification of personal information, see the following.

Log tagging options

When you select a log tag, the following drop-down menu appears. You can find the Search, Exclusion search,
Adjacent Log and Transaction information options.

View all 90,699 lines Oldest | Newest Q,
oname Timestamp Log '
java-demo3 2025-04-17 09:17:13.018 7759974649447934516 poode 8 onodeName node-Q oid -278185929 okind 1152715164 oname java-demo3

Copy zException: random exception
java-demo3 2025-04-17 09:17:13.018 | iemo3 onodeName node-0 agenttime 1744849031927 oid -278185929 category AppStdErr okindName dev-okind-0
Search
rtual.web.Simula.exec(Simula.java:79)

java-demo3 2025-04-17 09:17:13.018 | Fxclusion search jemo3 onodeName node-0 agenttime 1744849031927 oid -278185929 category AppStdErr okindName dev-okind-0

Adiacent Log ion: java.lang.RuntimeException: random exception

java-demo3 2025-04-17 09:17:13.018 jemo3 onodeName node-0 agenttime 1744849031928 oid -278185929 category AppStdErr okindName dev-okind-0

Transaction inf

rtual.web.VExec.doFilter(VExec.java:16)

+ Copy

+ Search
If you select the Search option, the tags that correspond to Filter are entered with the inclusion ( ==
condition.

+ Exclusion search

If you select the Exclusion search option, the tags that correspond to Filter are entered with the exclusion (
=) condition.
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+ Adjacent Log

If you select the Adjacent Log option, the Adjacent Log detail window appears. Search for the logs of the
target server and the logs in time zones adjacent to the selected log. You can click Time selector to see the
logs in adjacent time zones. Reference logs appear with a blue background.

* Transaction

If the log contains the @txid and @mtid tags, you can see the information in the transaction Information
details window by clicking the transaction information option.

Content highlighting

The highlight function allows you to easily identify desired keywords in log content. You can filter with single or
multiple keywords.

1. Enter the keyword you want to highlight in the keyword input field.
* Example: select
2. The searched keyword will be highlighted in the Content of the log list.

r

» Ifyou click the [ Log full screen icon, you can view Log and Timestamp in fullscreen.

* You can navigate between highlighted keywords using shortcuts.

o Enter : Move to the next row
o Shift+Enter : Move to the previous row
° A /v icons: Move between rows

o Cmd + F (Mac)/ Ctrl + F (Windows): Search keywords

Multi-keyword condition

When highlighting with multiple keywords, write as follows:

String to input Description Result

abc Separate each keyword with a space. a, b, c
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String to input Description Result
"Whatap is good." To include spaces in keywords, wrap themin'' or "". Whatap is good.
"Whatap\\ is good." If \ isincluded in the keyword surrounded by "", enter it as \\. Whatap\ is good.

Setting the highlight color
By selecting 4> Highlight, you can set the keyword and its color for highlighting.

+ In addition, enter the keyword to set the color for.
+ If you click Color on the left of the input field, available colors appear.
+ Basically, different highlighting by the level ( , ERROR, FATAL) is applied.

* The settings are saved in Project Rules.

Setting the table

Column settings
Right of the (3 area, select [IIl Column settings. You can add columns or set order.

+ Adding columns

You can add columns to the table by selecting tags. If you unselect the log column, you cannot see Log view
detail setting. Be sure to select at least one column.

+ Setting the column order

When you add a column, the column is added to Display columns. Drag a desired column to change the
order of the columns.

Log view detail setting

On the right of 3, select {3 Log view detail setting. content and Tag are all checked and two items are also
displayed. Be sure to select any of content and Tag.
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Unchecked items are not displayed in the table. If you deselect the Tag as follows, the log's Tag does not appear

in the table.

Log table tag invisible

When you add tags in the Tag management list, the tags in the log are listed in the order you added. You can
change the order of the tags by dragging them. f you disable an added tag, the disabled tag does not appear.

(D -« column settings and Log view detail setting can be used in Live Tail, Log Search, and Log Trend.

+ In the same project, the Live Tail, Log Search, and Log Trend menus share Column settings and

Log view detail setting.
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Home > Select Project > Log > Log Configuration

Log setting

You can configure the log monitoring related settings in Log Configuration. Using the tab at the top, you can
use menus for checking the agent settings, determining whether to enable log monitoring, setting the log data

retention period and lookup password, registering the log parser, and setting the quick indexes.

monitoring.

Starting the log monitoring

(D + To use the Activate log monitoring function, the Edit project role is required.

* The Log edit role allows you to modify the Log Configuration menu other than Activate log

Getting started withlog moritorvsy Logfltes sellings  Log primary parser selling  Log secondary parser setling Fastides setling Lo fong-lerin sechive statistics  De-identifucation of persenalinformatian
Set up the agent and enable log monitaring [
‘ou can easily check the log of 1he application with the Live Tail and Log Trend,
* 1. Check agent settings

Ta callect logs from Java apphcations, please check the folloning
1. Checking and Upgrading Agent Versions (available from 2 1.1 af later)
2. Agent Settings » Direct Input = Enter the agenl setting command below

2. Restart

Agent settings

logsink_enabled=rue

¥ 2. Activate log manitaring

Log monitering data setting

Log lockup password (I Turm on ta use the bog lockup passwerd,
Leg retentlon pariod {infilal value) (5 15duys ~ | Youcanenter 3 value between 1 days and 40 dape
Log usage

Categony Bata retention of logi (based. i o] Avaragi daily bog cownt (D
Total 3,523,236,480 934882433
Apsleg 15days - 3494072628 232536175
AppSidEn 15days v 338233 22548
AppStdOut 15days v 13,911,268 927417
vinualLag 15daye - T4914351 94290

Fusterduy's log count T

124084216

123070829

12222

483,168

517997

Espectad log count por wiok £

1644177010

1.630.567.225

157.836

6481919

6960030

View plans

> nitlalized

Expacted log count per manth (21

T.0a5AT2I00

6IEE145250

aT6A40

27472510

29828700

At the top, select the Getting started with log monitoring tab. If you select the [T] View guide icon and the

View plans button, the corresponding guide screen appears.
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Set up the agent and enable log monitoring

In the 1 area, check the agent settings, and then click the Activate log monitoring toggle button to set
whether or not to enable the log monitoring.

Check agent configuration

Check the agent version and settings to start the log monitoring. Select Check Agent Configuration to follow the
onscreen instructions.

+ Server Monitoring

Under Apply, check the application guides for each application. See the following guides: Java, PHP, Node.js,
Python, Go.

+ DB Monitoring

Under Apply, check each individual application guide. See the following. According to the instructions, add
the settings for the log monitoring target file in whatap.conf.

* Kubernetes Monitoring

Under Apply, check each individual application guide. See the following.

Activate log monitoring
Select Activate log monitoring to set whether or not to enable the log monitoring.

+ If you turn on the @ toggle button, the log monitoring is enabled. You can try it for free for 15 days from
the activation date.

+ If you turn off the toggle button, the log monitoring is disabled. Logs are no longer saved.

Log monitoring data setting

In the (2 area, you can see the Log usage. You can also change the Log retention period and Log lookup
password settings.
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Log retention period

This is the default data retention period to be applied commonly. If not specified, the default value is 1 day. In
addition to the option to select a log retention period, you can enter a desired period of time. If not set
separately in the Log usage list, this log data retention period is applied by default. If you set the data retention
periods for each category in the Log usage list and select Initialized, the default data retention period is reset.

Log usage amount

You can specify the log data retention periods for each category in the Log usage list. Log Count means the
number of logs stacked for the period. For example, Daily log count is the number of logs accumulated during
the day, and Expected log count is the number of logs of the today's log count multiplied by the days of data

retention.

You can specify the log data retention period as follows. You can free the space by deleting old data according to

the specified period.

+ Trial Project

You can select 1, 2, or 3 days for the data retention period.

+ Paid Project

For the data retention period, you can select one of 1 day, 2 days, 3 days, 4 days, 5 days, 6 days, 7 days, 10
days, 30 days, and 40 days.

+ Data size-based billing

The price differs depending on the data retention period.

For example, if an average of 2 million logs per day accumulates and the data retention period is set to 3
days, an average of 6 million logs is kept on the collection server and subject to billing.

Log lookup password

To enhance security, set the Log lookup password. The log lookup password is optional. If you are using a log

lookup password, enter the password to go to the log screen.

D 1In case you forgot the password
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®

If you have the Edit Log role, you can modify it with a new password in Log Configuration.
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Log Filter Settings

Log Filter Settings allow you to store only the logs that match the filter conditions specified by the user.
By storing only the necessary logs, you can reduce costs.

@ Permission

Only users with log edit permissions can configure these settings.

Add a Log Filter Setting

This section explains how to add a new filter setting. When configuring log filter settings, Filter Name, Show in
Live Tail, Category, and Filter Condition are required fields.

Even logs that are not stored by the filter can still be viewed in Live Tail if the Show in Live Tail toggle is enabled.

Only one filter can be set per category.

1. Goto Logs > Log Settings > Log Filter Settings tab.

2. Click the + Add button to create a new filter setting.

3. In Add Log Filter Setting, enter Filter Name, Show in Live Tail, Category, and Filter Condition.
* Filter Name: A name to identify the filter.
* Show in Live Tail: Select whether to display in Live Tail regardless of storage.
* Category: The log category to which the filter is applied (multiple selection allowed).

* Filter Condition: Conditions for logs to be stored by the filter.

(D For more details on filter conditions, see WhaTap log search query syntax.

* Example


https://docs.whatap.io/log/log-search-query

Log Filter Settings

o Include: oid: 123
o Collect only logs whose oid is 123.
o Exclude: notoid: 123
o Collect only logs whose oid is not 123.

o Include all: leave the filter condition empty

[e]

Exclude all: not content : *

4. Click Add to review and edit the filter settings in the Preview Results screen.

5. Once confirmed, click Apply to save the log filter settings.

Simulation

You can preview the log results based on the entered category and filter conditions before applying the log filter
settings.

Click the Simulation button to display the Log Search screen with the applied filter settings.

Edit a Log Filter Setting

Registered log filters can be modified by clicking the edit icon. The Edit Log Filter Setting screen shows the
existing values, which you can change and apply as needed.

When editing log filter settings, only one category can be selected.

Delete a Log Filter Setting

Registered filters can be deleted by clicking the delete icon. After deletion, make sure to click the Save button.

If changes are not saved, the filter will not be deleted.
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Log filter settings can be imported or exported in JSON format.
This is useful if you want to apply the same log filter settings to another project.

Export JSON

1. Click the sovm button at the top right of the screen.
2. Inthe Export JSON window, click the Export button.

3. The log filter settings will be downloaded as a JSON file.

Import JSON

1. Clickthe = button at the top right of the screen.

2. Select the JSON file to import.

Log Filter Settings

3. Inthe Import JSON window, click either Add to List or Overwrite to import the log filter settings.

4. Click the Save button to apply the changes.

Validation Rules

The following validation rules are applied when saving settings:

type: Only GENERAL is supported.
category: Required, supports string type.

condition

o language: Only jsonDsl and lucene are supported.

o description: Invalid filter conditions cannot be saved.

showlLiveTail: Only boolean type is supported.

name: Required, supports string type.
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Parsing The Logs

The log parser helps you transform the irregular logs into a structured form. WhaTap Log Monitoring provides
two types of parsers.
* GROK parser: The logs collected in arbitrary forms are parsed using regular expressions and GROK syntax.

* JSON parser: The logs collected in the JSON form are parsed.

(D common precautions
+ If multiple parsers are registered in the same category, only the first matching parser is applied.

* WhaTap has the role to disable the parsers that may affect the stability of the WhaTap service.

GROK parser

If the logs are collected in an irregular form, you can use the GROK parser to parse them. GROK syntax provides

named regular expressions, allowing you to use regular expressions more easily.

Starting GROK

GROK provides two types of syntaxes.
1. %{SYNTAX:SEMANTIC} : Syntax provided in the GROK library. Using the named regular expressions,
you can extract tags. For usage examples, see the following.

* SYNTAX: Specify the named regular expressions provided by GROK.

* SEMANTIC: Specify the name for the matched value.

(D named regular expressions

The syntax is provided by GROK. This function provided by GROK allows you to assign names

to complex regular expressions.
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O
name regular expression
WORD \b\w-+\b
SPACE \s*
NOTSPACE \S+
UuID [A-Fa-f0-91{8}-(?:[A-Fa-f0-91{4}-){3}[A-Fa-f0-91{12}

To see all named regular expressions provided by WhaTap, see the following link.

(?<SEMANTIC>REGX) : The named capturing group syntax for regular expressions. You can use regular

expressions to extract tags according to the user's intent. For usage examples, see the following.

* SEMANTIC: Specify the name for matched values.

* REGX: Enter regular expressions for matching.

(D named capturing group
It is the syntax provided by regular expressions.

e capturing group: This indicates the function to bundle multiple tokens into one as a single

matching unit.
* named capturing group: Name assigned to the capturing group.
e Let's look at the string matching example. dev@whatap.io
o Example 1 (\w+)@(\w+\.\w+)

o Example 2: When the entire email is matched and the username and domain are

matched additionally, (?<username>\w+)@(?<domain>\w+\.\w+)
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%{SYNTAX:SEMANTIC} Usage example
The following is an example that uses the %{SYNTAX:SEMANTIC} syntax.

Sample log

[2023-08-08 02:02:30,101 GMTI[INFO ][i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8 VirtualLog 20230808

02:01:00.000 {area=4, city=5} 56ms

You can look at the sample log to infer what each word means. When replacing each part with semantic words, it
can be expressed as follows:

semantic replace

[date][logLevel][caller] projectCode logCategory dexBuildStartTime {area=areaEnum, city=cityEnum} dexBuildElapsed

Any semantic word can be replaced with a regular expression. The GROK parser allows you to use the predefined
named regular expressions. TIMESTAMP_ISO8601 , LOGLEVEL , and DATA used here are named regular
expressions provided by GROK. These values are matched after replacing each of them with the following
regular expression.

* name: TIMESTAMP_ISO8601

o regular expression: %{YEAR}-%{MONTHNUM}-%{MONTHDAY}[T
1%{HOUR}:?%{MINUTE}?::?%{SECOND})?%{ISO8601_TIMEZONE}?

* name: LOGLEVEL

o regular expression: LOGLEVEL
([Aa]lert | ALERT | [Ttlrace | TRACE | [Dd]lebug| DEBUG | [Nn]otice | NOTICE | [Iilnfo | INFO | [Ww]arn?(?:ing)? | WARN?(?:ING)’

* name: DATA

o regular expression: .*?

GROK parsing pattern

\[%{TIMESTAMP_ISO8601:date\sGMT\I\[%{LOGLEVEL:level\s\\[%{DATA:caller}\]

If you parse with the above syntax, you can extract tags as follows. In this way, GROK's %{SYNTAX:SEMANTIC}
syntax helps you apply complex and long regular expressions easily and concisely.
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Tag extraction

- date : 2023-08-08 02:02:30,101

- caller : i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)
- level : LEVEL

(?<SEMANTIC>REGX) Usage example

The parts that do not match with the named regular expressions can be parsed using the (?<SEMANTIC>REGX)
pattern. In the sample log above, the parts that cannot be parsed with the %{SYNTAX:SEMANTIC} syntax are as
follows.

Unparsed area

8 VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms

When replacing each part of the log with semantic words, it can be expressed as follows.

semantic replace

projectCode logCategory dexBuildStartTime {area=areaEnum, city=cityEnum} dexBuildElapsed

These irregularly strings can be parsed using the (?<SEMANTIC>REGX) syntax.

Regular expressions that match for each sample log parsing keyword

Parsing keyword (?<SEMANTIC>REGX)
8 (?<projectCode>\d)
VirtualLog (?<logCategory>\w*)
20230808 02:01:00.000 (?<dexBuildStartTime>\d{8}\s\d{2}:\d{2}:\d{2}\.\d{3})
area=4 area=(?<areaEnum>\d)
city=5 city=(?<cityEnum>\d)
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56ms

()

Parsing the logs

(?<SEMANTIC>REGX)

(?<dexBuildElapsed>\d{2})ms

Basic regular expression syntax

Syntax rule

a{5}

\w

\s

[abc]

[Aabc]

[a-Z]

[1-3(7-91]

[1-6&&[3-9]]

[0-9&&["2468]]

a{2,}

a{1,3}

Meaning Alias
Oor1 -
1 or more >
0 or more -
exactly 5 -
word character [a-zA-Z_0-9]

white space

any character except newline

any of

not a,b, or c

character between a and z

union (combining two or more character classes) -

intersection

subtraction

2 or more

between 1 and 3
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Syntax rule Meaning Alias

a+? match as few as possible -

{2,3¥%? match as few as possible -

(abc) capturing group (processes multiple strings as a single unit) -

\d digit [0-9]

\D non-digit [~0-9]
\W non-word character -

\S non-white space -

By connecting the parsed keywords with space ( \s ) and special character escapes ( \{, \,, \} ), you can apply

the pattern as follows.

GROK parsing pattern

(?<projectCode>\d)\s(?<logCategory>\w*)\s(?<dexBuildStartTime>\d{8}\s\

d{2}:\d{2}:\d{2}\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

If you parse with the above syntax, you can extract tags as follows.

Tag extraction

- projectCode : 8

- logCategory : VirtualLog

- dexBuildStartTime : 20230808 02:01:00.000
-areaEnum : 4

- cityEnum : 5
- dexBuildElapsed : 56
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Applying GROK
Log Configuration > Log primary parser setting

1. To apply the GROK pattern parser, go to the Log primary parser setting tab in Log Configuration.
2. Select + Add and then select the GROK parser in the Parser field.

3. When you select Register pattern, the pattern registration and simulation window appears on the
right.

4. Enter Pattern and Log, and then click Simulation to check whether parsing is successful with the
pattern to apply.

Pattern e.g.
[%{TIMESTAMP_ISO8601:date}\sGMT][%{LOGLEVEL:level}\s][%{DATA:caller}]\s(?<projectCode>\d)\s(?<logCatego
d{2}:\d{2}:\d{2)\.\d{3})\s\{area=(?<areaEnum>\d),\scity=(?<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

Log example:
[2023-08-08 02:02:30,101 GMTI[INFO ][i.w.y.l.c.LogSinkDexScheduleThread.realProcess(159)] 8
VirtualLog 20230808 02:01:00.000 {area=4, city=5} 56ms

5. If the simulation is successful, you can view Simulation result and Performance measurement
results.

6. When you click Apply pattern after simulation, the pattern that has been entered for the selected
parser is applied.

7. After applying the pattern, enter values for Category, Log detection condition, and Pattern.
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X Parser Add

Parser *
WhaTap reserves the right to disable parsers that may affect the stability of the WhaTap service.

GROK v

parser pattern*

The pattern is registered after the simulation is performed to ensure that the log is successfully parsed with the entered
pattern.

(© Success
\[%{TIMESTAMP_IS08601:date}\sGMT\]\[%{LOGLEVEL:level\s\I\[%{DATA:caller\]\s(?<projectCode>\d)\s(?

<logCategory>\w*)\s(?<dexBuildStartTime>\d{8}\s\d{2}:\d{2}:\d{2\.\d(3})\s\{area=(?<areaEnum>\d),\scity=(?
<cityEnum>\d)\}\s(?<dexBuildElapsed>\d{2})ms

Modify parser pattern

Category *
If multiple parsers are registered in the same category, only the first matching parser is applied.

AppLog

Log detection condition

If you don't enter any filter, or if you enter only one of the search keys/values, the pattern is applied to all logs.

oname demo-8100

Add

* Category
Select a log category. Category is required.
* Log detection condition
° Only the logs that meet the conditions are applied to the parser.
o Select or enter values for Search key and Search value.
°o Log detection condition are applied before all parsers are run. Accordingly, you cannot use

the Tag that have been added for the parser.

8. Select Add to register a parser.

(D + Inthelog parser list, you can change the Priority or Enable, Edit, or Delete the parser.

+ After parser simulation, you can register a pattern.
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O GROK parser precautions
* GROK parser supports two patterns: %{SYNTAX:SEMANTIC} and %{SYNTAX:SEMANTIC} .
* When using the %{SYNTAX:SEMANTIC} pattern, SEMANTIC must be entered.
* When using the %{SYNTAX:SEMANTIC} pattern, SEMANTIC must be unique in a parser.

* When using the (?<SEMANTIC>REGX) pattern, SEMANTIC can only contain characters (a-z, A-Z),

numbers (0-9), and specified special characters (., _, -).

SEMANTIC must start with a character (a-z, A-Z).

SEMANTIC must end with a character (a-z, A-Z) or number (0-9).

Selecting additional GROK patterns

During GROK parser simulation, in addition to the basic patterns ( WORD , NUMBER , IP , etc.), you can select
additional patterns that match a specific log format. 32 pattern types, such as Java, Nginx, and MySQL, are

provided grouped into 11 categories.

%dditional pattern category dropdown

1. Inthe parser simulation window, click the dropdown in the Additional patterns (optional) area.

2. From the list of pattern types grouped by category, select the pattern type you need. You can also
search by entering a pattern type name or description in the search box.

3. The selected pattern type is loaded together with the basic patterns during simulation.

(D The basic patterns (Core) are always included automatically. Selecting additional patterns is optional.

Pattern type list by category

Category Pattern type
Web Servers haproxy, httpd, iis, nginx, squid
Application Servers & Frameworks java, log4j, rails, ruby, springboot
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Category Pattern type
Databases mongodb, mysql, oracle, postgresq|l, redis
Cloud aws
System & Infrastructure docker, kubernetes, linux-syslog
Messaging & Search elasticsearch, kafka
Network & Security bind, bro, firewalls, junos, zeek
Mail exim, postfix
Monitoring & Backup bacula, mcollective, nagios
Build Tools maven

Usage example

To parse a Tomcat Catalina 8 log, select the java pattern type additionally and then use the %{CATALINA8_LOG}

pattern.

Sample log

31-Jul-2020 16:40:38 INFO [main] org.apache.catalina.startup.VersionLoggerListener.log Server version name: Apache

Tomcat/8.5.57

GROK parsing pattern

%{CATALINA8_LOG}

Tag extraction

- log_timestamp : 31-Jul-2020 16:40:38
- log.level : INFO
- java.log.origin.thread.name : main

- java.log.origin.class.name : org.apache.catalina.startup.VersionLoggerListener
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- log.origin.function : log

- log_message : Server version name: Apache Tomcat/8.5.57

Viewing pattern details

You can check which patterns are included in the selected additional pattern type in the details window. You can

look up the pattern definitions (regular expressions) and sample logs and apply them directly to the simulation.

Niewing pattern details

After selecting an additional pattern type, click the selected pattern type tag to open the details window on the
right. The details window is displayed side by side without hiding the simulation form, so you can proceed with
the simulation while checking the pattern definitions.

You can use the following functions in each pattern item.

Button Function Description

Enter a Automatically enters an example log that matches the pattern into the Simulation

Sample . )
sample log parsing log input box.

S Insert a Inserts it into the Pattern input box in the %{pattern_name} format. The corresponding
elec

pattern pattern type is also selected automatically.

Copy to . .
Copy ] Copies the %{pattern_name} format to the clipboard.

clipboard

(D « When you click a pattern item, its pattern definition (regular expression) expands. You can expand
multiple patterns at the same time to compare their definitions.

* Inthe %{PATTERN:field} references included in a pattern definition, the pattern name, field name,
and literal characters are displayed distinguished by different colors.

* You can run the simulation directly with the log entered by the Sample button to check the parsing
result.
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Saving simulation sample logs

The log used in the simulation is saved automatically together with the parser settings. When you edit a parser,
the sample log used previously is restored automatically to the simulation window, so you do not need to enter

the log again each time.

JSON parser

If logs are collected in JSON format, they can be easily parsed using the JSON parser.

Applying the ]SON
Log Configuration > Log primary parser setting

1. To apply the JSON pattern parser, go to the Log primary parser setting tab in Log Configuration.
2. Select + Add and then select the JSON parser in the Parser field.

3. When you select Register pattern, the pattern registration and simulation window appears on the
right.

4. Enter Pattern and Log, and then click Simulation to check whether parsing is successful with the
pattern to apply.

Example

2023-08-08 02:43:28,615 -- {"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/

api/flush"} --

In the example log, if Prefix and Postfix are specified as -- and url is specified in Ignore, only three

Tag ( host, method , status ) are created.

* Prefix Specify the position where the JSON format begins in the log. If the entire log is in JSON

format, set an empty value.

* Postfix Specify the position where the JSON format ends in the log. If the entire log is in JSON

format, set an empty value.

» Ignore Specify the key for which tags are not created during JSON formatting.
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If the simulation is successful, you can view Simulation result and Performance measurement

results.

X  Parser Simulation

Pattern
agenttime, category, content, logContent, message, pcode, time, timestamp is a reserved
word

Reserved words do not work even if registered as log detection conditions or patterns.

Prefix

Postfix

ignore | url
Log*

Log simulation is essential and additional pattern registration may be required depending on
simulation results.

2023-08-08 02:43:28,615 ~
{host""10.21.3 24" method"-'POST /'status""200", url""http://devote. whatap.io/yard/api/flush’} -

© Simulation ‘

Simulation result (%) Success

Key
method
host

status

Performance measurement results (©) Success

Simulation count

100
1,000
10,000
100,000

1,000,000

POST
1021.3.24

200

Time min(ns)

7,047
2,663
2,655
2651
2,651
2,648

2,647

Value

Time max(ns)
7,047

4,255

4574

94,191

146,472

194,424

80,465,427

View Guide

7,047
2872
2818
2961
2987
2917

3136

Result

Time a)

6. When you click Apply pattern after simulation, the pattern that has been entered for the selected

parser is applied.

7. After applying the pattern, enter values for Category, Log detection condition, and Pattern.
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X Parser Add

Parser *
WhaTap reserves the right to disable parsers that may affect the stability of the WhaTap service.

JSON v

parser pattern*

Simulate that the log is parsed successfully. Simulation must be performed, and additional pattern registration may be
required depending on the simulation results.

() success
Prefix
Postfix

Ignore

Simulation verification and pattern modification

Category *
If multiple parsers are registered in the same category, only the first matching parser is applied.

AppLog

Log detection condition

If you don't enter any filter, or if you enter only one of the search keys/values, the pattern is applied to all logs.

oname demo-8100

* Category
Select a log category. Category is required.
* Log detection condition
° Only the logs that meet the conditions are applied to the parser.
o Select or enter values for Search key and Search value.
o Log detection condition are applied before all parsers are run. Accordingly, you cannot use

the Tag that have been added for the parser.

8. Select Add to register a parser.

(D + Inthelog parser list, you can change the Priority or Enable, Edit, or Delete the parser.

+ Before registering a parser, you can check whether the pattern to register is normal through
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O Simulation. It is the same as the GROK parser registration simulation process. See the following.

Example of using JSON format

Sample log

{"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/api/flush"}

If the above sample log has been collected, select the JSON parser in the Parser Add window. Without having to

write a complex parsing logic, you can extract the Tag for log analysis as follows:

Tag extraction

- host:10.21.3.24

- method : POST

- status : 200

- url : http://dev.whatap.io/yard/api/flush

Usage example when configuring part of the JSON format

Some JSON format sample log

2023-08-08 02:43:28,615 -- {"host":"10.21.3.24","method":"POST","status":"200","url":"http://dev.whatap.io/yard/api/flush"} --

If part of the log is in JSON format as in the example, specify Prefix and Postfix. WhaTap log monitoring
recognizes and parses the area between Prefix and Postfix in JSON format.

Tag extraction

-host:10.21.3.24
- method : POST
- status : 200

- url : http://dev.whatap.io/yard/api/flush
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Fast Index Setting

Log fast index setting

Select the Fast index setting tab at the top of Log Configuration. Collecting a large number of logs can

significantly decrease the log search performance. The frequently used search conditions are created as index,

you can improve the log search performance for quick search. The setting items are as follows:

Set value Required
Category Mandatory
Search Key Mandatory
Case insensitive Option
Rule Mandatory

Enabled Mandatory

Description

Category to be set as fast index

Search key for fast index setting

Whether to be case sensitive

* must be included at least one.

Active or inactive (default value is true)
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Log Long-term Archive Statistics Setting

Log long-term archive statistics

Select the Log long-term archive statistics tab at the top of Log Configuration. Log data is so large and
difficult to retain for a long time. Using the Set log statistics data function, you can save information on how
many logs that meet specific conditions are collected every 5 minutes. Even if actual log data has been
deleted for a long time, you can check the trend of how many logs that meet the conditions are collected.

Adding the log long-term archive statistics

> Log long-term archive statistics Add

Statistic key* | ‘

Data retention | ]
15 Days (About 3 MB) ‘

period(disk usage) |
Category* | ‘
Log detection
condition*
Flease select a category first.
Exclude Case Sensitive

If you select + Add under the Log long-term archive statistics tab, the Log long-term archive statistics Add

window appears. You can add rules by using + Add or delete the created rules by using the - icon.




Setting item
Field
Category
Statistic Key

Log detection
condition

Exclude

Case Sensitive

Enabled

Example

Log long-term archive statistics setting

Description

Category to apply the rule to.

The same key cannot be set twice to save when a log that meets the rule is generated.

Condition for generating log statistical data. Statistical data is generated based on how many
logs that meet this condition are collected.

If checked, statistical data is generated with values that do not correspond to the entered

conditions.

Specify case sensitivity for the values of the entered log detection conditions.

Active or inactive (default value is true)

If a setting is added as follows, statistical data is generated with a key value of TotalCount for the logs whose
statusis 200 or 300 .

Log long-term archive statistics i ‘ 1 @ + Add |
Category Statistic key Log detection condition Data retention period(disk usage) Enable
ApplLog TotalCount status :20[], 300 15 Days (About 3 MB) ( ) |0}
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Data Search

1. Create a widget by searching Log long-term archive statistics in Widget templates of Integrated

Flex Board.
Widget templates = All metrics
log long-term Q,

|~ Log long-term archive statistics

2. Enter the Category and Statistic key to view and then select Apply.

Log long-term archive statistics ¢ Change a category
ApplLog W
Statistic key
TotalCount v

Log long-term archive statistics Setting is required to collect the data that the
widget represents.
If this setting is not set, refer to
Guide and do Log long-term archive statistics Setting.
Log setting

® Please select a category and a key.

3. With the added settings, you can check the Log long-term archive statistics data as follows.

627



Log long-term archive statistics setting

Log long-term archive statistics AppLog/TotalCount

600
525
450

375

2022-11-15 00:12:00
L] B e -

300

225

150

75

0
17:00 19:00 21:00 23:.00 01:00 03:00 05:00 07:00 09:00
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Log Personal Information De-identification

Personal information de-identification

In De-identification of personal information, you can mask personal information in log data or replace it with

safe values.

+ Encryption: Specified sensitive data is encrypted and stored in the database.
+ Masking: When displayed on the log screen, sensitive data is masked ( *** ) by default.

+ Substitution: Sensitive data is replaced with a user-specified value that is safe.

Personal information classification

The items classified as personal information are as follows: If there are any items that need to be treated as
sensitive data in addition to personal information, mask or replace the desired items in the log data by using the
De-identification of personal information feature.

* National ID number
+ Passport number
* Driver's license number

+ Foreigner registration number

* Credit card number
* Bank account number

* Biometric information

Required roles

De-identified personal information is displayed as masked. Only users with the log personal information query
role can view original data through the Display personal information toggle. Adding or modifying de-

identification target search keys requires the log editing role.



Log personal information de-identification

(@ For more information about the log personal information query and log editing roles, see the
following.

Setting the personal information de-identification

You can protect sensitive information by applying masking to new log data.

¥ De-identification of personal information Add

Category*
\'

Search key *
Select search keys to be encrypted and masked.

1. Inthe De-identification of personal information tab, select Add.

2. Inthe De-identification of personal information Add pane on the right, select Category and enter
the Search key to mask.

3. Click Add to add the setting.

4. After checking the de-identified items in the De-identification of personal information list, click Save
on the upper right to save the current settings.
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Log personal information de-identification

De-identification of personal i i ] o E
Enable Category Search key Edit
a VirtualLog agen
@ v tatis
@ s sgerttie

* The de-identified search keys are output in the format of search key.pii in the log content.

* You can perform @ Enable for de-identified items in the Enable column of the De-identification
of personal information list.

* You can 2 modify and Ti] remove in the edit column of the De-identification of personal
information list.

© If the search key name is specified as search-key.p in the Log primary parser setting tab, it is
automatically registered as a de-identification target. You can check or disable auto-registered items in
Specified search key after selecting the Category in the De-identification of personal information
tab.

We recommend configuring de-identification directly in the De-identification of personal information
tab rather than using the .p suffix in parser settings.

Personal information display

De-identified data is displayed as masked in the Live Tail, Log Trend, and Log Search menus. Users with the log
personal information query role can click the Display personal information @) button in the log list to view
the original data.
java-demo?2 2024-12-16 16:06:49.988 area river !privacy true istatus.pii *** 1 pcode 8 city seoul onodeName node-0 myname.p ***
oid -1737750367 okind 1152715164 price.n 12000 oname java-demo2 age.n 33

agenttime 1734332809555 category VirtualLog okindName dev-okind-0 onode 1693789385
You need not love me, if you choose not to.

java-demo1 2024-12-16 16:06:49.993 area mountain !privacy true ' status.pii ***' pcode 8 city junju onodeName node-1 myname.p ****
Wlaitinm danec na + hovia +a _aim Far o mantina
java-demo2 2024-12-16 16:06:49.988 area river !privacy true :status.pii 500 pcode B city seoul onodeName node-0 myname.p lee

oid 1737750367 okind 1152715164 price.n 12000 oname java-demo2 age.n 33
agenttime 1734332809555 category VirtualLog okindName dev-okind-0 onode 1693789385
You need not love me, if you choose not to.

java-demo1 2024-12-16 16:06:49.993 area mountain !privacy true 'status.pii 200" pcode 8 city junju onodeName node-1 myname.p hong
Waiting does not have to aim for a meeting.

java-demoé 2024-12-16 16:06:50.064 area sea Iprivacy true 'status.pii 200 pcode 8 city daegu onodeName node-1 myname.p song
Waiting does not have to aim for a meeting.
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(D The search key specified in the De-identification of personal information tab appears in the log

content of the Log menu in the format of Search key.pii .

Example of status.pii ***

Checking the log's personal information de-identification

If you replace the existing data using the Log's personal information de-identification checking

feature, the data cannot be recovered.

Log's personal information de-identification checking identifies personal information in existing log data and

replaces it with the Value to substitute specified by the user.

Replacement by target key

If you specify a target key, only the value stored in that key is replaced, and the rest of the log content is kept as
is. The target key applies to both the field value and the tag value of a log. If you do not specify a target key,
personal information is identified and replaced across the entire log content, the same as before.

(D Replacement applies only to the stored log data. The original value may remain in the search index

even after replacement.

You specify the target key in the Target key input field of the log personal information de-identification check
form. On the screen, field and tag are not distinguished and are entered as a single target key.
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Log's personal information de-identification checking wifies the accumulated logs. + Check inspection history
Time Category VirtualLog
< 2025/03/21 12:26 ~ 2025/03/21 13:26 {0 [J > Search start time 2025/03/2112:26
Search end time 2025/03/2113:26
Category
Personal information entity Resident registration number
Virtualle
iruatog Personal information pattern (2<\w\A(2)(0[1-9]11[0-2]) ([0-2)[0-ONI3[0-1])-[1-41\H{B)( 1)
Personal information entity Value to substitute Il
Resident registration number v Pattern matching result 0 | + Check results
Inspection start time 2025/03/2113:28
Personal information pattern . x 11
(2NN} (001-901[0-2)([0-2)[0-913(0- 1 1-4NE) Pw) Inspection end time 2025/03/2113:28
Whether to apply substitution No
Whether to apply substitution X
-~ Inspection result SUCCESS
C‘{ 4

Value to substitute ()

SR o

ORI CE el | () stop inspection

1. Specify the start time and end time.
2. Setvalues for Category .

3. Select Personal information entity from the examples or Direct Input.

(D When selecting Direct Input, directly enter a regular expression pattern to identify personal
information.

4. Select whether to replace personal information, if it is identified via the Whether to apply substitution
toggle.

5. Enter Value to substitute to change the string identified by the regular expression pattern in the
existing log.

(D « Value to substitute must not be longer than the original value.

* When enabling the Whether to apply substitution toggle, be sure to enter Value to
substitute.

6. Enter the conditions and then select Start inspection.

(D You can stop this step at any time by clicking Stop inspection during the checkup.

633



Log personal information de-identification

7. When applying substitution, enter Replace in the Start of inspection for personal information de-
identification confirmation window, and then click the OK button.

Start of inspection for personal information de-identification X

The value that matches the selected personal information pattern is replaced.
(D Data cannot be restored after replacement.

If replacement is required, see below. "Replace’Please enter directly.

Cancel

8. After the inspection is finished, you can see Inspection result on the right as in the example image.

* Category: It displays the categories checked.

* Search start time and Search end time: It displays the time range for the checkup.
* Personal information entity: It displays the personal items that have been checked.
* Personal information pattern: It displays the reqular expression pattern used.

* Value to substitute: It displays the applied replacement value.

* Pattern matching result: The number of personal data identified is displayed. You can check the
sample logs by clicking Check results.

* Inspection result: It displays the result where personal information has been identified.

SUCCESS (check success), FAILED (check failure), STOP (check stop), TIMED_OUT (check
ended due to timeout)

Check inspection history

To view the results of past checks after performing de-identification check for the log's personal information,
click the Check inspection history button at the upper right. You can trace the substitution history, inspection
time, and applied personal information items. You can also download the list information in CSV file format by
clicking the ¥ CSV button at the upper right of the Check inspection history window.
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Check inspection history 0loX
< 2025/03/25 08:17 ~ 2025/03/25 09:17 [{E ] > Personal infor.. Vv Q | ¥ csv
stitute Pattern matching result  Inspection start time Inspection end time  Whether to apply substi... Inspection result
0 2025/03/25 09:16 2025/03/2509:16 No SUCCESS

hkk

Personal information pattern

Examples of regular expression patterns used to identify personal information in the existing log are as follows:

Personal
information
pattern

National ID

number

Passport
number

Driver's
license

number

Foreigner
registration
number

Personal information
example

123456-1234567

M1234567

01-23-456789-00

987654-1234567

Regular expression pattern

(?<!w)d{2}0[1-9]| 1[0-2])([0-2][0-9] | 3[0-1])-[1-4]d{6}(?!w)

([MSRODTC][0-9]{7}\b)

(?<!w)d{2}-d{2}-d{6}-d{2}(?!w)

(?<!w)d{6}-?[5-81d{6}(?!w)
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*hkkEA_

*kkkkkk

*rkkkrik

*k_kk_

*kkkkk_*k

*hkkEkA_

*kkkkkk



Personal
information

pattern

Credit card
number

Mobile
phone
number

Email
address

Bank
account

number

Business
registration
number

Corporate
registration
number

Personal information
example

1234-5678-9012-3456

010-1234-5678

example@domain.com

123456-01-654321

111-11-01111

1M1111-1111111

Log personal information de-identification

Regular expression pattern

(2<lw)d{4}-d{4}-d{4}-d{4}(Iw)

(?<!w)(+82-?71[016789]-7d{3,4}-7d{4} | 01[016789]-?d{3,4}-2d{4})(?!w)

([a-zA-Z0-9][a-zA-Z0-9._%+-]*@[a-zA-Z0-9.-1+.[a-ZA-Z]{2,})

(?<!w)d{6}-d{2}-d{6}(?!w)

(?<!w)d{3}-d{2}-d{5}?'w)

(?<!w)d{6}-2d{7}(?'w)
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*hkkk_Fkkk_

*kkk_kkkk

*hkk_Fkkk_

*kk*

***@*** *k*

*hkkkkk_kk_

*kkhkkkk

*hk_FTr_FhrEk

*kkkkk_

*kkkkkk
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Importing And Exporting Log Settings

Importing/exporting log settings

You can save parser settings, Fast index setting, and filter settings in JSON file format, and apply them by
importing a JSON file from other projects. You can reduce the hassle of creating the settings repeatedly for each
project.

1. Add parser settings, Fast index setting, and filter settings to one project.

2. SelectJSON [} on the upper right of each configuration tab.

3. Onthe upper right of the Export JSON window, select Export.

4. The JSON configuration file is saved on your PC.

5. Move to another project and then go to the Log > Log setting menu.

6. Select the configuration tab where you have exported the J[SON configuration file before, and then
select [¥.

7. If the file selection window appears, select the JSON configuration file saved on your PC.

8. Ifthe Import JSON window appears, check the configuration file and then select Add to list or
Overwrite.

9. Select Save on the upper right of the screen.

After importing the JSON configuration file, you cannot save the imported settings unless you select
Save.
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Alert Notifications

This feature delivers notifications to users based on predefined conditions when issues occur in monitored
systems or applications. Notifications can be sent through various channels such as email, SMS, messengers,
and mobile push notifications.

For example, you can configure alert thresholds for key performance indicators such as CPU usage, memory
usage, disk I/0, network traffic, transaction count, error occurrences, and response time latency. When these
thresholds are exceeded or abnormal behavior is detected, notifications are automatically sent.

With WhaTap's Al-based alerting, you do not need to define complex conditions manually. The Al learns normal
application behavior patterns and automatically detects and notifies anomalies. Additionally, by using tag-count
alerts, you can define conditions on values aggregated by specific tags, enabling precise detection even in
complex scenarios.

Key Features

+ Event Configuration: Configure threshold-based alert conditions and notification channels
+ Event Notification Settings: Configure notification channels and time schedules per user

+ Event History: View the history of alert occurrences

Permissions

To add or configure events, the Alert Configuration permission is required.

+ View: To view metrics event configurations, the View & Analyze permission is required.
+ Add/Edit/Delete: To modify configurations, the Alert Configuration permission is required.

+ Receive Notifications: To receive notifications, the Alert Receive permission is required.

(D Reference

For more details, see Member Permissions.


https://docs.whatap.io/project/project-structure#member-auth

Event Configuration

Event Configuration

Home screen > Select project 7' Alert > Event Configuration

In Event setting, you can configure and manage events based on anomaly conditions that may occur in
monitored systems or applications. When the configured conditions are met, notifications can be delivered
through your preferred channels such as email, SMS, messengers, or app push notifications. You can tailor event
configurations according to your monitoring objectives.

0 Metrics

Metrics events allow you to monitor system and application performance indicators based on real-time data.

0 Real-time logs

Sends alert notifications when event conditions configured in real-time collected logs are detected.

0 Composite log

Configure composite log events that trigger alert notifications based on log content.

Home Screen > Select Project > 1 Alert > Event Configuration

Event setting provides features to configure and manage events based on anomaly signals that may occur in
monitored systems or applications. When configured conditions are met, you can receive notifications through
your preferred channels such as email, SMS, messengers, or app push notifications. You can design event
configurations according to your monitoring objectives.



Event Configuration

0 Metrics

Metrics events allow you to monitor system and application performance indicators based on real-time data.

0 Real-time logs

Sends alert notifications when event conditions configured in real-time collected logs are detected.

0 Composite log

Configure composite log events that trigger alert notifications based on log content.

(D Reference

* When configuring events, use appropriate threshold values to prevent unnecessary event
generation.

* When setting up notifications, consider enabling recovery notifications (alerts sent when issues are
resolved) to support effective operational response.

Common Features

All event configurations can be downloaded in JSON or Excel format. By sharing the same type of product
configuration, you can reduce repetitive event setup work.

+ Batch JSON Edit: Edit all event conditions in bulk using JSON format.
+ Batch JSON Download: Save all currently registered event conditions as a JSON file.

+ Batch Excel Download: Download the event list as an Excel file for external reporting or backup purposes.
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Batch JSON Edit

1. Click the [ Batch JSON Edit ] button at the top of the screen.
Import a JSON file downloaded via the Batch JSON Download feature, or edit the content directly.

Click the [ Overwrite ] button to save.

> w N

When a confirmation message appears, click the [ Overwrite ] button.

After overwriting, you cannot restore the previous event configuration.

* Arbitrarily modifying the values of the productType or platform properties may cause events to
malfunction in other projects.

* The JSON editor includes built-in validation. If the format or values are invalid, an error message
appears below the editor and the [ Overwrite ] button is disabled.

1,
"BASIC": [
{
"criticalEnabled": "false",
"warningEnabled": true,
"silentPeriod": 360000,

(© "criticalEnabled” requires "boolean” type value, not "string"” type.

JSON Data Structure

{
"productType": "{productType}",
"platform": "{platform}",
"events": {
"HITMAP": {

h

"LOG_REALTIME": [
Hocaly

1
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"METRICS": [
Hcaly
I
"COMPOSITE_LOG": [
{.}
1
"BASIC": [
Hcaly
I
"COMPOSITE_METRICS": [
{.}
1
"ANOMALY": [
Hcaly

JSON Field Description
productType Product type (e.g. APM, Infra)
platform Platform information (e.g. java, node)
events Event data
<& HITMAP Hitmap pattern
& LOG_REALTIME Real-time log events
<& METRICS Metrics
<& COMPOSITE_LOG Composite log events
<& BASIC Basic events
& COMPOSITE_METRICS Composite metrics
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JSON Field Description

& ANOMALY Anomaly detection

Batch JSON Download

Click the [ Batch JSON Download ] button at the top of the screen.

* The JSON file name follows the format integrated-event- YYYYMMDD .json.

* The structure of the JSON data and the sub-properties under the events attribute may vary depending on
the product ( platform ) or product type ( productType ).

If you arbitrarily modify the values of the productType or platform propertiesin the JSON data,
events may not function correctly in other projects.

Batch Excel Download

Click the [ Batch Excel Download ] button at the top of the screen.
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Metrics

Home > Select Project > 7' Alert > Event Configuration > Metrics tab

You can view the complete list of all metrics-based events configured for the project. You can review, edit, or
delete existing metrics events, or add new events as needed.

Default Options

+ Event Level: Indicates the severity of an event and is classified into three levels: Normal (Info), Warning
( ), and Critical (Critical).

+ Duplicate Agent Alert Suppression: If two or more agents with the same name run simultaneously, events
are not triggered for the selected duration (30 seconds, 1 minute, 3 minutes, 5 minutes, 10 minutes).

+ Search: Search events by event name.

+ JSON Download/Upload: Edit event rules directly in the JSON editor, or download them as a file, modify them,
and upload them again.

* + Add Event: Add a new metrics event.

* Resize Columns: Adjust column widths by dragging column borders.
Table | Metrics Event List Structure
Item Description
No. Event sequence number
Event activation status
- Enabled: An event is triggered when conditions are met
- Disabled: The event does not run and conditions are not evaluated

2 Edit or delete event settings

User-defined event name
Event Name
- Up to 255 characters



Item

Rule

Target

Trigger
Count

Pause

Recovery
Notification

Event

Recipients

Description

Event trigger conditions

Monitoring targets to which the event applies

The time window and number of occurrences required to trigger an event
- An event is triggered when conditions are met the configured number of times within the

selected duration

Temporarily suppresses the same event after an alert is triggered

- Available durations: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hr, 2 hrs, 3 hrs, 6 hrs, 12
hrs, 1 day

- If recovery notifications are enabled, alerts are not triggered for the selected duration after a
RECOVERED naotification is sent

Whether to receive a RECOVERED (normal) notification when Critical or events are
resolved

- Enabled: Sends a RECOVERED notification when the status changes from in progress to normal
and allows viewing active and resolved states in event history

- Disabled: Triggers a one-time event each time the threshold is exceeded

Users or groups that receive notifications for the event (recipient tags)

Event Configuration

Metrics events allow you to define events based on conditions that occur in monitored targets and configure

notifications so you can respond efficiently.

Add Event

To add a metrics event, go to Event Configuration > Metrics tab, then click the [ + Add Event ] button in the

upper-right corner.
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How to Add a Metrics Event
Step 1. Select Template: Choose the basic structure of the event.
Step 2. Define Event Conditions: Configure the conditions that determine when the event is triggered.
Step 3. Select Event Target: Select the monitoring targets where the event applies.

Step 4. Basic Information and Notification Settings: Configure the event name, message, and recipients.

Select Template

1. Depending on how you want to configure the event, select one of the three templates on the left side of
the screen.

* Create New: Freely configure categories and metrics from scratch. This option is suitable for
advanced users who need complex conditions or fine-grained monitoring rules.

* Quick Setup: Provides predefined categories, metrics, and default thresholds. You can apply it
quickly by adjusting only the threshold values, which makes it suitable for beginners.

* Advanced Setup: Add conditions or freely modify settings based on predefined categories and
metrics.

(D Metrics events support multiple configuration approaches. The available templates may vary
depending on the monitoring platform.

Define Event Conditions

In the Define Event Conditions step, configure the metrics that determine when the event is triggered, along
with the trigger count, pause settings, recovery notifications, and event active time.

Metric Settings

1. Enter a category in the search field, or select a category (metric) from the category list.
You must select a category to proceed with metric configuration.

646



Metrics

* The category list shows the category name, data collection interval, and key. It displays metrics data

collected in the project within the last 3 hours.

2. If the metric you need is not listed, select Direct Input and enter the category manually.

(D If you are not sure about categories or metrics, use the Metrics Finder.

When configuring metrics for the first time, the Metrics Finder helps you locate metrics more
quickly.
e Search for a metric in the Metrics Finder to view related categories and detailed

information.

e C(lick the [ Select ] button for a metric in the search results to automatically apply the

selected value to the event configuration screen.

Metrics finder oo
Al v | epd
13 cases/ T
Category Name Unit Type Description Merge
Application
Process CpuTime ms field CPU usage time OM: avg TM: avg Select
Counter
JavaDs :’r‘rgcesscpuﬂ ms field Process CPU Time OM: avg TM: avg Select
SystemCpuloa Number of Avg System CpuLoad g " - o
Java0s d pet field Percent OM: avg TM: avg
Sy ProcessCpuloa Number of Avg Process E— r
JavaOS d pet field CpuLoad Percent OM:avg T™: a Sele
Java0S CpuLoad pct field Number of Avg CpuLoad Percent OM: avg TM: avg Select
Application CpuProc pet field CPU utilization in the Proc area OMiavg TMiavg  [Select
Haost Resource
Application OM: avg TM: avg
Hast Resouree CpuCares count field Number of CPU cores OM: avg TM: avg
Application . CPU utilization taken to wait for & ava TM: ave Select
Host Resource Cpuwait pet field disk 105 OM: avg TM: avg Selec
1 50/ page
3. Select the event level (Critical, , Info). You can configure multiple levels for a single metric.

(@ Event Level Behavior

Even when multiple conditions are satisfied, only the highest-priority level (Critical —»
- Info) triggers an event. For details, see the Level Action Guide.

* Event levels are classified as Critical (Critical), Warning ( ), and Info (Info).
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@

e Itis recommended to configure multiple levels for the same metric with stepwise
thresholds.

4. Enter the field, operator, and value for the selected event level.

a. Click + Add to add more conditions.

* && :Aneventis triggered only when all conditions are satisfied simultaneously

* || :Aneventis triggered when at least one condition is satisfied

b. Click — to remove the condition.

@ For condition syntax and supported operators, refer to the Condition Settings Guide.

Trigger Count

Configure how many times a condition must be met before an event is triggered. This is useful for detecting
persistent issues only.

1. Select the trigger frequency.

* Consecutive: An event is triggered when the condition occurs consecutively for the configured
number of times.

* Recent: An event is triggered when the condition occurs the configured number of times within the
selected time window.

o Available durations: 5seconds, 10seconds, 15seconds, 30seconds, 1 minute, 2

minutes , 3 minutes , 4 minutes , 5 minutes, 10 minutes , 30 minutes, 1 hour
2. Enter the trigger count.

* The Interval value corresponds to the data collection interval of the selected category. (Interval:
10s)
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Pause

To prevent excessive event generation, select a pause duration for event execution. After an event occurs, the

same event will not be triggered again during the configured time period.

» Available durations: Disabled , 5 minutes, 10 minutes, 15 minutes, 20 minutes, 30 minutes, 1 hour,

2 hours, 3 hours, 6hours, 12 hours, 1day

(D When recovery notifications are enabled

Even if the same event condition is met again, no notification is sent until the configured time has
passed since the RECOVERED notification was received.

Resolved Notification

When the resolved notification feature is enabled, you can track state changes after an event occurs (in progress

- resolved). The event is shown as an ongoing event in the Event History menu.

+ Resolved notifications apply only to Critical and levels. Info-level events always operate as one-time
events.
* When a Critical or event is resolved, a notification with the RECOVERED (normal) state is sent.

+ Click the toggle button to enable or disable this feature.

o @ Enabled: Events operate based on state. They enter an in-progress state when the threshold is
exceeded and transition to a resolved state when the value recovers below the threshold.

° Disabled: A one-time event is generated each time the threshold is exceeded.

Event Operation Time

Configure tags so that events operate only during specific time periods (such as business hours, non-business
hours, or maintenance windows). If no tag is configured, events operate continuously for 24 hours while

enabled.

1. Click + Add.

2. In Event Operation Time, click + Create New Tag.
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3. InCreate Event Operation Time Tag, select the tag name, days, time, and color, then click the [ Apply ]

button.
4. You can view created tags in the tag list, and apply them by selecting the checkbox.

5. To modify or delete a tag, click the 2 icon and update or delete it in Edit Event Operation Time Tag.

When a tag is deleted, it is removed from all users to whom it was applied. However, tags that are

currently in use by event rules cannot be deleted.

Simulation

The simulation feature lets you pretest configured event conditions using historical data. If the expected number
of events is too high or too low, you can adjust the conditions to find optimal threshold values.

* Rule Validation: Verify how newly created event rules would behave when applied to historical data.

* Threshold Tuning: Adjust thresholds to an appropriate level when events occur too frequently or not at all.

Start Simulation

1. After completing event condition settings, click the [ Simulation ] button.

2. Review the expected number of events and the visualized results.

Understanding Simulation Results

1. Time-Series Data

A graph displays metric changes over time along with threshold lines for each level, allowing you to
intuitively identify when events are triggered.

2. Event Counts by Level

The number of events for the Critical, Warning, and Info levels is shown on the right side of the screen.
This helps you understand overall event distribution and frequency.

3. Target-Level Details
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Hover over a specific point on the chart to see the exact metric value and monitoring target at that
moment. When multiple targets exist, they are distinguished by color. If patterns differ by target, you

can use filtering to analyze them individually.

Peak Interval Identification

Identify periods where metrics spike sharply to understand when issues occur most frequently or to

recognize recurring patterns.

© simulation Tips

Simulate Different Time Ranges

Run simulations for weekdays vs. weekends and peak vs. off-peak hours to set optimal thresholds
for each time period.

Include Actual Incident Periods

Include past outage periods in simulations to verify whether current rules accurately detect real
incidents.

Add Target Filtering

When many targets are monitored, simulation results can become complex. Use filters to focus on
specific targets for clearer insights.

Adjust Thresholds Gradually

Instead of making large changes at once, adjust thresholds incrementally, such as in 10 percent

steps, to find optimal values.

Select Event Target

If no event target is specified, events are triggered for all targets in the project, which can result in excessive
events. It is therefore recommended to clearly define the targets to which the event applies.

(D If you change the event targets, the number of events may change. Click the Simulation button and

run it again to check the updated expected event count.
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Target Selection

You can specify the targets to which the event applies using either Select Input or Direct Input.

¢ SelectInput Direct Input

1. Select or enter a tag, operator, and value.
a. If itis difficult to find a tag, you can search for it using the Metrics Finder.

2. C(lick + Add to add event targets using conditions ( &&, || ).
Enter the tag, operator, and value of the target to monitor directly.

+ When you choose direct input, a list of available tags (Tag Select Input) is provided below the input field.

ex. endsWith(okindName, 'example_name') && container == 'prod.billing’

ex. ${4xxErrorType} == '401"

If you change the input method, any content you have entered will be reset.

Basic Information and Notification Settings

Configure the event name, message, and recipients. Because this information is displayed as is in event history
and actual notification messages, it should be clear and easy to identify.

Event Activation

Configure whether the event is triggered when the defined conditions are met.

* @ Enabled: The event is triggered when the configured conditions are satisfied.

. Disabled: Conditions are not evaluated.

Event Name

Enter the event name to be used as the event title. The configured event name is displayed in the Event List and
Event History menus and can be used as a search keyword.
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Message

Enter the event message. The message you enter is used in event history and notifications. Click the £V icon to
view previously written message history. You can include variables in the message to insert actual values at the

time the event occurs.

+ Variable Usage Rules
o Variable format: ${metric_name}
o Only metrics within the same category as the configured category can be used as variables.
° You can combine multiple variables to create a more detailed message.

o The list of available variables can be found in the Metrics Query menu.

+ Variable Usage Example

Event Configuration When Event Occurs
Title Disk Usage Increase Disk Usage Increase
Message Disk = ${disk}% Disk = 89.9%

Event Recipients
Specify the members who will receive event notifications.
* Receive All Receive by Tag Selection

Notifications are sent to all targets (members and channels) in the project that have event reception enabled.

Notifications are sent to project members who have the selected tag.

1. Select Receive by Tag Selection.

2. Inthe Reception Tag section, click the [ + Add Tag ] or [ + ] button.

3. Under the Event Reception Tag window, click + Create New Tag.

4. Inthe Create Tag window, enter a tag name, select a color, and click the [ Create Tag ] button.

5. You can edit or delete created tags by clicking the £ icon in the tag list.
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6. Inthe Event Reception Tag window, select the desired tag from the Tag List to apply it.

® Reception Tags

Reception tags are a feature for managing users or channels that receive notifications at a group level.
When a reception tag is assigned to an event, notifications are delivered only to users associated with

that tag. If no reception tag is set, notifications are sent to all users in the project.

Edit/Delete Event

1. Go to Alert Notifications > Event Settings and open the Metrics tab.
2. Intheeventlist, click the £ icon for the event you want to edit or delete.
3. Inthe Edit Event Rule window, update the options and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper-right corner of the Edit Event

Rule window.

Event Sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the JSON editor opens, click the [ [/} Export ] button.

* If you use the export function after searching for events, only the searched list will be downloaded
as a JSON file.

3. After the JSON file is downloaded, share it with other users.

Import
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1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.

(D 1f the modified content does not conform to the JSON format, an error message will be displayed at the
bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.

JSON Data Structure

"version": 2,

"eventld": "zcef7s7f27rum1",
"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [

"oid"
1

"repeatCount™: 1,

"repeatDuration": 0,
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"silent": 300000,
"receiver": [],
"timeTag": [1,
"selectString": ",
"conditions": [
{
"level": 20,
"enabled": ,

"rule": "active_tx_count > 100"

1
"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,

"lastModifiedUser": "support@whatap.io",

"basic": )
"metald": "java004",
"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

Table | JSON Data Structure

JSON Field Type Description Notes
version Integer Version of the event rule Restricted
eventld String Unique identifier of the event rule
enabled boolean Whether the event is enabled
stateful boolean Whether the event is state-based
title String Event rule name defined by the user
message String Event rule message defined by the
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category

alertLabel

repeatCount

repeatDuration

silent

receiver

timeTag

selectString

conditions

& level

& enabled

& rule

createTime

lastModifiedTime

lastModifiedUser

Type

String

List<String>

Integer

Long

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

Description
user
Data category
Default identifier (primary key) value
assigned per category for event state
management
Number of repetitions
Duration for repetition
Pause duration
List of recipient tag keys
List of operation-time tag keys
Target selection
List of trigger conditions by level
Level value
Whether the level is enabled
Trigger condition for the level

Initial creation time of the event rule

Last modification time of the event

rule

Account that last modified the event
rule
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JSON Field Type Description Notes

) Whether the event was created using )
basic boolean ) Restricted
Quick Setup

) ) . ) Restricted: This value exists only
) Unique identifier of the Quick Setup ) )
metald String for events created via Quick Setup
template i
(basic=true).

This value exists only for events
selectCondition Object Target selection value for Quick Setup created via Quick Setup
(basic=true).

Fields marked as “Restricted” may affect event behavior, so it is recommended not to modify their

values.

Appendix

Trigger Conditions and Target Selection Guide

Metric alert trigger conditions and event target selection use the same syntax. However, trigger conditions use
the field key as the variable, while target selection uses the tag key as the variable.

Level Behavior Guide

Event levels are categorized into Critical, Warning, and Info.

1. Priority-based Event Triggering

When multiple level conditions are met at the same time, only the event with the highest priority is

triggered.

Example
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Configuration:

- Warning: CPU > 70%
- Critical: CPU > 90%

Current state: CPU 95%

- Result: Only the Critical event is triggered (Warning is suppressed)

2. Level Escalation

For events that maintain an in-progress state, when a higher-level condition is met while a lower-level
event is already in progress, both levels enter the in-progress state.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 80% - Warning triggered (in progress)
2) CPU 95% - Warning (in progress), Critical (in progress)

3. Level De-escalation

For events with an in-progress state, when the level transitions from a higher level to a lower level, the
higher-level event is resolved while the lower-level event remains active.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 97% - Critical triggered

2) CPU 85% - Critical resolved, Warning remains
3) CPU 65% — Warning resolved

4. Execution Flow
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- Warning: CPU > 70%
- Critical: CPU > 90%

Metricvalue:60% - 75% - 92% - 85% - 60%

State: Info Warning  Critical ~ Warning  Info

(triggered) (triggered) (maintained) (resolved)
Warning

(maintained)

(D Events that have an in-progress state remain active as long as their conditions are met and continue

until those conditions are cleared.

Condition Configuration Guide

If a metric name starts with a number or contains special characters, you must wrap it in the

${metric_name} format.

* Brackets (), []

* Operators +, -, *, /, %
* Delimiters :, @, #, ,, (space)
« Other special characters !, A, &, |, ~,™, =

Examples using ${} :

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error}>10

Usable without ${} : Metric names that contain only alphabetic characters, underscores ( _ ), or dots (

-)
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cpu_usage > 50
CPUUtilization.Average > 0.8

1. Comparison Operators

Numeric Comparison

Greater than: cpu >80

Greater than or equal: cpu >=80

Less than: memory < 1000
Less than or equal: ~ memory <= 1000
Equal to: status == 200

Not equal to: error =0

Metrics

String Comparison

status == 'OK'

region == "us-east-1"

2. Arithmetic Operators

Basic arithmetic operations

Addition: cpu+10>=90
Subtraction: memory - 100 >= 500
Multiplication: cpu * 2 >= 100
Division: disk /1024 >= 100

Modulo: value % 10 ==

Controlling precedence with parentheses

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2

((cpu + memory) / 2) >= 50

Negative values
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cpu >-100

3. Logical Operators

* AND operator (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

* ORoperator(]|])

cpu>90 || memory > 90
disk <10 | | network > 1000

* Combined logical operations

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)

4. Pattern Matching Operators

* LIKE operator

oname like 'prod-*'
url like "*error*"
message like 'WARN%'

* NOT LIKE operator

oname not like 'test-*"'

url not like "*debug*'

5. Built-in Functions

¢ Null check functions
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isNull(value) # Checks whether the value is null

isNotNull(value) # Checks whether the value is not null
nvl(value, 0) # Returns a default value if null

iSEmpty(str) # Checks whether the string is empty
isNotEmpty(str) # Checks whether the string is not empty

* Aggregate functions

sum(cpu, memory, disk) # Sum
avg(cpu, memory) # Average
max(cpu, memory, disk) # Maximum
min(cpu, memory, disk) # Minimum

count(value1, value2, value3) # Count

¢ Math functions

round(cpu, 2) # Rounds to 2 decimal places

* String functions

length(str) # String length
startsWith(str, 'prefix') # Checks prefix
endsWith(str, 'suffix') # Checks suffix
indexOf(str, 'search’)  # String index
substring(str, 0, 10)  # Substring

trim(str) # Trims whitespace
replace(str, 'old’, 'new') # String replacement

hasStr(str, 'search’)  # Checks string containment

¢ Conditional functions

o if: A conditional function that returns the trueValue if the condition evaluates to true , or the
falseValue if it evaluates to false

Syntax

if(condition, trueValue, falseValue)
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Example

if(value >= 90, 'High', '"Medium') == 'High'

o decode: Compares a value against conditions and returns the result of the matching condition,
or a default value if no match is found

Syntax

decode(value, condition1, result1, condition2, result2, ..., conditionN, resultN, defaultValue)

Example

decode(value, 1, 'Low’, 2, '"Medium’, 3, 'High', 'Unknown') == 'Unknown'

o in: Returns true if the value matches any of the specified candidates; otherwise returns false

Syntax

in(value, candidate1, candidate2, ..., candidateN)

Example

in(status, 200, 201, 204) == false

Writing Guidelines
* Recommended
o Use simple variable names without ${} (e.g. cpu, memory)
o Always use ${} when special characters are included
o Use parentheses to clearly separate complex expressions
o Enter function names exactly as defined (case-sensitive)

e Avoid
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o Incomplete expressions (e.g. cpu>, memory &&)
o Mismatched parentheses (e.g. (cpu >80 && cpu >70) )

o Consecutive or invalid operators (e.g. cpu>>80, cpu><280)
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Real-time Log Events

Home > Select Project > 7' Alert > Event Configuration > Real-time Log tab

You can set alert notifications by filtering collected log data against conditions. Log monitoring must be activated
to use log events. For more information on activating log monitoring, refer to the log documentation for each
product.

+ Real-time log event: An event is triggered when the configured event conditions are met in real-time
collected logs.

Default options

+ Search: Search for events by selecting an event name or event notification tag

* JSON download/upload: Event rules can be directly edited through the JSON editor, or downloaded as a file,
modified, and re-uploaded

* Notification message settings: Select detailed items for the message to receive and edit the content for each
item

+ + Add event: Add a new log event

Table | Real-time log event list configuration

Item Description

Event name used as the notification title

Event name
- Up to 255 bytes
Category Log classification name (log folder name)
The field to search for in log data
Search key

- Example: To access an HTTP response status code, use the search key status

The actual value corresponding to the search key. An alert is sent when logs contain the
Search value o
specified value
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Item Description

- Example: If the search key is status and the search value is 200, an alert is triggered when

logs containing HTTP status code 200 are collected

Pauses the same event notification for a specified time after an event notification is triggered
- Available times: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hour, 2 hours, 3 hours, 6
Pause event
o hours, 12 hours, 1 day
notifications o . .
- If resolved notifications are enabled, no notification is sent for the same event during the

selected time after receiving a normal (RECOVERED) status notification

Conditions that define the targets to which the event applies
Event target - If no condition is set, alerts are evaluated for all collected data
filtering - Select input: Build conditions by selecting tags, operators, and values
- Direct input: Manually enter conditions to specify targets

Event
notification User or group (notification tag) to receive the event notification
tags
Y74 Edit and delete events

Whether the event is active
- Enabled: Event occurs when conditions are met
- Disabled: Event does not operate and conditions are not checked

Event settings

Log events allow you to configure alert notifications when logs are collected in real time or when logs that meet

specific conditions accumulate.

Add real-time log event

1. Click the Real-time Log tab in Alert > Event Configuration.
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2. Click the [+ Add event ] button on the right side of the screen.

3. Setthelog event conditions in the Add event rule window.

* Event name: Enter a name to use as the event title.
* Event activation: When the toggle button is activated, an event occurs when conditions are met.
¢ Level: Select the event level (Critical, , Info).

* Message: Enter the notification message to receive when the event is triggered. You can use
variables in the message to include actual values at the time of event occurrence.

© variable usage rules
o Variable format: ${metricName}

°  Only metrics within the same category as the configured category can be used as

variables.
©  You can combine multiple variables to compose a detailed message.

o Alist of available variables can be checked in Metrics Query.

* Category: Select the log classification name (log folder name) from the list or enter it directly. You

must select a category before entering a search key and search value.

* Search key: Enter the field you want to search for in log data.
o Example: To access an HTTP response status code, use the search key status .

* Search value: Enter the actual value corresponding to the search key. An alert is sent when logs

contain the specified value.

o Example: If the search key is status and the search value is 200, an alert is triggered when
logs containing HTTP status code 200 are collected.

* Event target filtering: Enter conditions to define the targets to which the event applies. If no value

is entered, alerts are evaluated for all collected data.

o Select input: Select a tag, operator, and value to set the target conditions.

@ For condition expression syntax and supported operators, refer to the Condition
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@ settings guide.

o Direct input: Enter conditions directly.

* Pause event notifications: Select a duration to temporarily suppress alerts. After the event is
triggered, the same event will not occur during the selected time.

o Available times: Disabled, 1 min, 2min, 3min, 5min, 10 min, 20 min, 30 min, 1
hour , 3 hours, 6 hours, 12 hours

* Event operation time: Set tags to activate the event during specific time periods (work/non-work/
maintenance hours, etc.). If no tag is set, the event operates 24 hours a day when activated.

1. Click + Add.
2. Click + Create new tag in Event operation time.

3. InCreate event operation time tag, select the tag name, day of week, time, and color,
then click the [ Apply ] button.

4. Created tags can be viewed in the tag list and are applied by selecting the checkbox.

5. Click the ¢ icon for the tag to modify or delete, and edit or delete the tag in Edit event
operation time tag.

Deleting a tag removes the tag for all users to whom it has been applied. However, tags in
use by event rules cannot be deleted.

* Event notification tags: If notification tags are set for an event, notifications are sent to project
members with those tags. If no recipient tags are set, notifications are sent to all users in the
project.

1. Click + Add tag or +.
2. Click + Create new tag at the bottom of the Event notification tags window.

3. Inthe Create tag window, enter the tag name, select a color, and click the [ Create tag ]
button to create the tag.

669



Real-time Log Events

4. Edit or delete created tags by clicking the £ icon in the tag list.

5. Select the desired tag from the tag list in the Event notification tags window to apply it.

& When configuring events, you can send notifications to project members and 3rd-party
plugins with the selected event notification tags. You can assign tags to project members
and 3rd-party plugins respectively in Alert notifications > Event notification settings.

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Edit/delete events

1. Go to the Real-time log tab in Alert > Event Configuration.
2. C(lick the 2 icon for the event to edit or delete in the log event list.
3. Modify options in the Event settings screen and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper right of the Event settings

screen.

Event sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export

1. Click the [JSON [“] ] button at the top right of the screen.

2. When the JSON editor opens, click the [ [/} Export ] button.

» If you use the export function after searching for events, only the searched list will be downloaded
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as a JSON file.

3. After the JSON file is downloaded, share it with other users.

Import

1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.

(D 1f the modified content does not conform to the JSON format, an error message will be displayed at the

bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.

Appendix

Trigger Conditions and Target Selection Guide

Metric alert trigger conditions and event target selection use the same syntax. However, trigger conditions use
the field key as the variable, while target selection uses the tag key as the variable.
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Level Behavior Guide
Event levels are categorized into Critical, Warning, and Info.

1. Priority-based Event Triggering

When multiple level conditions are met at the same time, only the event with the highest priority is
triggered.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Current state: CPU 95%

- Result: Only the Critical event is triggered (Warning is suppressed)

2. Level Escalation

For events that maintain an in-progress state, when a higher-level condition is met while a lower-level
event is already in progress, both levels enter the in-progress state.

Example

Configuration:
- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:
1) CPU 80% — Warning triggered (in progress)

2) CPU 95% — Warning (in progress), Critical (in progress)

3. Level De-escalation

For events with an in-progress state, when the level transitions from a higher level to a lower level, the
higher-level event is resolved while the lower-level event remains active.

Example
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Configuration:

- Warning: CPU > 70%
- Critical: CPU > 90%

Scenario:

1) CPU 97% - Critical triggered

2) CPU 85% - Critical resolved, Warning remains
3) CPU 65% — Warning resolved

4. Execution Flow

- Warning: CPU > 70%
- Critical: CPU > 90%

Metricvalue:60% —» 75% - 92% - 85% - 60%

State: Info Warning  Critical  Warning  Info

(triggered) (triggered) (maintained) (resolved)
Warning

(maintained)

(D Events that have an in-progress state remain active as long as their conditions are met and continue
until those conditions are cleared.

Condition Configuration Guide

If a metric name starts with a number or contains special characters, you must wrap it in the
${metric_name} format.

* Brackets (), []

* Operators +, -, *, /, %
* Delimiters :, @, #, ,, (space)
« Other special characters !, A, &, |, ~,™, =

Examples using ${} :
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${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

Usable without ${} : Metric names that contain only alphabetic characters, underscores ( _ ), or dots (

-)

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

Comparison Operators

Numeric Comparison

Greater than: cpu >80

Greater than or equal: cpu >=80

Less than: memory < 1000
Less than or equal: ~ memory <= 1000
Equal to: status == 200

Not equal to: error =0

String Comparison

status == 'OK'

region == "us-east-1"

Arithmetic Operators

* Basic arithmetic operations

Addition: cpu+10>=90

Subtraction: memory - 100 >= 500

Multiplication: cpu * 2 >= 100
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Division: disk /1024 >= 100

Modulo: value % 10 ==

* Controlling precedence with parentheses

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2

((cpu + memory) / 2) >= 50

* Negative values

cpu >-100

3. Logical Operators

* AND operator (&&)

cpu > 80 && memory > 1000

${cpu(xos)} > 50 && ${mem(xos)} > 60

* ORoperator(]|])

cpu >90 | | memory > 90
disk <10 | | network > 1000

* Combined logical operations

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)

4. Pattern Matching Operators

* LIKE operator

oname like 'prod-*'

url like "*error*'

675



message like 'WARN%'

Real-time Log Events

* NOT LIKE operator

oname not like 'test-*"'

url not like '*debug*'

5. Built-in Functions

* Null check functions

isNull(value)
isNotNull(value)
nvl(value, 0)
iSEmpty(str)
isNotEmpty(str)

* Aggregate functions

sum(cpu, memory, disk) # Sum
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

¢ Math functions

round(cpu, 2)

# Average
# Maximum
# Minimum
# Count

# Checks whether the value is null
# Checks whether the value is not null
# Returns a default value if null
# Checks whether the string is empty
# Checks whether the string is not empty

# Rounds to 2 decimal places

* String functions

length(str)
startsWith(str, 'prefix') # Checks prefix
endsWith(str, 'suffix') # Checks suffix

# String length

indexOf(str, 'search’)  # String index
substring(str, 0, 10)  # Substring
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trim(str) # Trims whitespace

replace(str, 'old’, 'new') # String replacement
hasStr(str, 'search’)  # Checks string containment

¢ Conditional functions

o if: A conditional function that returns the trueValue if the condition evaluates to true , or the
falseValue if it evaluates to false

Syntax

if(condition, trueValue, falseValue)

Example

if(value >= 90, 'High', '"Medium') == 'High'

o decode: Compares a value against conditions and returns the result of the matching condition,
or a default value if no match is found

Syntax

decode(value, condition1, result1, condition2, result2, ..., conditionN, resultN, defaultValue)

Example

decode(value, 1, 'Low’, 2, 'Medium’, 3, 'High', 'Unknown') == 'Unknown'

° in:Returns true if the value matches any of the specified candidates; otherwise returns false

Syntax

in(value, candidate1, candidate2, ..., candidateN)

Example
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in(status, 200, 201, 204) == false

Writing Guidelines

* Recommended
o Use simple variable names without ${} (e.g. cpu, memory)
o Always use ${} when special characters are included
o Use parentheses to clearly separate complex expressions
o Enter function names exactly as defined (case-sensitive)

* Avoid
o Incomplete expressions (e.g. cpu>, memory &&)
°o Mismatched parentheses (e.g. (cpu > 80 && cpu >70) )

o Consecutive or invalid operators (e.g. cpu>>80, cpu><80)
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Composite Log Event Settings

Home > Select Project > 7' Alert > Event Configuration > Composite Log tab

You can set alert notifications by filtering collected log data against conditions. Log monitoring must be activated
to use log events. For more information on activating log monitoring, refer to the log documentation for each
product.

+ Composite log event: An event is triggered when the number of logs that meet the log search conditions
within the configured data query range reaches or exceeds the threshold count.

@ Permission

Alert configuration permission is required to configure composite metrics events. Alert configuration
permission can be set by clicking the 2 icon for the member to grant permission in Home Screen >
Select Project > Management > Integrated Member Management.

Default options

+ Search: Search for events by selecting an event name or event notification tag

* JSON download/upload: Event rules can be directly edited through the JSON editor, or downloaded as a file,
modified, and re-uploaded

* Notification message settings: Select detailed items for the message to receive and edit the content for each
item

+ + Add event: Add a new log event

Table | Composite log event list configuration

Item Description
Event name Event name used as the notification title

Template Composite log template



Item

Category

Rule

Additional
notification when
event is resolved

Pause event

notifications

Interval

Event notification
tags

2

Event settings

Composite log event settings

Description

Log classification name (log folder name)

Conditions that trigger the event

Whether to receive notifications in normal (RECOVERED) status when Critical and
level events are resolved

- Enabled: Sends a RECOVERED notification when transitioning from in-progress -

normal status, and the in-progress/resolved status can be distinguished in event

history

- Disabled: A one-time event occurs each time the threshold is exceeded

Pauses the same event notification for a specified time after an event notification is
triggered

- Available times: Disabled, 5 min, 10 min, 15 min, 20 min, 30 min, 1 hour, 2 hours, 3
hours, 6 hours, 12 hours, 1 day

- If resolved notifications are enabled, no notification is sent for the same event during

the selected time after receiving a normal (RECOVERED) status notification

Time range for querying log data

User or group (notification tag) to receive the event notification

Edit and delete events

Whether the event is active
- Enabled: Event occurs when conditions are met
- Disabled: Event does not operate and conditions are not checked

The composite log event feature triggers alert notifications when the number of logs matching the log search

conditions within the configured data query range reaches or exceeds the threshold count.
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Add composite log event

1. Click the Composite Log tab in Alert > Event Configuration.
2. Click the [+ Add event ] button on the right side of the screen.

3. Setthe log event conditions in the Add event rule window. For details, refer to Basic settings, Detail
settings, and Additional settings.

%dd composite log event

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Basic settings

+ Event name: Enter a name to use as the event title.
+ Event activation: When the toggle button is activated, an event occurs when conditions are met.

» Level: Select the event level (Critical, , Info).

Detail settings

Configure Template (preset), Message, Category, Filter, and Event trigger conditions.

Template (preset)

Selecting a predefined preset automatically configures the filter, query type, and event trigger conditions. You
can modify the settings after selecting a preset.

Composite log template types

Preset Query type Default rule
None none rows > 10
2xx status code count count count>10
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O Preset Query type Default rule
3xx status code count count count>10
4xx status code count count count>10
5xx status code count count count>10
Normal status code (2xx, 3xx) count count_v2 include_minus_exclude_count> 10
Error status code (4xx, 5xx) count count_v2 include_minus_exclude_count > 10
Error received count count count>10
Exception received count count count>10
Log count per second rps rps > 100
Field aggregation (Aggregation) aggr avg > 1000
Rate rate rate > 10
Unique value count (Cardinality) cardinality cardinality > 100
Percentile percentile p99 > 3000

Enter the notification message to receive when an event occurs. You can use variables in the message to
compose dynamic notifications.

+ Example: Message ${host} error ${count} occurred - Notification message web-01 error 15 occurred

Table | Message variables
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Variable Description
${count} Number of logs matching the condition
${groupField} Grouping field name

${groupValue} Grouping field value

Composite log event settings

Usage condition

Always available

Grouped notifications only

Grouped notifications only

${fieldName} Grouping field value (referenced directly by field name) Grouped notifications only

(D The ${count} variable can be used in all notifications regardless of grouping. The ${groupField} ,

${groupValue} , and ${fieldName} variables are only substituted when a grouping field is configured.

Category

Select the log classification name (log folder name) from the list or enter it directly. You can enter the search key

and search value only after selecting a category.

Filter

Enter log search conditions using Lucene query syntax. Two input modes are supported.

+ Filter mode Y: Build a query by selecting fields and values.

+ Code mode <>: Enter Lucene queries directly.

Table | Lucene query examples
Query
level:ERROR
status_nxx:status_4xx OR status_nxx:status_5xx
appender:accessLog

response_time.n:*
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Query Description

host:web-01 AND level:ERROR Error logs from host web-01

Event trigger conditions

Configure by query type. Additional settings are displayed depending on the selected template (preset) or query
type.

Table | Event trigger condition key meanings

Key Meaning
rows / count Number of logs matching the filter condition
rps Log count per second (count / interval in seconds)
avg Average value of the target field
sum Sum of the target field values
min Minimum value of the target field
max Maximum value of the target field
rate Numerator count / denominator count x 100 (%)
cardinality Number of unique values in the target field
p99 / p95 / p90 / p75 / p50 Percentile values of the target field
include_minus_exclude_count Include filter count - exclude filter count

+ Count (count / none): Counts the number of logs matching the configured filter conditions.

Table | Count settings
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Setting Description
Filter Log search condition (Lucene query)
Event trigger condition count or matching logs {operator} {threshold} (e.g., count>10)

* Log count per second (rps): Calculates the number of logs per second (Requests Per Second) matching the
configured filter conditions. The total count during the interval is divided by the interval in seconds.

Table | Log count per second settings

Setting Description
Filter Log search condition (Lucene query)
Event trigger condition RPS {operator} {threshold} (e.g., rps>0.5)

+ Field aggregation (aggr): Calculates the aggregated value (average, sum, min, max) of the specified numeric
field. The aggregation method can be selected from a dropdown in the event trigger condition.

Table | Field aggregation settings

Setting Description
Filter Log search condition (Lucene query)
Target field Numeric field to aggregate (e.g., response_time.n)
Event trigger condition avg/sum/min/max {operator} {threshold} (e.g., avg > 1000)

+ Rate: Calculates the percentage (%) ratio of the numerator filter count to the denominator filter count. Useful
for monitoring the ratio of specific conditions against all logs.

Table | Rate settings
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Setting Description
Filter (numerator) Log condition for the numerator (e.g., level:ERROR)
Denominator filter Log condition for the denominator (e.g., level:*)
Event trigger condition Rate (%) {operator} {threshold} (e.g., rate>10)

o Example: Filter level:ERROR , denominator filter level:* , rule rate>10 - Alerttriggered when the error

rate among all logs exceeds 10%

* Unique value count (cardinality): Counts the number of unique values in the specified field. Useful for

detecting an abnormally large variety of values.

Table | Unique value count settings

Setting Description
Filter Log search condition (Lucene query)
Target field Field to calculate unique values for (e.g., host)
Event trigger condition Unique value count {operator} {threshold} (e.g., cardinality > 100)

+ Percentile: Calculates the percentile value of the specified numeric field. Useful for monitoring tail latency in
response times. Changing the percentile selection automatically updates the key in the event trigger

condition.

Table | Percentile settings

Setting Description
Filter Log search condition (Lucene query)
Target field Numeric field to calculate percentile for (e.g., response_time.n)
Percentile Select from P99, P95, P90, P75, P50
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Setting Description

Event trigger condition P99/ P95/... {operator} {threshold} (e.g., p99 > 3000)

Table | Percentile meanings

Percentile Meaning
P50 Median. 50% of all data is at or below this value
P75 75% of all data is at or below this value
P90 90% of all data is at or below this value
P95 95% of all data is at or below this value
P99 99% of all data is at or below this value

+ Include/exclude count (count_v2): Calculates the net count by subtracting the exclude filter count from the

include filter count.

Table | Include/exclude count settings

Setting Description
Filter (include) Log conditions to include (e.g., status_nxx:status_4xx OR status_nxx:status_5xx)
Filter exclude Log conditions to exclude (e.g., status_nxx:status_4xx)
Denominator filter Denominator for ratio calculation (optional)
Event trigger Include-exclude count {operator} {threshold} (e.g., include_minus_exclude_count >
condition 10)

o Example: Filter status_nxx:status_4xx OR status_nxx:status_5xx , filter exclude status_nxx:status_4xx -
Alert triggered when the net 5xx count (4xx+5xx minus 4xx) exceeds 10
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Group by field (Group By)

When a group by field is configured, alert conditions are evaluated independently for each value of that field.
Select the field to group by from the dropdown. Clicking the dropdown shows a list of available fields for the

current category with autocomplete.
+ Example: Filter level:ERROR , group by field host, rule rows >3

Table | Grouping comparison

Item Without grouping With grouping
Evaluation unit All logs aggregated as one Independent aggregation per group value
Alert occurrence 1 alert One per group meeting the condition
Alert title Event title [Group value] Event title
Stateful State transition based on all logs Independent state transition per group

o [web-01] Error alert — 8 errors from web-01 - alert triggered
o [web-02] Error alert — 5 errors from web-02 - alert triggered

o [api-01] Error alert — 2 errors from api-01 - condition not met, no alert

(D when Additional notification when event is resolved is enabled, the ABNORMAL — RECOVERED
state transition occurs independently per group. For example, when errors from web-01 are
resolved, a [web-01] RECOVERED notification is triggered, with no effect on other hosts.

Additional settings

+ Interval: Check alert conditions at the selected time interval (unset, 1 min, 5min, 10 min, 30 min,

1 hour , 12 hours).

+ Mute: After an event occurs, the same event is not triggered during the selected time ( unset, 1 min,
5min, 10 min, 30 min, 1hour, 12 hours).
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+ Event operation time: Set tags to activate the event during specific time periods (work/non-work/
maintenance hours, etc.). If no tag is set, the event operates 24 hours a day when activated.

1. Click + Add.
2. Click + Create new tag in Event operation time.

3. InCreate event operation time tag, select the tag name, day of week, time, and color, then click
the [ Apply ] button.

4. Created tags can be viewed in the tag list and are applied by selecting the checkbox.

5. Click the ¢ icon for the tag to modify or delete, and edit or delete the tag in Edit event operation
time tag.

Deleting a tag removes the tag for all users to whom it has been applied. However, tags in use by
event rules cannot be deleted.

+ Event notification tags: If notification tags are set for an event, notifications are sent to project members
with those tags. If no recipient tags are set, notifications are sent to all users in the project.

1. Click + Add tag or +.
2. Click + Create new tag at the bottom of the Event notification tags window.

3. Inthe Create tag window, enter the tag name, select a color, and click the [ Create tag ] button to
create the tag.

4. Edit or delete created tags by clicking the £ icon in the tag list.

5. Select the desired tag from the tag list in the Event notification tags window to apply it.

& When configuring events, you can send notifications to project members and 3rd-party plugins with
the selected event notification tags. You can assign tags to project members and 3rd-party plugins
respectively in Alert notifications > Event notification settings.

Simulation

You can simulate using historical data before saving the alert to check the expected number of alert occurrences.
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1. After completing the alert configuration, select a time range at the bottom.
2. Click the [ Simulation ] button.

3. The chart displays data by time period and the number of alert occurrences.

@ You can adjust the simulation time range to check alert occurrence patterns across different
time periods. Data from the last 1-2 minutes may not be available due to index build delays.

4. When configuration is complete in the Add event rule window, click the [ Save ] button.

Create alert from Log Explorer
You can create alerts directly from Log Explorer.

1. Navigate to Log > Log Search menu.
Configure the category and search query.

Click the [ Add event ] button in the upper right of the screen.

> w N

The alert configuration form opens in a drawer, with the current category and search query
automatically filled in.

5. Complete additional settings and click the [ Save ] button.

6. After saving, click the [ Go ] button to navigate to the alert list.

Edit/delete events

1. Go to the Composite log tab in Alert > Event Configuration.
2. Clickthe 2 icon for the event to edit or delete in the log event list.
3. Modify options in the Event settings screen and click the [ Save ] button.

a. To delete the selected event, click the [ Delete ] button in the upper right of the Event settings

screen.
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Event sharing

You can save metric event settings as a JSON file to share configurations with other users or import settings

created by others.

+ JSON file name: event-rules- YYYYMMDD .json

Export
1. Click the [JSON [/} ] button at the top right of the screen.

2. When the JSON editor opens, click the [ [/} Export ] button.

» If you use the export function after searching for events, only the searched list will be downloaded
as a JSON file.

3. After the JSON file is downloaded, share it with other users.
Import

1. Click the [ [ ] button at the top right of the screen.
2. Select the JSON file downloaded using the Export function.

3. When the JSON editor opens, choose either [ Add to List ] or [ Overwrite ].

It is recommended to use this feature between projects of the same product type. You can import event
settings from projects of different products, but they may not function correctly.

Edit in JSON Format

1. Click the [JSON [/} ] button at the top right of the screen.
2. When the editor opens, modify the content according to the JSON format.

3. After completing the edits, click the [ Save ] button at the bottom of the screen.
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@ 1f the modified content does not conform to the JSON format, an error message will be displayed at the
bottom of the screen and the content cannot be saved. The error message may vary depending on the
type of formatting issue.
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Event Notification Settings

Home > Select Project > 7' Alert > Notifications

Event Notification Settings per User

Information about other members in Event notification settings per-user can only be viewed by
members with the Member Management permission. For all other members, required information is

masked.

* Mobile device management for bulk event notification receipt settings and access control can be

managed in Account Information.

*+ For detailed information about member permissions, refer to the following document.

Notification Methods

Alerts are available via Email, SMS, WhatsApp, and Mobile.

In the Event notification settings per-user section, select the checkbox for the desired notification method to
receive alerts. If you clear the checkbox for a notification method, alerts will not be sent through that channel.

(D All users except the project super administrator can change only their own notification settings.

Email Alerts

Email alerts are sent to the email address provided during sign-up.

SMS Alerts

You can receive alerts via SMS.


https://docs.whatap.io/en/project/project-structure#project-auth

Event Notification Settings

(D The SMS alert feature is available only for paid projects.

1. Click your profile icon at the top right of the screen, then go to Manage Accounts.
2. In Account Information, click the [ General Mobile Phone ] button in the User Phone Number section.

3. Enter the phone number that will receive the verification code.
* Only Korean mobile phone numbers can be registered to receive SMS alerts.

4. Click the [ Save ] button.

© Change or delete the registered phone number
* To change the phone number, click the [ Change ] button. SMS verification is required.

+ To delete the phone number, click the [ Delete ] button. After deletion, you will no longer receive
alerts via SMS.

WhatsApp Alerts

You can receive alerts via WhatsApp.

(D The WhatsApp alert feature is available only for paid projects.

1. Click your profile icon at the top right of the screen and go to Manage Accounts.
In Account Information, click the [ WhatsApp ] button in the User Phone Number section.

Enter the phone number that will receive the verification code.

> w N

Click the [ Send Verification Code ] button.

5. Enter the 6-digit verification code sent to your WhatsApp application.

» If you do not receive the verification code within 10 minutes, click the [ Resend Verification Code ]
button.

6. Click the [ Verify ] button.
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Mobile Alerts

Users who need to receive mobile alerts must install the WhaTap application on their mobile device and log in.

+ Download the WhaTap application - Android

+ Download the WhaTap application - iOS

Repeated Alerts (Escalation) Settings

If the alert condition is not resolved after an alert is triggered, you can configure repeated alert intervals based

on the time of the initial alert. This setting applies only to Critical level alerts.

For example, to repeat alerts immediately (0 minutes), 1 hour later, and 1 day later after the initial alert, enter

0,1H,1D in the Repeated Alerts (Escalation) column.

1. Go to Alert > Notifications and navigate to the Event notification settings per-user section.

2. Configure the settings in the Repeated Alerts (Escalation) field.

* M: minutes, H: hours, D: days. If the unit is omitted, the value is interpreted as minutes.

* Enter a number or a number with a unit (M, H, D). If the input format is invalid, an error message is

displayed.

3. Click the [ Save ] button. The settings will not be applied unless they are saved.

Event Reception Tags

When configuring events, you can select event reception tags to send alerts to project members and 3rd-party
plugins associated with those tags. If no event reception tag is set, alert notifications are sent to all project

members.

Add / Edit / Delete Event Reception Tags

Event reception tags that are currently applied to an event cannot be deleted.

1. Go to Alert > Notifications.
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Event Notification Settings

In the user list under the Event notification settings per-user section, click + Add Tag or +.

In the Event reception tag window, click + Create New Tag.

> w N

In the Create Tag dialog, enter a tag name, select a color, and click the [ Create Tag ] button.
5. To edit or delete a created tag, click the £ icon in the tag list.

6. Select the desired tag from the Tag List in the Event reception tag window to apply it.

Remove Event Reception Tags

1. Goto Alert > Notifications and open the Event notification settings per-user section.
2. C(lick +in the Event reception tag field for the user whose event reception tag you want to remove.

3. Inthe Event reception tag window, click the X on the tag you want to remove. The tag will be removed.

Receive Alerts Without Reception Tags

When configuring events, you can select event reception tags to send alerts to project members and 3rd-party

plugins associated with those tags.

+ To receive alerts without event reception tags, enable the Receive alerts without reception tags option.

+ If you want to receive only alerts that have event reception tags, disable this option.

® To stop receiving all alerts, disable this option and make sure that no Event reception tag is selected.

Selecting the event reception mode

In the Event notification settings per-user section, you can select the event alert reception scope per member
or third-party channel from the following three modes. The reception mode is selected in the Event reception

tags column of each member or channel row.

Mode Description
Receive all alerts Receive all alerts regardless of the event reception tags
Receive alerts for selected tags Receive only alerts that have the selected event reception tags. Select at least

696



Event Notification Settings

Mode Description

only one tag

Receive no event alerts. The selected tags are preserved without being
deleted

Receive no alerts

+ In the Receive alerts for selected tags only mode, select at least one tag to receive alerts in the tag selection
area.

+ To also receive alerts that have no event reception tag specified, select the Unclassified virtual tag in the tag
selection area. The Unclassified tag can be selected or deselected like a normal tag, but the tag itself cannot
be edited or deleted.

(D 1In the Receive no alerts mode, the corresponding member or channel receives no event alerts at all.
The selected tags are preserved without being deleted, so if you switch back to the Receive alerts for
selected tags only mode, you can use the previously selected tag settings as is.

Select Notification Language
You can choose the language in which you receive alert notifications.

1. Go to Alert > Notifications.

2. Inthe user list under the Event notification settings per-user section, click the p button at the far left
of the user whose language you want to configure.

3. Select the Notification Language.

Day and Time-based Notification Settings
You can configure whether a user receives notifications by day of the week and time of day.

1. Go to Alert > Notifications.

2. Inthe user list under the Event notification settings per-user section, click the p button at the far left

of the user whose day and time settings you want to configure.
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3. Select the days and/or enter the time ranges during which you want to receive alerts.

* Settings can be configured separately for each notification method.

3rd-party Plugins
You can receive alert notifications through external applications.

+ Supported applications: Slack, Telegram, Teams, Teams Workflows, Jandi, AlertNow, Webhook, Webhook
JSON, Opsgenie, PagerDuty, LINE, ilert

(D Internal messengers that are not included in WhaTap Labs’ supported scope can be integrated via
standard Webhook or Webhook JSON.

Table | 3rd-party Plugin List

Item Description
Plugin Name Name of the plugin
Auth Key Authentication key
Auth Value Authentication value
Receive Level Notification level: Warning, All, or Critical

) Re-notification interval from the initial alert time if the issue is not resolved
Repeated Alerts (Escalation) ) o
- Applies only to Critical alerts

Al-powered notifications available when adding the Telegram plugin
Smart Message (AI) )
- Supported languages: Korean, English, Japanese

Event Reception Tag Whether to receive alerts for specific members or teams in the project

Delete Delete the 3rd-party plugin
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Add a 3rd-party Plugin

1. Go to Alert > Notifications.

2. Inthe 3rd-party Plugins section, click Add.

3. Inthe Add 3rd-party Plugin window, select the desired service tab.

4. Follow the instructions for the selected service (see How to add 3rd-party plugin notifications).

5. Click Test Receive to verify the configuration.

6. When finished, click Add or Register.

How to Add 3rd-party Plugin Notifications

Slack

In the Add 3rd-party Plugin window, click the [ Add To Slack ] button on the Slack tab to register
WhaTapNotiBot to your Slack team and channel.

Telegram
1. InTelegram, search for @WhaTapApmNotiBot.
2. Select the bot and click the [ Start ] button.
3. Inthe chat window, enter the /license command followed by the access key of the project

for which you want to receive alerts.

elegram

(O Available commands
« /help : View the list of commands

+ /license : Enter the access key of the project to receive alerts
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@

+ /remove : Enter the project code for which you want to stop receiving alerts

+ /list : View the list of project codes currently receiving alerts

Teams

1. Go to the connector of the channel where you want to receive alerts.

— See new posts at top

[ Channel notifications
<> Pin
€§3 Manage channel

9 Get email address

& Get link to channel

#§ Connectors

2. Add a Webhook and click the [ Configure ] button.

0 .
Incoming Webhook Configure
A

Send data from a service to your Office 365 group in real time.

3. Enter a webhook name and click the [ Create ] button.
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é,?.;; Incoming Webhook Send feedback

The Incoming Webhook connector enables external services to notify you about activities that you want to track. To use
this connector, you'll need to create certain settings on the other service, which needs to support a webhook that's
compatible with the Office 365 connector format.

Fields marked with * are mandatory

To set up an Incoming Webhook, provide a name and select Create. *

Customize the image to associate with the data from this Incoming Webhaook.

Upload Image

@

Default Image

4. Copy the generated Webhook URL.

Copy the URL below to save it to the clipboard, then select Save. You'll need this URL when you go to the service that
you want to send data to your group.

https://whatap.webhook.office.com/web}

Url is up-to-date.

5. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Teams tab.

6. Click the [ Registration ] button.

Teams Workflows
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To use workflows, you need an account that can access Microsoft Teams and a Business plan
subscription.

1. Inthe Teams menu, click More actions (...) > Add channel.

o0 0 il
[;‘ Teams = wH General P
Activity
@ * Your teams
Chat
» WH WhaTap
sle
(1]
Teams @ Hide
533 Manage team
Calendar
& & Add member
Calls £a Add channel
O > Get link to team
OneDrive
[ Leave team
Al {7 Manage tags
sas @ Delete team
Apps

2. Inthe Create a channel window, enter the Channel name and Description. For Channel
type, select Standard, then click the [ Create ] button.
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Event Notification Settings

Create a channel

Channel name *

WhaTap Event Channel

Description

Help others find the right channel by providing a description

Choose a channel type * (1)

Select

Standard
Everyone on the team has access.

Shared

People af teams in your org or outside your org can have access.

Private
Specific people on the team have access.

(1] If you select Shared as the channel type, workflows cannot be used. If you select
Private, workflows can be added but notifications cannot be received.

3. Click More actions (...) of the created channel, then select Workflows.
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Event Notification Settings

AE"_'{ Teams - T+ wH WhaTap Event Chi
ivity
e ., .
e » Discover
[1.1]
* Your teams
Teams
* WH WhaTap
General
Calendar
QD WhaTap Event Channel E
Calls [} Channel notifications
O <7 Pin
OneDrive
& Hide
Adnin £83 Manage channel
. £ Get email address
=2 Get link to channel
+
¢’ Rename channel
Apps
o Workflows
= Archive channel
Ti] Delete channel

4. Inthe Workflows dialog, select Post to a channel when a webhook request is received
from the workflow list, then click the [ Add workflow ] button.
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Event Notification Settings

&L Workflows %
Save time with automations

Select the workflow you want to set up for WhaTap > WhaTap Event Channel.

webhook X

Templates
IPost to a channel when a webhook request is received I ﬂ

@ Manage More workflows

5. Check the Name and Connection status, then click the [ Next ] button.
6. Review the Details, then click the [ Add workflow ] button.

7. The workflow has been added. Copy the generated URL.

Post to a channel when a webhook request is received
Workflows via Power Automate | See all templates

Workflow added successfully!

Your workflow has been created. Run it by making a POST request to

https://prod2-00 koreacentral logic.azure.com:443/workflows/ I (™ ‘

8. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Teams
Workflows tab.
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Jandi

Click the [ Registration ] button.

Event Notification Settings

1. GotoJandi Connect settings in the topic or chat where you want to receive notifications.

2. Inthe Connect list, find Webhook Receiver (Incoming Webhook) and click the [ Connect ]

button.

Connect list

Google Calendar RSS feed

0

GitHub Bitbucket

Team Outgoing Webhook

First time using JANDI Connect?
Get notifications Google Calendar, Trello, GitHub, and JIRA all in orx

Trello

Outgoing Webhook

JIRA

\éSé) Add

Incoming Webhooks

nd data into JANDI from your favorite

3. Click the [ Add Webhook Receiver ] button.

4. Copy the Webhook URL from the Register Webhook URL section.
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AlertNow

Event Notification Settings

Profile settings @
\o_'_c—’) Incomin: s k
Topic / JANDI selection
Webhook URL Webhook URL
Registration https:/fwh.jandi.com/connect-api/webhook/31257583/d3 Copy

Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the Jandi tab.

Click the [ Registration ] button.

Access the AlertNow service, then go to Settings > Integration.

@) AlertNow

incident
Preferences -
service
Integration
escalation
schedule

user

On the Integration screen, click the [ Create Integration ] button.
From the list of integration types, select WhaTap.

On the Create Integration screen, configure the Name and Naming Rules.
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Event Notification Settings

< Integration
Integration name *

Integration type *

Set naming convention *

WhaTap

Define and manage incident naming rules.

naming convention
[{level}]ititle} {projectName} {oname} {oid}

Preview rule settings Inciden

e limited to 1600 bytes in length

[Warning]CPU Used > 10 % OTE-SERVER ote-front -330494549

56/1600 byte

Entire

sample data

0%,
fcfads7s4",

5. Click the [ Confirm ] button to create the integration.

6. Check the list of created integrations and select the newly created integration.

whatap-test

Integration

Create integration

Integration name Integration type

WhaTap

Integration key service name

whatap-test

7. On the details screen, click the copy icon on the right side of the URL to copy it.

< Integration

whatap-test ~

Basic Information

Integration type
Integration key

URL

constructor

WhaTap
fda527a5140
https://alertnowitgr.opsnow.com/integration/whatap/v1/

Lisa

al

Copy to clipboard

8. Return to the Add a third-party plug-in window in the WhaTap Monitoring service, and
enter values for Channel Name and Webhook URL at the bottom of the AlertNow tab.

9. C(lick the [ Registration ] button.
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Webhook

1. Register the Webhook that will receive notifications. The alert title and text are sentto
the registered URL via the POST method.

"title":"Alert Title",

"text": "Sample warning message"

2. Enter values for Webhook Name and Webhook URL.

3. Click the [ Registration ] button.

Webhook JSON

1. Register the Webhook that will receive notifications. Alert data is sent to the registered
URL in JSON format via the POST method. For substitution variables that can be included
in the JSON payload, see Available Variables.

* ${something} represents a substitution value provided by WhaTap.
Refer to Available Variables for the full list and descriptions.

* The event status ( status ) is categorized as event triggered ( on ) or event recovered
( off ).

* The level is categorized as None , Info, Warning , or Critical .

"pcode": "${pcode}",
"projectName": "${projectName}",
"time": "${time}",

"oid": "${oid}",

"oname": "${oname}",

"title": "${title}",

"message": "${message}",

"level": "${level}",
"status": "${status}",
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Opsgenie

"metricName": "${metricName}",

"metricValue": "${metricValue}",

"metricThreshold": "${metricThreshold}",
"uuid"; "${uuid}",
"okind": "${okind}",

"onode": "${onode}"

Enter values for the Webhook Name and Webhook URL fields.

Event Notification Settings

To add a header value, click + Add in Add user header value, then enter the key and

valu

&

Click the [ Registration ] button.

In the Teams menu, select the team that will receive notifications.

Go to the Integration menu and click the [ Add Integration ] button.

On-call

Integrations

Integrations

Search integration Q  Filter by v

Heartbeats

[ Add integration

In the integration list, search for and select API.

S
X

Add integration

Integrate your Opsgenie account with over 200 powerful apps and web
services to sync alert data, and streamline your workflow.

| API Ql Filter by v

\ Y
.) Yy
Apica Synthetic ConnectWise

APImetrics

API Monitoring Automate (API)

%€

Zapier
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Event Notification Settings

4. Setthe API name, assign a team, configure the required permissions, and then click the [

PagerDuty

Save Integration ] button.

Forwarding rules Settlngs
Your on-call schedule Name:
Whatap_API
ON-CALL Assigned to Team:
. Whatap
Global policies
API Key:

All schedules

f98ec8c4 - I
All escalations

Read Access:

CONNECTED APPS

Create and Update Access:
Atlassian products

Delete Access:
INTEGRATIONS

Restrict Configuration Access:
Integrations
Heartbeats Enabled:

Slack
Suppress Notifications:

Save Integration Cancel

GitLab

N

Return to the Add a third-party plug-in window in the WhaTap monitoring service, and

enter values for Name and API Key at the bottom of the Opsgenie tab.

Click the [ Registration ] button.

Sign up for a PagerDuty account and log in.

In PagerDuty, go to Services > Service Directory, then click the [ + New Service ] button.

Enter the service information (Name) and click the [ Next ] button.

Configure the Escalation Policy, then click the [ Next ] button.
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PagerDut

5. Configure Alert Grouping and Transient Alerts, then click the [ Next ] button.

PagerDut

6. InIntegrations, select Event API V2, then click the [ Create Service ] button.

PagerDut

7. On the created service page, copy the Integration Name and Integration Key values.

PagerDut

8. Return to the Add a third-party plug-in screen in the WhaTap monitoring service and
enter the Integration Name and Integration Key values.

9. C(lick the [ Register ] button.

D If you do not receive messages or the plugin is not registered, check whether the
Integration Name or Integration Key values are correct.

LINE

1. Install the LINE app.

2. Scanthe QR code below to add the official WhaTapLabs channel as a friend.

‘Add LINE 3rd-party plugin

3. Use the following commands to link your project with LINE and configure notifications.

Commands

/help # Show available commands

/list # View the list of linked projects

/license [ACCESS_KEY] # Add a new project linkage
/remove [PROJECT_CODE] # Remove a linked project

/language [ko|ja|en] # Set notification language (Korean/Japanese/English)
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Event Notification Settings

* You can find the project access key under Management > Project Management.

e Using the /language command in LINE applies only to the current LINE chat room.
It does not change the notification language for other 3rd-party plugins or projects.

Examples

/license XXXXXXXXXX # Link a project

/language ko # Set language to Korean
/list # Check linked projects

* Project access key: Available under Management > Project Management in the
WhaTap project.

* Language settings: The /language command applies only within the LINE chat room
and does not affect other notification channels.

ilert

1. Intheilert console, click [+ Create alert source] at the top right of the Alert sources page.

2. Inthe Integration type step, enter WhaTap in the Filter integrations search field at the
bottom to search.

3. From the search results, select the WhaTap tile and click the [ Next ] button.
4. Enter the alert source name and assign a team, then click the [ Next ] button.
* You can create a new escalation policy or select an existing one.
5. Select the alert grouping method and click the [ Continue setup ] button.
* Theinitially selected Do not group alerts option can be changed later.

6. On the next screen, you can configure additional settings such as alert templates and
priorities. For now, click the [ Finish setup ] button to complete the setup.

7. When the setup is complete, an API key or Webhook URL will be generated on the
completion screen.
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8. Copy the generated Webhook URL from the Webhook JSON tab and paste it into the
Webhook URL input field below.

9. C(lick the [ Register ] button.

Preventing Alert Storms

If a large number of alerts occur within a short period, alert notifications are temporarily paused for a specified
duration. For example, if 20 events occur within 5 minutes, alert notifications will be suspended for the next 5

minutes. Once the configured Pause Duration has elapsed, the alert-storm prevention feature is automatically
released.

1. Go to Alert > Notifications > the Avoids a large number of alerts section.

2. Click the toggle button to Enable or Disable the feature.

* @) Enabled: Temporarily pause alerts when an alert storm is detected

. Disabled: Resume alert notifications
3. Configure the Detection Time, Detection Count, and Pause Duration.

¢ If the number of events exceeds the Detection Count within the Detection Time, alert notifications
are paused for the configured Pause Duration.

(D When alerts are blocked due to an alert storm, a notification banner is displayed. To immediately

release the alert-storm block, click the Stop Alert Storm Prevention button in the banner.
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Event Notification Format

Common Alert Template

The common template can be applied in most cases. It allows you to receive alerts in a consistent format across
various environments.

* Product Type: Application, Database, Kubernetes
+ Event Type: Application Alerts, Database Alerts, Metrics Alerts

+ Event Channel: SMS, Mobile, 3rd-party plugins, Plugins

Event Title

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Info][JAVA][Application Project][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

(O 1f ApplicationName is not set, it is omitted from the event title.

+ Platform is displayed as one of the following.
° JAVA

= NODEJS

° PYTHON

° PHP

° DOTNET

© GO

= POSTGRESQL




Event Notification Format

> ORACLE
> MYSQL

o MSSQL

> BSM_JAVA

> CLOUDWATCH

o TIBERO

> KUBERNETES

> KUBE_NS

o URLCHECK

> URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

> VR

o RUM

Event Message

This section describes the information that can be included in the event message. If optional is setto false,
the item is always included in the message. If optional issetto true , the item is displayed only when the data
is available.

Event message example

Project Name : Application Project
Project Code : 3

Agent Name : TC-0-1-8081
Message : RECOVERED: Memory is too high. less than 10%
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Event Time : 2022-04-12 18:53:24 +0900
Event OFF Time : 2022-04-12 18:53:24 +0900
Alert Type : APPLICATION_MEMORY

Metric Name : memory

Metric Value : 20

Metric Threshold : 10

Stateful :

Table | Event Message Components

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Ko

Project name

Project code

Agent name

Event message

Alert type

Event occurrence
time

Event recovery

time

Metric name

Metric value

Metric threshold

Supported
Alert
Types

All

All

All

(optional)

All

All

All

All

(optional)

All
(optional)

All

(optional)

All

717

Event Notification Format

Description

oname

See the AlertType table below

In 2022-04-13 10:40:49 +0900, +0900 indicates
the GMT offset

In 2022-04-13 10:40:49 +0900, +0900 indicates
the GMT offset

Name of the metric used to evaluate the event
condition

Included when the metric value exceeds the
threshold

Threshold value used to determine the event



En

Stateful

Event Rule

Target Filter

Repeat Count

Repeat Duration

Receiver

Query

Rule

Query Period

Query Interval

Ko

Recovered-event
notification

Event trigger

condition

Event target filter

Event repeat
count

Event repeat
duration

Receiver

MXQL query

Event trigger
condition

Query period

Query interval

Supported
Alert
Types

(optional)

All

(optional)

Metrics
alerts

Metrics
alerts

Metrics
alerts

Metrics
alerts

Metrics
alerts

Composite
metrics
alerts

Composite
metrics
alerts
Composite
metrics

alerts

Composite
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Description

condition

true if recovered-event notification is enabled;
otherwise false

Evaluates event conditions only for metrics
collected from specific targets

The event is triggered when the condition is met

the specified number of times within the repeat
duration

Time window used to evaluate the repeat count



En

Silent Time

Query

TXID

Class

Log Message

Log File
IP

CPU
CPU_load1

CPU_loadPerCore

Ko

Silent time

URL

Transaction ID

Error class name

Log message

Log file path

IP address

CPU usage

CPU load (1 min)

CPU load per core

Supported
Alert
Types

metrics
alerts

Composite
metrics

alerts

Exception
alerts

Exception
alerts

Exception
alerts

Server -
file log
alerts
Server -
file log

alerts

All server
alerts

All server

alerts

All server
alerts

All server
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Description

URL of the request that caused the exception

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred



En Ko
Memory Memory usage
Swap Swap usage

Disk Name | Used
Percent | Free Size | IO  Disk performance
Percent

Network traffic
Name | Bps | Pps

performance
Message | Time | Acknowledgement
Name information

Supported
Alert
Types

alerts

All server
alerts

All server
alerts

All server
alerts

All server
alerts

All server
alerts

Event Notification Format

Description

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred

Snapshot at the time the event occurred

(D This section displays as much information as possible that can be provided for the event.

+ AlertType is displayed as one of the following values.

AlertType

APPLICATION_CPU

APPLICATION_MEMORY

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

Description

Application CPU alert

Application memory alert

Application disk alert

Application active transaction alert

Application error transaction alert
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AlertType

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

Description

Event Notification Format

Application slow transaction (response time) alert

Metrics alert

Composite metrics alert

Anomaly detection alert

Real-time log alert

Composite log alert

Server reboot alert

Server no-data alert

Server port alert

Server network IOPS alert

Server network BPS alert

Server disk I/0 alert

Server disk usage alert

Server inode alert

Server CPU alert

Server memory alert

Server CPU steal alert
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AlertType

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT

CLOUD_WATCH

EXCEPTION

Description

Server swap memory alert

Server log file alert

Server Windows event alert

Server alert OFF notification

Server acknowledge notification

Server process count alert

Server process CPU alert

Server process memory alert

Server process alert OFF notification

Agent activated alert

Agent deactivated alert

Agent reactivated alert

URL alert

Too many events alert

CloudWatch alert

Exception alert
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Event History and Monitoring

Event History And Monitoring

Home > Select Project > 7' Alert > Event History

Event History allows you to view events that have occurred in the project and analyze their detailed information.
It supports Elasticsearch DSL queries, enabling you to find events that match specific conditions quickly and
accurately.

Viewing Event History

Click the event title in the search results to move to a screen where you can analyze detailed data for the time
period when the event occurred. This allows you to comprehensively understand the situation before and after
the event.

1. Go to Alert > Event History.
2. Inthe Event History screen, use Time Selection to set the period for viewing event records.

3. Enter a query in the filter input field and click the [ Magnifying Glass ] button.

* Ifnoquery is entered, all events are displayed.

m Column Settings
You can choose which columns to display or hide.

1. Inthe Event History screen, click the [ [ Column Settings ] button at the top left.

2. Inthe Column Settings window, select the columns you want to show or hide.

* You can change the column order in Displayed Items.

* You can search for specific columns using the Column Name Search field.

Column Item Description

Event Name The title of the event



Column Item

Message

Event Status

Agent Name

Agent Group

Agent Node

Event Occurred Time

Event Resolved Time

Event History and Monitoring

Description

The event message or snapshot information

The current status of the event

The name (Oname) of the agent where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The agent type (OkindName) where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The server (OnodeName) of the agent where the event occurred
- Displayed as blank if the event is not associated with a specific agent

The time when the event occurred

The time when the event was resolved
- Displayed as - for events without a resolved state

3. After completing the settings, click the [ Confirm ] button to apply the column configuration.

+ CSV Download

You can download the query results as a CSV file.

1. Go to Alert > Event History and click the [ CSV ] button.

2. The list of events that match the current filter conditions is saved as a CSV file.

View Only Events in Progress

You can view only events that are currently in progress.

1. Go to Alert > Event History and click the [ View Only Events in Progress ] button.

2. The following condition is automatically added to the filter query and applied to the search.
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Event History and Monitoring

Stateful: and Status : "ON"

Event Search

*+ Precise Search: Specify exact conditions to retrieve only the events you need
+ Composite Conditions: Search across multiple fields at once to handle complex conditions in a single query
+ Flexible Patterns: Supports various search methods such as wildcards and partial matches

* High Performance: Fast searches powered by indexed data

Searchable Fields

Field names and values are not case sensitive.

+ Field Name Tag: Event types that support the field
+ Field Type: The data type of the field

o #:Number

o T:String

o @:Boolean

o [: Date

Event Information Fields

Field Name Type Description Example Value
Title String Event title "Database Connection Error"
OffTitle String Event recovery title "RECOVERED: Database Connection Error"
Message String Event message "Connection timeout occurred"”
OffMessage String Event recovery message "RECOVERED: Connection timeout occurred"

725



Field Name

Level

OriginLevel

Status

ActCount

MetricName

MetricValue

OffValue

Type

String

String

String

Number

String

String

String

MetricThreshold  String

alertType

alertld

String

String

Description

Current event level

Original event level

Event status

Number of occurrences

Metric name

Metric value

Recovery value

Threshold value

Event type

Unique identifier of the
event rule

Type-specific Supported Fields

Event History and Monitoring

Example Value

Critical, Warning, Info

Critical, Warning, Info

ON, OFF, CANCEL, ACKNOWLEDGE,
MAINTENANCE, DISABLED

"memory"

"85.5"

"72.8"

"80"

"BASIC", "METRICS", "TRANSACTION", etc.

"zf3uojer0fv4v7"

(D These fields are supported only for specific event types. If the event type does not match, the value

may be empty.

Field Name

eventRule

field

Event L.
Type Description
Type
) Basic, Event
String . .
Metrics  trigger rule
String  Real- Log search "content”

Example Value

"memory = 80"
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. Event L
Field Name  Type Description Example Value
Type
time K
e
Log i
Real-
) ] Log search
keyword String  time "Error"
value
Log
Real-
: , Log
logCategory  String time "AppLog"
category
Log
Real "00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
eal-
. i Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
logContent String  time Log content . .
L server There are not enough 'user connections' available to
o}
9 start a new process."
Target Fields
Field Name Type Description Example Value
Oid Number Agent unique identifier -98765432
Oname String Agent name "web-server-01"
Okind Number Agent type unique identifier 867318026
OkindName String Agent type name "web-server"
Onode Number Agent node unique identifier 334634079
OnodeName String Agent node name "production-node-1"
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Unique Event Fields

Field Name Type
Id Number
UuID String

State / Flag Fields

Field Name Type
Stateful Boolean
Disabled Boolean
Escalation Boolean
SystemEvent Boolean

Description

Unique identifier of the event

Unique event identifier

Description

Whether the event is state based

Whether the event is disabled

Whether escalation is applied

Whether it is a system event

Query Syntax by Search Type

Event History and Monitoring

Example Value

5768121

"550e8400-e29b-41d4-a716"

Example Value

true, false

true, false

true, false

true, false

D For the basic search syntax, refer to the WhaTap log search query syntax documentation.

1. Keyword Search

Events that contain the string "Database Connection"

title: "Database Connection"

2. Multiple Value Search

Retrieves events that include any one of the specified values.
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Event History and Monitoring

title: Database Connection

Events whose current event level is Info or Warning

level: info warning

3. Pattern Search

You can search using patterns with wildcards.

Find events that occurred on specific agents using a name pattern

oname: web-*-

44 NILH Connection THbH B A RNV N &R

title: *Connection

4. Complex Condition Search

You can combine multiple conditions to perform precise searches.

Events with a Critical level and a title containing Database

level: critical and title: Database

Warning or Critical events from a specific agent

oname: web-server-01 and level: Warning Critical

5. OR Condition Search
Retrieves events that satisfy at least one of the specified conditions.

Events where the title or message contains a specific keyword

title: Connection or message: Connection

729



Event History and Monitoring

6. Exclusion Conditions
You can exclude specific conditions from the search.

All events except those with an Info level

not level: info
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Real-time Notifications

Real-time Notifications

The Alert status feature displays pop-up notifications when events configured in Event Configuration occur.
You can receive alerts immediately when an event is triggered, allowing you to quickly recognize issues and
respond. You can also review notifications that have already occurred or were missed, helping you understand
and resolve situations where real-time response was difficult.

Viewing Real-time Notifications

Real-time notifications appear as pop-ups in the upper-right corner of the screen. You can check the time, title,
and message of each notification.

+ To close an individual notification, click the x button in the upper-right corner of the message.

+ To close all pop-up notifications displayed on the screen, click Close All Notifications.

Viewing Notification History

1. Click the £ icon at the top of the screen after selecting a project.

2. The Alert status window appears.

* You can view up to 100 notifications from the past 24 hours for the current project.
* Selecting an individual event item navigates you to the related menu.

* Inthe time-based chart within the Alert status window, selecting a specific time range takes you to
the corresponding event items.



Real-time Notifications

X Alert status ® &

17:00 21:00 01:00 05:00 09:00 13:00

09/19 01:45 ~ 09/19 02:00

Critical
test event Warning

test event Info
09/19 01:55:50 (13 Hours ago), demo-slave

test event
test event
09/19 00:56:55 (14 Hours ago) =~ demo-master

* To view the full notification history, click View All Notification History. This navigates to Alert >
Event History.

(D If the Alert status list is empty, the View All Notification History button is displayed. Disable
the Receive notifications without reception tags option.

Resolving Events in Bulk

You can resolve all ongoing events at once from the Alert status list. The bulk resolution process may take
approximately 30 seconds to 1 minute to complete.

* When using the Add Acknowledge feature, a large number of recovery (resolved) notifications may be
generated for currently ongoing events.

+ Even after using the Add Acknowledge feature, events may occur again if the event rules remain enabled
and the data still exceeds the threshold.

+ Recovery notifications can be disabled by editing the event in Alert > Event Configuration. Disable Send
additional notification when the event is resolved or Recovered notification.
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Real-time Notifications

How to use:

1. Click the 2 icon at the top of the screen after selecting a project.
2. When the Real-time Notifications window appears, click the @ icon in the upper-right corner.

3. When the message Resolve all ongoing events in the real-time notification list. appears, click the

Resolve button.

Configuring Real-time Notifications

1. Click the £ icon at the top of the screen after selecting a project.
2. When the Alert status window appears, click the £} icon in the upper-right corner.

3. Configure each option in the real-time notification settings window.

* Popup notifications: Displays notifications as pop-ups even when the Alert status window is
closed.

* Show resolved events: Allows resolved events to be displayed in the Alert status list.

* Preview notification sound: Lets you preview browser notification sounds. Click the o button next

to Critical or . If you cannot hear the sound, check your browser settings.
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System Events

WhaTap Monitoring provides common system events that are automatically detected and generated across the
platform. This document explains the types of events generated by the system, their trigger conditions, and

recommended response actions.

EVENT_BLOCKED_BY_SYSTEM

If an excessive number of events occurs within a short period of time in a project, the WhaTap system detects
this situation and blocks further events. When events are blocked, the system delivers the following message to
the user. If you encounter this event, review and adjust your event configuration settings.



System Events

0 Critical JF'WhaTap

Event Message
Excessive events detected, event blocked for
stability. name: server agent

Project No 8

Project Name new server

Target server agent

Event Title EVENT_BLOCKED_BY_SYSTEM
EventTime (GMT+0900) 2024-11-18 17:58:58

Events are blocked as a result of excessive events in the server agent of new server project. If noevents o
ccur in server agent for a period of time, it is automatically unblocked.

Blocking Criteria
Events are blocked based on the following criteria:

1. Agent-level blocking
If 10 events occur within 1 minute from a single agent, all subsequent events from that agent are
blocked.

2. Project-wide blocking triggered by multiple agents

If 3 or more agents are blocked within 1 minute according to condition 1, events from the entire
project are blocked.
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3. Project-level blocking

If 100 events occur within 1 minute in a single project, all events from that project are blocked.

How to Release the Block
When events are blocked by the system, no events must occur from the affected agent or project for 1 minute.

+ Disable all configured events from Alert > Event Configuration. Review your event settings and adjust
thresholds to prevent excessive event generation.

+ Before configuring events, use the Simulation feature to estimate how many events may occur.
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