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#!/usr/bin/env bash

export ACCESSKEY=x4u5j20mdbj98-x3btmtjfhffmrc-z6ogidu7vm3shg
export WHATAP_HOST=127.0.0.1

export CLUSTER=xxxx

export REGION=xxxx

export LAUNCH_TYPE=EC2

cat >whatap_ecs.json <<EOL
{"containerDefinitions": [ {
"name": "whatap-node-agent",
"image": "whatap/ecs_mon",
"cpu™: 100,
"memory": 50,
"essential": true,
"mountPoints": [{
"containerPath": "/var/run/docker.sock",

"sourceVolume": "docker_sock",

"readOnly": true},{

"containerPath": "/rootfs",
"sourceVolume": "rootfs",
"readOnly": true}],
"environment": [{
"name": "ACCESSKEY",
"value": "$ACCESSKEY"
bial
"name": "WHATAP_HOST",
"value": "$WHATAP_HOST"}
1
"linuxParameters": {
"capabilities": {
"add": [
"SYS_ADMIN",
"SYS_RESOURCE",
"SYS_PTRACE",
"NET_ADMIN",

14
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"NET_BROADCAST",
"NET_RAW",
"IPC_LOCK",
"CHOWN"]
1,
"requiresCompatibilities": ["EC2"],
"volumes": [{
"host": {"sourcePath": "/var/run/docker.sock"},
"name": "docker_sock"}{
"host": {"sourcePath": "/"},
"name": "rootfs"}],

"family": "whatap-agent-task"}

EOL

aws ecs register-task-definition \

--cli-input-json file://$(pwd)/whatap_ecs.json \
--region $REGION

aws ecs create-service --cluster $CLUSTER \
--service-name whatap-node-agent \
--task-definition whatap-agent-task \
--scheduling-strategy DAEMON \
--launch-type $LAUNCH_TYPE \

--region $REGION

o

ACCESSKEY (2% TE2HME Access Key)

o

WHATAP_HOST (2% =& 2|™ IP)
°©  REGION (AWS Region)

o CLUSTER (ECS Cluster)

Fargate Launch Type
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ATZEE MG AWS ECS API READONLY IAM ROLES BHELILCE.

(D 2t Task7} ECS ServiceS Z3|6H0] MH|A AEIS AA|ZH 2ESH=H| DQ$tL|C},
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CtEa 2L ch

o

ACCESSKEY (2% TEZHME Access Key)

o

WHATAP_HOST (24& =& 2| IP, S 1P / E HE)

° REGION (AWS Region)

° PROFILE (ECS Profile)

° CLUSTER (ECS Cluster)

° CLUSTER_CONFIG (ECS Cluster Config)

o TASK_EXECUTION_ROLE (2% 0i|0]™ME Task ECS Task & &gt
° SUBNET_1 (2% Of|0|™E Task SUBNET#1)

° SUBNET_2 (2% Of|0| ™ E Task SUBNET#2)

o SGGRP (2} 0f|0|™ME Task Security Group)

CHS GIAIE B Z5HM K.

Linux

#!/usr/bin/env bash
export REGION=Xxxxx
export WHATAP_ECS_ROLE_READONLY=WhatapEcsReadonly
export WHATAP_ECS_POLICY_READONLY=WhatapEcsReadonly
cat >ecs_trust.json <<EOL
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": ",
"Effect": "Allow",

"Principal": {

"Service": "ecs-tasks.amazonaws.com"

16
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h
"Action": "sts:AssumeRole"

aws iam create-role --role-name $WHATAP_ECS_ROLE_READONLY --assume-role-policy-document

file://ecs_trust.json | python -c 'import json,sys;print(json.load(sys.stdin)["Role"]["Arn"])' > role_arn.txt

cat >ecs_readonly.json <<EOL
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:Describe*",
"ecs:List*"
1
"Resource": [

ngn

aws iam --region $REGION create-policy --policy-name $WHATAP_ECS_POLICY_READONLY \
--policy-document file://ecs_readonly.json | python -c 'import
json,sys;print(json.load(sys.stdin)["Policy"]["Arn"])' > policy_arn.txt
export POLICY_ARN=$(cat policy_arn.txt)
aws iam --region $REGION attach-role-policy --role-name $WHATAP_ECS_ROLE_READONLY \
--policy-arn $POLICY_ARN

M4t IAM ROLEZ EITHSE Whatap-Single OI0]MEE A|ZSIM|R. ECS APIE AHESH0] Service &EIE AA|Zt

=2 -d

#!/usr/bin/env bash

17



Ex[5t7]

export ACCESSKEY=XXXX-XXXX-XXXX

export WHATAP_HOST=XXX.XXX.XXX

export PROFILE=XXXxX

export REGION=xxxxx

export CLUSTER=XxxxxX

export CLUSTER_CONFIG=xxxx

export TASK_EXECUTION_ROLE=xxxx

export SUBNET_1=xxxx

export SUBNET_2=xxxXx

export SGGRP=xxxx

export WHATAP_ECS_ROLE_READONLY=WhatapEcsReadonly
export PROJNAME=whatap-monitoring
export LAUNCH_TYPE=FARGATE

export WHATAP_ROLE_ARN=$(cat role_arn.txt)

cat >docker-compose.yml <<EOL
version: '3'
services:
whatap-ecs-agent:
image: whatap/ecs_mon
environment:
- ACCESSKEY=$ACCESSKEY
- WHATAP_HOST=$WHATAP_HOST
- FARGATE_HELPER=true
EOL

cat >ecs-params.yml| <<EOL

version: 1
task_definition:
task_execution_role: $TASK_EXECUTION_ROLE
task_role_arn: "$WHATAP_ROLE_ARN"
ecs_network_mode: awsvpc
task_size:
mem_limit: 0.5GB
cpu_limit: 256
run_params:
network_configuration:
awsvpc_configuration:

subnets:
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- "$SUBNET_1"

- "$SUBNET_2"
security_groups:

- "$SGGRP"
assign_public_ip: ENABLED

EOL

ecs-cli compose --project-name $PROJNAME service up \
--cluster-config $CLUSTER_CONFIG \
--ecs-profile $PROFILE --region $REGION

=2t 20| 2| F AL X} Taskol| 2t Sidecar 00| M E S HYESIMR. ACCESSKEY 2 WHATAP_HOST £ &4
Ha2 Il T MHe ST 2+ U E L CHL

version: '3'
services:
XXXXX:
image: Xxxx
ports:

- "XXixX"

whatap-ecs-agent:

image: whatap/ecs_mon
environment:

- ACCESSKEY=

- WHATAP_HOST=

SLE Y MuA 2435}
2 BLIEIY AZHs| Hol BLIEIZ Mu|A B3t BES Heis] RLE HHIAS ATBR.

« ZLIEE MH|A 243t Ihs
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» ECS Service: whatap-ecs-agent
+ Task Sidecar: whatap-ecs-agent

* Role: WhatapEcsReadonly

{3l M= CHE =S AHISHA 2.
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HAIEE Hl5 Launch Type o9
TASK Fargate, EC2 Taskol| £t ZiE[0[ {8 & CPU, Memory, Traffic, BLKIO X2
Service Fargate, EC2 Service' running, pending, desired task ¥ Azt HEZ]
ContainerInstance EC2 ContainerInstance's running, pending, desired task 3! 12t 0| E2]
Task

ECS Task & £ X[4E AlZ=telL|Ct.

« HAlXIE
o Total Task CPU Usage (22X E £ CPU AI22F)
o Total Task Memory(WorkingSet) Usage (22X E X H|Z2| A2
o Task CPU Usage(millicore) (Task & CPU A2}
o Task Memory(WorkingSet) Usage(byte) (Task & H 22| At22f)
o Task Block I/0 Read Byte (Task & Block I/0 27| At2&)
o Task Block I/0 Write Byte (Task & Block I/0 #7| A2
o Task CPU Usage (%) (Task & H|$t CHH| CPU AtE2EH)
o Task Memory Usage (%) (Task & A|$t Cib| 22| AH2E)
o Task CPU Limit &% (millis) (Task & CPU H|gt AL2Z)

o Task Memory Limit 8% (byte) (Task & HIZ2| X3t AHE2F)



o Task Network Read Byte (Task & U ES

[u
1
r=
>
0o

v

o Task Network Transmit Byte (Task & HER|3 &A1 A2

Service
ECS Service '8 38 X|4-8 Al2fatgiL|ct.

« HAlXE
o DesiredCount (3|Z%)
o RunningCount (31X%)
o PendingCount (0]Z%
o Cpu (Service Task®| CPU ALE2F g

o WorkingSet (Service Task2| H| 22| A2 B

Containerinstance
ECS ContainerInstance, Service =2 X|4E A|ZtS}stL|Ct,

« HA XE

o RunningCount Per Service (MH|AH E§A 3 HXY Task)
o PendingCount Per Service (A{H|AE O|Z )

o RunningTasksCount Per Node (‘== 31xli%)

o PendingTasksCount Per Node (‘== 0|Z%)

o TrafficIn (==& UHEH3 54l bps)

o Trafficout (==& HEYZ 54 bps)

o PacketIn (== HES3 $A 143))

o PacketOut (.=E% HER 3 &4 143)

o ReadBps (‘== C|A 3 Q17| BPS)

o WriteBps (‘= C|A3H M7| BPS)

o Readlops (‘== C|ATE Q17| 31%)
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Writelops (\=E C|ATH M7| 214
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UsedPercent (‘= C|ATH AL2EF %)
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4. QI MA|X|Z} LIEFHH [ FO{M7

EﬂQﬂAAjl ollﬂcﬂ ol

productType EE= platform

20| 3t 0|2 £FHE (12 ZRHEO| M O|HIET B SR 9 4
UELICE
* JSON HEE2 JSON &S (Validation) 7|S0| LHE =[O AUELICH HAIO|LL 20| SHIEX| g2 <, HEHE
ofzol| 2F HIAIX|Zt EAI=|H [ HO{MT| 1 HER HZ-dotELICH
1,
"BASIC": |
{
"ecriticalEnabled™: "false",
"warningEnabled™: true,
"silentPeriod": 300008,

(@ "criticalEnabled"Ml= "string” § 30| 0ft! "boolean” §8 40| ERELICE

=]

JSON Cl[Oo]E] =

"productType": "{productType}",

"platform": "{platform}",
"events": {

"HITMAP": {

h
"LOG_REALTIME": [
Hcaly

1
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"METRICS": [
Hcaly
I
"COMPOSITE_LOG": [
{.}
1
"BASIC": [
Hcaly

I
"COMPOSITE_METRICS": [
{.}
1
"ANOMALY": [
Hcaly

JSON 2=

productType

platform

events

L HITMAP

L LOG_REALTIME

L METRICS

L COMPOSITE_LOG

L BASIC

L COMPOSITE_METRICS

uw

HIZE EfRI(0dl: APM, Infra 5)

SUE ™ME(0l: java, node 5)

O| I E H|O|E

el;
Im
12
=
rm

>
>
™
HU
]
=l
E
[m
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JSON EE

nx
(ol:}

L ANOMALY O|AFX| EFX]

S}H HTe| [JSON L2 H22E | HES 2RISR,

+ JSON It O|EL integrated-event- YYYYMMDD .json A L|CE

o—d
* JSON H[O[E{e] X8} events &9l 6t
UASLIC

5o l £ HE( platform ) £ ME RE( productType )of| w2} CHE 5

JSON HI0|E{e] &M & productType £ platform £A9| Ztg 9|

1 O a
SR 42 4= ASLIT

[
1
02
o
3]
nl
rin
|
Hu
bl

M E0f| A OtHIE 7}

Excel & CI22C

S} H SOl [ Excel 22 CI22E JHES 2EI5HMR.
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=]
= =

(O[HIES] M7t

'

=

« OJHIE

SO YRE 7hs

~
S

<+

+ JSONCIREE/YRE: O|HIE X

« +OHIE X7} |22 HE

-0
1

or

100

<H

ABXITE K|S OES

O|HIE

=
S

_ A|CH 255X7HK| 12 7t

o|&



B0
1|

=
=

io0

DL B e

[ -
—

O[HIET M EE|

CHe

oK

o

3

1
=]
[=

AlZk
[K=3
o=

F(RECOVERED) AMEf &2

'
A
S o

Jo o

& <
Al
1 1

22| OHIET} ol =] RECOVERED(

Criticalzt

IS 2L, O|HIE 7| S0l M T F/oli

ot
2

}=|™H RECOVERED

3
=

FHEiZ ™

~
(<)

]l
ot
<+
H

g mjofct et

AN £

|ggst:

-H

B )

K-
w

il

Step 1. H1E3! MEH: O|HIE S| 7|

67



n
I>

HEZ]

O[HIE 7} 4

d

Step 3. O|HflE C{ & {1EH: O|HIET} 25t

rr
o
r
m
ou
o
0%
o
£
o
ot
I
=l

I

Step 4. 7|2 FE 3 #4127 O|HIE O|F 3! HAIX], =4I CHetS AF LT,
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1. OHMIEES oA FHLX|0f e} otH 1Z 0| 37tX| MBS F SHLIE MEISINR

o MZ2S7): FtHae2|et X EE MEREH XMREA FY = A, SETt ZHO|LE MEet ZLIHE A#£0]
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il

O HEZA o|HEN|ME Chefst M WAlS X|ABLICH BLIER S0 mj2t HSsts WEAS CHE 4 YSLICH

1. AMEM FHE| 22| S, FHE 2] SZ0|M FHE| 22X E)E MESHMH K.
A
o

10O
FtE| 22| S MESOF O|= X| & dF S THY + ASLIC

1
30

« FHE|InE| =2 JtH12| O|F, Hlo[H #& F7], 7|1E &elg

H E2IA HIO|E{ 7} EAIELIC
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o HIEZ|A HAT|0IM st XIES Ak 22 Fte|Dalot AN HEE ol & YLt

o HM ZTIN BRI HEA [ Hef]HES 2ot

—

All v epd
LE 1
Ftelza] o8 =3 Etgl 4 e
:\m;c:'tciznﬂus Cpu pet field CPU A28 OM: avg TM. avg EL
?ﬂ;c:t{;:nﬂns Cpulrg pet field ESEE SH(RQ)E A2t CPU OM; avg TM: avg L
:\mgc:;tciueﬂﬂus CpuProc pet field Proc H2{2| CPU ALS S OM:avg TM: avg
fmgﬂz”““ Cpusys pet field Systemn HH2| CPU MEE OM: avg TM: avg
s oo gt a3 EESECEE . @
Appicationtios  GpuCores count field MTELES OM:avg TM:avg
AnnliratinnHne
1 S0/ %
e o o . o = A
3. O[HIE ¥ (Critical, , Info)S MEHSIN|Q. StLEC| X[ H0| o2 2|8 e MY  ASLICH
O oHIE &y %}
2] 23 UEFISIEELE 7HE =2 @M &2l(Critical —» — Info)Q| 2{|&2t o|HET}
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® dev-yard / /data/whatap/logs : 0.1598 19
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OJHIE =7 /AK|
1. Z10 YE > o|HE MHo| HEZA o= 0|SsHM|R
2. OHIE SE0|M £F L= AH|St2{= O|HIES] 2 00|22 SEI5HMIR
3. OMIE R& ¥ HolM SHS £HtL, [MY 1 HES SR
a. MEHTH O|HIE S AH|SI2{H O|HIE & £ Ao QEZR (9| [ AH| | HES 22/5tMR
OHIE 37
HEZA OHIE HHS JSON IHUZ XF|| CHE ALEXtet BE S SROIAHLE CHE AR - E 7S = USLICH
* JSON I}YH: event-rules- YYYYMMDD .json
LHELYZ|
1. 2tH EZX 2|0 [JSON [7 |HES E=l5tMIa.
2. JSON HE HO| LIEtLIH [ [1 LHELHZ| | HES SE={SHMIS.
o OMEES AM = LIELHY| 7|53 O|E5IH HMot ==0FSON IHU 2 CHRES 4= ASLICH
3. JSON ItYUO| CIR2EEEM S /e CHE AMSXH|A| HESHH K.
77|
1. ofH QEZE Qof [ [ ] HES HEGIM K.
2. WELHI| 7|5 Solf CtREE3H ISON It S MEHSHM| 2.
3. JSON HME ZO| LIEILIH [ 0| F71517| ] = [ HOMT| | HES MEHSHA R,
22 E72 HZF 2ol 0|8 AS HEYYLICEL CHE MZ2 ZZHEZRE| OME AHS IS = UK 2 "t
ESOHX| gSELCE.
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1. =IH EZX 20| [JSON [F 1HE

mjo

SEStMR.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

w
1
0

= 2A=oHH ofH of2f [ T | HES MM K.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f

HIAIXl= HAl0l k2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)

JSON H|O|Ef =

"version": 2,
"eventld": "zcef7s7f27rum1",

"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [
”Oid”

I

"repeatCount": 1,

"repeatDuration™: 0,
"silent": 300000,

"receiver": [],

"timeTag": [1,

"selectString": "",

"conditions": [

{

"level": 20,
"enabled":

"rule": "active_tx_count > 100"

7




1

"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,
"lastModifiedUser": "support@whatap.io",

"basic": ’
"metald": "java004",

"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

H | JSON Hlo|E] =

JSON ZE Efe Mg H|
version Integer O[HIE 1&lo| T HE et
eventld String O|HIE [&|o| 1} AR}
enabled boolean O|HIE 23t o &
stateful boolean AEf 7[E O[HIE o2
title String AHEX7F HE%t O|HIE 2] 0|8
message String AEXI7H AT O[HIE & HA|X|
category String CllolE| 7t 2|
alertLabel List<String> A SRR éH JHelaEintey HE et

XEE= 7|2 A" primary key) &t
repeatCount Integer BH= Sl
repeatDuration Long k= 7|2t
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JSON HE

silent

receiver

timeTag

selectString

conditions

L |level

L enabled

L rule

createTime

lastModifiedTime

lastModifiedUser

basic

metald

selectCondition

Etel

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

boolean

String

Object

HA FBFORE EA|E ZEL O

[
od

LA SX[ Al
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Critical : 30 Warning: 20 Info: 10

RISk o] 2t W2 MFOZ MM
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o
HIE o 2F ZXHELICE. (basic=true)

0] gt2 e dF o= Wyt ofHI N

ZHELIC. (basic=true)
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2) CPU 95% — Warning (X8 &), Critical (ZId &)

- Warning: CPU > 70%
- Critical: CPU > 90%

AlLIE|2:

1) CPU 97% — Critical 2

2) CPU 85% — Critical 82, Warning &I
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

HE2I 2 60% — 75% — 92% — 85% — 60%

AFER: A Warning  Critical ~ Warning &4
(M) (E5) (FAD) (CIES)
Warning
(8%

X BHO| =XAtZ A|ESHAHLE SE+EXL ZEHE F2 ${AIEE) WEli= ZHgsf{of Lt

]

= (), I
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c TEA G, @, #,,, ()
c JEfESER L, AL &, |, -, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

SO 10| At Jhs: FEXG, ACIATOY( ), H(. )2 BEE FL

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

act: cpu > 80
3L 2Tk cpu>=80

memory < 1000

0

memory <= 1000
status == 200
error!=0

PG
2y
7Lt 2Tt
2+
[=3

0

myl

status == 'OK'

region == "us-east-1"
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cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
LIHX|: value % 10 ==0

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

AND &2t (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

ORGA ()

cpu>90 || memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)
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o LIKE A&kt

oname like 'prod-*'

url like "*error*'
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

isNull(value) # nullQIX] 2kl
isNotNull(value) # nullO| Ot X
nvl(value, 0)

iSEmpty(str)

isNotEmpty(str)

sum(cpu, memory, disk)
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

1
It
o
&

length(str) # 22Xt 20|
startsWith(str, 'prefix') #

84




endsWith(str, 'suffix') # ™O|AF 2ol
indexOfistr, 'search’) # 2XtE 2|X|
substring(str, 0, 10) # 22 2Xt&
trim(str) # St XA

replace(str, 'old', 'new') # Xt x|t

hasStr(str, 'search)  # 2XI¥ gt o2

equalsignoreCase(str, 'match_text') # iA2XIE 261X
notEqualsIgnoreCase(str, 'match_text') # LHAEXIE FLE8HX| g

== 9 = EARXE FESIZZ WebServer 2 webserver £ Ct2 ZfQ =2 TCStL|CH B 7|7t
UMK Y2 EfOLL UES H|wE ff 9| F &t+E AL2SHH CHAEX} X}0|E 2AIStD 2t U= £ JSLICH

Of| Al

equalsIgnoreCase(okindName, 'WebServer’)

notEqualsignoreCase(container, 'PROD.billing')

if(ZA, truedt, falsedt

Ofl Al

if(value >= 90, 'High', '"Medium') == 'High'
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Ofl Al

'Unknown'
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tLteF X[SHH true , OFLIH false

10

Ofl Al

()
@
©
«“—

in(status, 200, 201, 204)

A A FOIARY

2 ${0 20| AHZ (0ll: cpu, memory)

KEES A HEEA ${} AL

SOk & At

cpu >, memory && )

(cpu > 80 && cpu >70) )
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Save Integration Cancel

Q
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1. PagerDuty AI™0| SE5t1 22I5HM(R.

2. PagerDuty0l|A Services > Service Directory =0l A [ + New Service | HES Z2IstM|2.
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6. IntegrationsOi|A] Event API V2E MEiSt = [ Create Service | HEZS E&/3HMIL.

0
Q
Q
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O
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N
-

M M5t Service 2tHOA Integration Namezt Integration Key 22 SASHNI K.

0
Q
(e}
(0]
-
O
C
=,

8. oI PL|EZ MH|AS| ME IHE| E2]{0Q1 37} 3fHO = =019t Integration Namext

Integration Key =2 235tM| Q.

SEIHES SSHMR.

©°

O HIAIRIZ $A8HK| RYALE Z21T0210] SE2E|X| AQUACHH Integration Name L= Integration
Keyz!0| SHIEX| 2IstM|R.
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https://www.pagerduty.com/

LINE

1. LINE S Mx|E|ct.

2. Of2ff QR ZEE A7t WhaTapLabs 34 M{2S %= FItetL(Ct.

/help # AFE 7t
/list # HSE

/license [M|AF|] # A

/remove [EEMEAE

A
T
« 2t LHolM /language BEOE AtEot= A2 =t L AHEZol| 2 HEE LI CHE 3rd
S2{aQlo|L Z2HEO| AY 4 A7t HBE[= A2 OHELICE

AE GlA|

/license XXXXXXXXXX # =

/language ko # $=0{E 210
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{E&|H, CHE
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LINE ZHE!IEF LHOf| A

L
=

« 210y M&: /language HHO|

ilert

ilert Z&0{ X Alert sources 2tH2| REZ 2|9| [+ Create alert source 1£ 2264 Q.

1.

Integration type ©HA|2| StTHof| QU= Filter integrations ZA A0l WhaTap 2

2.

LIt

I.

ol

B~

Z4 Al
(=]

Z1tof| Al WhaTap Et

2

3.

El

1 X

oflAZz|0|

[ Continue setup ] HES S=IgL|Ct.

0% W £ UBLIC

| —
—

Do not group alerts

&LICt M [ Finish setup ]| HES

MAO| 2 E|H 22 31HO|| A API 7| EE= Webhook URLO| MM ElL|C},

7.

of

22zt

SAfat ofr2He] Webhook URL

=
=

8. Webhook JSON &0 A 444 El Webhook URL

LICt.
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10| 2AM o= SXIELICL oS S0, 52 S¢t 2029 0
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* Product Type: OHZ2|#|0| M, G|O|E{H|O| A, FH|E[A
* Event Type: OZ2[A|0| M &2, H|O|E{H|0]A 22, HERA 2

+ Event Channel: sms, mobile, 3rd party plugin, plugin

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Infol[JAVA][OHZ2[A|0| M T2 M E][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

5
it
oy

O ApplicationName2 A&} X ? O|HIE N|=0f|l A ‘H=FetL|Ct.

¢ Platform Ctg & ot 7tX| 2 EA|RL|CE,
> JAVA

° NODEJS
° PYTHON

o PHP

° DOTNET

© GO

o POSTGRESQL
° ORACLE




o MYSQL
o MSSQL

> BSM_JAVA

o CLOUDWATCH

o TIBERO

o KUBERNETES

o KUBE_NS

o URLCHECK

o URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

o VR

° RUM

OJIE H|AIX]

OJHIE IAIR|O] Z3HE 4 2l H
B2 oY LIOIEIS SIS & OB FABLIC,

==

Event message example

Project Name : O Z2|#H[0|M TEHE
Project Code : 3
Agent Name : TC-0-1-8081

Message : RECOVERED: Memory is too high. less than 10%
Event Time : 2022-04-12 18:53:24 +0900

Event OFF Time : 2022-04-12 18:53:24 +0900

Alert Type : APPLICATION_MEMORY
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Metric Name : memory

Metric Value : 20
Metric Threshold : 10
Stateful :

H | OHIE HAX] 7Y 22

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Stateful

Event Rule

Ko

ZZHE 0]

ol

ITZHME Code

Olo|HE 0|F

O|#HIE HA|X|

=
O|HIE EF

FH

HH|(optional)

A

A

A

MH|(optional)

Al (optional)

HH|(optional)

Al (optional)

M H|(optional)

HERA §E
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Target Filter

7t

oK

Repeat Count

|
L{Ct.

7t

Repeat Duration

Receiver

MXQL # 2|

Query

Rule

3| 7|2t

Query Period

2| 24

Query Interval

-

~d

olo
a-

Silent Time

Exception2 ZHHAIZI 28] URL

Exception

URL

Query

Exception

TXID

Exception

=
(=]

o2 S2HA 0

Class
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En Ko

Log Message 2T HAX|
Log File EIMAZEZ
IP 1P

CPU CPU
CPU_load1 CPU_load1

CPU_loadPerCore CPU_loadPerCore

Memory Memory

Swap Swap

Disk Name | Used Percent |
Free Size | IO Percent
Name | Bps | Pps Ezfjm MEHA

Message | Time | Name X2 HAIX]

@ sl O[HIEN|M XISE 4 Ut H|cHot B2 HEE Ho{FLICE

* AlertType2 L2 & ot 7tX| 2 EA|RL|CE

APPLICATION_CPU

APPLICATION_MEMORY

X3=E= ¢

Eted

AMH - o

ERE

K - T

CREL

AfH

AfH

A g

e
ou
ra

e
ou
ra

=
°
=
[m
nT
0z
on

nx
od

=
.

=
o
r£
[m
1!
0:

2 2FAl2] Snapshot

X O|#IE &M A9 Snapshot

H  O[HIE 2 EA[Q] Snapshot

fAl9] Snapshot

MeH 23 FA|  O[HIE 2 FA|2| Snapshot
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AlertType

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE
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MH - HIE9{3 BPS &
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AlertType

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT
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MH - steal &2

A - At oty

ME - 20 op 2E

MH - fI=2 O|HIE &

MH - 22 OFF &2

MH - M2 2

A - Z2AA 4 2ty

MH - TZNA CPU L&
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CLOUD_WATCH

EXCEPTION

AlertType
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O[HIE 7|5 8! 2L|EE

ZEo Ztofl ol tHA2XHE FE6HK] S LT,

]

EFE O 2ET X 2lE|= O|HIE EtY

- HE EY: ZEO| H|0|E{ Q] EtY

o]

# : Number
T : String

o @:Boolean

o [1:Date
O[HIE HH T

ey Ete) 49
Title String O|HIE X5
OffTitle String O|HIE 32 =
Message String O|HIE HA|X]
OffMessage String O[HIE S HIA|X|
Level String Gixl OHIE 2f|'d

OllA] 2k

"Database Connection Error"

"RECOVERED: Database Connection Error"

"Connection timeout occurred"

"RECOVERED: Connection timeout occurred"

Critical, Warning, Info
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gcd Et a9
OriginLevel String HE O[HIE 2f|H
Status String O|HIE AlEH
ActCount Number — XM2|LH I
MetricName String XE ol
MetricValue String XEZ
OffValue String s gt
MetricThreshold  String AAIK|
alertType String OMIE &7
_ OHIE &9
alertld String aoAsRt
O|HIE EIRJE x| TE
O EH o|HIE Efoi| M3t X
OHIE
gcH Ete) e a9
ST
O|HIE
H 7|% HEFAH
eventRule String HE2iA =3
3
AAIZE 23
field String
23 aM 7|

OflA| 2k

Critical, Warning, Info

O[HIE 7|5 8! 2L|EE

ON, OFF, CANCEL, ACKNOWLEDGE, MAINTENANCE,

DISABLED

"memory"

"85.5"

ll72‘8II

II80II

"BASIC", "METRICS", "TRANSACTION" &

"zf3uojer0fv4v7"

HE[= ZEQLICE i O[HIE EtRIO0| Ol F2 20| 82 + ASLICE

OllAl 2

"memory = 80"

"content"
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keyword String

logCategory  String

logContent String

Oid

Oname

Okind

OkindName

Onode

OnodeName

Id Number

Ju

=
=
S

> Hu
> [
A

tu
[

=
=
S

tu
[

Eted

Number

String

Number

String

Number

String

23
gzl

"Error"

2| AppLog

O[HIE 7|5 8! 2L|EE

OflA| 2k

"00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
server There are not enough 'user connections' available to start a

new process."

uw
ofolHE DAt

olo|HE ol &

Olo|HE ZF nRAEX

0

OIo|ME Z7E

OlO|ME MEH RAIEX}

Oflo|HE MHH
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-98765432

"web-server-01"

867318026

"web-server"

334634079

"production-node-1"

OflAf 2k
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UuiID String

0x
=
~~
M
=
W
e
In

Stateful
Disabled
Escalation

SystemEvent

Hu gu

i1

Mo

©
oM
=
N
rte

1. 7|9l M

Etel

Boolean

Boolean

Boolean

Boolean

Database Connection 2Xt&0| Z &tz O|HIE

title: "Database Connection"

title: Database Connection

SiXl O|#HIE 2[RO| InfoO| 7L} Warning®! O[HIE

O[HIE 7|5 8! 2L|EE

OflAf 2k

"550e8400-e29b-41d4-a716"

nx
od

ofl2Zzf|o[d o2

A2 oJHIE ofs

22 WhaTap log search query 2% 2AE &105HA|7] HHEFL|CE,
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https://docs.whatap.io/log/log-search-query

O[HIE 7|5 8! 2L|EE

level: info warning

3. OHE HM

SIYEFIEE AFE5H0 HES HMEY 4= ASLITH

0| MECZ EH 0f0|HE| M LM E OHIE %7

oname: web-*-

H|=0| Connection@ £ ZLt= O[HIE %]

title: *Connection

level: critical and title: Database

E7H of|lo| MEQ| Warning £ Critical O[HIE

oname: web-server-01 and level: Warning Critical

5.0R = AM
of2 2 & otLIEtE BHEoHs O[HIES T3 FLICL

M= = HAIX0 £ 7| =T ZetE O[HIE

title: Connection or message: Connection

6. Mol =A

=3 x712 Held AT 4 Attt
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O[HIE 7|5 8! 2L|EE

Info 2| E Xt ZE O|HIE

not level: info
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09/19 01:45 ~ 09/19 02:00

Critical

test event

test event

09/19 01:56:55 (13 Hours ago)

test event

test event

demo-slave

09/19 01:55:50 (13 Hours ago)
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AAE OHIE

AJAE o]#IE

of BLHE2 SUE UM XS 2 BX| 8 YYk|= S8 O|HIEE MIELIL 0| ZME Al2-f ofdh &=
al g

EVENT_BLOCKED_BY_SYSTEM

Ol M 2 AlZtof| 2tk Ot

DZHE O|HIE7} LHSIH, otF A|AO| 0| EXISI0] O|HIEE RS CHE HIAIXIE AHEXIOfA
HEELIC O|HIET} AHEHE[QUCHHE ALEXIS| O|HIE

23S dgstha.

ook

O o Jlr' WhaTap
O|#LE ofjyjx|
Excessive events detected, event blocked for

stability. name: server agent

ZDEUS 8

Z2HEOIE new server

CHAH server agent

OHIE O|F EVENT_BLOCKED_BY_SYSTEM
Bl ARzt (GMT+0900) 2024-11-1518:24:15

ool 221517

new server Z2H|E0| server agent0fiA 250 [HIET | BIX| /0] O[HIEZ | RITHEILICE server agentOf| &
H 7|7t O[HIET | LAi5HX| fo™ Xfso 2 RITHSfiFIELICE
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HL|E= EXL

1. Azure Registered App2 F7}5HM|K.

2. Azure QI5 FHE 2HSIM .

3. Azure Monitor LIYATO|A 3 T F7|5 MEHSIN R
4, ZAADE HEZIA AE S22 MEHSIHR

O Mx| = Aol 2t ot @Fahs HIHZ SR S0H|M 27t B 0| LA 4 QIALICL MX| M A SO
SEHRE MH| 29| 7HA YMZS LI EM0f|A 2HQIsHM K.

Azure Registered App £7}

Qe BLIE & Registered AppE F7I5HM|R. SecretS 445t 0l Z2(#(0]H ID(Applicationld), EI'H E ID(Tenantld) 2t
A3 (Secret)S R0l L=ASIM 2.

ot DLIEAE ?I8H A= Monitor Reader, Reader, AP Management Service Reader #3t0| ZQBIL|Ct Azure
Portal0®il A Subscript > A2 HO{(IAM) HIF0lM 7t HES Sl MBS F=71e = JYSLICH
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only ( only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform v | ‘ e.g. https://example.com/auth

2l

ol
(1}

e

Azure 215 HEQI 0l Z2|A|0|M ID(ApplicationID), HI'E ID(TenantID)2t Azure A| 38 7|(Secret)E 2HE0l LN 2.
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00| HE HX|

/ Azure Monitor

Azure Monitor APIS S8l 7| Ho 2 | E2lg H4s0 MEEL|CL

dxely a3
&t

Ly

og @ L|E{212 2151 Monitor Reader, S}, APl Management A{H|2 X} @$ho| BRFLICE Azure Portal0l| A Subscript > 2{4[A H|Oj(IAM) Dl401M £7t HES S8 2

&Lck
Monitoring Reader *{€{Role)& X & # =, HX|5t7| HES 82stH ChE 371X H4 HEE Y=o M2, oiZ2]70]4 ID(Applicationld), El I E ID(Tenantld), Al23!{Secret)

| Assign Azure roles using the Azure portal >

7|

o

LT SO

13
=

A O
2

HIPATOIA W 4T F7| My

X7t 22 22| > O|0|HE EX| Hiw0f| M HYAH0[At HIO[H - F7|E MEHE = ASFLICH
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[ @] 58 v azure activityLog

[ @] 58 v microsoft.aadiam azureADMetrics

( ) v Microsoft. AnalysisServices servers

» v Microsoft ApiManagement service

@ ] W Microsoft. AppConfiguration configurationStores

» W Microsoft. AppPlatform Spring

» v Microsoft. Automation automationAccounts

@ ] Vv Microsoft.AVS privateClouds

» W Microsoft.Batch batchAccounts

» v Microsoft.BatchAl workspaces

( ) W Microsoft.Blockchain blockchainMembers

» v microsoft.botservice botservices

» v Microsoft.Cache redis

» v Microsoft.Cache redisEnterprise

) ] Vv Microsoft.Cdn cdnwebapnplicationfirewallpolicies
¢ “t(Role) w2 3
o 1 ZYSHE MHIA0 M2 Al SHSHE HAAHO|A EES 2 AN E2 5= JELICH

o of

o EHM
= o

- 3 XMF
ote 43

= —_=

1) Q20| FIUEE Y LIYAHOIAS @ FHolA HX

2 HJAHO|AE C|o|E =& 7]t L0 & &t 6|2 E X|FE & ASLICE

™ FI= S2ARE MH[2 45 XE
x|
[=]

|o] 2

it
Ml

7] 2| v HES Metef Hlolef £ F7|2

S2 Mee iolEl TS @ B4

=
= =
O 3AIZIIX| =8 F7|2 58 = USLHICHL

143

Zol5l o HLIEIE AlA”0 XED

t

o|0j

St

=

Lict. 21

H™O

—_ 11—

2 SE0tct



Ex[5t7]

+ 1802

HI A H 0] A

* Microsoft.aadiam azureADMetrics

* Microsoft.AnalysisServices servers

* Microsoft.ApiManagement service

* Microsoft.AppConfiguration configurationStores
* Microsoft.AppPlatform Spring

* Microsoft.Automation automationAccounts

* Microsoft.AVS privateClouds

* Microsoft.Batch batchAccounts

* Microsoft.BatchAI workspaces

* Microsoft.Blockchain blockchainMembers

+ Microsoft.botservice botservices

* Microsoft.Cache redis

* Microsoft.Cache redisEnterprise

* Microsoft.Cdn cdnwebapplicationfirewallpolicies
* Microsoft.Cdn profiles

* Microsoft.ClassicCompute domainNames slots roles
* Microsoft.ClassicCompute virtualMachines

* Microsoft.ClassicStorage storageAccounts

* Microsoft.ClassicStorage storageAccounts blobServices
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Microsoft.ClassicStorage storageAccounts fileServices

Microsoft.ClassicStorage storageAccounts queueServices

Microsoft.ClassicStorage storageAccounts tableServices

Microsoft.CognitiveServices accounts

Microsoft.Communication CommunicationServices

Microsoft.Compute cloudServices
Microsoft.Compute cloudServices roles
Microsoft.compute disks
Microsoft.Compute virtualMachines

Microsoft.Compute virtualMachineScaleSets

Microsoft.Compute virtualMachineScaleSets virtualMachines

Microsoft.ContainerInstance containerGroups

Microsoft.ContainerRegistry registries

Microsoft.ContainerService managedClusters
Microsoft.CustomProviders resourceproviders

Microsoft.DataBoxEdge dataBoxEdgeDevices

Microsoft.DataCollaboration workspaces
Microsoft.DataFactory datafactories
Microsoft.DataFactory factories
Microsoft.DataLakeAnalytics accounts
Microsoft.DatalLakeStore accounts
Microsoft.DataShare accounts
Microsoft.DBforMariaDB servers
Microsoft.DBforMySQL flexibleServers
Microsoft.DBforMySQL servers
Microsoft.DBforPostgreSQL flexibleServers
Microsoft.DBforPostgreSQL servers

Microsoft.DBforPostgreSQL serversv2
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Microsoft.Devices ElasticPools
Microsoft.Devices ElasticPools IotHubTenants
Microsoft.Devices IotHubs

Microsoft.Devices provisioningServices
Microsoft.DigitalTwins digitalTwinsInstances
Microsoft.DocumentDB databaseAccounts
Microsoft.EventGrid domains
Microsoft.EventGrid eventSubscriptions
Microsoft.EventGrid extensionTopics
Microsoft.EventGrid partnerNamespaces
Microsoft.EventGrid partnerTopics
Microsoft.EventGrid systemTopics
Microsoft.EventGrid topics
Microsoft.EventHub clusters
Microsoft.EventHub namespaces
Microsoft.HDInsight clusters
Microsoft.HealthcareApis services
Microsoft.hybridnetwork networkfunctions
Microsoft.hybridnetwork virtualnetworkfunctions
Microsoft.insights autoscalesettings
Microsoft.Insights Components
Microsoft.IoTCentral IoTApps
Microsoft.IoTSpaces Graph
Microsoft.keyvault managedhsms
Microsoft.KeyVault vaults
Microsoft.kubernetes connectedClusters
Microsoft.Kusto Clusters

Microsoft.Logic integrationServiceEnvironments
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Microsoft.Logic workflows
Microsoft.MachinelLearningServices workspaces
Microsoft.Maps accounts

Microsoft.Media mediaservices

Microsoft.Media mediaservices liveEvents
Microsoft.Media mediaservices streamingEndpoints
Microsoft.MixedReality remoteRenderingAccounts
Microsoft.MixedReality spatialAnchorsAccounts
Microsoft.NetApp netAppAccounts capacityPools
Microsoft.NetApp netAppAccounts capacityPools volumes
Microsoft.Network applicationGateways
Microsoft.Network azurefirewalls
Microsoft.Network connections

Microsoft.Network dnszones

Microsoft.Network expressRouteCircuits
Microsoft.Network expressRouteCircuits peerings
Microsoft.Network expressRouteGateways
Microsoft.Network expressRoutePorts
Microsoft.Network frontdoors

Microsoft.Network loadBalancers
Microsoft.Network natGateways

Microsoft.Network networkInterfaces
Microsoft.Network networkWatchers connectionMonitors
Microsoft.Network p2sVpnGateways
Microsoft.Network privateDnsZones
Microsoft.Network privateEndpoints
Microsoft.Network privateLinkServices

Microsoft.Network publiclPAddresses

147

Ex[5t7]



Microsoft.Network trafficManagerProfiles
Microsoft.Network virtualNetworkGateways
Microsoft.Network virtualNetworks
Microsoft.Network virtualRouters
Microsoft.Network vpnGateways
Microsoft.NotificationHubs Namespaces NotificationHubs
Microsoft.Operationallnsights workspaces
Microsoft.Peering peerings

Microsoft.Peering peeringServices
Microsoft.PowerBIDedicated capacities
Microsoft.ProjectBabylon accounts
Microsoft.purview accounts

Microsoft.Relay namespaces

Microsoft.resources subscriptions
Microsoft.Search searchServices
Microsoft.ServiceBus namespaces
Microsoft.ServiceFabricMesh applications
Microsoft.SignalRService SignalR

Microsoft.Sql managedInstances

Microsoft.Sql servers databases

Microsoft.Sql servers elasticPools
Microsoft.Storage storageAccounts
Microsoft.Storage storageAccounts blobServices
Microsoft.Storage storageAccounts fileServices
Microsoft.Storage storageAccounts queueServices
Microsoft.Storage storageAccounts tableServices
Microsoft.StorageCache caches

Microsoft.storagesync storageSyncServices
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+ Microsoft.storagesync storageSyncServices registeredServers
* Microsoft.storagesync storageSyncServices syncGroups

* Microsoft.storagesync storageSyncServices syncGroups serverEndpoints
* Microsoft.StreamAnalytics streamingjobs

* Microsoft.Synapse workspaces

* Microsoft.Synapse workspaces bigDataPools

+ Microsoft.Synapse workspaces sqlPools

* Microsoft.TimeSeriesInsights environments

* Microsoft.TimeSeriesInsights environments eventsources

* Microsoft.VMwareCloudSimple virtualMachines

* Microsoft.Web hostingEnvironments multiRolePools

* Microsoft.Web hostingEnvironments workerPools

* Microsoft.Web serverfarms

* Microsoft.Web sites

* Microsoft.Web sites slots

* Microsoft.Web staticSites
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X Microsoft.Compute virtualMachines

2|AA O | hsnam-dev-0419

WhaTap-Data-KR-MID

HE2A XA Med

@

58 8 8AAAAAAAARA

Percentage CPU

Network In

Network Out

Disk Read Bytes

Disk Write Bytes

Disk Read Operations/Sec
Disk Write Operations/Sec
CPU Credits Remaining
CPU Credits Consumed
Data Disk Read Bytes/sec
Data Disk Write Bytes/sec

Data Disk Read
Operations/Sec

Data Disk Write
Operations/Sec

Data Disk Queue Depth

Data Disk Bandwidth

poc

NetworkWatcherRG demo-region

AVERAGE COUNT

S00000O0

<]

(< I <

MAXIMUM MINIMUM NONE

TOTAL

000
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o Azure Portal SubscriptOfl A ZL|E{2! 2| Role2 M AH3sIMIL.

o Azure Registered AppS HMI7{stM|L.
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ofzol| 2F HIAIX|Zt EAI=|H [ HO{MT| 1 HER HZ-dotELICH
1,
"BASIC": |
{
"ecriticalEnabled™: "false",
"warningEnabled™: true,
"silentPeriod": 300008,

(@ "criticalEnabled"Ml= "string” § 30| 0ft! "boolean” §8 40| ERELICE

=]

JSON Cl[Oo]E] =

"productType": "{productType}",

"platform": "{platform}",
"events": {

"HITMAP": {

h
"LOG_REALTIME": [
Hcaly

1
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"METRICS": [
Hcaly
I
"COMPOSITE_LOG": [
{.}
1
"BASIC": [
Hcaly

I
"COMPOSITE_METRICS": [
{.}
1
"ANOMALY": [
Hcaly

JSON 2=

productType

platform

events

L HITMAP

L LOG_REALTIME

L METRICS

L COMPOSITE_LOG

L BASIC

L COMPOSITE_METRICS

uw

HIZE EfRI(0dl: APM, Infra 5)

SUE ™ME(0l: java, node 5)

O| I E H|O|E

el;
Im
12
=
rm

>
>
™
HU
]
=l
E
[m
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JSON EE

nx
(ol:}

L ANOMALY O|AFX| EFX]

S}H HTe| [JSON L2 H22E | HES 2RISR,

+ JSON It O|EL integrated-event- YYYYMMDD .json A L|CE

o—d
* JSON H[O[E{e] X8} events &9l 6t
UASLIC

5o l £ HE( platform ) £ ME RE( productType )of| w2} CHE 5

JSON HI0|E{e] &M & productType £ platform £A9| Ztg 9|

1 O a
SR 42 4= ASLIT

[
1
02
o
3]
nl
rin
|
Hu
bl

M E0f| A OtHIE 7}

Excel & CI22C

S} H SOl [ Excel 22 CI22E JHES 2EI5HMR.
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), QIS (Critical) M| EHA|2 12

|0|5tH HAk(Info), & 1(
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(O[HIES] M7t

'

=
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S
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Step 4. 7|2 FE 3 #4127 O|HIE O|F 3! HAIX], =4I CHetS AF LT,

=3 M
1. OHMIEES oA FHLX|0f e} otH 1Z 0| 37tX| MBS F SHLIE MEISINR

o MZ2S7): FtHae2|et X EE MEREH XMREA FY = A, SETt ZHO|LE MEet ZLIHE A#£0]
IR k= |-.9.x|-0”7.” b ol-
o WHE A AR FolE FHH e, X[E, 7= LAXIIL SN, AT YOI WEAH MEY + AN x5
AHEXIOA| &gt

o Ng 8% A FolE FHne|et X BE 7|HeE ZUS FISHALL AR EA HE

il

O HEZA o|HEN|ME Chefst M WAlS X|ABLICH BLIER S0 mj2t HSsts WEAS CHE 4 YSLICH

1. AMEM FHE| 22| S, FHE 2] SZ0|M FHE| 22X E)E MESHMH K.
A
o

10O
FtE| 22| S MESOF O|= X| & dF S THY + ASLIC

1
30

« FHE|InE| =2 JtH12| O|F, Hlo[H #& F7], 7|1E &elg

H E2IA HIO|E{ 7} EAIELIC

2. SEO| gl= XEE AHEo0tHH ZF (=S| HEoto] FHH|12|E 2T LN K.
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o HIEZ|A HAT|0IM st XIES Ak 22 Fte|Dalot AN HEE ol & YLt

o HM ZTIN BRI HEA [ Hef]HES 2ot

—

All v epd
LE 1
Ftelza] o8 =3 Etgl 4 e
:\m;c:'tciznﬂus Cpu pet field CPU A28 OM: avg TM. avg EL
?ﬂ;c:t{;:nﬂns Cpulrg pet field ESEE SH(RQ)E A2t CPU OM; avg TM: avg L
:\mgc:;tciueﬂﬂus CpuProc pet field Proc H2{2| CPU ALS S OM:avg TM: avg
fmgﬂz”““ Cpusys pet field Systemn HH2| CPU MEE OM: avg TM: avg
s oo gt a3 EESECEE . @
Appicationtios  GpuCores count field MTELES OM:avg TM:avg
AnnliratinnHne
1 S0/ %
e o o . o = A
3. O[HIE ¥ (Critical, , Info)S MEHSIN|Q. StLEC| X[ H0| o2 2|8 e MY  ASLICH
O oHIE &y %}
2] 23 UEFISIEELE 7HE =2 @M &2l(Critical —» — Info)Q| 2{|&2t o|HET}
oy o = =3
grdstL|ch 2 S SA2 2E S2f 710|258 T5HHIR.
o . - [
o OJHIE 2|8 ~F2 ¥ (Critical)at &1 ), e(Info)2 2 FEeLIC
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/ Info

Critical 4 / Warning
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—

>20

|E X7

Of I

20.873

Disk1/0 @ >30
41.7477

AlZ2j|o]¥ Zat ofs}3t7|
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o= AELICH
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® dev-yard / /data/whatap/logs : 0.1598 19

A,Jm\ ® dev-yard// : 17.0226
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tMIR.
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Ei7t Z&LIC.
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text') <t

HZ20|H, startswWith(key, 'match_

ac

equalsIgnoreCase(key, 'match_text')

notEqualsignoreCase(key, 'match_text')
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OJHIE =7 /AK|
1. Z10 YE > o|HE MHo| HEZA o= 0|SsHM|R
2. OHIE SE0|M £F L= AH|St2{= O|HIES] 2 00|22 SEI5HMIR
3. OMIE R& ¥ HolM SHS £HtL, [MY 1 HES SR
a. MEHTH O|HIE S AH|SI2{H O|HIE & £ Ao QEZR (9| [ AH| | HES 22/5tMR
OHIE 37
HEZA OHIE HHS JSON IHUZ XF|| CHE ALEXtet BE S SROIAHLE CHE AR - E 7S = USLICH
* JSON I}YH: event-rules- YYYYMMDD .json
LHELYZ|
1. 2tH EZX 2|0 [JSON [7 |HES E=l5tMIa.
2. JSON HE HO| LIEtLIH [ [1 LHELHZ| | HES SE={SHMIS.
o OMEES AM = LIELHY| 7|53 O|E5IH HMot ==0FSON IHU 2 CHRES 4= ASLICH
3. JSON ItYUO| CIR2EEEM S /e CHE AMSXH|A| HESHH K.
77|
1. ofH QEZE Qof [ [ ] HES HEGIM K.
2. WELHI| 7|5 Solf CtREE3H ISON It S MEHSHM| 2.
3. JSON HME ZO| LIEILIH [ 0| F71517| ] = [ HOMT| | HES MEHSHA R,
22 E72 HZF 2ol 0|8 AS HEYYLICEL CHE MZ2 ZZHEZRE| OME AHS IS = UK 2 "t
ESOHX| gSELCE.
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1. =IH EZX 20| [JSON [F 1HE

mjo

SEStMR.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

w
1
0

= 2A=oHH ofH of2f [ T | HES MM K.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f

HIAIXl= HAl0l k2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)

JSON H|O|Ef =

"version": 2,
"eventld": "zcef7s7f27rum1",

"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [
”Oid”

I

"repeatCount": 1,

"repeatDuration™: 0,
"silent": 300000,

"receiver": [],

"timeTag": [1,

"selectString": "",

"conditions": [

{

"level": 20,
"enabled":

"rule": "active_tx_count > 100"
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1

"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,
"lastModifiedUser": "support@whatap.io",

"basic": ’
"metald": "java004",

"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

H | JSON Hlo|E] =

JSON ZE Efe Mg H|
version Integer O[HIE 1&lo| T HE et
eventld String O|HIE [&|o| 1} AR}
enabled boolean O|HIE 23t o &
stateful boolean AEf 7[E O[HIE o2
title String AHEX7F HE%t O|HIE 2] 0|8
message String AEXI7H AT O[HIE & HA|X|
category String CllolE| 7t 2|
alertLabel List<String> A SRR éH JHelaEintey HE et

XEE= 7|2 A" primary key) &t
repeatCount Integer BH= Sl
repeatDuration Long k= 7|2t
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JSON HE

silent

receiver

timeTag

selectString

conditions

L |level

L enabled

L rule

createTime

lastModifiedTime

lastModifiedUser

basic

metald

selectCondition

Etel

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

boolean

String

Object

HA FBFORE EA|E ZEL O

[
od

LA SX[ Al
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Critical : 30 Warning: 20 Info: 10
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HIE o 2F ZXHELICE. (basic=true)

0] gt2 e dF o= Wyt ofHI N

ZHELIC. (basic=true)
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2) CPU 95% — Warning (X8 &), Critical (ZId &)

- Warning: CPU > 70%
- Critical: CPU > 90%

AlLIE|2:

1) CPU 97% — Critical 2

2) CPU 85% — Critical 82, Warning &I
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

HE2I 2 60% — 75% — 92% — 85% — 60%

AFER: A Warning  Critical ~ Warning &4
(M) (E5) (FAD) (CIES)
Warning
(8%

X BHO| =XAtZ A|ESHAHLE SE+EXL ZEHE F2 ${AIEE) WEli= ZHgsf{of Lt

]

= (), I
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c TEA G, @, #,,, ()
c JEfESER L, AL &, |, -, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

SO 10| At Jhs: FEXG, ACIATOY( ), H(. )2 BEE FL

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

act: cpu > 80
3L 2Tk cpu>=80

memory < 1000

0

memory <= 1000
status == 200
error!=0

PG
2y
7Lt 2Tt
2+
[=3

0

myl

status == 'OK'

region == "us-east-1"
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cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
LIHX|: value % 10 ==0

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

AND &2t (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

ORGA ()

cpu>90 || memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)
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o LIKE A&kt

oname like 'prod-*'

url like "*error*'
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

isNull(value) # nullQIX] 2kl
isNotNull(value) # nullO| Ot X
nvl(value, 0)

iSEmpty(str)

isNotEmpty(str)

sum(cpu, memory, disk)
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

1
It
o
&

length(str) # 22Xt 20|
startsWith(str, 'prefix') #
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endsWith(str, 'suffix') # ™O|AF 2ol
indexOfistr, 'search’) # 2XtE 2|X|
substring(str, 0, 10) # 22 2Xt&
trim(str) # St XA

replace(str, 'old', 'new') # Xt x|t

hasStr(str, 'search)  # 2XI¥ gt o2

equalsignoreCase(str, 'match_text') # iA2XIE 261X
notEqualsIgnoreCase(str, 'match_text') # LHAEXIE FLE8HX| g

== 9 = EARXE FESIZZ WebServer 2 webserver £ Ct2 ZfQ =2 TCStL|CH B 7|7t
UMK Y2 EfOLL UES H|wE ff 9| F &t+E AL2SHH CHAEX} X}0|E 2AIStD 2t U= £ JSLICH

Of| Al

equalsIgnoreCase(okindName, 'WebServer’)

notEqualsignoreCase(container, 'PROD.billing')

if(ZA, truedt, falsedt

Ofl Al

if(value >= 90, 'High', '"Medium') == 'High'
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Ofl Al

'Unknown'

=
S
o
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=z
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©
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o
2
o
=
-
o
=)
©
=)
]
°
o
(S)
7}
©

tLteF X[SHH true , OFLIH false

10

Ofl Al

()
@
©
«“—

in(status, 200, 201, 204)

A A FOIARY

2 ${0 20| AHZ (0ll: cpu, memory)

KEES A HEEA ${} AL

SOk & At

cpu >, memory && )

(cpu > 80 && cpu >70) )
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1. PagerDuty AI™0| SE5t1 22I5HM(R.

2. PagerDuty0l|A Services > Service Directory =0l A [ + New Service | HES Z2IstM|2.
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6. IntegrationsOi|A] Event API V2E MEiSt = [ Create Service | HEZS E&/3HMIL.

0
Q
Q
[0}
=]
O
C
—~

N
-

M M5t Service 2tHOA Integration Namezt Integration Key 22 SASHNI K.

0
Q
(e}
(0]
-
O
C
=,

8. oI PL|EZ MH|AS| ME IHE| E2]{0Q1 37} 3fHO = =019t Integration Namext

Integration Key =2 235tM| Q.

SEIHES SSHMR.

©°

O HIAIRIZ $A8HK| RYALE Z21T0210] SE2E|X| AQUACHH Integration Name L= Integration
Keyz!0| SHIEX| 2IstM|R.
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LINE

1. LINE S Mx|E|ct.

2. Of2ff QR ZEE A7t WhaTapLabs 34 M{2S %= FItetL(Ct.

/help # AFE 7t
/list # HSE

/license [M|AF|] # A

/remove [EEMEAE

A
T
« 2t LHolM /language BEOE AtEot= A2 =t L AHEZol| 2 HEE LI CHE 3rd
S2{aQlo|L Z2HEO| AY 4 A7t HBE[= A2 OHELICE

AE GlA|

/license XXXXXXXXXX # =

/language ko # $=0{E 210
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LINE ZHE!IEF LHOf| A

L
=

« 210y M&: /language HHO|

ilert

ilert Z&0{ X Alert sources 2tH2| REZ 2|9| [+ Create alert source 1£ 2264 Q.

1.

Integration type ©HA|2| StTHof| QU= Filter integrations ZA A0l WhaTap 2

2.

LIt

I.

ol

B~

Z4 Al
(=]

Z1tof| Al WhaTap Et

2

3.

El

1 X

oflAZz|0|

[ Continue setup ] HES S=IgL|Ct.

0% W £ UBLIC

| —
—

Do not group alerts

&LICt M [ Finish setup ]| HES

MAO| 2 E|H 22 31HO|| A API 7| EE= Webhook URLO| MM ElL|C},

7.

of

22zt

SAfat ofr2He] Webhook URL

=
=

8. Webhook JSON &0 A 444 El Webhook URL
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* Product Type: OHZ2|#|0| M, G|O|E{H|O| A, FH|E[A
* Event Type: OZ2[A|0| M &2, H|O|E{H|0]A 22, HERA 2

+ Event Channel: sms, mobile, 3rd party plugin, plugin

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Infol[JAVA][OHZ2[A|0| M T2 M E][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

5
it
oy

O ApplicationName2 A&} X ? O|HIE N|=0f|l A ‘H=FetL|Ct.

¢ Platform Ctg & ot 7tX| 2 EA|RL|CE,
> JAVA

° NODEJS
° PYTHON

o PHP

° DOTNET

© GO

o POSTGRESQL
° ORACLE




o MYSQL
o MSSQL

> BSM_JAVA

o CLOUDWATCH

o TIBERO

o KUBERNETES

o KUBE_NS

o URLCHECK

o URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

o VR

° RUM

OJIE H|AIX]

OJHIE IAIR|O] Z3HE 4 2l H
B2 oY LIOIEIS SIS & OB FABLIC,

==

Event message example

Project Name : O Z2|#H[0|M TEHE
Project Code : 3
Agent Name : TC-0-1-8081

Message : RECOVERED: Memory is too high. less than 10%
Event Time : 2022-04-12 18:53:24 +0900

Event OFF Time : 2022-04-12 18:53:24 +0900

Alert Type : APPLICATION_MEMORY
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Metric Name : memory

Metric Value : 20
Metric Threshold : 10
Stateful :

H | OHIE HAX] 7Y 22

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Stateful

Event Rule

Ko

ZZHE 0]

ol

ITZHME Code

Olo|HE 0|F

O|#HIE HA|X|

=
O|HIE EF

FH

HH|(optional)

A

A

A

MH|(optional)

Al (optional)

HH|(optional)

Al (optional)

M H|(optional)

HERA §E
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| | E 2] 204 CHaH A2t O[HIE

Target Filter

7t

oK

Repeat Count

|
L{Ct.

7t

Repeat Duration

Receiver

MXQL # 2|

Query

Rule

3| 7|2t

Query Period

2| 24

Query Interval

-

~d

olo
a-

Silent Time

Exception2 ZHHAIZI 28] URL

Exception

URL

Query

Exception

TXID

Exception

=
(=]

o2 S2HA 0

Class
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En Ko

Log Message 2T HAX|
Log File EIMAZEZ
IP 1P

CPU CPU
CPU_load1 CPU_load1

CPU_loadPerCore CPU_loadPerCore

Memory Memory

Swap Swap

Disk Name | Used Percent |
Free Size | IO Percent
Name | Bps | Pps Ezfjm MEHA

Message | Time | Name X2 HAIX]

@ sl O[HIEN|M XISE 4 Ut H|cHot B2 HEE Ho{FLICE

* AlertType2 L2 & ot 7tX| 2 EA|RL|CE

APPLICATION_CPU

APPLICATION_MEMORY

X3=E= ¢

Eted

AMH - o

ERE

K - T

CREL

AfH

AfH

A g

e
ou
ra

e
ou
ra

=
°
=
[m
nT
0z
on

nx
od

=
.

=
o
r£
[m
1!
0:

2 2FAl2] Snapshot

X O|#IE &M A9 Snapshot

H  O[HIE 2 EA[Q] Snapshot

fAl9] Snapshot

MeH 23 FA|  O[HIE 2 FA|2| Snapshot
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X O[HIE &t EAlQl Snapshot

H  O[HIE 2 EA[Q] Snapshot
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AlertType

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE
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MH| - H|EQ{3 10PS 2!

MH - HIE9{3 BPS &

MH - ClAZ /0 Y&
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MH| - inode &2l
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AlertType

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT
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MH - M2 2

A - Z2AA 4 2ty

MH - TZNA CPU L&
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CLOUD_WATCH

EXCEPTION

AlertType
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O[HIE 7|5 8! 2L|EE

ZEo Ztofl ol tHA2XHE FE6HK] S LT,

]

EFE O 2ET X 2lE|= O|HIE EtY

- HE EY: ZEO| H|0|E{ Q] EtY

o]

# : Number
T : String

o @:Boolean

o [1:Date
O[HIE HH T

ey Ete) 49
Title String O|HIE X5
OffTitle String O|HIE 32 =
Message String O|HIE HA|X]
OffMessage String O[HIE S HIA|X|
Level String Gixl OHIE 2f|'d

OllA] 2k

"Database Connection Error"

"RECOVERED: Database Connection Error"

"Connection timeout occurred"

"RECOVERED: Connection timeout occurred"

Critical, Warning, Info
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gcd Et a9
OriginLevel String HE O[HIE 2f|H
Status String O|HIE AlEH
ActCount Number — XM2|LH I
MetricName String XE ol
MetricValue String XEZ
OffValue String s gt
MetricThreshold  String AAIK|
alertType String OMIE &7
_ OHIE &9
alertld String aoAsRt
O|HIE EIRJE x| TE
O EH o|HIE Efoi| M3t X
OHIE
gcH Ete) e a9
ST
O|HIE
H 7|% HEFAH
eventRule String HE2iA =3
3
AAIZE 23
field String
23 aM 7|

OflA| 2k

Critical, Warning, Info

O[HIE 7|5 8! 2L|EE

ON, OFF, CANCEL, ACKNOWLEDGE, MAINTENANCE,

DISABLED

"memory"

"85.5"

ll72‘8II

II80II

"BASIC", "METRICS", "TRANSACTION" &

"zf3uojer0fv4v7"

HE[= ZEQLICE i O[HIE EtRIO0| Ol F2 20| 82 + ASLICE

OllAl 2

"memory = 80"

"content"
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keyword String

logCategory  String

logContent String

Oid

Oname

Okind

OkindName

Onode

OnodeName

Id Number

Ju

=
=
S

> Hu
> [
A

tu
[

=
=
S

tu
[

Eted

Number

String

Number

String

Number

String

23
gzl

"Error"

2| AppLog

O[HIE 7|5 8! 2L|EE

OflA| 2k

"00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
server There are not enough 'user connections' available to start a

new process."

uw
ofolHE DAt

olo|HE ol &

Olo|HE ZF nRAEX

0

OIo|ME Z7E

OlO|ME MEH RAIEX}

Oflo|HE MHH
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-98765432

"web-server-01"

867318026

"web-server"

334634079

"production-node-1"

OflAf 2k
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UuiID String

0x
=
~~
M
=
W
e
In

Stateful
Disabled
Escalation

SystemEvent

Hu gu

i1

Mo

©
oM
=
N
rte

1. 7|9l M

Etel

Boolean

Boolean

Boolean

Boolean

Database Connection 2Xt&0| Z &tz O|HIE

title: "Database Connection"

title: Database Connection

SiXl O|#HIE 2[RO| InfoO| 7L} Warning®! O[HIE

O[HIE 7|5 8! 2L|EE

OflAf 2k

"550e8400-e29b-41d4-a716"

nx
od

ofl2Zzf|o[d o2

A2 oJHIE ofs

22 WhaTap log search query 2% 2AE &105HA|7] HHEFL|CE,
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true, false

true, false



https://docs.whatap.io/log/log-search-query

O[HIE 7|5 8! 2L|EE

level: info warning

3. OHE HM

SIYEFIEE AFE5H0 HES HMEY 4= ASLITH

0| MECZ EH 0f0|HE| M LM E OHIE %7

oname: web-*-

H|=0| Connection@ £ ZLt= O[HIE %]

title: *Connection

level: critical and title: Database

E7H of|lo| MEQ| Warning £ Critical O[HIE

oname: web-server-01 and level: Warning Critical

5.0R = AM
of2 2 & otLIEtE BHEoHs O[HIES T3 FLICL

M= = HAIX0 £ 7| =T ZetE O[HIE

title: Connection or message: Connection

6. Mol =A

=3 x712 Held AT 4 Attt
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O[HIE 7|5 8! 2L|EE

Info 2| E Xt ZE O|HIE

not level: info
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09/19 01:45 ~ 09/19 02:00

Critical

test event

test event

09/19 01:56:55 (13 Hours ago)

test event

test event

demo-slave

09/19 01:55:50 (13 Hours ago)
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AAE OHIE

AJAE o]#IE

of BLHE2 SUE UM XS 2 BX| 8 YYk|= S8 O|HIEE MIELIL 0| ZME Al2-f ofdh &=
al g

EVENT_BLOCKED_BY_SYSTEM

Ol M 2 AlZtof| 2tk Ot

DZHE O|HIE7} LHSIH, otF A|AO| 0| EXISI0] O|HIEE RS CHE HIAIXIE AHEXIOfA
HEELIC O|HIET} AHEHE[QUCHHE ALEXIS| O|HIE

23S dgstha.

ook

O o Jlr' WhaTap
O|#LE ofjyjx|
Excessive events detected, event blocked for

stability. name: server agent

ZDEUS 8

Z2HEOIE new server

CHAH server agent

OHIE O|F EVENT_BLOCKED_BY_SYSTEM
Bl ARzt (GMT+0900) 2024-11-1518:24:15

ool 221517

new server Z2H|E0| server agent0fiA 250 [HIET | BIX| /0] O[HIEZ | RITHEILICE server agentOf| &
H 7|7t O[HIET | LAi5HX| fo™ Xfso 2 RITHSfiFIELICE
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OJHIE =7 /AK|
1. Z10 YE > o|HE MHo| HEZA o= 0|SsHM|R
2. OHIE SE0|M £F L= AH|St2{= O|HIES] 2 00|22 SEI5HMIR
3. OMIE R& ¥ HolM SHS £HtL, [MY 1 HES SR
a. MEHTH O|HIE S AH|SI2{H O|HIE & £ Ao QEZR (9| [ AH| | HES 22/5tMR
OHIE 37
HEZA OHIE HHS JSON IHUZ XF|| CHE ALEXtet BE S SROIAHLE CHE AR - E 7S = USLICH
* JSON I}YH: event-rules- YYYYMMDD .json
LHELYZ|
1. 2tH EZX 2|0 [JSON [7 |HES E=l5tMIa.
2. JSON HE HO| LIEtLIH [ [1 LHELHZ| | HES SE={SHMIS.
o OMEES AM = LIELHY| 7|53 O|E5IH HMot ==0FSON IHU 2 CHRES 4= ASLICH
3. JSON ItYUO| CIR2EEEM S /e CHE AMSXH|A| HESHH K.
77|
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1. =IH EZX 20| [JSON [F 1HE

mjo

SEStMR.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

w
1
0

= 2A=oHH ofH of2f [ T | HES MM K.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f

HIAIXl= HAl0l k2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)

JSON H|O|Ef =

"version": 2,
"eventld": "zcef7s7f27rum1",

"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [
”Oid”

I

"repeatCount": 1,

"repeatDuration™: 0,
"silent": 300000,

"receiver": [],

"timeTag": [1,

"selectString": "",

"conditions": [

{

"level": 20,
"enabled":

"rule": "active_tx_count > 100"
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1

"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,
"lastModifiedUser": "support@whatap.io",

"basic": ’
"metald": "java004",

"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

H | JSON Hlo|E] =

JSON ZE Efe Mg H|
version Integer O[HIE 1&lo| T HE et
eventld String O|HIE [&|o| 1} AR}
enabled boolean O|HIE 23t o &
stateful boolean AEf 7[E O[HIE o2
title String AHEX7F HE%t O|HIE 2] 0|8
message String AEXI7H AT O[HIE & HA|X|
category String CllolE| 7t 2|
alertLabel List<String> A SRR éH JHelaEintey HE et

XEE= 7|2 A" primary key) &t
repeatCount Integer BH= Sl
repeatDuration Long k= 7|2t
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receiver

timeTag

selectString

conditions

L |level

L enabled

L rule

createTime

lastModifiedTime

lastModifiedUser

basic

metald

selectCondition

Etel

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

boolean

String

Object

HA FBFORE EA|E ZEL O

[
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2) CPU 95% — Warning (X8 &), Critical (ZId &)

- Warning: CPU > 70%
- Critical: CPU > 90%

AlLIE|2:

1) CPU 97% — Critical 2

2) CPU 85% — Critical 82, Warning &I
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

HE2I 2 60% — 75% — 92% — 85% — 60%

AFER: A Warning  Critical ~ Warning &4
(M) (E5) (FAD) (CIES)
Warning
(8%

X BHO| =XAtZ A|ESHAHLE SE+EXL ZEHE F2 ${AIEE) WEli= ZHgsf{of Lt

]

= (), I

314



c TEA G, @, #,,, ()
c JEfESER L, AL &, |, -, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

SO 10| At Jhs: FEXG, ACIATOY( ), H(. )2 BEE FL

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

act: cpu > 80
3L 2Tk cpu>=80

memory < 1000

0

memory <= 1000
status == 200
error!=0

PG
2y
7Lt 2Tt
2+
[=3

0

myl

status == 'OK'

region == "us-east-1"
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cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
LIHX|: value % 10 ==0

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

AND &2t (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

ORGA ()

cpu>90 || memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)
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o LIKE A&kt

oname like 'prod-*'

url like "*error*'
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

isNull(value) # nullQIX] 2kl
isNotNull(value) # nullO| Ot X
nvl(value, 0)

iSEmpty(str)

isNotEmpty(str)

sum(cpu, memory, disk)
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

1
It
o
&

length(str) # 22Xt 20|
startsWith(str, 'prefix') #
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endsWith(str, 'suffix') # ™O|AF 2ol
indexOfistr, 'search’) # 2XtE 2|X|
substring(str, 0, 10) # 22 2Xt&
trim(str) # St XA

replace(str, 'old', 'new') # Xt x|t

hasStr(str, 'search)  # 2XI¥ gt o2

equalsignoreCase(str, 'match_text') # iA2XIE 261X
notEqualsIgnoreCase(str, 'match_text') # LHAEXIE FLE8HX| g

== 9 = EARXE FESIZZ WebServer 2 webserver £ Ct2 ZfQ =2 TCStL|CH B 7|7t
UMK Y2 EfOLL UES H|wE ff 9| F &t+E AL2SHH CHAEX} X}0|E 2AIStD 2t U= £ JSLICH

Of| Al

equalsIgnoreCase(okindName, 'WebServer’)

notEqualsignoreCase(container, 'PROD.billing')

if(ZA, truedt, falsedt

Ofl Al

if(value >= 90, 'High', '"Medium') == 'High'
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'Unknown'
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tLteF X[SHH true , OFLIH false

10

Ofl Al

()
@
©
«“—

in(status, 200, 201, 204)

A A FOIARY

2 ${0 20| AHZ (0ll: cpu, memory)

KEES A HEEA ${} AL

SOk & At

cpu >, memory && )

(cpu > 80 && cpu >70) )
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* HIAIX]: O|HIE

o 4 AL,

[=13
=

An event has occured [ ${pcode} ] [ S{oname} ] [ S{okindName} ] [ ${host_ip} ] [ ${type} ]

Event Message

An event has occured [ 8] [ java-demo9 ] [ dev-okind-1][10.21.1.26 ] [ java]
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LHELY 7|

-
tot

e QEZX 2{0f [JSON [/ ] HES SEI5HMIR.
2. JSON B HO| LIEtLIH [ [1 LHELHZ| | HES S=BHMR.
« O|HIES AM = LELYY| 7|53 0| E5tH HAet =0t SON U2 Li28hs & ASLICH

3. JSON LIUO| 22 EE[H S/ Y THE AFS XA WHSHAIR.
7IH 27|

1. ofH QEX 20| [[4 ] HES MHSIMIR.
2. UWEU7| 7|52 Sl L2220 SON IHY S MEiSHA .

3. JSON HZE HO| LIELLIH [ 01| :7t5t7| ] = [ FOMT| | HES HEGHAR.

rr
0
Ral
2
0
0z

HE zZtol o|8E AS HEYLICL CHE MFS| Z2MEZRE O|HE 4FS IS &
t

1. oH QEZX 2{0f [JSON [/ | HES S=ItM|R.

2. T FO| LIEILIH JSON HAlofl 3 LHES +T5HM .

w
1
0

= 2A=oHH ofH of2f [ T | HES MM R.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f
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Webhook JSON

Webhook NameZ2} Webhook URL &=
2. [EB]HE
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flE|32]0|H 0| elE| 3201 fE QIE| 20|44 7| M= 015
Whatap - APM WhaTap 4619827 Whatap - APM
7. MM 2HOIM URL 2LEZ2| =4t 010|222 22I6 URLS SAISHAIR.
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=<1
QlE| 2ol R WhaTap
QIE| 20| M 7| 46c1982c7Im "
URL https://alertnowitgr.opsnow.com/integration/whatap/v1/46c1982c 7w i) [
8. oY ZL|EZ MH|AQ| ME HHE| E2{0Q1 71 H2 = E0t2t AlertNow F 2tLlf 5ttS| Channel
NameZ2 Webhook URL =2 25IN| 2.
9. [SEIHES 225HMR
Webhook
1. LEES 22 WebhookS SE3HMR. S
MSELICH

F URLOJ| POST MethodZ &2l9| title, text 7}

"title":"Alert Title",

"text": "Sample warning message"
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1. 22S %S WebhookS SESHMIR. 58
ELict.

JSON LHoj| &t A2 &= Q=

*  ${something} 2 20N HS5t= CHAIE ZLLICH X ASts HAM ==t 2|0f= A& 7ts

H4-E HO5HM K.

o O[HIE AEH( status )= O|HIE M on

rlo

e Jevel None , Info

"pcode": "${pcode}",
"projectName": "${projectName}",
"${time}",

"oid": "${oid}",

"oname":

"time":

"${oname}",
"title": "${title}",
"message": "${message}",
"level": "${level}",

: "${status}",
"metricName": "${metricName}",
"metricValue": "

"status"

${metricValue}",

"metricThreshold": "${metricThreshold}",
"${uuid}",

"okind": "${okind}",

"${onode}"

"uuid":

"onode":
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On-call

Integrations

Heartbeats

Integrations

Search integration Q Filter by v

3. Integration S=0i|A

APT' ZM = MESHM|R.

S

Add integration

Integrate your Opsgenie account with over 200 powerful apps and web
services to sync alert data, and streamline your workflow.

I API QI Filter by v
API Ap;:znsiz,",ti::ﬁc APImetrics Ai::;i:;v‘(lil\slfl) Zapier
4. API Y1l Team: &&tdtm 2t $HE MHTE 35, [ Save Integration ] HES 22184 Q.

Forwarding rules

Your on-call schedule

ON-CALL

Global policies

All schedules

All escalations

CONNECTED APPS

Atlassian products

INTEGRATIONS

Integrations

Heartbeats

Slack

GitLab

Settings

Name:

Whatap_API

Assigned to Team:

Whatap

API Key:

f98ec8c4 - N
Read Access:

Create and Update Access:

Delete Access:

Restrict Configuration Access:

Enabled:

Suppress Notifications:

Save Integration Cancel

Q
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LINE

1. LINE S Mx|E|ct.

2. Of2ff QR ZEE A7t WhaTapLabs 34 M{2S %= FItetL(Ct.

/help # AFE 7t
/list # HSE

/license [M|AF|] # A

/remove [EEMEAE

A
T
« 2t LHolM /language BEOE AtEot= A2 =t L AHEZol| 2 HEE LI CHE 3rd
S2{aQlo|L Z2HEO| AY 4 A7t HBE[= A2 OHELICE

AE GlA|

/license XXXXXXXXXX # =

/language ko # $=0{E 210
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* Product Type: OHZ2|#|0| M, G|O|E{H|O| A, FH|E[A
* Event Type: OZ2[A|0| M &2, H|O|E{H|0]A 22, HERA 2

+ Event Channel: sms, mobile, 3rd party plugin, plugin

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Infol[JAVA][OHZ2[A|0| M T2 M E][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

5
it
oy

O ApplicationName2 A&} X ? O|HIE N|=0f|l A ‘H=FetL|Ct.

¢ Platform Ctg & ot 7tX| 2 EA|RL|CE,
> JAVA

° NODEJS
° PYTHON

o PHP

° DOTNET

© GO

o POSTGRESQL
° ORACLE




o MYSQL
o MSSQL

> BSM_JAVA

o CLOUDWATCH

o TIBERO

o KUBERNETES

o KUBE_NS

o URLCHECK

o URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

o VR

° RUM
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Event message example

Project Name : O Z2|#H[0|M TEHE
Project Code : 3
Agent Name : TC-0-1-8081

Message : RECOVERED: Memory is too high. less than 10%
Event Time : 2022-04-12 18:53:24 +0900

Event OFF Time : 2022-04-12 18:53:24 +0900

Alert Type : APPLICATION_MEMORY
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Metric Name : memory

Metric Value : 20
Metric Threshold : 10
Stateful :

H | OHIE HAX] 7Y 22

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Stateful

Event Rule
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ITZHME Code
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=
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FH

HH|(optional)

A

A
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MH|(optional)

Al (optional)

HH|(optional)

Al (optional)

M H|(optional)

HERA §E
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Target Filter
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Repeat Count
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Repeat Duration

Receiver

MXQL # 2|

Query

Rule
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Query Period

2| 24

Query Interval
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Silent Time

Exception2 ZHHAIZI 28] URL

Exception

URL

Query

Exception

TXID

Exception
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Log Message 2T HAX|
Log File EIMAZEZ
IP 1P

CPU CPU
CPU_load1 CPU_load1

CPU_loadPerCore CPU_loadPerCore

Memory Memory

Swap Swap

Disk Name | Used Percent |
Free Size | IO Percent
Name | Bps | Pps Ezfjm MEHA

Message | Time | Name X2 HAIX]

@ sl O[HIEN|M XISE 4 Ut H|cHot B2 HEE Ho{FLICE

* AlertType2 L2 & ot 7tX| 2 EA|RL|CE

APPLICATION_CPU

APPLICATION_MEMORY
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2 2FAl2] Snapshot

X O|#IE &M A9 Snapshot

H  O[HIE 2 EA[Q] Snapshot

fAl9] Snapshot

MeH 23 FA|  O[HIE 2 FA|2| Snapshot
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X O[HIE &t EAlQl Snapshot
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AlertType

APPLICATION_DISK

APPLICATION_ACTIVE_TRANSACTION

APPLICATION_ERROR_TRANSACTION

APPLICATION_SLOW_TRANSACTION

METRICS

COMPOSITE_METRICS

ANOMALY

LOG_REALTIME

COMPOSITE_LOG

SERVER_REBOOT

SERVER_NO_DATA

SERVER_PORT

SERVER_NETWORK_IOPS

SERVER_NETWORK_BPS

SERVER_DISK_IO

SERVER_DISK_QUOTA

SERVER_DISK_INODE
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AlertType

SERVER_CPU

SERVER_MEMORY

SERVER_CPU_STEAL

SERVER_MEMORY_SWAP

SERVER_LOG_FILE

SERVER_WINDOW_EVENT

SERVER_OFF

SERVER_ACKNOWLEDGE

SERVER_PROCESS_COUNT

SERVER_PROCESS_CPU

SERVER_PROCESS_MEMORY

SERVER_PROCESS_OFF

AGENT_ACTIVE

AGENT_INACTIVE

AGENT_REACTIVATED

URL

TOO_MANY_EVENT
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CLOUD_WATCH

EXCEPTION

AlertType
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ZEo Ztofl ol tHA2XHE FE6HK] S LT,

]

EFE O 2ET X 2lE|= O|HIE EtY

- HE EY: ZEO| H|0|E{ Q] EtY

o]

# : Number
T : String

o @:Boolean

o [1:Date
O[HIE HH T

ey Ete) 49
Title String O|HIE X5
OffTitle String O|HIE 32 =
Message String O|HIE HA|X]
OffMessage String O[HIE S HIA|X|
Level String Gixl OHIE 2f|'d

OllA] 2k

"Database Connection Error"

"RECOVERED: Database Connection Error"

"Connection timeout occurred"

"RECOVERED: Connection timeout occurred"

Critical, Warning, Info
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gcd Et a9
OriginLevel String HE O[HIE 2f|H
Status String O|HIE AlEH
ActCount Number — XM2|LH I
MetricName String XE ol
MetricValue String XEZ
OffValue String s gt
MetricThreshold  String AAIK|
alertType String OMIE &7
_ OHIE &9
alertld String aoAsRt
O|HIE EIRJE x| TE
O EH o|HIE Efoi| M3t X
OHIE
gcH Ete) e a9
ST
O|HIE
H 7|% HEFAH
eventRule String HE2iA =3
3
AAIZE 23
field String
23 aM 7|

OflA| 2k

Critical, Warning, Info

O[HIE 7|5 8! 2L|EE

ON, OFF, CANCEL, ACKNOWLEDGE, MAINTENANCE,

DISABLED

"memory"

"85.5"

ll72‘8II

II80II

"BASIC", "METRICS", "TRANSACTION" &

"zf3uojer0fv4v7"

HE[= ZEQLICE i O[HIE EtRIO0| Ol F2 20| 82 + ASLICE

OllAl 2

"memory = 80"

"content"
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keyword String

logCategory  String

logContent String

Oid

Oname

Okind

OkindName

Onode

OnodeName

Id Number
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Eted

Number

String

Number

String

Number

String

23
gzl

"Error"

2| AppLog

O[HIE 7|5 8! 2L|EE

OflA| 2k

"00:00000:00009:2025/04/06 23:03:52.55 server Error: 1601,
Severity: 17, State: 3\n00:00000:00009:2025/04/06 23:03:52.55
server There are not enough 'user connections' available to start a

new process."
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OIo|ME Z7E

OlO|ME MEH RAIEX}

Oflo|HE MHH
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-98765432

"web-server-01"

867318026

"web-server"

334634079

"production-node-1"
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Stateful
Disabled
Escalation

SystemEvent
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Boolean

Boolean

Boolean

Boolean

Database Connection 2Xt&0| Z &tz O|HIE

title: "Database Connection"

title: Database Connection

SiXl O|#HIE 2[RO| InfoO| 7L} Warning®! O[HIE

O[HIE 7|5 8! 2L|EE

OflAf 2k

"550e8400-e29b-41d4-a716"
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22 WhaTap log search query 2% 2AE &105HA|7] HHEFL|CE,
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https://docs.whatap.io/log/log-search-query

O[HIE 7|5 8! 2L|EE

level: info warning

3. OHE HM

SIYEFIEE AFE5H0 HES HMEY 4= ASLITH

0| MECZ EH 0f0|HE| M LM E OHIE %7

oname: web-*-

H|=0| Connection@ £ ZLt= O[HIE %]

title: *Connection

level: critical and title: Database

E7H of|lo| MEQ| Warning £ Critical O[HIE

oname: web-server-01 and level: Warning Critical

5.0R = AM
of2 2 & otLIEtE BHEoHs O[HIES T3 FLICL

M= = HAIX0 £ 7| =T ZetE O[HIE

title: Connection or message: Connection

6. Mol =A

=3 x712 Held AT 4 Attt
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not level: info
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09/19 01:45 ~ 09/19 02:00

Critical

test event

test event

09/19 01:56:55 (13 Hours ago)

test event

test event

demo-slave

09/19 01:55:50 (13 Hours ago)
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EVENT_BLOCKED_BY_SYSTEM
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Z2HEOIE new server

CHAH server agent
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O Oracle Cloud Monitor

Oracle Cloud Monitor APIE S8 71528 HE2lZ HMst MEFLICH
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1. RSA Public KeyE 44 T of| 2 &0l 443t RSA Publkic KeyE SAHELICE O|= 'RSA Public Key4'S 22|6tH MME KEYE HHIEX| 2ol & £ algL|cH
[ RSA Public key 484
2. Oracle Cloud 24 Identity & Security M 51T} GroupsS A Eisto] DL AHEE Group® Mt MstALE HefBiL|CH
3. Oracle Cloud 2% Identity & Security Hl'w StT} Policies S H&{5to] ZLIE™E PolicyS W& BILICH
-'Create Policy'S 225t 0| §, Description 2 CompartmentE L EL|C}
- 'Policy Builder'0fl M 'Show Manual Editor'E #| 3510 of2f ATt 2 = 'Create'S 22| ELICL
- Allow group {18} to read metrics in compartment {ZTTEHE)

- Allow group {2 &} to inspect metrics in compartment {ZHIIEHE}

1. RSA Public KeyE 44 = 0|2 Z0l| SASHM K.
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2. Oracle Cloud 2% Identity & Security M+ 2 0| S3IM K.

3. Identity & Security 0|7 St GroupsE ME{SH ZLIE 0] AFEE GroupS Al HHSHAHLE MEASIN Q.

4. Identity & Security M4 StCh PoliciesE MEis 2LIEZE PolicyS M-AstM|R.
* Create PolicyS MEidli 0|5, Descrition X Compartments A2stA| K.

* Policy Builder0ll{ Show Manual EditorE MetsH otz Hot2 212 = CreateE MEHSIN|R.
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o Allow group {Z1E} toread metrics in compartment {ZIIEHE}
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W Compute
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W DevOpsDevops Build
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API Gateway

Bastion

Big Data

Blockchain Platform

Block Volume

Events

Compute

Compute Infrastructure Health
ComputeAgent

Data TransferData Flow
Database Migration

Data TransferDatacatalog
Data TransferDataintegration
DevOpsDevops Build

DevOpsDevops Code Repos
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DevOpsDevops Deployment
Digital Assistant

DNS

Email Delivery
Functions
NetworkingFastconnect
File Storage
GoldenGate

Health Checks
ComputeNstancepools
IntegrationNtegration
Java Management
VaultKms Keys

Load Balancing
Logging Analytics

Management Agent

IntegrationMonitoring Metrics

NoSQL
Notifications

Object Storage

Container Engine for Kubernetes

Operations Insights

OS Management
VaultSecrets

Service Connector Hub
NetworkingService Gateway
Streaming

NetworkingVcn
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* NetworkingVpn
* Vulnerability Scanning
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X ComputeAgent

2| ca-montreal-1 eu-amsterdam-1 us-luke-1 sa-santiago-1 eu-marseille-1
me-abudhabi-1 eu-stockholm-1 ap-seoul-1 ap-sydney-1 me-dubai-1
ap-hyderabad-1 ap-melbourne-1 mx-queretaro-1 ap-chiyoda-1 il-jerusalem-1
ap-mumbai-1 ap-dcc-canberra-1 me-jeddah-1 uk-cardiff-1 ap-tokyo-1
uk-gov-cardiff-1 eu-paris-1 sa-vinhedo-1 af-johannesburg-1 eu-zurich-1
ap-ibaraki-1 eu-frankfurt-1 us-gov-phoenix-1 us-phoenix-1 ap-osaka-1
us-sanjose-1 eu-milan-1 ap-chuncheon-1 us-ashburn-1 uk-london-1
ap-singapore-1 uk-gov-london-1 sa-saopaulo-1 ca-toronto-1 us-gov-ashburn-1

me-dcc-muscat-1 us-langley-1 us-gov-chicago-1
HEZIA (@ wH M= min max

[ @] CpuUtilization
DiskBytesRead
DiskBytesWritten
DisklopsRead
DisklopsWritten
LoadAverage
MemoryAllocationStalls
MemoryUtilization

NetworksBytesin

888AAAAAA

NetworksBytesOut

mean

S0 00

sum
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OJHIE =7 /AK|
1. Z10 YE > o|HE MHo| HEZA o= 0|SsHM|R
2. OHIE SE0|M £F L= AH|St2{= O|HIES] 2 00|22 SEI5HMIR
3. OMIE R& ¥ HolM SHS £HtL, [MY 1 HES SR
a. MEHTH O|HIE S AH|SI2{H O|HIE & £ Ao QEZR (9| [ AH| | HES 22/5tMR
OHIE 37
HEZA OHIE HHS JSON IHUZ XF|| CHE ALEXtet BE S SROIAHLE CHE AR - E 7S = USLICH
* JSON I}YH: event-rules- YYYYMMDD .json
LHELYZ|
1. 2tH EZX 2|0 [JSON [7 |HES E=l5tMIa.
2. JSON HE HO| LIEtLIH [ [1 LHELHZ| | HES SE={SHMIS.
o OMEES AM = LIELHY| 7|53 O|E5IH HMot ==0FSON IHU 2 CHRES 4= ASLICH
3. JSON ItYUO| CIR2EEEM S /e CHE AMSXH|A| HESHH K.
77|
1. ofH QEZE Qof [ [ ] HES HEGIM K.
2. WELHI| 7|5 Solf CtREE3H ISON It S MEHSHM| 2.
3. JSON HME ZO| LIEILIH [ 0| F71517| ] = [ HOMT| | HES MEHSHA R,
22 E72 HZF 2ol 0|8 AS HEYYLICEL CHE MZ2 ZZHEZRE| OME AHS IS = UK 2 "t
ESOHX| gSELCE.

426



1. =IH EZX 20| [JSON [F 1HE

mjo

SEStMR.

2. T FO| LIEILIH JSON HAlof 3 LHES +T5HM /.

w
1
0

= 2A=oHH ofH of2f [ T | HES MM K.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f

HIAIXl= HAl0l k2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)

JSON H|O|Ef =

"version": 2,
"eventld": "zcef7s7f27rum1",

"enabled":

"stateful":

"title": "Active Transaction",

"message": "Active Transaction = ${active_tx_count}",

"category": "app_counter",
"alertLabel": [
”Oid”

I

"repeatCount": 1,

"repeatDuration™: 0,
"silent": 300000,

"receiver": [],

"timeTag": [1,

"selectString": "",

"conditions": [

{

"level": 20,
"enabled":

"rule": "active_tx_count > 100"
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1

"createTime": 1763632674345,
"lastModifiedTime": 1763632674347,
"lastModifiedUser": "support@whatap.io",

"basic": ’
"metald": "java004",

"selectCondition": {
"oid": [
"-1010758404",
"-250906941"

H | JSON Hlo|E] =

JSON ZE Efe Mg H|
version Integer O[HIE 1&lo| T HE et
eventld String O|HIE [&|o| 1} AR}
enabled boolean O|HIE 23t o &
stateful boolean AEf 7[E O[HIE o2
title String AHEX7F HE%t O|HIE 2] 0|8
message String AEXI7H AT O[HIE & HA|X|
category String CllolE| 7t 2|
alertLabel List<String> A SRR éH JHelaEintey HE et

XEE= 7|2 A" primary key) &t
repeatCount Integer BH= Sl
repeatDuration Long k= 7|2t
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silent

receiver

timeTag

selectString

conditions

L |level

L enabled

L rule

createTime

lastModifiedTime

lastModifiedUser

basic

metald

selectCondition

Etel

Integer

List<String>

List<String>

String

List<Object>

byte

boolean

String

Long

Long

String

boolean

String

Object

HA FBFORE EA|E ZEL O

[
od

LA SX[ Al
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2) CPU 95% — Warning (X8 &), Critical (ZId &)

- Warning: CPU > 70%
- Critical: CPU > 90%

AlLIE|2:

1) CPU 97% — Critical 2

2) CPU 85% — Critical 82, Warning &I
3) CPU 65% — Warning s

- Warning: CPU > 70%
- Critical: CPU > 90%

HE2I 2 60% — 75% — 92% — 85% — 60%

AFER: A Warning  Critical ~ Warning &4
(M) (E5) (FAD) (CIES)
Warning
(8%

X BHO| =XAtZ A|ESHAHLE SE+EXL ZEHE F2 ${AIEE) WEli= ZHgsf{of Lt

]

= (), I
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c TEA G, @, #,,, ()
c JEfESER L, AL &, |, -, =

${} AFZ Of|Al:

${cpu(xos)} > 50
${mem[0]} >= 100
${cpu-usage} > 80

${namespace:cpu} > 70
${metric name} > 60
${4xx_error} > 10

SO 10| At Jhs: FEXG, ACIATOY( ), H(. )2 BEE FL

cpu >80
cpu_usage > 50
CPUUtilization.Average > 0.8

act: cpu > 80
3L 2Tk cpu>=80

memory < 1000

0

memory <= 1000
status == 200
error!=0

PG
2y
7Lt 2Tt
2+
[=3

0

myl

status == 'OK'

region == "us-east-1"
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cpu+10>=90

memory - 100 >= 500

cpu * 2 >=100
LHzMl: disk / 1024 >= 100
LIHX|: value % 10 ==0

(cpu + memory) * 2 >= 200
(disk - used) / total >= 0.2
((cpu + memory) / 2) >= 50

AND &2t (&&)

cpu > 80 && memory > 1000
${cpu(xos)} > 50 && ${mem(xos)} > 60

ORGA ()

cpu>90 || memory > 90
disk <10 | | network > 1000

(cpu > 50 && memory > 50) | | disk <20
cpu > 80 && (memory > 1000 | | disk > 500)
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o LIKE A&kt

oname like 'prod-*'

url like "*error*'
message like 'WARN%'

o NOT LIKE HAK}

oname not like 'test-*"'

url not like '*debug*'

isNull(value) # nullQIX] 2kl
isNotNull(value) # nullO| Ot X
nvl(value, 0)

iSEmpty(str)

isNotEmpty(str)

sum(cpu, memory, disk)
avg(cpu, memory)

max(cpu, memory, disk)
min(cpu, memory, disk)

count(value1, value2, value3)

1
It
o
&

length(str) # 22Xt 20|
startsWith(str, 'prefix') #
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endsWith(str, 'suffix') # ™O|AF 2ol
indexOfistr, 'search’) # 2XtE 2|X|
substring(str, 0, 10) # 22 2Xt&
trim(str) # St XA

replace(str, 'old', 'new') # Xt x|t

hasStr(str, 'search)  # 2XI¥ gt o2

equalsignoreCase(str, 'match_text') # iA2XIE 261X
notEqualsIgnoreCase(str, 'match_text') # LHAEXIE FLE8HX| g

== 9 = EARXE FESIZZ WebServer 2 webserver £ Ct2 ZfQ =2 TCStL|CH B 7|7t
UMK Y2 EfOLL UES H|wE ff 9| F &t+E AL2SHH CHAEX} X}0|E 2AIStD 2t U= £ JSLICH

Of| Al

equalsIgnoreCase(okindName, 'WebServer’)

notEqualsignoreCase(container, 'PROD.billing')

if(ZA, truedt, falsedt

Ofl Al

if(value >= 90, 'High', '"Medium') == 'High'
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Ofl Al

'Unknown'
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©

tLteF X[SHH true , OFLIH false

10

Ofl Al

()
@
©
«“—

in(status, 200, 201, 204)

A A FOIARY

2 ${0 20| AHZ (0ll: cpu, memory)

KEES A HEEA ${} AL

SOk & At

cpu >, memory && )

(cpu > 80 && cpu >70) )
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* HIAIX]: O|HIE

o 4 AL,

[=13
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An event has occured [ ${pcode} ] [ S{oname} ] [ S{okindName} ] [ ${host_ip} ] [ ${type} ]

Event Message

An event has occured [ 8] [ java-demo9 ] [ dev-okind-1][10.21.1.26 ] [ java]
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HE zZtol o|8E AS HEYLICL CHE MFS| Z2MEZRE O|HE 4FS IS &
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1. oH QEZX 2{0f [JSON [/ | HES S=ItM|R.

2. T FO| LIEILIH JSON HAlofl 3 LHES +T5HM .

w
1
0

= 2A=oHH ofH of2f [ T | HES MM R.

O 47Xt LIO| JSON HAl0f UX| fO™ ohe of2Hof| ofl2f HIA|X| 7t EA|Z|H, MES 4 i&LICH EAIEE ofl2f
HIAIXl= HAl0l 2t O 4~ ASLICH

Expected ', or '}’ after property value in JSON at position 1964 (line 80 column 42)
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AlertNow

1. AlerNow AH|AE H&%t 5 8H4 M > Integration H|'F 2 0| SstM| K.

) AlertNow
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OIE XH 7Y
[{level}ititle} {projectName} {oname}{oid}
% 7% 0j2)27] 2ABIE 0|S2) Yol 1600 IOJE 2 HEELIC

[Warning]CPU Used > 10 % OTE-SERVER ote-front -330494549

MORY is too high 908"

"0dfec0bT6B6c45158 ChatdcEafalsIsa ",

56/1600 byte
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Webhook JSON

Webhook NameZ2} Webhook URL &=
2. [EB]HE

_0
o EIaolM
flE|32]0|H 0| elE| 3201 fE QIE| 20|44 7| M= 015
Whatap - APM WhaTap 4619827 Whatap - APM
7. MM 2HOIM URL 2LEZ2| =4t 010|222 22I6 URLS SAISHAIR.
« ClE|azjo]M
Whatap - APM /'
=<1
QlE| 2ol R WhaTap
QIE| 20| M 7| 46c1982c7Im "
URL https://alertnowitgr.opsnow.com/integration/whatap/v1/46c1982c 7w i) [
8. oY ZL|EZ MH|AQ| ME HHE| E2{0Q1 71 H2 = E0t2t AlertNow F 2tLlf 5ttS| Channel
NameZ2 Webhook URL =2 25IN| 2.
9. [SEIHES 225HMR
Webhook
1. LEES 22 WebhookS SE3HMR. S
MSELICH

F URLOJ| POST MethodZ &2l9| title, text 7}

"title":"Alert Title",

"text": "Sample warning message"

2 S&I5HM K.
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1. 22S %S WebhookS SESHMIR. 58
ELict.

JSON LHoj| &t A2 &= Q=

*  ${something} 2 20N HS5t= CHAIE ZLLICH X ASts HAM ==t 2|0f= A& 7ts

H4-E HO5HM K.

o O[HIE AEH( status )= O|HIE M on

rlo

e Jevel None , Info

"pcode": "${pcode}",
"projectName": "${projectName}",
"${time}",

"oid": "${oid}",

"oname":

"time":

"${oname}",
"title": "${title}",
"message": "${message}",
"level": "${level}",

: "${status}",
"metricName": "${metricName}",
"metricValue": "

"status"

${metricValue}",

"metricThreshold": "${metricThreshold}",
"${uuid}",

"okind": "${okind}",

"${onode}"

"uuid":

"onode":

2. Webhook NameZz} Webhook URL &= & Q2514 2.

[=]

3. Header 2

4. [

on

EHES SEotMIR.

Opsgenie

1. Teams H'70|A &

LS A ES HESIN .

2. Integration H|'=Z 0|33l [ Add Integration | HES
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On-call

Integrations

Heartbeats

Integrations

Search integration Q Filter by v

3. Integration S=0i|A

APT' ZM = MESHM|R.

S

Add integration

Integrate your Opsgenie account with over 200 powerful apps and web
services to sync alert data, and streamline your workflow.

I API QI Filter by v
API Ap;:znsiz,",ti::ﬁc APImetrics Ai::;i:;v‘(lil\slfl) Zapier
4. API Y1l Team: &&tdtm 2t $HE MHTE 35, [ Save Integration ] HES 22184 Q.

Forwarding rules

Your on-call schedule

ON-CALL

Global policies

All schedules

All escalations

CONNECTED APPS

Atlassian products

INTEGRATIONS

Integrations

Heartbeats

Slack

GitLab

Settings

Name:

Whatap_API

Assigned to Team:

Whatap

API Key:

f98ec8c4 - N
Read Access:

Create and Update Access:

Delete Access:

Restrict Configuration Access:

Enabled:

Suppress Notifications:

Save Integration Cancel

Q
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6. IntegrationsOi|A] Event API V2E MEiSt = [ Create Service | HEZS E&/3HMIL.
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LINE

1. LINE S Mx|E|ct.

2. Of2ff QR ZEE A7t WhaTapLabs 34 M{2S %= FItetL(Ct.

/help # AFE 7t
/list # HSE

/license [M|AF|] # A

/remove [EEMEAE

A
T
« 2t LHolM /language BEOE AtEot= A2 =t L AHEZol| 2 HEE LI CHE 3rd
S2{aQlo|L Z2HEO| AY 4 A7t HBE[= A2 OHELICE

AE GlA|

/license XXXXXXXXXX # =

/language ko # $=0{E 210

464

nx
0



olg

| > TREE 243 0f A

|
—

EHE HHA F|: WhaTap ZEHE LY

P

A1

{E&|H, CHE

ot

LINE ZHE!IEF LHOf| A

L
=

« 210y M&: /language HHO|

ilert
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2.

LIt

I.

ol

B~

Z4 Al
(=]

Z1tof| Al WhaTap Et

2

3.

El

1 X

oflAZz|0|

[ Continue setup ] HES S=IgL|Ct.
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&LICt M [ Finish setup ]| HES

MAO| 2 E|H 22 31HO|| A API 7| EE= Webhook URLO| MM ElL|C},
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* Product Type: OHZ2|#|0| M, G|O|E{H|O| A, FH|E[A
* Event Type: OZ2[A|0| M &2, H|O|E{H|0]A 22, HERA 2

+ Event Channel: sms, mobile, 3rd party plugin, plugin

Event title format

[Level][Platform][ProjectName][ApplicationName][EventTitle]

Event title example

[Infol[JAVA][OHZ2[A|0| M T2 M E][TC-0-1-8081][CRITICAL_HIGH_MEMORY]

5
it
oy

O ApplicationName2 A&} X ? O|HIE N|=0f|l A ‘H=FetL|Ct.

¢ Platform Ctg & ot 7tX| 2 EA|RL|CE,
> JAVA

° NODEJS
° PYTHON

o PHP

° DOTNET

© GO

o POSTGRESQL
° ORACLE




o MYSQL
o MSSQL

> BSM_JAVA

o CLOUDWATCH

o TIBERO

o KUBERNETES

o KUBE_NS

o URLCHECK

o URLCHECK_ADMIN
> CUBRID

o ALTIBASE

o CLUSTER

o REDIS

> MONGODB

o VR

° RUM

OJIE H|AIX]

OJHIE IAIR|O] Z3HE 4 2l H
B2 oY LIOIEIS SIS & OB FABLIC,

==

Event message example

Project Name : O Z2|#H[0|M TEHE
Project Code : 3
Agent Name : TC-0-1-8081

Message : RECOVERED: Memory is too high. less than 10%
Event Time : 2022-04-12 18:53:24 +0900

Event OFF Time : 2022-04-12 18:53:24 +0900

Alert Type : APPLICATION_MEMORY

468
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Metric Name : memory

Metric Value : 20
Metric Threshold : 10
Stateful :

H | OHIE HAX] 7Y 22

En

Project Name

Project Code

Agent Name

Message

Alert Type

Event Time

Event Off Time

Metric Name

Metric Value

Metric Threshold

Stateful

Event Rule

Ko

ZZHE 0]

ol

ITZHME Code

Olo|HE 0|F

O|#HIE HA|X|

=
O|HIE EF

FH

HH|(optional)

A

A

A

MH|(optional)
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